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groups Operations on groups

GET /grid/groups Lists Grid Administrator Groups

Parameters

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit
integer maximum number of results
query)
o Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

MEMBREEFTEHLMBE, FINASNABF ID. RS, REXLEE, |

R R0, LUREXFRFRRIES.
HERTTEENRAIERIEN, IRE. EAURTHS KT #E
BEHA

REFIFENEMSH, WREFEEIBERIEN,

BEHIT

EEMN A UHEIBERES .
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RIS ETE API kiR szl
WU EER AP| i FRRR A IR S H B IR

5Ign, LEIESR URL $87E API higds 3 o

https://hostname or ip address/api/v3/authorize

NRXIBARAHITT * RS _* B, WHFEEAPI WEZRAELESE, RN * S5IHRARS _*
TTER, NHEFEE AP BURBRRAG L ERIE, FENENSEMIFIRERAHE. TR T
EIARIEFA B LRI TS API RRZAS TG

API By PR |BhRRZs BN
5|RkRAFRE 2.1 22
5T RE 2.1 3.0

BRRE StorageGRID 4B, X=BARKRMREHMISEEIR APl . B2, THE StorageGRID BIHINEE
RSB, LA LLAIE ZE D — StorageGRID IhAERRASHIIHAR API o

TR LUERMREIE API EBERSTFHIRE. BXIFAES, 15E I Swagger API SXAEHRY
;‘#config‘ "1, EEMATEMRERE APl ZERIRUERBRIRAEE, ENERMNIRIBMZAEIX

EERRIERFEIUATARRENEFA:

* MERZARSL 9 "depression: true"
* JSON M/ IEX B & "depressioned” : true
* NMS.log F2AM— 1 EFANE S, Flu0:

Received call to deprecated vl API at POST "/api/vl/authorize"

B S BIARAS ST FF IR EE AP AR ZS
EERAUT AP ERIREZ S50 AP| TBRRAFIE:



GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

FIERIEEAPIFRZS
&P LM path B EIETEAPIRRZS (/api/v3)S#REl (Api-Version: 3) o MRERNREXFHME, WiFkE
BEEREE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

B LE S Uk R 153K {915 (CSRF)

&a] LUEd A CSRF S h1E5a{FER Cookie BB 10IE, #3BNBHLE StorageGRID 2 EEE
hRIERMRIE (CSRF) Wi, MKEESNEF EIEREcIBAtT£I8E, Hith
API B FPime] LUEREE RN E SR B ALLIEE.

MR EE TR R T EMIESAIER (FIRIFER HTTP REAR) , MU ERBERAF M cookie & H
MELEIEREITRERE B3,

StorageGRID T[i@id £ CSRF €I IE CSRF K. BRAG, $E Cookie FIAB M IN S EIFRL ST
E RIS HIHN AT,

EEAILINEE. 1BIRE csrfToken BHIEEN true BHIWIEHRRE, EKIAEN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

MR Atrue. MAA GridCsrfToken Cookie=fERMBHEIZE NMEEIRFFER AccountCsrfToken



Cookie=fE RN BEIRE NS REIHEFEER,
YR TE1E Cookie , MBILUERARFIRESHIFAAIER (POST, PUT, patch, delete) #RAMEIFELUTIZ

* o X-Csrf-Token trk. FrkEYEIRE NCSRFLkEcookieHI{E,
s WFIESRPRHBIEXHIFHS . AcsrfToken RERILHIEKRIEXSEH,

BXREMTOFMIFEES, BSNEA API Xi.

@ % E 7 CSRFLhECookieBVIiF R & 58 H%ISEHE "Content-Type: application/json" fEfAliE
KEVFRSK. WIRFHLISONIERIEXENFFCSRFILETAIZRIMRIF

MRERTERER. NERAPI

AR B HStorageGRID RL4EFRESER(SS0O). NARBEERITEZDIIEAPIERE R
A EEEMR EIEAPIEFE A EIEAPI,

MRERATERER. BEREIAPI

NREBRAERER(SSO). MpBI—ARTIAPIERFHITIIEIA LB, 7 BEMAD FSIREXM WM& EIEAPIY
HPEEAPIBEMHZHIRIETH,

BEENAR
* [&MEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,
* NREIFRFAFASIE AP, ERLEHEFMHEF D,

KXFIAES
ERME I, AJUERMUTREIZ—

* ., storagegrid-ssoauth.py PythonflZs, fiiFStorageGRID ZEXHB R (./rpms 3 FRed Hat
Enterprise Linux@{CentOS. ./debs &R FUbuntug{Debian. # ./vsphere &HFVMware),

* cURL IEKRBYRAI TIER.

MRBITEREDE, WEHTIERAGEREN, BRI THEIR: Avalid SubjectConfirmation was
not found on this response.

(D T cURL TERFRRIPERT LB R EE,

NREEANZURLREREER . NS F IR FRZFISAMLARZS,
3
1. ERUTAZEZ — LR B R IRIEShE:
° M storagegrid-ssoauth.py Pythonfild, BZEFIE 2,
° M curl iIEK. BEFE 3,



2. NRBFH storagegrid-ssoauth.py H#IZs, ’l%ﬂillzkﬂfi%ééPythonﬁgﬁ%%#iiﬁﬂﬁl]zko
HIRRES, WA TSEHE:
° SSO AF &
° 2%t StorageGRID AYig]
° StorageGRID A9t
° NREIFRIFAF EIEAPL BEHAEFIK,ID,

python3 ftmp/storagegrid-ssoauth.py
saml_user: my-sso-usernarme

saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

- 1 - -
Enter the user's SAML password:
FEFFFFFFFIFFIETFFIFFIFIFFFETFFEFTIFIIFEFITEFEEIFEIFEFITEFTFIFFIFFEFEFIFEFIEFIEF T E I EE T T ETEE

R R R R R R F R R R F R R F R R F I F R R F I T EF I T I F T F I T F T FITFFFFITFFEF XTI F TR ET SR

StorageGRID Auth Token: sbeboybf-21f6-40by-afob-scbcacfbager

I HRM T StorageGRID #iX<H, IE, ERILGSEATEMIERK, RMUTFEREM SSO BIER
API B975 20

3. WNREMEM curl BXR, BEEAUTRESE .

a. ERRERAENEE.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345'

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Fif RN EIRAPI. 1EERO{EN TENANTACCOUNTID,

b. BIZFWE R BNILIEURL., [RIZHEIR 1EEPOSTIERAIXE] /api/v3/authorize-saml. FMIILZH
fHBRE JSONZRED,

IRAIETRTHERER FHIIEURLAIPOSTIAEK TENANTACCOUNTID, ERIEE1EE! python -m
json.tool LAfHFR JSON Zwh3,



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

-—-data "{\"accountId\": \"S$STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 824 E—1 URL RIZRVE R URL , BEFREHEEISMNY JSON HiZE.

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIwWEEVS%2FJTuv’. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. fR7F SAMLRequest MM FIREX. LAETEESar S HER.

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvfwA%3D"'

d. M AD FS FJREXEIEE FimiaK ID F5EZE URL,

— M ERMER L —MN R URL IERER KR,

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'

PN B HER P iIERK D -

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de" >

e REFMNPHEFHEK ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"



f BIEHNEIRRXE E—InR RRYR PR,

curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

-—-data
"UserName=$SAMLUSERQRSSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication" --include

AD FS iR[E] 302 EEM, HEMEFREREMEER o

@ RN SSO RABAT ZERRSMRIE (MFA) , MKRPEAHERCEE NN
B HE .

HTTP/1.1 302 Found

Content-Length: O

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw33D%3D&RelayState=12345&client-request-id=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth MR cookies

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. A SHIUE POST Y Cookie ¥ GET iE R AZEIHEEME.

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

—-—-cookie "MSISAuth=$MSISAuth" --include

MNARSKRE S AD FS REER, MEBEEHRNGER, miuNIESXR SAMLResponse [RiEE— 8
B FERH,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {R7F SAMLResponse TERREFE&H:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response & StorageGRID &{45%
IELRERVIEK.

BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo

11



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

EMERT LUER MYTOKEN M FEMIBER. FUTFREASSORERAPIEYA .

MRBATRERER. WMAPIFEH

MREEREAEF (Single Sign-On, SSO) , MHAMIT—ZRF AP iERKF#ITRIZIER , 7 EEEHEMEE
12 AP| SFHPEIE APl

KT IAES

MREE, IEMALMENTHEIETHHENA TS StorageGRID APl . 5%, EHATLIM StorageGRID fiik
BoFE (SLO) , XFEEBME StorageGRID $H4,

p

1. BEMEZFHEIEKR. 1BEE cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

12



2. {RT7FEH URL 6

export
LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=£fZDNboMwEI
RfhZ...HcQ%3D%3D'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERERER T4 AP .

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fip% StorageGRID EAH SN ITEARXSAER SSO HE. £H cookie "sso=true" HARFKIEMH. N

FIF & MStorageGRID FF5H. MARFMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

-—-include

% 204 No Content MNVIETAFIEEEHE,

HTTP/1.1 204 No Content

13
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