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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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ffAaudit-explain T &

&R LUER audit-explain AT EZHE

B,
EBEENARR
s B BB REBIARIR,
* IBNINER Passwords. txt X4

© B EEE BT SR P ik,

KFULES

SR EIZH SR 5 T IR R T

o audit-explain FEETR HRMNTRARIEHZBSHRHHEZHE BB EHE,

@ o audit-explain LW THRFEMIZ AL FHEHREHIRIGIEREER. EELIE audit-
explain BAJRER SAAECPURIR. XAJREREMStorageGRID #1E,

LRFIERTHFRHEEE audit-explain TR, HMHKF ID /3 92484777680322627870 B S3 F - {#H S3
PUT I&KREIERZ 7 "Bucket!" NFMESEHRZFEDERN=ZMWRE, EMXIUE SPUT BHIZHES.

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870

cbid:9DCB157394F99FELS usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870

cbid:3CFBBO7AB3D32CAYS usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870

cbid:5373D73831ECC743 usec:93874

o audit-explain THAIUAMBARZHEREENFIZBSE. Bla0:

audit-explain audit.log

audit-explain 2019-08-12.txt.gz

o audit-explain ZLEFALUENGEZ N, Fl0:

audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-explain /var/local/audit/export/*

/o, audit-explain TREALERREEENEAN. XFERTUUERTREMTGIERN grep s LEE Mt



A flgn:

grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

AT HEZEEUEIEFEABMBITRERIE. FALETLEE MEBEENETHED KT ERE audit-
explain MABEN X,

(D o audit-explain TERMEZEEEXHENEERN. BERIEBEEEIXH. BUGLITEH
FRMEXXHR. HEFEA zcat BFEABESEXXGNIER, Fl90:

zcat audit.log.gz | audit-explain

M help (-h) EMLAEFRRBIET, 5140
$ audit-explain -h

R

1. BRI ETEETS:
a. BMALLTFE<: ssh admin@primary Admin Node IP
b. WAFF|HES Passwords. txt X

2. NLUTF8S. HF /var/local/audit/export/audit.log RinEBD M —PEH SN XERIZFRFINL
=

$ audit-explain /var/local/audit/export/audit.log

o audit-explain ZTHRATEHEEXHFHFIEH SR AR,

@ ATHEBITKEHRESTRYE, RANBERTA2ERNEE, NMREEENEE. 5ERY
188 (-t )ik,

BXER
"SPUT : S3 PUT"

ffFHaudit-sum T &

TR LAMERA audit-sum AFIHEE A R BSKAMFREREZHE SRR EE ST
BERENR/. RAMFHYE(EAR/N I,
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o audit-sum TEETNR ERHNTASETIERNE N, BEARIFREIERIERE U X LR EFrERIET 8l

®

o audit-sum bt TEFEM|E AT RESIEHBRE(ERREFEA, IEELE audit-sum EIfFA]

BERHAAECPURIR. XAIgERF MIStorageGRID #:1F.

ERBIERT PRV ET audit-sum TR, WWRFIER T iR EFrERIBTIEL,

message group count
average (sec)

IDEL 274

SDEL 213371
0.352

SGET 201906
1.132

SHEA 22716
0.272

SPUT 1771398
0.487

min (sec)

0.010

0.005

0.011

max (sec)

20.934

1740.290

2.349

1770.563

o audit-sum TEARERZEATHRMLUATSI. SwiftFlILMEZHE SR EANRTE]:

(8E Description

ARCT MBI

=B I FE SR

PRIR ILM Initiated Delete : 125 ILM FFIEMIFRYT &R
FPUEEN

SDEL S3 delete : IERMINAVE S LURIBRIT R 1F6E
DE%

SGET

FED BRI R,

S3 GET : iERMINIES LILERM R H

=)
"ARCT . M=EBaRFI"

'SCT : |4 IR’

"idel : ILM BEREshR"
"SDEL : S3 delete"
"SGET : S3 GET"
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i Description

Shea S3 head : IR ESLIKNER
KTEED ERo

SPUT S3 PUT . iERMINNESLUEIEF N REEF
B9 R

WDEL Swift delete : BRIV ESZSURBRHRIE
75

wget Swift get : IERMINNES UK RN RETIH
REBFHHR,

WHEA Swift head : IERHIINESUKER
HRE AL

WWPUT Swift PUT : 1IEBRINRIESS UGIEF N R

BER

"Shea : S3 #1k"

"SPUT . S3 PUT"

"WDEL : Swift delete"

"WGET : Swift GET"

"WHEA : Swift head"

"WWPUT © Swift PUT"

o audit-sum Iﬂﬁ_{l’x%iiéqfﬁ*zEIL,\:EJ_QEE,JEE*;—EIL,\O ﬁuyﬂi

audit-sum audit.log

audit-sum 2019-08-12.txt.gz

o audit-sum ZTEIFXAIUERAMES

Mo fIEN:

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/audit/export/*

A, audit-sum TERRILUERFRBE]

o fFIYN:

grep WGET audit.log | audit-sum

grep bucketl audit.log |

audit-sum

BRVRIA. XAFEE] AL TR grep &9

LHEMT
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grep SPUT audit.log | grep bucketl | audit-sum

(D I TERERRBEEXHENEERN. BREERENXH. BUSTSHRURHEESH
B, WEMREA zcat BT ABEEXXAHNIR, Hl0:

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

TR AR IR FME D R LR ES R LRREDFHITLE, NERFESRZM, HEKRIBR
REGPESWMERITHH, BINERT. BEETRN. RAMFIGIRENE. BERILUER size (-s) BIIE
FEEEWERK.

fEF help (-h) FEHMUEEFRBED, FI40:
$ audit-sum -h

g
1. BRI TEENR:
a. MALAF8p<. ssh admin@primary Admin Node IP
b. AT Passwords. txt X
2. MREDHEBN, BB, WSKHBFHREEXHNAEER, BRITUTSER:

a. B ALAFas<. Ef /var/local/audit/export/audit.log RINBAITH— PRSP XHRIZIT
ME:

$ audit-sum /var/local/audit/export/audit.log

LERBIERT FRHEAEE audit-sum TR, WWREIERT R IEFTERRIBTIEL



message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

EUERfBIR, SGET (S3GET) 1RENFIIRERIE, 5 1.13 7, {8 SGET #M SPUT (S3 PUT)
BRENRIFE R EERREK, L9791, 770 F,

- EETRREREN10MEFRIRIE. 1EFEHgreptr TIUEESGETH EH R KL IED (-1)UBERR
BfF: grep SGET audit.log | audit-sum -1

SEREERE (WERHHER) HMREF, EUBIRERTEHERZETPRMNISXERENSRBXNE
fthiH S



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ EILRAlEE T, ERIUER, =P RI1EH S3 GET IBEKRHMMEKRNNH 5 GB R R, ZK/INEZEK
TFHMR. REESHEEF ORI ERE,

3. MNREHEBEMEPRAMRIIR KA B sizelEI (-s)

audit-sum -s audit.log



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

FURAEITR, SPUT BIFIIXERA/IVINF 2.5 MB , B SGET IR/ NEXRRIFZ, SPUT HERIHREITZ
=T SCGET HEMNHE, XRAASHHNRKIEFAZHILERE,

4. MRBHEFRILTEEZTIRE:

a. EHENMEZAE LEAREER < FHERAgroup-by-timeiklil (-gt). SERAEIER(FI015M, 1H
. 108):

grep SGET audit.log | audit-sum -gt 1H

10



message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

count min (se

7591 0
4173 0
20142 0.
57591 0.
124171 0.
420182 0.
1220371 0.
527142 0.
384173 0.
27591 0.

.011

011

010

013

021

015

011

012

010

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

.290

961

867

290

511

961

228

290

867

XL R TR S3GETRE7E 06 : 00 F) 07 : 00 Z[EhXEISIE, XEeata| s A FEIYatjatbiA R

K&, AEFASEEHMEENMEAEN. XRATEEBHEMIE, FIREREMNSES, WA

TR IRIERAIBESIHo

b. ZMEMFRE/NRENTIRA. BERMsizeikIn (-s)2l6s

grep SGET audit.log

audit-sum -gt 1H -s

A
<.

INA=|
AeE

11



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

C

XELERRA, YRENRBELIEAEN, SRE—EIFEANEER,
- BEEELIFMMER. 18P audit-explain AFEEZ/NNAFIESGETIREIN T A:

grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less

gNRgrepin LHRENAZ1T. 1FA less B39, —RETR—R(—MRER)WHEZASXHAR,

S. NREMEFMEIE LAY SPUT IRER S LEXRAY SPUT 121FI18:
a. §&RER ~go EU. BT DRI RMEFMED ERIR(FIVE S #ITO4A:

grep SPUT sample.log | audit-sum -go

12



message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

HZRETR, FEDREY SPUT BESMREY SPUT 1#1ERBRERIMERERHIE,
b. BT MLFEDRIISPUTIRIERIE. BER —gb EH. AFREMEIBRINESHITOAH:

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. EMEMLEDRIISPUTHERA/NEAR. BRI -gb M -s BEBIL:

grep SPUT audit.log | audit-sum -gb -s



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

LEESES
"{FFHaudit-explain TR"
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