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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your S50 seftings. After verifying the connections, select Enabled and click Save to start using S50.

S50 Status # Disabled " Sandbox Mode " Enabled
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 550 seltings. After verifying the connections,
select Enabled and click Save to start using S50,

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD F3) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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BTG 2R AD FS BI2TH,

4. %% * AD FS* > * {R#AEE * o
LB R B R# 5 5 SR

o. AT SIRAYIRI TS (S EARNNI EJ42 Hl SRBK ©

a. HENERINICIZRI R 5 5 1E.

b. HRBTEME, ARERF * RELEITHIERE .

C. R IRl ERES,

d B WA ARBEHE
6. IR L RGN eI 2 AIE X EE:

a. HENERINICIZ BRI 515 E.

b. HRBTIEE, AFEREF * RIEBRTRIBLMREE *
L2 ray ) G S
d. EEEMNERTIE L. MFIRFEZFRLDAPEBIMIENBRLE . ARRET—F%
e. FEEEMNTIE L, BN ZRET.

(9]

Fgn, ¥ * KR GUID BEXAEZFFR ID*,

f. SMFEIEFME, R * Active Directory* o
9. TEBREYRAY LDAP BIEFIH, N * WK GUID*,
h. TERRETRAVE HFRINERIFERET |, MW TRIFIRAIEE * B ID*,
L BETER AEREWE
7. BIATTEIRERIIS No
a. ARPHERBAETLUUTAEE .
b. #INBIET * ihm *, *HRIRFF * M BE 1 IEmMR EHFE,



NRER DI, BN S THIEIL RS IEH, HERFFaANERIR,

8. B8 LRSI, 7 StorageGRID ZFHHIFFE BT REEEKN S EE,
9. 5ERlfE. IR[EFIStorageGRID "I PR fk#i /5 EE" UMINECE EM.

BESNKSTHIEIR ARG EE
TR LB AR SN EET 28 SAML TTHIER S NS MRS S ERE,

ERBEHNE
* EEEStorageGRID PEEESSO. ¥ BAIERSTE MEET M2 T E (PRI ST

A%

fTo

@ BA AN StorageGRID REFHENEET REIZBRHSEE. NETEETR/BERETS
51, AHRAFATUREMERIEHTMEET R

* 8B 1E AD FS REIBMKHM G S1ERVEZL, WETLLAIR Microsoft AD FS X,

* WIETEfEMA AD FS E12%7t, HERTEESA,

EFIES
X L35 BRE FS FWindows Server 2016K1HHIAD FS 4.0, 1R EFERHIZWindows 2012 R2KIHEIAD FS

3.0. MARINRELE BEARR. NREFEMEER, 1ES 0 Microsoft AD FS X4,
TB

1. fEWindows Server Managerdl, BH*THA* JAFiLEFE* AD FSEIE"

2. TEIRIET. BERMKBAEE

3. TEWelcomeDlmE L. E&#ZF*FEEARI . SAFRT FFE".

4. JFHF * SANBREE S NTEL S AMMLE LR TRBVEEE * .

5. 7F * X cEuEiE (ENMBH URL) * A, BALEET R SAML THIENUE:

https://Admin Node FQDN/api/saml-metadata

&MATF "Admin_Node_FQDN . BMAB—EETRNT2RERZ. GIEHXE, ELUNBT SR IP
ik, (B2, WREELREAN IP i, 5, WRIKHSEER IP IR EELL, B ERNE
MEUZLIEE )

6. THEH S EEBS, RERMASEEHXFZAS.

@ WMANERBIREY, BEASET SNEXAIRAR, SWIZEIESSA Single Sign-On TIE L
BT eMEE, FI80: sG-bpCcl-ADMI,

7. FNINAEERFN :
a. HRBELILEME, ARIERE * FIERIRIEARERE * o
b. BTN
C. EEEMNERIIE £, MFIRFPIEEFRLDAPBIEENBERAIX . ARBEE T—F%
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d. ZEEMNTIE L, BN ERETR,
BiIgn, R * FR GUID BEXHAER ID*

e. WFEMTEME, 1%E#F * Active Directory* .
f. TEIRETRAY LDAP BT, EAN * WK GUID*,
0. TEBURRAVELRIERIFEESIR, N THIFIRFIERE * EFF ID*
h. gH*FER* AEREHRE
8. HIATTEURERINS Ao
a. AP EAM S EELUITHAEREY,
b. HINBIETE * imm *, * NIRRT * M * FE *EWR ENFE,

NRER DT, RHIARKS TR E R EH, SERFFaNERIR,
9. &8 LAY EE, A StorageGRID ZFHHIFIE EET REEEKM S EE,
10. 5EpfifE. iR[E1ZStorageGRID 1 "MIitFTH f#i 5 (5E" LAFIAACE [Ef.
FEIRBIRM S EE
NRIGERTSNRHEHSERVESE, WA AFERNE,

BEBENRA
* 8B 1EStorageGRID FEESSO. FEMERFAHRENEET RIS MREF A (SIPHIIL)FKE S HRiR

o

2

C

B

@ B StorageGRID AAFNENEET REIZKMGEE. MNEIMEETRIBERMS
5, THRERAFTURSMERMEHEEMEETR.

* [EE3X1SHStorageGRID EIERE EERBEESXGER. HEIEINAM L Shel EREIEET o

* 8B 1E AD FS eI A S1ERVEZL, WETLLAIR Microsoft AD FS X4,

* WIEEEA AD FS EE&8T, AEBTEERYA,

KXFIAES

X5 BRiE S FWindows Server 2016 AIAD FS 4.0, WNREEABIEWindows 2012 R2MIHHIAD FS
3.0. ME£FERRES B BBERE, MREEEMEED, 152N Microsoft AD FS X1,

B

1. fEWindows Server Managerdi. BH*THA* fAGEEE* AD FSEIE*
2. TERIER. BERMKEAEE

3. TEWelcomeDlmE L. EZF AR . SAFRT FFE"

4. EFEFMANE XA ANEUE. RAREET—F%

S. TIPS EERS:

a. ALLEETRRNERET.
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NTHRER-EE, BEREETRIKRBIAMATY, SHEREESNERERNELERN—E. FN
. SG-DC1-ADMlo

b. Bkid itk BRI ERE Bl ik S hEINZIIE o
C. & URL Ti@E L, %7 * BAX SAML 2.0 WebSSO WhiXMIZ1F * Ei%1E,
d EANBETEM SAML RS S URL :

https://Admin Node FQDN/api/saml-response

EATF "Admin_Node FQDN F. MNEETRNTEREER. WNEXE, EEILATIREY P it
it B2, MRETELAIMAN IP L, EFEE, MRIKHSEEN P UL EELR, EHNER
EReIZIILEE )

e HREMRANIEL, BER—EET REVRMAIRAE:
Admin Node Identifier

IEFATF Admin Node Identifier' F. HMABETSRNEHATAFT. SERERNELETHNTES
tHE, fl%0: ~SG-DC1-ADMI1,

f EERE, REKBAEEHXARS.
IHEB R TR 4R SR TR R 15 A ISR B M EAE

() ORRSTUINEE, BERBTUEE, ABES - FETTREREERS * .

6. EREEMNES. BRI
a. TEEEFEANEIRTIE £, MPIRPIERISLDAPEMIENEFRELZE . AREETT—F%
b. FFECEMMNIE L, BN ETREM,

Fgn, % * KR GUID EXALZFFR ID* .

c. JWFEMENE, &I * Active Directory* o
d. 7EBRITRAY LDAP BT IH, AN * HKR GUID*,
e. TR RAEHMIMEIFERATIR, KN THFIRFPIERE * Z#7F ID* o
f pE . REREHE
. ARBREERBAEEUITAEEM.
8. £ * imm * &Mk L, RELEH (SLO) REHR:

a. BERMSAML *,

b. %E4F * iR SEEY * > * SAML EHH *

C.IEEBE>CEEM .

d. £ * 85 URL* FEF, IABTMIEETRERFEHE (SLO) B URL :

https://Admin Node FQDN/api/saml-logout
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EMATF "Admin_Node FQDN F. BMANEETRNT2REEZ. GIELE, BRSBTS IP

ik, B2, WMREFELAEN IP I, HEFT, MRILKBSEERN IP UL EER, O AEHRNE

MEIRIEE. )

a. BEHEHE
9. £ * &R &KL, IBELKBAEENEZIES:
a. ANEEXIEH:
* NREEEEENEEIEP L1£E StorageGRID , FEFILIEPR,

* IREKABEXED. BERINEETR. AFHE /var/local/mgmt-api EETRHBER.

SR custom-server. crt IEPHXH.

“F: MERAEETANRINED (server.crt), MIREETRHIMEEE, WEMET RV ENRE

AEUMES, EREBMIKIS EE.
b. AR, ARBHHE"
RS B RRIEF X .
10. B8 EAP R, 7 StorageGRID RARIIFIA ST KRB RIS EE.
N. SERE. R[EIFIStorageGRID Fl "t FiA ki /5 5 4E" AR EER.
AR 7 S 1E

TEXfStorageGRID s2fI{EA B R ER(SSO)ZHl. FHIAEEHIERRERMPSF
H(SLO), MRENBINEETREET RS ERE. BRIAEATUNENEET RE
FASSOAMSLO,

ERBEHNNS

© BB R RS RS BIRE,
© EBRABREHIR,

* BEEAEAD FSHIRE— RS MIHS 1

pg
1. SR EEHIERIRRER

A 2 RSingle Sign-OnTiiE. FHikiR 7D SR %D,
2. EVERIHEAR. KBRS HIREEFERIENEER.
LLURLZRMIETE BX B IRS R FEAPRINREIRER,
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin MNode, using the relying party identifier(s) shown below.

G. 5o to your identity provider's sign-on page: https:ffad201E-.saml.swsfadfsfls!idpinitiatedsignnn.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SS0O operation is successful, StorageGRID displays
a page with a success message. Otherwise. an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.

3. BEIbHEE. HERBUIURLERIHMMEEINEEER. LIRS HREREFINERTIH,

4. BNECIUFEHRASSOERE|StorageGRID |« iHEF BRI TR Z— EFEFEET S BKRB SRR
. ARRHERS

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

%éﬁzl%;ﬁj_\lu\gﬁu)\ﬁﬁp % *” ‘Z\Er.llo

S. BINERIEXS A P R FE.
° YR SSO BERFEHIRIEMTY, WERET—FAMINER.

+" 5ingle sign-on authentication and logout test completed successfully.

° JN3R SSO #ERM, MR R—FHERES. EEREER , BERNEERY Cookie HEIH,
6. E8 RS BUBIAEET BRI EMEET =,

YNRFAESSOBERAEHIRIFIMIN. MATLUSASSO,

ERERER
EERADERIVNIAFAE StorageGRID {k#i A EEZE. BRI UERAERER(SS0).
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EREORE
P ERTRNEBRGNEL—IBEA. H DM roothERURNRAZA, HTEANER K &
WA DG — B & B 1S B RS8R P 51288 L root A AN R

* fmwne R RN PR B K 5 5 1E-
$IE
1. &R BB ERERS
A 2 RSingle Sign-OnTiE. FHiEBR T7T*WVERER*
2. :l_.f SSO ’{klp\%&?y * E:)-EL’IFH *o
3 BEHRE",

lttﬁj-j‘l‘;uu 25 Eg‘ ﬁ:%\o

A Warning

Enable single sign-on

After you enable 350, no local users—including the root user—uwill be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management AP

Before proceeding, confirm the following:

* YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has Root Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

o o

4. BEES. ARRTHE"
0, ERAERER.

@ FrE P ERIERASSOERMEEERE. AP EEE. MISEEAPIFIFAF EIEAPl, Zsih
R Z/&Bih8) StorageGRID o

RARRER

NREFBRECERAERER (SS0) Ihee, WeJLBRALThEE. SIARARRER
, ARZTEFERSMEXE,
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* BTERSFRYN SRR E REIMAR SRR,
* BRIMEBRFERN RN,

p
1. EFREESERIRERER

AT 2R Single Sign-On T,

2. pEiF - BB &L
3. BEREF ",

R ER—REEHE, BREtAPRERUER.

A Warning

Disable single sign-an

After you disable 350 or switch to sandbox mode, local users will be able to sign in. Are you sure

wyou want to proceed?
o

4 BECHE "

TREFE StorageGRID B, &&= StorageGRID ERMHE, B NAMoELS StorageGRID B F
BYF P &R,

IENERAEMEA—TEETRNERER

MRERER (Single Sign-On, SSO) AAKREHIE, ErIgELEZERIINEEIR
28, EXMBERT, BAIUN—IEETRIGNZAHENBHE SSO ., EZAHENR
F3 SSO , w7iARTI mBYsR< Shell o
BEENRA

* A EBRE R R R,

s BB Passwords. txt XH

* B A iroot A F BV Z B,

KXTFULES

N—PMEETREA SSO 5, ERIULIAHE root AR S MEREIMEEESE. ERIF StorageGRID RFHIL
, BRITHE AR EMERT RBan< Shell TEET R EEHEA SSO.

J— MR AR SSO FAFMMMEPEFRMERT M0 SSO WE, MK SR8~
(D) RmELH* BA SSO* BHERRIBETRS, HEAFEIEN SSO REMBRIFE, B
S EHTER.
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B
1. ERIBET A
a. WALITF#<: ssh admin@Admin Node IP
b. 3 NAFIHAIEERS Passwords . txt X
C. AL T an <tk Elroot: su -
d. WMAPFIHAIZR Passwords . txt X

HrootFAF BMERE. RATHEMER $ to 4o
2. 17U F&%: disable-saml
g ER—%ES, IEHm<EAHR this Admin Node only .
3. MIAEZEH SSO .
ETr—HHEE, BT RLEEAERER.
4. )k Web 552817 1RIE—EIE T = LRI EIRER,
WE, BFEXM SSO, BERMIEEERERIHE,

S. EFAF & root M7 root AFMEIEER.
6. NREERFEEIE SSO EeBEMIGATEAA SSO :
a. EFECEIHRITHIE S ER
b. BN ARIEMIITEEY SSO K&,
C. BERE .

EdiSingle Sign-OnTIHFHREF = BB NE MW EFBASSO.
7 NRERAFLEEMRRFTEL MR EIEREMIRITEA SSO !

a. JITFERITHIERES
b. BFE-FHE. ARXHAMIEEES,
C HEETRLEMEM SSO ., ERILUHITUTE—TE:

* BT TFE%: enable-saml
LR ER—%ER, BHmEMAFR this Admin Node only o
HINERH SSO .
ETr—%HEHR, BrTRLEBAERER.

o BHTEIMETI = reboot
8. M Web N5528th, ME—EET RihRMEEES.



9. HEINILESR 2R StorageGRID ERIUHE, HEMMIRAN SSO FHEA GEIHRIMAR EER,

BXER
"RERERER"
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