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99-97 (Storage Node)
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4. NEBETRIBEEZASE. MAEMA NREXBEIRMELERONRNME—IRIRFF(UUID):
a. FRIMETR:
i AL T#%: ssh admin@grid node IP
ii. SMANAFFIHAZR Passwords . txt X
iii. 3N TR Elroot: su -
v. ENFPFIEEIEERS Passwords. txt XHFUroot AP BMBERE. IRRFHEMERN $ to 4o
b. EXNEZEEMRENER. M ... cd /var/local/audit/export/
C. f£ grep IREXMEREKR (OLST) HiZHE. A ... grep OLST audit file name
d. ig TEEHREEH UUID &,



>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

S. {F ObjectByUUID 8 URIFIRFF(UUID)EHR IR AEHESIBEEEENK,

a. Telnet Z localhost 1402 LAiA[A] LDR 1Z&14&,

b. 3\ ... /proc/OBRP/ObjectByUUID UUID value

EE—NREIP. 2XR UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 FIH T MIE,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59A76731EGEAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block version)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"



by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

}s
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
N}y,
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EEZNREIFH, EXNR UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 FKRYNBFMAIE,



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. &% /proc/obrp/ObjectByUUID B9, FREVFERAVIRIE:
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1. TEEBET R, EREZAEUSTRAENNRAE:
a. HFREIMET=:
i AL T#<: ssh admin@grid node IP
ii. NFPFIHAIEER Passwords . txt XHF
iil. N TFar<StiEEroot: su -
V. SNPFIHEAIZERD Passwords. txt X{FUroot P BMERE. IBTRIEMER $ to 4o
b. B NEZBAEREMBRR: cd /var/local/audit/export/
C. £/ grep IRENS AIRE BRI R KB EIZE B HIEHLZIXTHE XM, M ... grep uuid-

valueaudit file name > output file name

fB4n:

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. 5 grep MILIEIHSXHAIRERESLME (LLLST) BHiZEE. WA ... grep LLST

output file name

fB4n:

Admin: # grep LLST messages_about lost objects.txt

LLST BZH S R MUTF U REIE S,

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]

€. 1£ LLST ;& 243k 2 PCLD FE&F1 NOID FE%,

YNR7EZTE, W PCLD KYENHE LR DEFIMNRBIASHTERKZ. NOID RFIERFAIREHEIN REIZAER
LDREYTR IDo

NRPEIRRUE, EAIREREBIERIZNR.



f. #Et LDR T3 52 ID B97EMET o
AT SR ID EREET AN G EERM:

* ERSEIRSEP. mE SR> T A MNREIN,. AFIEE * . Data Center_*>*, Storage
Node_*>*, LDR i/ ID fii F Node Information &, EEFNEEDTRANESE, BIRIRE
It LDR BI7FfET = ALk,

* THHBEEMRNMERGE, ZREEFE— \docs BR. WNRFTH index.html X4, " Ak
SRR " BETRPMEMNETRIFAETR ID.

2. BENGRERUTHEZEESPIERNEET R L:
a ERIEIMETS:
i AL TF®%: ssh admin@grid node IP
ii. EMNAFIHAIZD Passwords . txt X
iii. E NLATen<t)#iElroot: su -
V. SNFTIHAIZERS Passwords . txt X

HUrootAP BIERGE. RTFRHMEN $ to 4o
b. HENRHIXHBRIZREF Lo
MNFNRIOXHEEREF, EEMA LLST BHiZHEH# PCLD {E.
fBan, A

1ls '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG'

AT TSR, BAARS|SERNRHBIFIERER, X EEFERF .
" MRKILFINREEZE, NN REER, TEFERLIHRESE #1TIER, BHEARAZR.
" NRIREFIWREER, IBRERITH R FHRAEFEE StorageGRID, B UEIHRHXEIHIRIE
[5[5] StorageGRID ,
1. RKEIHRER. FEINIE L REFEEStorageGRID

a. ME—1MFEETRP, BERHRXUFEN, UEREE StorageGRID #1TEIE, I ... chown
ldr-user:bycast 'file path of object’

b. Telnet Zl localhost 1402 LAiAiR] LDR #&EHI&. N ... telnet 0 1402
C. 5N ... cd /proc/STOR

d. #IN ... Object Found 'file path of object’

fplan, A

Object Found '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgAS#3tN6’



A Object\_Found SRR AMBBHNKRIUE, EESAAEIR ILM R, ZREIRER
BRRBYETE B H RIS,

" A NRAMIREATERVFFAET =B, ')-“J—JLM—HZS{'_T%E%'JE' Eﬁﬁ%mﬁﬁﬁ%,mo 1131%5&%?_
BXM726E T mAY4ESA /var/local/rangedb BRH, A RIEHER object\ Found #5%,
" MREELRERNR. MEER Object\ Found mYEM. BHEABEARAER,

" NRWNREMINERE StorageGRID , MEBR—EHIES. Fla0:

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rHO%DKkRs&LgAS#3tNG"

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tN6G6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

BERITPR WIEERECIENUE

- R XN REIEEE|StorageGRID « BWIIRE S E RIS,

a. BN ...cd /proc/OBRP

b. 4\ ... ObjectByUUID UUID value

BUFRBIER UUID 9 926026C4-00A4-449B-AC72-BCCA72DD1311 I RBERMIE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D

0xBAC2A2617C1DFFTE9S59AT76731E6EAFSE",



"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
bo
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
bo
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
N
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. M LDR =HI&FH. WA ... exit
2. TEET AP, ERUXKRH ORLM HEENEZEE, LRIMEEEGARER (ILM) ERER
iy == P
a. HFREIMETS:
L BN F®H%: ssh admin@grid node IP
ii. ENAPHIHAIZS Passwords . txt X
iii. FNIA T enS I Elroot: su -
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V. BN HEER Passwords . txt XHLroot AR BMERE. IRFHIEMER s to #o
b. EANEZAEAENBSR: cd /var/local/audit/export/
C. {#H grep B E5MRXEXWEIZEEIRIEIMEXH P, BN ... grep uuid-

valueaudit file name > output file name

a0

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages about restored object.txt

d. £/ grep MItHEIE X EHFIRECHRMNEHE (ORLM ) BHiZHE. WA ... grep ORLM
output file name

fB4n:

Admin: # grep ORLM messages_ about restored object.txt

ORLM ER1ZH B LM TR BIE R

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM(UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEHIZHEFHE LOC FE

YNR7EF7E, NITE LOM R CLDIENT R ID MEIEXNREIANE D, WEERERENA LM, HE
EEMEFRRMIECIRR MY REZS,

b. {ERIE BB N EE E LRI

BXES
"EEERBINR"

"HIAN R IR E"
"EE ERRMERKAIRITEL"

"BEEHEZET"
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B HERMIRKBIINRITER

7£AZE StorageGRID 2AHWIEFTEIERNELRTRE
, BaILIEELARNREMNEEENSE

TEBHNAR
* EATE AN NS B R EIMR E IR,
s A BB RIEBIARIR,

KXFUIAES
TR LUMUA T E—TIAEEERRAIN RIS

BRABRNESNERERZG

* ZFEPR T RS RRHRINS IR >TFAET R > LDR*>*EIEEFE > R >
* ZFPC T RS> RTINS LR >FET R > DDS* > IR E > R > x*

MTHBHETR T OMEM * LDR* > * $iE770E * DIEE & 1588,

p
1> T AR>S JR A,

2. WFHI"WREKERF"ZRERNFET R EFUES>FET 2> LDR>HIEFE>TE

3. EfF r EEERRINRITE

Overview || Alarms Reports | Cunﬁguration\,

Iain Alarms

- Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

4 BEH - NAENR .

Apply Changes ”

EROMRBEFEEN 0, HE * WEREKX * EMMEXRERRKEBER, XrIERE/LD #RIETEl,

o HFE, WAIUEETIRFIERINRIERATEDEIEHHMBXEMLE.

CEFR IR >TFET R > LDR*> RIS > ECE

a
b. &% * BEIZEVKMIHE * # * EERVEIBHBIFRIAITEL * o

C. B AEN .
d. EF L R>FET RS> LDR>IGIE>*ERE ™,
e kR * EEROINRITE * M - EERTFNNRITER
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IR, FETURMRREENNR. B2, NRER * WREKX * BIRIERER, KK
XFFR R BN RRENNR.
g B NAER
B NAENR G, ARRE/LOWNEAEEERT.

BXES
"&I2 StorageGRID"
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