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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com
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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your S50 seftings. After verifying the connections, select Enabled and click Save to start using S50.

S50 Status # Disabled " Sandbox Mode " Enabled
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 550 seltings. After verifying the connections,
select Enabled and click Save to start using S50,

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senvices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin MNode, using the relying party identifier(s) shown below.

G. 5o to your identity provider's sign-on page: https:ffad201E-.saml.swsfadfsfls!idpinitiatedsignnn.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SS0O operation is successful, StorageGRID displays
a page with a success message. Otherwise. an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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° JN3R SSO #ERM, MR R—FHERES. EEREER , BERNEERY Cookie HEIH,
6. E8 RS BUBIAEET BRI EMEET =,

YNRFAESSOBERAEHIRIFIMIN. MATLUSASSO,

BRERER
RN ER NPT StorageGRID kHi S EEZ/E. ERILUIBRERER(SSO),



* BB TMENBRRESAZEL—PEKEH. HER oot R EENIRD AL 1ZH. M TFERMABHEFK,. &
HIAE DB — S AP XM EESENE P EE2E B BrootiARN R,

* fmwn e R 2EUNR PR B KB 5 S 1E-
3
1. &R R EIRERERER
LLEEE B /RSingle Sign-OnBimE. FiEFT* W EE*
2. >|'_|' SSO 'U(n_.\EE&?‘j * E:Eﬁﬁ *o
3 8% R

LR R —REEHER.

A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

=1

4. BEES. ARREHE"
I, ERRARERER.

@ FrE AP ERIERASSOLRMSEIERE. AR EEE. MISEEAPIFIFEF BIEAPI, 7y
R Z/&BiA18) StorageGRID o
PRESER

MREFBREERAERER (SS0) Ihek, WeILBRALThEE. SIARARRER
, AEAERASMNIERS.

ERENNE
* R N RS R B RS,
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* BRI EBRERIRRER,

p
1. R REIFRIEHI R R ER

A& 2R Single Sign-On Tii,

2. iR~ BB %,
S BECRES

I REER—FEEHELE, EREtAFRNETUER.

A Warning

Disable single sign-on

After you disable S50 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

4 BECHE

TR&EFE StorageGRID B, &7 StorageGRID B RTH, EaAHiaN\ZASHs B4 StorageGRID FF
B P B,

IR SEAAEFEA— T EETRINERER

MRELREFR (Single Sign-On, SSO) RAKREHIE, EAIGELEERIIMNEEIE
25, EXMIBERT, BAIUAN—IEETNTRIGNZEAHEHBHE SSO . EEAHENR
F3 SSO , wJuiARTmaYan< Shell o
BEENAR

s B BB RERIA R,

* IBNINER Passwords. txt X&

* & TADE Zsroot A P AV Z2 D,

KTUAESS

N—TEETREA SSO 5, ErILLIAHE root AR B EREIMEEESS. ERIF StorageGRID R4%HIR
2, BT EHERIAERT < Shell EEET R EEHBA SSO,

J— IR AR SSO FRPMMMREFARMSET M SSO WE, MEEBENSAE
(D) RmELH* BA SSO SHERRIBETRS, HEAFEIEN SSO REMBRIFE, B
S EHTER.
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g
1. BRIEETS:
a. WAL F&<: ssh admin@Admin Node IP
b. FNAFIHAIEERS Passwords . txt X
C. BN T ap <tk Eroot: su -
d. WMAPFIHAIZR Passwords . txt X

rootFAAFR B ERE. IBTRAEMERN $ to 4o
2. BT F&%: disable-saml
I ETR—%ER, IEHm<ER%R this Admin Node only .
3. MIAEZEH SSO .
ET—FHER, BrTRILEEAERER.
4. )k Web 55 28iA 1R E—EIE T = LRI EIRER,
ME, HTFEEA SSO, RETMREERERIH,

S. EFAF & root M7 root AFMEIEER.
6. NREERFEEIF SSO ErEMIRATEAA SSO :
a. EFECEIHRITEIESE R
b. BRI EMIIETA SSO K&,
C. BERE ",

g diSingle Sign-OnTIEFHREF = BB NE MM EFHBASSO.
7. MREHRFEEMREFTELOMEEESEMIGIIEA SSO !

a. JITEERITHIERIES
b. BEFH. ARXHAMIEEESE,
C EEETRLEMBM SSO ., EaLHITUTE—TE:

* BT TFE%: enable-saml
LR ER—%ER, BHm<EAFR this Admin Node only o
HINERH SSO .
ET—%FHR, BrTRLEBARERER.

o BRSNS M. reboot
8. M Web N528th, ME—EIET 2ihRMEEIESS.



9. HEINILESR 2R StorageGRID ERIUHE, HEMMIRAN SSO FHEA GEIHRIMAR EER,

BXER
"RERERER"

FcEEE LT imiEH

EA] UERE P ImIEP A FR BN E P iR StorageGRID Prometheus#iiEE, &
PImiEPig it 7 —MER SN T A %1% StorageGRID BIZ £ Ao

NREFEERINBEIE TRIGEStorageGRID « NATERMREESE LERERTFIRIER. FHREBE
BEHZISMNITR,

ANEERE P IRIES
EANEFRWRIER. EoLURHE SRR FERAMEEESSE R —IEH.
BEENAR

° 4:; /fﬁaﬁ root 1TJ-|E.I$Y|3EO

* AR SR S 2R B R B MM EIEES.

s SAEIE B IR T S AVIPHIAE a2 .

s BB B E StorageGRID EIRiERSZ I BH EEHENAICAR

* NRE HEZECHER. WAMITEN EATIREIIERHN AT ZHMEBEH.

\

p
1. MR EIRE . SR EE> LT > E P RIER

LB R B P IR IE B E

Client Certificates

You can upload or generate cne or more client cerfificates to allow Storage@RID to authenticate external client access.

I+ Add| ra Edit ® Remove
Name Allow Prometheus Expiration Date

Mo client certificates configured

2. iﬁ}'ﬂ /J\j]u

IR 2R B IE R DIES,
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Upload Certificate

MName @

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cedificate.

Upload Client Certificate ‘ ‘ Generate Client Cerificate

3. BA— N F1RIB2NF R ZEHSHEB B FF.
4. BEAIMNRSIET BifinlPrometheusiBin. 1HIEF* A iFPrometheus*Ei%1E,
S. HESAEMIED:

a. B HEER. BEE i,

b. BEARIEP. BEEE I,
6. B HEZIEH. BEHRITUTIRE:

a. EF EEEPIRIERS

b. XIS IIEPEINE ZH,

EEBHNRE BRE. RABEZCERTHIE I BPEM*FEL,
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Upload Certificate

Name & test-cerificate-upload

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cerificate,

Upload Client Cerificate ‘ | Generate Client Cerdificate

Uploaded file name:  client (1) crt

Cerlificate metadata & Subject DN: /C=US/ST=California/L=Sunnyvale/0=Example Co/OU=ITICN=* 53 exa

mple.com

Serial Number: 0D:0E:FC:16:75:B8:BE:3E7D:47:4D:05:40:08:F3:7B:EB:4A:71:90
Issuer DN: /C=US/ST=California/L=5Sunnyvale/O=Example Co./0U=IT/CH=* 53 exa

mple.com
Issued On: 2020-06-19T22:11:58.000Z
Expires On; 2021-06-19T2211:56.0002

SHA-1 Fingerprint: 13:AADG6.06:2B:90:FE:BT.7B:EB: 1A:83 BE:C3:62:39.B7 AG:E7:FO
SHA-256 Fingerprint: 5C.29.06:68:CF.51.50.B8.4F A9 56 FT AT AB.3C 36 FAZDBT 32 A4:CH;

7485 2C8D:EG.67:37.C3AC 60

Certificate PEM €

J
MCkNhbE1mb3 FuaWEXE ]

SES8 xCzRJBgHV

Copy cerificate to clipboard ‘

[

a. FEEFRIEBEHEZINER . AERIEPMIEEI SN TAH,
b. fEAYRIE T ARFAAE FIFHFNEEISMB ST TR,
C. EFMRF NS EERPRTFIED.

7 BERIED. BHRITUTRE:
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a. EFEENE P IR

b. 18 N EIBT S AV E 5k IPHtlE,

(BIZ) i N —X.509 F B (B #R A9 8] 73 ¥#& #R(Distinguished Name. DN)).
d. (AN&)ITFIEBHBERKRE. BIAENTI0K,

e EECER S

o

IR FEZR BT EdE . EBPEM MNERET AERFR.

UHERBIEBNEER.



Upload Certificate
Mamz & test-cerificate-generate

Allow Frometheus @

Certificate Details

Upload the public key for the clisnt cedificsts,

Uplesd Client Certificste

| Generste Client Cardtificate

Certificate metadats  €) Subject DN: /Ch=tastcom
Serial Number: 0B:F2:FB:78:B2:13:E4.0F :54:83:30:35:58:8F: 2A4:03:53:BO:EZ:0
A
Issuer DMN: ‘Ch=tast.com
Issued On: 2020-11-20T22:44:48.000Z
Expites On: - 2022-11-20T22:44:48 000Z
SHA-1 Fingerprint: 8E:08:8C:F8:3E:20:88;E4:C8:42:52:5F: 32, TE:ET:63:808:88:F3:3
o
SHA-258 Fingerprint: 73:02:51:83:ED:D3:8%:AD:7E B8 :4C:AF AE:34:76:B8:42:FE:0D:
EF:73:C0:A4:68:C2,EB:85,84.C2:04:7ABD

Casificate FEM &

B wESERHABGAITEAwk IaEVsdCoFhd OwHho M 2 xTT

M3 IORDOEW  ATHR Ew D T VOO DDA R 0 R XN LR v b T CCA S Iw DU Y JRo 2 ThecBAQEREOAD
goEPADCCADeCggEBAKO24E S e e EuBb2 B cidf Mt TeExLeBEmtdvIwszlgrwh
KgHEZIBEYI0N/ Vo720 2miEE yEwk yQTXSC0E Invr 0 S TRLIR fh =T oo Laly E
De=BEFYzd02axinEl /X ANTEcERET ST OO Cudc 0V uVlexdy2 1T SSokn i Bmla
EivnkUTCBSCEEyTFalaoisleTH IO BOxBECpADT FOEaIy2 £6Kg5eS
FEOCoLRcNaXlaslOdDT4 ZgTgo¥ U DT a oo h Ix0n SO A E SR £ v gSiwE2PETUBM
1oBGmuc faWHdbpLeNp0 eI Ve P hgh e R g x Wi =t KCAWEL R QM MATwEwYDVR ORBAww

Copy cerificate to dipboard

Certificate grivate key @ | ———" BEGIN ‘RI: FRIVATE FEY---—— "~
HIIEpQIBARKCAQEAr TZ0H2bHak+=ad0r Bk y iy T 1/ +1NuzEn0EaE T LB FO2ENC /Bl
EdnaUHlghCEoq vk l1Ha Y borTHCTJBOQE 15k 1+ RIME - dhZ ScExCEwige K2VRUD T
CwE e B TP Do 0 F4R TN Bk ix VT S I TOMa T i J s R SV EH I IOVE I RygeMEY Sas
TR g TR P I Bn T T0S 4 Sogylw oM EVDOg R /A TUHTEEokngPaTHto i L2/ 0 2Dms T8
25Cg=203xad: gPulimoWo5h8kTnowEiHNHI £mi Dyxnkp S BN OMaDm/ oY «JEaW
IwZEERSpE S lukska kT DAVHONG TODFES CARAcIBACCEEUEY4pEOHOns
SuELEDedy v/ SCn+Rdmrodg B S xWECDrE IR1EDG+HThY r Edon EXHO0+ACTVAC)
HE1QET%DVpwEs Spublsri¥ Sere rEnp Bl CMaH Y BT xS ub U Tag sl
s IR FEIvAE T flrZx WY dn02RPE i rog Y gellge S Y (N7 32 03 naTrme Tdma Y EEE

Ad4Hvaon

Copy private key to dipboard

A& You will not be sble to view the cerificate private ey sfter you close this dislog. To save the keys for future reference, copy end paste the values to
anather locstion

a. EEFIEPBER B . AR SNRSEET AR,
b. W REFAAERIZIEINGR . AR EPUEESMBEIE T AF,

()  ®lxtEER. CREAEEULSA, FEAEHNHREME.

C. B RTF UTEME E RS P REFIEF,
8. EIMEREET A LB TIRE, 40 Grafana o
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UTREREEEZRT—1 Grafana Rfjl:

HTTP

sg-prometheus

URL

https://admin-node.example.com:9091

Access

Whitelisted Cookies

Auth

Basic auth

Server (default)

With Credentials

TLS Client Auth

[ @ ] |With CA Cert

Skip TLS Verify

Forward OAuth Identity

TLS/SSL Auth Details

ServerName admin-node.example.com

Client Cert

a. * ZRR* L WNERBE,

StorageGRID REEIEE, BEMXIIRME—NBFRFN RN ERE,

b. *URL * : MNBIEBEY SIS IP ik, 1EF HTTPS i 9091




f5lg0: nttps://admin-node.example.com: 9091

C. B TLSEFIREAR M ERCAIER"
d. F¥EEEORS[/IEPHCARHABEHFHAEMZITLS/SSLEHILIEFMAER TH"CAIER"H,
e *fRSBF[/RM* | WABETRIEZ,

ARS5 28 R MR 5 BIRIE AR S5 SRIE B B RAVIE & ILAC,
f. RIFFHMIXM StorageGRID A4S HIBIERBFFALR,
WE, @R LAERIMERESIE T AM StorageGRID ifi7] Prometheus 151
BXREMHER. 155 0StorageGRID MSiEHIHPEHEBRIR P,

BXER
"“f§EFAStorageGRID £ iFH"
A EIEENE A EIEREE BT RS FIER"
"WIEARK; EPEHERR"
miEEIEAE P iRIET
EOI LUREBIEBIUEREZ . BAXZEMAPrometheusifinl. & TEHa0iE P BT HAR _EEFTIIEF.

TBEENAR
s SRR root 1H 1R R,
* ATE R SRR S 2R B R B SR AR
s SAEIE B IR T S BVIP#IAE a2 .
* MREE HEFEBMAIE. SpAEatitEY L5 A,
HIE
1. EFERE > R)iEH>* & P imiE
B EREFIRERR@E, WS HMAEIER,
KPFIHTIEBEIEAE R, WMRIEBEVRIEASH BT, IRPEEF—FHEHMLEZR,

|+Add||jEdit||xRemoue|

Name Allow Prometheus Expiration Date
(O | test-cedificate-upload 4 2021-06-19 16:11:56 MDT
® test-cerificate-generate ¥4 2022-08-20 09:42:00 MDT

Displaying 2 certificates.

2. EEREHREIIEB AN R EZE,
3. MEHE T IRIE
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LB B R mEEIE T X A TR

Edit Ceriificate test-certificate-generate

Name @ test-certificate-generate

Allow Prometheus @

Certificate Details

Upload the public key for the client cerlificate.

Upload Client Cerlificate ‘ ‘ Generate Client Certificate

Cerfificate metadata @ Subject DN: {Chi=test.com

Serial Number: 0C:11:87:6C.1E:FD:13:16:F3:F2.06:09:DA6D:BC.CE:2A:A9:C3:53

Issuer DN: /Chi=test.com
Issued On: 2020-11-23T15:53:33.0002
Expires On: 2022-11-23T15:53:33.0002

SHA-1 Fingerprint: AEEG:TOAY.D3CI39, 7409 F3.6298.:81.8A,87.C0n43:168:89:AT
SHA-256 Fingerprint: §3.07:BF:FF.03:1E:84:F1:04:67.C6:16:B0:35:26:00:.C6:A3:13:11.TE:5ED
EC7TATEEF:23:14:55:30:56

CEATIFICATE-———-

Cerfificate PEM @ | ——— BEGIN
yzCOREDghs

ZERMASER

fag;{bl'-!z‘l"-'-"'l\.'cr'__""{JQ:ZITS OzUgl00Ma2EJUCH

4. IHEBHITARRRES.
PEFRF AT AR SRR P RFIER.
6. NRE _EE T HIES:

40

PR RIERE I 2B IR RIE BRI EI SN isiT T B

b. fEMA4wIE T AR RE R FHAMEE SMB IS IE TR,
c. fEShER i T AR REHMEIERMFAHA.
7. YNRERL T FIEP:

a.

b.

P RIEBE R ZIBI AR RO BraE 2SR T T R,
AR EHI 2B e iR I B IG RIS R s T B

()  =lFER. CRELASBEREHILALSA, BEATHNHEEME.

S ER s TRERREHMIRIEBM A,

""ahg"'"""‘“‘-ﬂcﬂ SExbzBgbIZmZ8zigpwlMu
zd._aJ...ﬁ OwHhcHMGE
hOZEH0LeNrETC

qf.,qu‘uuide_q

r L0 Hk;ﬂJX\eEﬁ.ch
EARMEMBUWEWYDVRORERWW

Copy cerlificate to clipboard ‘

B[]



IEERPREERE A IRIES
MREFRBBEIR. FTLUSHBIR

ERBHNNE
* BUFEE root IR,
© ERTERR NS E RIS EIEE,
S
1. TR > AR > B PRI
B R RE A HIERRE. LS IEIES,

|+ Add || # Edit || % Remove |

Name Allow Prometheus
O | test-cenificate-upload v
® test-cerificate-generate +

2. EEREMPRAGEBEMBY R EIZE,
3. HE * MER o

BT B R EIA IS IEIE,

A Warning

Delete certificate

Expiration Date
2021-06-1% 16:11:56 MDT
2022-08-20 09:42:00 MDT

Dizplaying 2 certificates.

Are you sure you want fo delete the cerfificate "test-cerificate-generate”?

4. GERE *HRE

HEIEF R AR BRo

41



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

42


http://www.netapp.com/TM

	控制管理员对StorageGRID 的访问 : StorageGRID
	目录
	控制管理员对StorageGRID 的访问
	通过防火墙控制访问
	在外部防火墙上控制访问

	使用身份联合
	配置身份联合
	强制与身份源同步
	正在禁用身份联合

	管理管理组
	创建管理组
	管理组权限
	修改管理组
	删除管理组

	管理本地用户
	创建本地用户
	修改本地用户的帐户
	删除本地用户的帐户
	更改本地用户的密码

	对StorageGRID 使用单点登录(SSO)
	单点登录的工作原理
	使用单点登录的要求
	配置单点登录

	配置管理员客户端证书
	添加管理员客户端证书
	编辑管理员客户端证书
	正在删除管理员客户端证书



