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Grid Passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.
Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topology information and encryption keys for the StorageGRID sysiem. After changing the
provisioning passphrase, you must download a new Recovery Package.

Current Provisioning Passphrase = ssssssss
New Provisioning Passphrase | ssssessses

Confirm New Provisioning | ssessssses
Passphrase
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Grid Passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Provisioning passphrase successfully changed. Go to the|Recovery Package page to download a new Recovery Package.

Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topolegy information and encryption keys for the StorageGRID system. After changing the
provisioning passphrase, you must download a new Recovery Package

Current Provisioning Passphrase
New Provisioning Passphrase

Confirm New Provisioning
Passphrase
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MG%*&J:E’J"L__??)IX/R"WWEP BEFNERSERS TR 5%, R B S RABIFRIERY e @ER Y,
© IEBEIPRARIF R

LB 7 License DiHE, HARMTHX LRI TRIFER!

* StorageGRID %%: ID , it ID 21t StorageGRID iR ME—ITIRS
* FELEFSIS

* MIEMIFRIFERE

* REEFANESER B

* ZHRRSEREERBE

* FRNENAXHRNAR

@ Xt F7E StorageGRID 10.3 ZHIAEVFAIE, IFRAINEFEAEFRSESEIFIEXSGH, HE
ZER " BB " EEMAZRE.

IE7EE#StorageGRID Fr[IEE R

AR RIS IR & B EA B RS B 37 StorageGRID RS AIEE Bo 80, TNRA
PR E T EMNNERERE, WAREFIFaIEE B

BEENRA

SR E R — NV RIEX (4 7 BERZ FB F StorageGRID £ 4.
* B E B RERIA AR,

E BB R ERIBEE,
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1 SR U R RV AN

£ * EEERIAEIE * XAMEFRHIA StorageGRID RFHVACEZ G E.
B N

TEFTFARNEER. FEIFHERBIFANEX (. txt). AEREFTFHS

> w D

HEEHIF U H BRI AIIEX o
o BEH*REFS

EAMIEEIEAPI

,a:‘wﬁﬁﬁlﬂ%éﬁ RESTAPI UITRAEIEES, MASERAMNSEE:EHAFRmE. 7!
i, ErleEHREER APIEEEEJJ#LHEET’E_JZEH&ﬂﬂﬁﬂ@%’l\iﬁi, FIsnE R,

WIS EIE API EF Swagger 718 APl £ &, Swagger {7 — 1 "EMMAFRRE, FALZARFIEFAAGRE
55 F API 7 StorageGRID H#i17 LA 121E,

TR R
FIRREIR AP AR FTRREIR:

* /grid: IHIERPRINPEFGrid Managerf . HEEURFECE HILANE,

* /org: RERBTFHEPIKFHZAMEEXSLDAPAENA R 8. BXFAER. BENAXERBEF KA
A5,

* /private: IFIAIMRIXRFGrid Managerfi . HBEURFECERVANRIR, XEAPURMAEER. F=
NFIER. XEAPHBEIREERER. BASITE,

BXER
"EREF KA

"Prometheus: ZEigEMEIIR"

MR EIE APl $21E
MR EIE AP IS R] I AP IREARL R LT LT,

* KPP —ATEEFEEEFIKFRIRE, SESIEMKFNRRAEKS NEEERB .

* Bl —ATIHRERER (BRS) FEEEXMBESITRRNESRIRE, SEImERNTREER
NSHE,

* alert-histori —%t BFERERMITAVERF,

© ERIZRES  —ERBRIZWES (BTHRE) RUIRME
* alert-rules — X ERFMNHITHIEE,

* alert-silences — X EHRFFT TR,

* HER - WEIRIITHRE,
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* HZ  —B TN E R R A E RYIR(Fo

* * BRI * —HITRP SIER (DIIERTR(F.

WIREIE API ZIF AR AFH SHEB MRS R, EER. BESHIKRIEIERINISONEXFRERAF ZTER
F3(Bl. POST /api/v3/authorize) o WMREAFEMRINEZHHIRIE, MSREI—1MREESH, S
WAIEFRSE API IEKEVARRRATEMH ( "Authorization : bearer token" ) o

@ 9NR ) StorageGRID REBA T ERER, NHTHITARNT BHITHHWIE. HS "
EEREREREN APl #ITE M, "

BXRSEMNEIELEMNER, BN "HLEBMGRIERKEE "

* BPIRIES * —ATERESFAIRERUEERINBSIE TAZ2AE StorageGRID HJ#2(F,
* config —5MREIE AP B mhR AR ASAEXBVIR(E, ERILATIHIZAR A S F R EIE AP BY™ mhik

AMEBMZA, FEIUZREFAN API b,

* "*deactived-features * - B FEFAREESHIHEERIRE "
* DNS-servers —F5IHAMEAEECE /MNP DNS AR5 2389121(F.

*immiEE  —F T A E s RIS BUR R,

* * EBERYRAD * —EPRYRADECE X4 HVIRIE,

VRV RRE (31EE) .

CHETR T ERE MREH) o

YRR RIRE (R .

* * AR * —F T 5 A E A S R F IR AR Fo

© * WRERS * —WR I EIRR(E,

* Y AT EEAMMNASEIERA UK MIMND LDAP ARSS SO TREX S IS E IR B A AVIRIE,
* identity-source —fAFEECEIMNI SRR F IR XS HN AR E 28987E,

*rILMr —(EREREMEE (ILM) #1F

* * RO * —FATFRZRMEH StorageGRID HFAIEAVIEE,

* * B * —BATFUWEMNTEH B EXHIRE,

* * 3§51 * —%F StorageGRID 1EA7HVIE(E, BIER BB R ENEEIRE A — LB B NRSEEEIREE. W

REIE API EF Prometheus R4 451E T EEFNEIRIIER. BXMWE Prometheus THHEE, 1BEN
Prometheus ®ik,

@ BB SR private HZMNHAEER, XE4EIRAIBERTE StorageGRID hR7AEZiB)% %
B, BASBTE,

* "node-health* " —33 T3 sIBT TR I THI o

* * ntp-servers* —FAFYIHFEMINIMLETEIIMN (NTP ) BRSZESEVIR(E,
* IR - AR RITEIRHITRVIRE,

* O RE  —IMERIEL R AR,
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* recovery-package — N E R E R4+ ERIIR1E.
* X - BFEEMRIEXIERIRE,
* s3-object-lock* — £ /5 S3 MRMME IR EHRITHIR .
* * IRSBEED * —BTFEBMEH Grid Manager BRS52IEFHIZRIE,
* " SNMP* - Xt &l SNMP EEEHITAMRIE "o
* *traffic 3 ¥ —ME 7 LK RBEAVIRIE,
* F REMERPIHME * — WA REE P NS E E R THR(E,
AP —RATEENEE Grid Manager AP RVI2E,

£ HAPHER
Swagger AP REIRET &1 AP| 12ERYTEE XS A ST,
ERBHNE

* BRI SR E RIS B,
* BRI EBRERNLIRRR,

@ £F API SR TTHRATHVES API 21X N SERYR(E, EER, FEHIRMEIE, EMMPRER
B E th iR,

pg
1. MRS E IR R Rl R A5 B> APISTAY
2. EAZFR R AR (E,

EBFF API $21EBY, ERILAFRIATEN HTTP &/E, 5% GET, PUT, UPDATE #l DELETE,

3. JEF HTTP IRERIEEBERIFMER, BiFH~A URL , HAMNFEHENESHMTIR, ERESCRE (R
FE) LUNATRERIMERL,
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.‘990.\‘.0’.0"

groups Operations on groups

GET /grid/groups Lists Grid Administrator Groups

Parameters

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit
integer maximum number of results
query)
o Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

MEMBREEFTEHLMBE, FINASNABF ID. RS, REXLEE, |

R R0, LUREXFRFRRIES.
HERTTEENRAIERIEN, IRE. EAURTHS KT #E
BEHA

REFIFENEMSH, WREFEEIBERIEN,

BEHIT

EEMN A UHEIBERES .

P

IJ\
L:\

A RER E A HAth API 153K

FEHNEK,

1T




WAREIE APl K255
WIS E IR AP| (AR AIT SR ST 1T PR

fan, 1iEK URL 155 APl hRZs 3 o

https://hostname or ip address/api/v3/authorize

MRXIBARAHEHITT * RS _* B, NWHFEEAPI WESRAGLEEE, MR * 5IHREARS _* #
TTER, NHFEE AP BURBRRAG L ERIE, FREMNENSEMIFIREASHE. TR T
EIRIEPAMMEECRRIZE B XS API RRZAS TS

APl BB EY |B AR s HrhRZs
5|RhRAFES 2.1 2.2
5|BREFRE 2.1 3.0

BR%Z%E StorageGRID 348Y, N=BRARMREHMIEEIR APl ., B, TH%KE StorageGRID FIFTIHEE
hRZsBY, &{Be]LLikRIE/D— StorageGRID IhaEARZSAIIBRR API o

A LIRS EIE AP RESSIHIRE, BXFMES, SN Swagger AP A4HREy
©) config * T, EEAAATIETE AP B/ BRI, CEBHRIBRANS

EERRIEREEIUATARRENEFHA:

* MgRZAR3k A9 "depression: true"
* JSON MR/ IEXX & & "depressioned" : true
* NMS.log F&RIM— N EFHANES, fiu0:

Received call to deprecated vl API at POST "/api/vl/authorize"

Ha%E X BT ST 1P LEAPIRR ZS
BERLT AP ERIREIZ 2150 APl EERRASTR:
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

FEKIEEAPIAR A
&R LUEBpathBEUIEEAPIARZS (/api/v3)AFR (Api-Version: 3) o WRERIREXFEME, MirkE
BEEREZE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

B LEBSUE =K {915 (CSRF)

&R L@ A CSRF S hRIER({FR Cookie B I0IE, #3BNBAHLE StorageGRID X
ERIEKRIE (CSRF) WM. MKEESMEA- EEREsEAtZ£I8EE, Hith
AP| B IRA] LUEREE RN E S B LtINEE.

NRREHE TR R M H MG SRNER (FIMFER HTTP REAH) , NI ERBERAFH cookie &
MREBEREITRERR 2,

StorageGRID Fli@idf#H CSRF $hEEEBIPSLE CSRF Wik, BRAMGE, $5E Cookie AR NN S EIRATIF
EEREBIEXSHHNARLA,

EEHILINEE. 1BIKE csrfToken BHIEEN true BHWWIEHRRIE, ERIAERN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

MR Atrue. MAA GridCsrfToken Cookie={FEHMENEIRE NN EIESFFE R AccountCsrfToken
Cookie=fEFRHEIRE NS REIHEFEER,
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WNER7FTE Cookie , MIAJLUEBARGEIRSHIFABIER (POST, PUT, patch, delete) EATMEIELTINZ

* o X-Csrf-Token Frk. #RLBVEIRE NCSRFZhEcookielI{E,
s WFESRBERIBIEXMIHE: AcsrfToken REFHBHIERIEXESE,

BXREMTROMIFAER, BFSEA API X1,

@ % E T CSRFLKECookieBVIF R IG5RHSLHE "Content-Type: application/json" {EAiF
KEVARA. IR FBLISONIERIEXMEAFTCSRFBUERIEIIMRIP

MREBATRERER. NEAAPI

YNERE FStorageGRID 2B AR A EF(SSO). NAREEFERAITESDEIIAPIERER
M E MR EIEAPISFE A EIEAP,
NMERERETERERE. BERIAPI

MREBABERER(SSO). MWK —RFIAPIEIE TIAEMA LI, FEEMAD FSIREXX A& EEAPIZ
P EEAPIERHI S HIIELHE,

TBEENRE
* {&50&/EF StorageGRID FIF4AMEX S AR SSO AR AM%E,
* NRF[EFEFEE AP, EEIEFHEFKS D,

KXTFULES
BERMB ML, AIUERMUTRAIZ—:

* . storagegrid-ssoauth.py PythonfflZs, {iiFStorageGRID ZEXHBZRH (. /rpms XfFRed Hat
Enterprise Linux@{CentOS. ./debs &R FUbuntug{Debian. # ./vsphere EBFVMware),

* cURL i&ERMIRBITIET.

MRBITEREDE, WEHITIERIRESEN., BRI THEIR: A valid SubjectConfirmation was
not found on this response.

(D 7l cCURL TIER TR RIPERB R &M A B,

NREEANRBURL G A . A BEIHIR: FRZIFHISAMLARZ.

g4
1. ERUT A EZ — USRS D IIEShE
° fff storagegrid-ssoauth.py PythonfilZx, #ESE 2,
° B curl iIEK, HEFRE 3,
2. NREMFA storagegrid-ssoauth.py HIAs. EHIZAEHLEPython iR 28 HITTTHIZS,

HIRTRES, WAUTSHE:
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° SSO AR &

o &% StorageGRID BYig

° StorageGRID A9t

° MRBIHAFAFPEEEAPI. BENEFKFID,

python3 ftmp/storagegrid-ssoauth.py
saml_user: My-s50-Username

saml_domain: my-domain
sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
R FF R F R R R R E R R F R F R R R F R R F R F AR R R R E R R R F R R R FF R EE R E R F T ERF TR EE R TR F TR EE

b e i i Lt L L

StorageGRID Auth Token: sbeboybf-21f6-40by-afob-scboacfbager

W IZH T StorageGRID ##X$H, WE, ErRILUGSEATFTEMIER, RUFERFER SSO BEA
APl 95 o

3. MNREMEA curl IEXK, BEAUTRIESE .
a. ERRBERMENEE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345'

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FiH RN EIEAPI. EERO{ENN TENANTACCOUNTID,

b. BIZFIWE R BMNILIEURL, [RIZHEIR [EEPOSTIERAIXE] /api/v3/authorize-saml. FMIELZH
PR E tJSONZRED

IRAIETRTHERER FHIIEURLAIPOSTIAEK TENANTACCOUNTID, ZERIEE12E! python -m
json.tool LAfHFR JSON 4wh5,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

-—data "{\"accountId\": \"S$STENANTACCOUNTID\"}" | python -m

json.tool

HERBIBER 24— URL RIZAE R URL , BARBFEISMNY JSON TR,
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"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. fRTF SAMLRequest MMMRZAIREY. LABIEELEm<SHER.
export SAMLREQUEST='fZHLbsIwWEEV$2FJTuv7...sS1%2BfQ33cviwA%3D"

d. M AD FS SREREEEFimiAX ID 19522 URL .
—MAERFER E—mAHE URL IBREREKE,
curl

"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'

tErBR SR P iRIEXK ID -

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?

SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de" >

e. REFMNFREFIHEXR ID o
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f BIEHNERRXE E—ImR RRYR PR,
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curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

-—-data
"UserName=S$SSAMLUSERQ@SSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication”" --include

AD FSiR[E] 302 EEM, HEMMBRFHEREINER o

@ R SSO RABAT ZERRSMWIE (MFA) , MERPEAHEREEE BN
B HE TR,

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. %77 MsIsauth MR M cookie,
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
h. {5 S8 POST 8 Cookie 3§ GET &R A IZFBEE(IE.

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
$TENANTACCOUNTID&Client—request—id=$SAMLREQUESTID" \

-—-cookie "MSISAuth=$MSISAuth" --include

MNARKREE AD FS REER, MEBEEHEINEER, MIBNIESE SAMLResponse [RiETE— &
B FERH,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. {R7F SAMLResponse TERREFE&H:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response & StorageGRID &{45%
IELRERVIEK.

BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

EMERT LUER MYTOKEN M FEMIBER. FUTFREASSORERAPIEYA .

MREATERER. NMAPIFEH

MREEEESFF (Single Sign-On, SSO) , MATM—ZRTI AP IEKFITIRITHER , AEFHWIRE
12 AP HTHF EIE API
XFIAES
MREE, IFMNALENFHEFHENAEE StorageGRID APl , %, & AILIM StorageGRID fii &
BrUFHE (SLO) , XFEEBEMH StorageGRID £ H,
BB

1. BERESZFHEIER. BEE cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. {R775F5 URL .

export
LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=£fZDNboMwEI
RfhZ...HcQ%3D%3D'

3. EETH URL ZFiER UL SLO HEEME StorageGRID o

curl --include "SLOGOUT REQUEST"
iR[E] 302 MRz, tEEERIERESHE T AP FH,

HTTP/1.1 302 Found
Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256
Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MIp& StorageGRID &EHSHE,

fliB% StorageGRID AHFH LN TIEAXSAER SSO #8El. &M cookie "sso=true" SARFKIZMH. N
FAF % MStorageGRID ¥, MARFMMSSORE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNVIETAFIEEEHE,

HTTP/1.1 204 No Content
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