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Cwerview Hardware Metwork: Storage Objects LM Events Tasks
Reboot
Shuts down and restarts the node. Reboot

Maintenance Mode

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.
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A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click OK.

Provisioning Passphrase
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent
RELRTHIFENRN, SER—FHIVER, ER5IHE TRATi5E) StorageGRID & REZEFHI URL o
Owvearview Hardware Metwaork Storage Objects ILM Evenis Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs fisted below and
perform any necessary maintenance procedures.

« hilpsfi172.16.2.106:8443
« hitps:i10.224.2.106:8443
« hitps://47.47.2.106:5443
« hitps:/169.254.0.1:5443

When you are done with any required mainténﬂ_n[:e procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. Zifjjn] StorageGRID I&&RERF, AN HEIEREIEMR URL

RETHE, HEROSIREEEMARD IP ALK URL
() A nttps://169.254.0.1:8443 BEEZEE AN EREO,

7. 7E StorageGRID R&ERERZFH, HWIARELTHIFER,



A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

| DC1-51 Network Traffic @
«|DC1-52
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6.0 Mbps
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Software Update

You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS5 software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

» To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS Software on the storage controllers” in the installation and maintenance
instructions for your storage appliance, and then select SANtricity OS:

SGE000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade

StorageGRID Hotfix

SANfricity OS

4. B H* SANtricity OS*,

LIt BH ¥ 2 7R SANTtricity OSTUHE,
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SANricity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browse
12

Passphrase

Frovisioning Passphrase

12
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C. Bl 4T ",
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase

L2

6. N E IR,
BEA * e * &l

SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=]

8. BT SANtricity IR FRAA AN HFEFIFEET =
SANtricity 12 {ERFFHRFFIEET :

a FITRRRBRET. IIRRREREETHRIREN Needs Attention (BEEE) .
() aRBETEAEER. FRAKLER AEHEREE BB

b. HEPRE 2R SANtricity RERAFAREER, KRBT THEPHNFAEEFEET R URES N RRNHFIF
LB ERo

WRETTHAEFET R, SEETRHNEET R, BOIHUERBEET RBFA K.
@ BPESANTtricity R ERAAH RN EFRENTE 11%?55 HEEmtbEinttt. AEFRENE
fETI mIREIAYFHZRHE B 8" SANTtricity OS upgrade is not applicable to this node.™

SANtricity OS Upgrade Progress

A Storage Nodes - 0 out of 4 completed

Saarch Q
Site It name It progress Il stage 11 petaits 11 Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you to approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve | Approve |
RTP Lab 1 DT-10-224-1-183-53 Waiting for you to approve m
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve

.l
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* SANTtricity IR1ERAFARFERFLT =
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JHE"SANTtricity OS upgrade is not applicable to this node "&R/R Itk T /%% Bl FHStorageGRID RAEIER
EiEiEHgs. WFIRSEEET S, BERILER. EUERARERIE ST SAIER T 5T
FSANtricity 2{ERZHALTT2. +HE" SANtricity OS file is not compatible with this node "f&7= T s Fi&E
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A Sorage odes 1o of 8 compte

Q
Site I Name 11 Progressli Stage 11 petails IT Action
Raleigh RAL-S1-101-186 Quaved
Raleigh RAL-52-101-197 | Compiste

Ralaigh RAL-53-101-198 Queued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve m
Sunnyvale “SVL-§3-101-94 Waiting for you to approve | Approwe |
vancouver VTC-§1-101-193 Waiting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve m
Vancouver VTC-53-101-185 Waiting for you to approve m
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BARFEETHIPMRNA BEMBEPRE, BRBKRAKRASS . AEBHE.

MRV R ENERREAKRIE, TEERMBEERSHITAR, WTRBERERMEHREIFAGEE: &
IERLEPIETFARIE T = _ERY SANtricity OS o B NERTERNISENREMLER A, ARG, &
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a. ERMHIFRIIARET " #I% " ERAT = _EAY SANtricity OS .

b. &AM EIRER BB EH Fe R SANTtricity IRIERFFAR.

EFE EBHUERTI = L 5eRk SANtricity IRERAFHLRIG, SANtricity IRIEFRFEAREERFGKHE, FE
HEERF 2T SANtricity 1R IERFFRTTMBI B EBFNAT B,

SANNoTy 0SS upgrade compleied at JO30-04-07 13 2602 EDT

SANuricity 05 Upgrade Fila
SaNtrcity 0F Upgrade Fie @ Ergwae
Passphrase

Froveaoming Fassohrase o
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. [ Reboot Controilﬂf_'

Rebool inlo SlorageRID Reboot inlo Maintenance Mode: |
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out
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@ PRSP S FIEETIERRER, FIEFE 1O JEshHErE IEhasiil.

@ BIN—RFRZ StorageGRID 128 _ERIKEIZEE . XIFMAIRESSBRAERR HIERA
A, BEFEEUATENEREEREIM ILM RE8.

p
1. R LT /5% 2 —ih18) SANtricity System Manager :
° {#f StorageGRID & & TEERFHIEEF * 54 * > * SANtricity RAEIESS *
° [FHEMIREIREHIEF T =*> appliance Storage Node >* SANtricity R4 EIEES"

@ MR XLEEITAR] SR B/ SANtricity RATEIERER0IE. 5N HRFEIEHIZRIP: +
LAiBIR)SANtricity 24t 51228 https://Storage Controller IP

2. NRFLE, N SANtricity System Manager &1 5 Fi F & #2253,
3. WIETF IS &S YR RENIRTN S E ki as :

a. 7ESANTtricity RGTEIRERP . T SHF>* FHERF D"
b. 7EIRBNBEGFFART, W% * FFEAR o

FHRIRENERE 15 B S A RERVIR BN R E XX 1o
C. I5TE HANIKENERE 5 HIE T A1 ah 2R Bl (i A< IR B 2R AR IR 1T o

Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below .

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives

MS02, KPM51VUGB[][]GIf View drives

Total rows; 1 o) |

Select up to four drive firmware files Browse

LR GI:
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* IREHEREMHEITAR ST * 0 MS02* 6
* IRTHZIARIRTT N * o KPM51 VVG800G* .
TERBXIREHERT kR * EREWREE * , UERXEREIBEFHIRETHREME,

a. XHAIFALRENEEHEO.
4. PHHEER ANEMBRE AR
a. EREEREFALT, R * NetApp 3245 * o
b. 7E NetApp Sz#5is £, &4 * T * &+, AFERE * E RYHEEWE=RESF * -

HEBPR 2R E RVIHERRE 4 DTHE.
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* WNREFhRARBHERE, NIIREhZEARIRRTRIE HFhRAs J o

* IRAREpBARIRFIIL T — P RS NIEENSEH S, WA LXK IR SRH TR R, &AL
R TR T HE

o

PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

KPM51VUG800G Firmware Rev. (Download

MS02 Fixes Bug 1194908

E-X4041C 55D, 800GB, SAS, P KPM51VUGB00G M503 -~ 04-5ep-2020
MS03 Fixes Bug 1334862

d- SIRFIET EFRANE S, FEREFHEITRTIEE(download)FILTH . zip BEEFXAFRYI

o

e 1ZEX (BRME4E) MHubhm= THRVIKRNERE I o
S. RERnhEREHFR:
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IR EZEF SIS B MM TF+ D HUC101212CSS600 30602291 MSO1 2800 _0002.d1po

BRZALUERNPNKRSEE XX, —R—1 MRS MESEEGXHSE—EERS, WS
AIXHHREIR. BEEZRTARNREDBRES XM, ARRRS — P RshEsE 4 o

C. YEHE* T—% ",
- SEIRIRENEE * FIH T AME R B A TR IR
REFHANIERNI,
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controilﬂf_'

Rebool inlo SlorageRID Reboot inlo Maintenance Mode: |

IREEMEEIHERIMANMRAIEER B KX 20 Kih8vtial, BIAEHRBHETKET REEMRMAN
%, FREIMEEERLR. "TRENFNETRERRS « WTFRETR. RNEELTENIRSHE
. HAETREEREIME.

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

~ | StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADM1
«'|DC1-ARC1
«|DC1-G1
»|DC1-51
w|DC1-52
»|DC1-53

Network Storage Obijecis ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @

6.0 Mbps

TR A A

BXER
"FH R IF AT 2 _ERYSANtricity #RIERR"

A EZFZERISG6060; 1 BEE
B INFEEAE, EAILUE StorageGRID Z2HEEER SG6060 HFIMN— N EHFE N B

25

CRENAR
* B AR EZEEE,
* IEAIHBETT StorageGRID 11.4 ESARZAS,
* BN REREBT REMMIE SAS 4itk.
© BERBEHIEROFRINYT BRNFESEMEE L

"EEHHER OB 23"
KXTFULES
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* B ELREEER E2860 EHISS SR E MBS,
* f#5F StorageGRID & & REEF BT B
* R, BREESTHE L.

BMEBETRA—THE N BETHIRES R FIBEINEDA—/N, AT &RAREMR D EEE, X
THEFESFEER SG6060 B TLFRA ZAMREMNY BN KR, 8MRETRNERTEANIFTR

20 2 30 S%H.

g
1. 1ZBRIHEAR 60 MBS R R ERINIESHIZR .

"SG6060: 1§60 MIRhEsHiAZe R EINAE RS2
2. 1R BAR IR RIS,
"SG6060: RIEIRTHI"
3. EMIREIEIEP. ESG6000-CNITHIZSE TP E,
RSB FAEPER
4. BENMBIEEE E2860 5518352, WEFTT.
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Description

2. E2860 1=HI23%2
3. EHIZE A

4. =28 B

5. R A

6. TEBZE 18 10MA
7. TER%E18I0MB
8. RER2

9 REE 2K I0M A
10 TR 28 10MB

5. EHERIREH T BIHES,
a. RERLEEIIS N BERNRNBIRIGEFHNEMLE,
b. BENM BREFNMEKBIRLEZDNAEINZEPHFHENFRE PDU .
C. AN BENHENBIRF X,
* BNERE R XEBIRF X,
" BREhE, TREPHNBEERAHRANES, BaifiELERANEREZIEEN,
6. I51% StorageGRID RELREREFIETNTE,

ARAORDWE, TREFTHRED, RASWNEIXET B, TNNEREERENEIRHYT BRER%E, H
BERRAFRT B,

FRREBEETRT TN EARETIESRA, BEERBRTIENMYT RENKE, WK

° It DUE THER Rt R AR e I M Bl BT BIR B K.
* WEER R BRHIE, TEREEEMNHNERER, TEMBEERMAREEHEL,
* IMRKRWNE RER, WAZETRER.

° NHEKRSEBRNBESRTY BREESME, FILUBE,

lﬂ: ﬁ E'?;sz StorageGRID MBI BZEEE, "Attached " RN RIREER
"Unconfigured’ " FRINFZEZRAFHELERLR, ﬁ]ﬂiﬁﬁﬁ StorageGRID & & L&EEZEFHITICE.

() iHeToACHSNrBE. CilaatEmEmmEsEen,
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* NRKRCNEFTBR, WARRETRIER.

€ The expanzion isready to be started, bake sure this page accurately indicates the number of neve storage shalves you are trging to add, then clidk Start Expansion:

@ The storage system contains 2 expansion shelves.

This Hode
Mode type Storage v

Mode name Metbpp-SGA

Primary Admin Hode connection

Enable Admin Mode discovery
Primary Admin Mode P 17216471

Connection state Connection to 17216471 ready

Instaliation

fCurrent state Ready to start configuration of 1 sttached but
unconfigured expanzion shelf.

Start Expanzian

- WERE, BRRREDTTLEREBHRFTRBYER R,
f5gn, fER SANtricity R4t E IR R(E RTFAEREM R,
- IIEETTERRNY RERMER S SERMBY BRI EILE.,

(D) mesennmnr BR, BRIICIETEERGEHEHED.

- BBy B UEEY REAEE BT X RF .
- miEY REREERHE,

HEFZEREMNRL, MEEVRZERE—F,

Monitor Expansion

1. Configure storage Rurning

Step Progress Status

. I -~
Configure volumes e T N Creating volume StorageGRID-00j-22

Configure caching Pending
Configure host settings Pending

2. Complete storage expansion Pending



BTG, REFEMEMBEILIRBEIFPRINHERNMANRNE, EIZRIEFERE 20 D,

@ MNRIGEREFIMANIE, 1EFEStorageGRID IRELTRIEFEDIE. EF R > EH
BEpERIEE . ARER ERR R RI

BEMEERE, *ES F ENERERUTERREE:
Overview Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restarts the node. Rebooi

Maintenance Mode

Flaces the appliance's compute controiler

into maintenance mode.

M. IR EFET RAMY RERIPRTS.
a. EMREERSED. EFR TR HEILIREFET R 2R EAREE ERICET.

FEEEFICENMRNEE AT EIRESHNER, HEDRBEEIIMG BXT R BRI EER
152 0A % StorageGRID YT 1B FEHBRAYIR AB,

PR ¢ TRE TR, ARWINAINS N BRERNNKEERTFETRT 16 NN REME.
C. WIES MY BERNHBERRKSEE NI, EERSEENERE.

Storage Shelves

Shelf Chassis Serial Shelf Shelf 10M Power Supply Drawer Fan Drive Data Data Drive Cache Cache Drive Configuration

Number 1D Status Status Status Status Status Slots Drives Size Drives Size Status

721924500063 29 N”m'”aé 7 Morrinal Morinal Norminal 50 58 260 7B 2 £00.17 GB Configured (in Use)
Mominal

721529500035 u] = Mominal | Mominal Mominal Mominal &0 60 280 TB o] 0 bytes Configured (in uge)
Mominal

721929500039 1 = Mominal  Mominal Mominal Mominal B0 60 980 TE 0 0 bytes Configured {in use)

.
BXES

YT HEEFENELE(SG6000)"
"SG6060: 560N IRGHERMEERZE L MBS Ze "
"SG6060: ZIEIXEHZR"

"SRR EEEHR
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i BMALIT#%: ssh admin@grid node IP
ii. NPT HAIZR Passwords . txt X
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets
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Node Encryption

Node encryption allows you to use an external key management server (KMS) te encrypt all StorageGRID data en this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3schT
Hostnames 10.96.99.164
10.96.99.165
Port 5695

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate >

Clear KMS Key

A\ Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

L

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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