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TR NS MANEAERNIRRBES MR A UHRITHES. Fl, SRR E— M EFNAFEBE
B ILM AN, mE—NMAFRBARMURITERES. BROMELBT— M ELRRS.

TBHERILRAREN R iR, RBATHAF REERIREMINEE. M FEEMNRERSNMEER API it
TEMERERITEMRE.

BRRERER

StorageGRID R4 FHERALT LM SHFICIES 2.0 (SAML2.0) inEMNESER (SSO) ., BESSO &,
FiE AR ST INS S IR BN EHKIE, AR EEIRRMISEIESS, HPEEE, NREIEAPI
HPEE APl . BRI EERE StorageGRID .

B SSO &, WMNRAFERE StorageGRID , MEEFEEFNEALA SSO TEIIEEER, BEFPMA—
BRI, tITSBEIMFIEEIET S,
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EB (R PRE
2L EMEIFIIIZ LU T4 StorageGRID EM M BEFEREZILIZIE, & StorageGRID RFHIMIE
HEIME ERMNEBRARMN, BEEFERAREEEE, B URIEZSEFERILZLAEIE,

BXES
"&I2 StorageGRID"

“EREAKS"

BIRTH P A P imiEsE

TEAMREERA, ERILIGEEMERE S3 M Swift XA imA FEMENGENTRIEF KR,
HERITHIR P imiEE 2l StorageGRID RAM A B E IR,
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PP AFEIEEIE T LIE R StorageGRID RAEMEFICERIMR, UKMITAILAERBEILEIhEE, AP R
¥ 4F S3 REST API 8 Swift REST API 9% F i FRFEF7E StorageGRID LEERIR RN, SN EPHKA
#B(EFE S3 B ImIMNEE Swift P imthiN.

W NERTIE StorageGRID R4t LFEN R T EP MU ELDSIEZ—NMEFKP. 30E, IRERR
4% L FERINRIEEARERIKE, WAILEIZEMBEAKS . ST EPIKFEE B CREXSEAtANAER,
URBENSE (AT Swift NEEE) XK.

TR AWM EIER MR EIE API IBTAF KA. SIEZEAKFEY, EaILsEUTER:

* HPRNERZ FEFPRIKF ID 2B, TEEEXN) o
* FHPIKFE 6 S3 &= Swift o

* XWF SIFEFKF . BEAFHEAKAEATERS. NRAVFERATERS, WBIMEHITRE, XU
SFFERXEARSS

© (AN&) PP RFERS AP NRATANRA GB, TB & PB ¥, AFMEFRERHIRTEERE (
WNEKAN) , MARYIERE HEXD) -

* YNR7 StorageGRID RAEBHET B0ES, W NBESHER " RihE " IXRREER K,
* YN StorageGRID AFAKFHERER (SS0) , NFRFAFKF BERAECHERRELEEZMEHNE
28, LUIRFAFBYZSH root B BORIAZEES,

SN3R S3 HAKFRERSEMER, WREERAILLN StorageGRID RAFAL/E S3 WEMEIRE. MR
NERGEAT S3MRME, MFAHE S3EAKFPEALUERAET S3 MRMENER FRIREFMIER, ARN
BEFED RPN RIRAIEEREN GEREIRE.

SIZMEFIKF S, HRRAPAUEREIEF EELS.
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EFi#5 StorageGRID T S HYEE

TR AP S AT X R P i iN{EEiES) StorageGRID T5, fAGAREMEA S3 8 Swift P 5H7E
StorageGRID FR7EEFNIG R IR,

PN AR LUEEEE R U T E—IRFHERRENR:
* EETREMXT R AR TESRRS. BNERIER,
* MXT =R CLB RS,

@ CLB RSB ZEH,

* FET R, BARARBIINE AR TS,
7EECE StorageGRID LUfERE FinAEWSEMA M T #i2RMRSH, BREERITUTIE:
1. RO BTERRSEERR. EETREMNXT R LR HTERRS R ENNMZIEEMNE A IR0 EE

FRRIEFET R, SIBAHTERERE, EAMEERAS, REEER HTTP 3 HTTPS &%, #
FERALERNEFHIER (S35 Swift) UNATF HTTPS EZERMIEH (MRER) .

2. J:(ﬂié‘é) EETRNEPRENERAIE, UHRET RIS IHEMSH PSR ERRH T ERiER

3. WAILIEESA A (HA) A, MREEHAH, NS MEENSHIMXTRNEORETEINENEKE
o, B IREZER HA BR9EHM IP #itb#1T,

BEXES
"&I2 StorageGRID"

"EREP KA
"fEF3 S3"

"fEEF Swift"
"TRRE P B
"FEEMRIRE"

ALEMEIGE
BT MR EIESS I E R MR E, LITA StorageGRID R4RNIETT,

e
NRIEIH RIS FF S3 EIMTERIUER, NMAEE S3 TR mEREINmRIIZTIR. Flu.

s3.example.com. s3.example.co.uk#]s3-east.example.como
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H— MBI MEZOAR. CIEHAAR. BRI LUKERE T MR RLE(eth0)3 3 P im ML (eth2) BIMILE 1 O,

(D  =EREFEBHAVIP,

HAZRAEP — DR SN EPAIPHEIE, XLt AN EBARAERNEOF, NRENEOARATA. MEPIPithiE
RBES— 1RO, EERBIERERFT/ MY, AEAREERUEEFHENAEFAIRIERFMm, HE
BILUMKRSEIE B EIHITAHREITTIT.
HFZMEREE. ErEFEERASHREHAE,

* HAAARTLUA MR EIER SiE A EIE R IR S E A ARV EIRER,

* HA 2B A7y S3 # Swift & P inte S o) IS ERE.

* IR HAAREE—MEO, WAILURHEZS A VIP it HERIRIRE IPv6 i,
HERR PR ZS

ERT LUFEE SRS 7S LA B R Z [BIRYREIR . WNREFEM T REZSHERFOIER, WERMAZ NI E BN E
NMEROIE R EIERBIRS

AE T EERin R

TR AR BT E R EM S3 0 Swift RP B ANMRR TR H, AHTEEIESMEETRZENH
TRAHMEERRARE RS RENEREEE.

NREBEAEETSAANMX TR LB &R StorageGRID H1 & F#280RsS, MMM E— NS H T E28n
Ro BMIRREN S3 M Swift AFETRALEVBEREX T —PTRXT REEET RKH.

REBIRE

NREFERNZ S3 FaRSaFiE, WaLIEFHET RMSMNE S3 IR Z aEic B IFERRIEARS 2. R
£/ HTTPS B¢ HTTP &% AutoSupport 58, WA UEEET RMKRAXFZ Bk EIFERAIERS R,

Proxy Settings
Storage
Admin
ARSS2RIEP
SR LA AR R AR S EIE T

* BEEEORS[MED. BTHREBZONES,

* WRFMEAPIIRS KSRGS SR, AFHRIPS3MSwIftinmMNR e, MUERRERIFETRHENXT R
EEFACLBARS,

@ CLB RS EHA.
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KEFET RBLIL S3 TalRSMRE, FNPLEREFHENE ESZEFET R ERALEE.

BXES
"&IE StorageGRID"

"EIRME PR P imEE"
IERAILE
TR UMMIMSEIRSRILESHARILE, UMIE StorageGRID Z2FAHIZ T
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BRI

TOED, RIS AP SIERERHAIR, HEIEMERBEEIRMNEMHARLZRY AutoSupport JHEBKIXHEF
o
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Nz

I8
BiiE

e

j==g

PO 32151

T R] LAE AR IR FHETE StorageGRID RAHRHFIBENREEEIRE, SIEFHEIINRERLEMFERFIRM
B, MEENXNRES,

1A R] LAE X LSRN S3 M Swift B P IRIRIEIEE 2 /g E.

RIREIERS 3R

BRI UREE— 1 HEZ MR EIERS2E (KMS) , LUES StorageGRID RSB MEF#EIZFIREMNZRER,
F1 KMS 3 KMS S8 E#FERZHERTIREMNY ( Key Management Interoperability Protocol , KMIP )
79XBX StorageGRID = RN E T iR H—MIZ R, FARAEIERS2Z A LURIF StorageGRID #iE

, BMEIREBEMNEIRROFRERBENLt, FEEEHITMNEG, BFRIFTRAIUS KMS @5, BT AR
& LRI,
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S3 WRIE

StorageGRID S3 M RHMEINEER — TN RRIFHERTI S , #H21F Amazon Simple Storage Service (Amazon

S3) #H S3 WERBE, WAL StorageGRID RAEALRE S3 WRMUEIRE, U S3HFIKFEEA

7 S3HRMENB R FEIBDER. A, HPALUER S3 ERENARFAXESRTHNRIEEREIRE
(REBEEH, SEREBHFERIEEXHE) -

StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without S3 Object Lock Bucket with 53 Object Lock
Objects without Objects with
S3 client retention settings retention settings
application <
Objects without
retention settings
FE iR

B FEET. G USSR 7 BRFE XFEKEL. LEEFMT ~ A BEfE=EL

EREREmEIHERE

EoIEREREESEHEE (ILM) FRiTH| StorageGRID 2AFHFIEXNRINE, 5
BB EBEFRP. ILM N BIHE StorageGRID 7E—E&BSBIRNINEITZEEXN R, &0 LIAD
E—1NEZ ILM N, AEEERNE ILM K&,

ILM FRRE X :
* MEHEBLENR, MUETURATFRENER, WaLIEEMERRIFRAMNER TS FHXNR, Fla0,
QAT SFERFMH,, FE S3 DI Swift Bes T ETTHIBEXKIN R,
© FELBMME, WRAIUEEEFET R, cEEDREAETR L,
* QMM REIARIZE, AJUESIRIASS R4 T BSRED.
* WFEFINEIZE, REENEIZE,
* WFAMRIEEIAS, ERLUBIRIDT R,
* WRIEFEM BRI ALK SFERE R ET .
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* ERNRBEAMRINARIPFN SR EE (AZREHWEER) -

AR, NRITHEAR ILM RWEE, MR RTHIEFAETE Cassandra BIEET, ZEBIERFEM TR
Fif. BNMERSBMER=IHNRITEERS, UBHLEBIERR, XERASONHEMEEFHET R L.

ILM #0451

RG] ILM #NERT S BTHEF ARNRRERIAXLEXNRANERNEFEIEX, FEESPRISFHEERRRLY
mt. XEWMBIASIRYE "Forever,, ", XEIE StorageGRID A= BEMRE T, #8Kk, StorageGRID
REXLER, HEIEFiHHERIEKRSEEED RE AR S EMIER A L,

EERRI S NTT A EFE T ENEI . A/ A B RIRFE] StorageGRID fa, RAASIUBINANGRBEES, &
FTAILENIRFARRI RIS, Fli0, MREF ARENRETEFRER 2, N StorageGRID RFE#ER 1

MTFEiET R LRI MaiYElIAR, —BifR 2 AIA, StorageGRID P kbR EIEFTHRRIEIZ,
Two copies at two sites for Tenant A
Description: Applies only to Tenant A
Ingest Behavior: Balanced
Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day 0
BiES ) I
Site 2 M
Duration Foraver
ILM ERESUNERT(LE T R

StorageGRID RZFRVEER ILM SRESIERIFFEXN RBVKE, FFEETEIFEIERIF.

HEFIRFENRIRTFE] StorageGRID B, RERRIEEENRIEFIRIRFHFIEI—A ILM FLNR XL KFtF1TIF
fli, SATFPAR:

1. NREEEPE— MMM THERR SE DN RE, WRREZMVBBNITAHNZNR, HRIEZANEY
RE BT iEo

2. MRE—AMNN LR SRR, WSREREPNENEEAN N RE#TITE, BRI AL,
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3. MNRZEEXRICEHIFN, N AREPRAMVBBNITANKRE A, RAMNEREINRE—
FAN, FeefEAEMTmiIERS.

ILM SRE& R
IR ILM ZREEEEA =™ ILM £,

Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILM policy for the grid.

MName Exampie ILM policy
Reason for change New palicy

Rules

1. Select the rutes you want to add to the policy
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannet be moved.

I =+ Seleci Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (8 — x

2] 0

LRI, BN 1 LEETEA A AN KXENREIE= MR EFEA=TERIRIZE, M0 1 FIE
BTFEMEFNER, ELESRERN 2 WEHTHE,

MR MBFRNAENR. BFRERENIAT1 MB, XLERANFTRIE=14= EFEMA 6+3 LUMI4R5H
1TFfE. M 2 5 1 MB SUE/NEIXNRAE, FEIESRERN 3 ITEXENR.

AN 3 ERIEPHRE—FAMABIARN, ML, MU 3 AN 1 AN 2 FLENFFERR (R
BTFHEF ABNF 1 MBBINR) CIERNERIRIZS
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* HEXER

"R ILM EENR"

57 StorageGRID 121E
MR E IR A IRt X 4% StorageGRID R4 HEEIMEE. BIFHIBITR.

' EETRIE"
* EEMEERER
* "EFISNMPEHE"
C ERHEILHR"

BEETRIE

NREFELLESRIRENE B EIF4AY StorageGRID ZARER, WAILUMERAT RIIEE
BREIME, WRPHNES N ERURIESR ENSDTRBET.
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NetApp® StorageGRID® Help ~ | Root = | Sign Out

Dashboard o Alerts = Nodes Tenants ILM = Configuration Maintenance = Support

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« DC1-ADM1
« DC1-ARC1
v DC1-G1

Netwark Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

« DC1-81 Network Traffic @
v DC1-52

« DC1-53

6.0 Mbps
5.0 Mbps
# Data Center 2
v DC2-ADM1 40Mbps |
v DC2-51
v DC2-52
v DC2-53 2.0 Mbps

3.0 Mbps

16:20 16:30 16:40 16:50 17:00 17:10
# Data Center 3 == Received == Semt
v DC3-51
v DC3-52
v DC3-53

MEMBIHNRE R, &7 LUEEStorageGRID ZEFRFIBUERMFAET R, 8T TRNERATERTRZE
BEERNESFEEMEIER.

RS ERR

MRV REMBEIFER. MIERETR— M ERIRBERRSER. MAZEAREERET.

CORERE - KA @ TTRARERFINR, BEFRM. fld, HRZENNEEZEHRANERE X, It
?II\, AREERMA * TESTR 85 " Eifk. HtERAIEEATEIRS. XIMEBEREFRILAISHEX

()  moExXnREmne, SATERRETNR, EXEERT, BrLRMRARE,

O RER - BEERXFC  BTFHRR, TRRERINE. fli, TRETRLENRSEERXA
, TRIEAEMBHIRAFEEAR. — MRS INERAEBLTENRS.

ZRERT
NRT REREINAE. WAERERUTERZ — REBRTHRIAMNEEFEEAIER.
**PE @) FEERFLE StorageGRID TRHRSERGITHRERR. GO BMRRKEEER o
SNRAKARRPNEER , FIRER FEBRS PEFIEBUIEER R,

CEFE O FEEMHFIRERBETEERFAENREBER. BRNIAEFZEEIRHBERERRAGE,
LIRS B 15 RA2Z1E StorageGRID T MRS HIIE FiE1To

CCRE L RRIETIER, BEERERN, IRAFRLETT, JRESFMARNIETES . ENEE
MEBEREFRBHFINER, UBRENAZSEETERRE,

*FIEE v RELATEDRSHER. HAETREEEEINK,
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EERS, WRETROFAER
ETEFARER. BREEMMENOTEE. TR

© EEMR B EEE StorageGRID 244HEENREHE, (RREEERT 18R
StorageGRID ZEMNZ# S, )
EFE-MIENSBIEROER, UEEZES EMETRNAITEENREHE.
CEFE-MRIETRUERZTANEAES.
BxXER
"WEAERIOK; EPEHERR"

T ARE AT
T R DA TERRYET R EUR T MM R AR

EIN-EZ TR Description aiEm
5% * REEXSIMTNANERER, FiET =
* BT SBPRE HRIRAIAER.

B * BRSNS CPU FIARNRNEFERABER PRETR
* WFIRETR, RHTHBEHES,

(B2 ER—TER, ERERTEIMSZOZKNLEX MRETR, 8T ERME
SPRIEZ= M= A

7i# * RSN TR EAERISENERNFAES. FRETR, ST ARME
A

* WFEFETR, STERMBETMNE, HESER
— BBl A fE AR R SR BUEF A e SR gAY E

o
e EREARGHRNHESHITSR. BENSHER AETR
FHiRo
R * IRMB X S3 M Swift AT RERAIER, TR, SMERME

- - — RN
* WFEFETR, RHMRITRURE X TRIEFE

BN EEIIERNER.

44


https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html
https://docs.netapp.com/zh-cn/storagegrid-115/monitor/index.html

EIN-EZ TR Description HIEm

ILM RUEEXEESEMFHRERE (ILM) BEES. TR, SNERME
A
* WFEFETS, REEXAUPREIRA ILM T4
MEEWIERNIFAES.

* WFEPERIMBNRNE, BR—1 ILM PAFIRERY
1B R LRI,

* WFEANME, RUTHRMNFIAENRITE LM 3
&I RS El,

AE TR B S N H TR RSAEXBMEREMISEE, EETRMNXTR, &
MG RN
* WFE R, REZES EFRETRNAITER
VREGHE,

* WFRBAIME, REFFBIERNGIHEENREHE
=
FaRs RIEEXIER EER S3 FaRSIBERIER. SNy

SANtricity R EIE2S RMHt3T SANTtricity System Manager BUiFRITR, £  FHEIRET =
SANtricity System Manager &, &R AEEEZEITH
B IZHNIFRE R USRI EXEZ. <. *WREHIESEEN
=H S EHEF8.70. M
A& BRSANtricity R4E
EExI+,

Prometheus 35%5
EIETI = _EB Prometheus ARSS MERE 17 m _ERVARS W EEBY B 51451 o
Prometheus WEREITSTEMR EIRSSNFZUEFER:

 *TATIE Y. PRELIRENEDN R ENERFERFER Grafana AJ{I{¢ TR E /R Prometheus INEER
B8] F5#51R. Grafana LIEIF.FERE N ERIEIFSIEIE, M Prometheus B{ERIHEIER,
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Metwaork Storage Ohbjects ILM Load Balancer

1 haur 1 day 1 week 1 month Custom

Metwork Traffic @

6.0 Mbps
5.0 Mbps
4.0 Mbps
3.0 Mbp=
2.0 Mbps

16:20 16:30 16:40 16:50 17:00 1710

== Received Sent

* ER 1 YIREEMA Prometheus EIRHVERMNGFHTER true , MESERE™EMRS A LR,

*  NIREE AP ¢ ISR LITE B E X EIRFN S ER Prometheus 3845, R LUERINEE b T AR KT
StorageGRID £%i. BXFTEHPrometheusigindlZR. 1BEIMEEIEAPI (FBI>* APIXHE*>*E1T%), B
AB1000ZMEIRAI . (BYSiERXENStorageGRID 121EREEMHE IR/ AIFETT.

@ BV EE private BIIETRXERERER, 7£ StorageGRID A2 BRI RES R EFH, R
SiT@E.

s TEp>T A>T TiEA X iF > TAES> SV TTE . XETETEREAIIFER. elliREfETiEZ2ITA
MER. XETEMERSER T PrometheusisiniI{E,

(D)  sErRERNREENRSREENEER, TERLESH,

BXER
"EIEMEEER

"“f§EFAStorageGRID 3z #3%£10"
"ERIEAIR; EPEHERR

StorageGRID B4

B M rIIRE StorageGRID RAIFZINRENEFRES. S 1MMET R, SN uhaMEBNWIE
¥Rl {E R B E

StorageGRID EM MK ERSZPIIFSUIEER:

G PAETE Y . TRELERNIFZEEE StorageGRID B,  ( Prometheus f8irt B RET 2 01E
o)

EIR Y HEMARIEXMEER, StorageGRID Eik (FERSZ) RERETESRIMEA,
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* PIRgIRIMY . B E R RTERARIRIME TR (S > TR > R HF)
c B HREEBRMIERTRNEREEERRN, KERGEN, SENSHRFHIR

BEE
BEZROKE, HEXRHEH, FREERT, BUEEMAIRRIESR, HIMNARSRREMET R BENER,

tb5h, EBERRIRERRIERBMEIRSIRE, AZHBEMNEMESIZEEBRAZEE StorageGRID R4, &
WMEIRER B/ LA BEERSFETRER, HEFTUEHEAERNERERNERNHTEM.

BXER
"MK BPEHEER"

BIEMEREER

ERAGRET S TERANRE, BTN, MLEAAER StorageGRID Z1THAEIRI8E
A E R,

ZIR RS R AT M44T StorageGRID R A sEA T MBI EET A,

* BIRAGNETRARHRENRE, WFFEREULXENEMNS, RAZMEAEIR, MATAIUL2ZEE
BEH, NRSMEAER.

* ISR A BARERER " TEHRM T —METRAEE SN LRENRE, SRS NERNE
WANFIRHITHIF. B, EARFERTR I MRMNEERETHR, UEEWMETREEZINE
TRe BE, ErREFERMLNENAFINERATHRF, UEHRSFEERIVEMED,

* A—XENSPIERSDAT — P BFHER, LURIBRKE, i, 7" SaiEk "M " ERRER "
HELE, Z2MERAERENEREETA—1MH, ErTUEANTESERAUSTHREEEZNER, Fa, W
REMTRIRE ™ TESTR *BE "8Ik, WRSAKE—HEFHH, FEERSETE " S5k " TEL
E/—J_Tﬁ_/réﬂo

Current Alerts B Leam more

View the current alerts affecting your StorageGRID system

1# Group alerts. Active ¥
Name i1 severity LT Time triggered ¥  Site | Node 11 Status i Current values
+ Unable to communicate with node 9 minutes ago (newest]
. . . e @ 2 Major il - 2 Active
One or more services are unresponsive or cannot be reached by the metrics collection job 19 minutes ago (oldest)

Disk space available: 2.00 GB

i 25 minut Data Center 1/DC1-51-99-51 Acti
Minor minutes ago ata Center cive Total disk space- 21.00 GB
rtificate for St API Endpoint:
Al n‘ polm s . © Major 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 14
used for the storage AP| endpoints is about to expire.
Expiration of rtificate for M it Interf:
R slerver S anagemeln St .?ce : Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire
~ Low installed node memoi a day ago (newest) 2
. v . & 8 Critical o ’ 8 Active
The amount of installed memory on a node is low. a day age (oldest}

* EREAEMAIR VR AR A B G E R 7 BRI, LB EEAXZEIT bR FAER
, EIRTEN, MREIRMNAIETE LR S E#REX Ve S E1(E.

* EREFERPERUN " HRIER "M " BAERER " A ERERYIREM T RRERVEZNRF, X
BIUEIEEE E1E15M StorageGRID XS EETHE, UETEHMIAREFANHERIRTIE.
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Low installed node memory

The amount of installed memory on a node is low.

Recommended actions

Increase the amount of RAM available to the virtual machine or Linux host. Check
the threshold value for the major alert to determine the default minimum reqguirement

Status
Active (silence this alert (§ )

Site / Node
Data Center 2/ DC2-51-99-56

for a StorageGRID node. Severity
€ Critical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB

* Red Hat Enterprise Linux or CentOS installation
Condition

» Ubuntu or Debian installation View conditions | Edit rule (8

Time triggered
2019-07-1517:07-:41 MDT (2078-07-15 23:07.41 UTC)

Close

BAGHRERRRNRF, EERAFGABEENE, #EESTEA.

Fig StorageGRID AR AIEEEZ R, MNMREAE root IFENIRHEEEIRNE, MWERILUZIN FRIRER
i

jHEx

* MREFEE TSN EURFImEI R T REN, el IERthEss
Ao ERILITEANIINE, BPERBNTIREFRERAN,

* BRI URIBEFEREINNERAN, ERIUTEERERMN, W] AERE A F A4St El,
" TAILURZEEXERAN, URESTISREXINERME, HEHEECHRZIRF. BEXBEX

REFFEY B R E B R AN B3

LRFM, BEAMREIER AP B " 1515 " #801RHAY Prometheus FEIREIERET.
g0, INRTRRERE RAM E/vF 24, 000, 000, 000 (24GB) , MEFREAXNSMEAE

o

node memory MemTotal < 24000000000

c HHXEE
"IEIEHIROR; BPEHERR"
EFASNMP 41

WMNREFEAEEMEEIENN ( Simple Network Management Protocol , SNMP ) 153%
StorageGRID , RILAfEAAMMREIERECE SNMP IE,

1 StorageGRID TR #EIT—1 SNMP RIEsirird#tiz, ZAESTir#HIZaRHE— I EEERE (
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StorageGRID T Rif 21 —24H MIB-Il 31K,
A

Management Information Base , MIB) . StorageGRID MIB & ZiRMEIRMVRMBFAENX . B

EAE
54, FRET A LES2A SNMP ., EZE SNMP RI28Y, FFAE StorageGRID T &S EIERNEE,
StorageGRID SNMP {IEXZ 5P A = NhRZSEY SNMP il ZRIERI AT

EERARS AR LE B G IR EER

* *Pap * 2

MBS, FlaNfR&kER, FﬁﬁE;\H&ZIXEI’J SNMP 43z 555 4R
\% s _ -

A RIE MIB I5RAR, FHAE
SNMP IERXRVEH], TEEEIERSAHIA. FEHEATBNEERS StorageGRID FA%T

B SEEMEM, BENFREERRHIA. R SNMP RIEREFENENKEIFEIA, WSEHKE
B, BEIWEIWINSOREIRAEIRENLE. SNMPv2c #l SNMPV3 2+F INFORM
FEUTER T & &EMRE AR EREE

PIA B EX ERFAEEATERLS L. EFRIEERR SNMP @R, RN EREICEFR.
BHHREENERRESNENEETRAE.
REER (BRS%) =7

U

TP E RS BRI L
©) P BIRA S BIREIM L% SNMP &,

EEVR

USESRINOR; ARREHES
EERELE

ZH BRI E G

TWBEHFB?#‘;{E E8E.

BT 7 #i# StorageGRID RFHVIFMIR(E, &l LUEREZHEEX 0]
ERAIEFIE1THRE], FE StorageGRID lREZEHSEMEFIZES, WTRFR:
AAEWHESEZRAARE, MET RS, RASCEMNESESFIRSZDIREREX
R R,

SREiES
BEEHEZHERSRARBERIER

E=priida %5
FWRIFMEEIZEHES StorageGRID P RIEHFEMEIRERX, SIEMNREENIEER, WETREINET S
Y S3 T Swift FP IR AEFIEKEE, BRHKRERXNREY, RASIERER
SIEEI P

REEIZES.
F|EIE APl ,
FNEEN RSB EEEEHEXEAXHFR, EZEZEEENNXY (auditlog) MUNEILRELERIEZ
E 1ICANO
AT EFIHREZESE. EAILUANFSHICIFS (EFR)EER P HXNHEZEZNIHRNE, EHa L EENE
BT A TihR EZ B EXH.
EXEZAEXHNFEAER, FERNRYN, FERENER NN TBFAEIZEENTE,
HEIRE, BETMIAEESEZERIRAN, BEREXEIRE StorageGRID 891588,
HXER
"EEHIZBE

BEIEZ
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"&18 StorageGRID"

WITHEIPIRE

TR LA TS 4EIF S 125K (E StorageGRID RStRIFRMHABRESINGET. MigEES
RMT LT HMRD, AIEBEIRBITEIPESHEE,

REEH

& B UM RIS B IR SRRV R BT DUE AT = BRI B
* StorageGRID B HF4%
* StorageGRID #UEMER
* SANtricity #{ERFAFK

StorageGRID {4 A4k

YNIREHHY StorageGRID IEERRAS, MEFARTERIESETM _EEFREXX AT StorageGRID Z4eHId
2o ETMEEIET RFHRFRE IR0 R BIFR B IS T o

£ StorageGRID 2XHFHLLHAE], & ink FAIERF A USRS N RN KRR,

(EZONEE2

SNRETIRERRAS Z B MNEIHARR TR, ERIBERETE StorageGRID 24N AEAMER
StorageGRID {E4M2F B STENRERIEHMEF MR AN ZIMNEI TRV B, RRIRA S HITEFIIEL.
] LUBIE T EFTRAY StorageGRID EE 2R TIE LFEERERE X,

StorageGRID Hotfix

Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, services are stopped and restarted. Connectivity might be interrupted until the services are
back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @

EMEFZERANATEEET R, AL, GoditERitEMeEFNATEMMNET R, B
StorageGRID %éfﬁﬂlﬂE’\Jﬁﬁﬁ*ﬁ',ﬁiﬁﬂﬁﬂﬂ’ﬁ)\#ﬁﬁﬁﬁgﬂ:o TR LUESEFEA AR TR TR, MRTIRAE
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FRA PRSI R 3R B E XHUEIRFF

@ BIAFTA MET RER R EAMBVEMEFRAHITER, BEAMERF TSR E LA RENR YT
ERBET R EFERS. f0, ETMEMEFRIRERSEMEFMET R LB LDR RS,

SANtricity 1Z{ERFAHK

NRFEIGENEFEITFIZRTEITALERE, ErRIEEEFAR SANtricity BIFRZFNMG, ErILUE SANtricity OS X
4+ E2 % StorageGRID RGIFNEEET =, HMMEREERENBHR.

& a] LG T 27389 SANtricity DUE _Ef&% SANtricity 1@1ERAFHR -

SANtricity O5

fou can use this page to upgrade the SARMNtricity O3 software on storage contrallers in a storage appliance. Befare installing the
new software, confirm the storage controllers are Mominal (Nodes = appliance node = Hardware) and ready for an upgrade. A,
health check is automatically performed as part of the upgrade process and valid NYWSRAM is automatically installed based on the
appliance type and new software wersion. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 an the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate 0% software for each type.

SANtricity OS Upgrade File

SANtricty O Upgrade File Browse
2]

Passphrase

Provisioning Passphrase

@

HEXHE, ERIUESENMFET REFMET R EHEAR. BdAEFEIET R, ERIUERMAMITIF
Ko HEARENTRE, REBRITETRANE, NIREARERTHTR, WaRELAR.

RIE
TR OB LA R AU R StorageGRID R4t REFMET R IIZEE, mINAUERARINFTRIRAR T3 R BURI0HT
BB ERIOIE R, MRIERITFIET = fEMA SG6060 Fi#iksE, MAILIAN—TEMm M RER, T RpvEhE

FRHEN—ER=1E

ERILEARRE SR ARETHER THITT B, AT KRR, HESEFRTR, AR RITER
T RIREPR .
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Grid Expansion

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system

1. Installing Grid Nodes

In Progress

Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

arch Q

Name It Site It Grid Network IPv4 Address ¥ Progress If Stage it

DC2-ADM1-184 Site A 17217.3.184/21 be 3 Waiting for NTP to synchronize

DC2-51-185 Site A 172.47.3.185/21 U = Waiting for Dynamic IP Semvice peers
DC2-52-186 Site A 172.17.3.186/21 ]_k__i’ Waiting for NTP to synchronize

DC2-53-187 Site A 17217.3.181021 ks N Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 .I: b Waiting for Dynamic IP Semice peers

DC2-ARC1-189 Site A 1W2.17.3.189/21 ”- N Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new grid node’s certificates to the StorageGRID system. Pending
4. Starting senaces on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

TRirEIE
SNIREEME, EIME, BIERFHRHHESH T RLEBITHAAE, NWHET RAJ S A ERE,
mEMET RNPBEURFHREMNETRITE M&W%%mm*io%ﬁ*imﬂ%%m%ﬁ—AﬁEMT

BREDR , BT EIZImE, 1_.%, BRI RATEREHIENE T RPRVERE, BENEREFETR
, A" RE " TEEEERAT RAHTERT RBvEiE.

fign, REEEREET R BIEERRRERET R .
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
FRERE

1ERTREFEM StorageGRID RZHKAMIFRIIAE T RS EEMUEF OISR,



N, EUTRERT, EARFEFEA— TS ITNETR:

* BEMRFZFRNBRANEED =, HFHRERRFE— S IR EFED R, FRNRENR.
* AR ETFER LD,

* EARBREMX TSR EET S,

* EHWEBEE—MTFEENT R, BREME LT S EE RS,

TR LAERMR SRR " BUARE T R " WERER TR AT R

*EFETR, RS ERENTRRR AR RELEEK
* HXTR
cEFEETR
Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to leam
how to proceed.

Grid Nodes
Q
Name “ Site I Type IT Has ADC!T Health Decommission Possible
DC1-ADM1  Data Center 1 Admin Mode - @ Mo, primary Admin Mode decommissiening is not supported
™ DC1-ADM2 Data Center 1  Admin Node = &y
" |DC1G1 | DataCenter1 API Gateway Node = )
DCc1-51 Data Center 1 Storage MNode Yes @ Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services
0ca-s2 Data Center 1 Storage Mode Yes qy Mo, site Data Center 1 requires a minimum of 3 Storage Modes with ADC senvices
DC1-583 Data Center 1 Storage Mode Yes % Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services.
" | DC1-54 Data Center 1 Storage MNode Mo @
™ DC1-ss Data Center 1 Storage MNode Nao a?;
Passphrase
Provisioning
Passphrase

TR AN EERFN " FRMR " TTEMNRGR. BEREQUERSHRREL R HREBHRE, BFEE
it REASBRE RS R, ERASREHE. " BUREELR " MSRESERRtFnR, BERERFAE
B, BEILM RE., M ILM RN ERE 25 1 F AR AR AE (] 15 R SR A S A2
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remaove ILM Resolve Node Monitor
Policy Referencas Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For sxample, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites

Site Name Used Storage Capacity € Decommission Possible

Raleigh 393 MB

Sunnyvale 397 MB

Vancouver 390 MB Mo This site contains the primary Admin Node.
NER AP T2

ERIRER BRI TR — MR 4P SR g

© ERTRIAE LS L BYF

* EAENR IP TABAMRHERERIISENNSEIE

* A0, MERERINZ RS (DNS) BRS5E:

© AN, MIBRSCEMMKEEDIN (NTP) ARS3EE, LMRENET R ZEERRS 5)iE
* RRS5AIEE S MR ERE I RET KBRS ERR

ENEANFFRIEFIIE

FLEAEP I TR E T 1E Linux 3 VMware EEFER] StorageGRID T, HEFET StorageGRID fRAE B9
HeAM%, Hii0, EolgedmERMRT TR EIEM Linux 41, (& 3% 2! Tivoli Storage Manager  (
TSM ) BYYIRET I TEEIR

RETRE
BEIgETRREE, ERIUEMRENEFNIARRETR (R) BHitAR—Z1E StorageGRlD HRPHFRE
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase | seses 1

Start Download

THEEREOXAHBATERENES, $REREOXHEEHERI RS, REMRIHAE,
() mEaxXHEXFSERE, RNCEETATM StorageGRID RAKEMIBNNEEAZD,

GESEE
FHREE
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#1d AutoSupport ThEE, StorageGRID AR UAMISAZREAXIZITIRRARESE S A8 AutoSupport AT 1L
EEMRCBVRENRRRE, BARZHEAUSITRANEHES R, HEEHERTEE RN AL
o WA LU AutoSupport JHEECE N &IEEI B — BT,

AutoSupport JHEFREEHEER
AutoSupport JHEBEWTER:

* StorageGRID ¥k s
* BRERGHRA
* RARIFUERINBEER
* EHREIRMER (BRSA)
* FTEMSESHHERTRES, SIEHEEUE
* BEHER. TR E_>EMTTETRAR
- BIETAMIBEFRBER
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* MIREEEILE
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* BECEMRISEX 4
* ZHTIEtR
EO] LATEE VR R % StorageGRID BY/E A AutoSupport THEEFIE 4 AutoSupport 3EI, WAILUFEEZAEN]. W

;%*E%AutoSupport . MMEEEBFBEERLESET—FHEHE, IWHE®ETS5M AutoSupport EZE TUERI5E
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The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

BRILUEFE" X "S5 LIRHAIER. BlRNREEFE. BIfEAutoSupport MATFREARS. WHEEHEFREE

RERo
fEFActive 1Q

Active |IQ B2—RBE T =HIEFMR, FIF NetApp B EFRIFUNM S XEE, EFEXQITE, TN
%—:?ﬁ, MSEIIs S B IRIER BN EERB A EZRIFFETFRR, MMTRERRGI TR RFIRSRATH
MR EB(FH NetApp ZiFuh s LAY Active IQ 15 EMRFTHEE, MRS A AutoSupport,

"Active 1Q Digital Advisor 4"

57


https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html

Jfia]AutoSupport I &

& 7] LA AR B TR 25 ED B AutoSupport (32#5>* T B *>* AutoSupport )o  AutoSupport * REARMETE: *
RE M ER

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to allow proactive monitoring
and froubleshooting. StorageGRID AutoSupport also enables the use of Aclive 1Q for prediciive recommendations.

Settings Results

Protocol Details

Protocol & ® HTTPS @ HTTP I SMTP
Net&pp Support Certificate Validation & Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport & IFd
Enable Event-Triggered AutoSupport € o]

Enable AutoSupport on Demand & |

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport

AT &% AutoSupport jEERIHY
&A] DL LU =Ml 2 —R &% AutoSupport JHE

- HTTPS
- HTTP
- SMTP

YOSRBERA HTTPS 8¢ HTTP &% AutoSupport JHE, MAIEEET R A2 B EIRERRARIERSS

WREH SMTP E/9 AutoSupport JHE2RIY, MARECE SMTP EB4FARS 23,
AutoSupport 3%EIR
R LUER UL TEDRERA S AR AZ R A IX AutoSupport JHE.

c * A+ . SFABmAZE—/X AutoSupport SHE. BRIAIEE: enabled .
* *EBHEME . BN HAEERRASHBERNAZX AutoSupport JBE. BRINZE: enabled o

CIRE L RIFRAZEHERER StorageGRID R4 E A% AutoSupport S8, XTEA ] E1E 85 5] B
A (FE HTTPS AutoSupport fF5aitHiY) REEEERH. BRIAKE: disabled
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Logs

Collect log files from selected grid nodes for the given time range. Download the archive package after all logs are ready.

A A [ StorageGRID Webscale Deployment Log Start Time ST a‘: ) ;; -
& A [ Data Center 1 v v
@ I DC1-ADM1
4 " pct-ARct Log End Time | 2013-04-13 0 1 MDT
@I pe1-Gi v v
@ T DC1-s1
@1 pci1-s2
@1 pC1-s3
© A I Data Center 2
© I” pC2-ADM1
© I pC2-s1

& I peo-s2 Provisioning
Passphrase

MNotes

© I pce-s3
@ A [ Data Center 3
© I pe3-st
© I pca-s2
© I pca-ss3

BXER
"I BPEHEER"

"&12 StorageGRID"
fEREtRHIETTIZHT

R HITHRERERE, ERIUSRAZIFAR—IEEE StorageGRID RLRVIFAIEITMER. EiEA] UL
TITHERIZEIE, EEHIT(E StorageGRID RLHIXE(E.
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical suppart. Some features and menu ftems within these tools are

intentionally non-functional.

Prometheus

ab A

ez

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics

and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

» hitps://

Grafana

/metrics/graph

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of imporiant metric values over time.

Access the Grafana dashboards using the links below. You must be signad in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Nebwork Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC-ADE

EC - Chunk Service

Grid

ILM

Identity Service Overview

Ingests

& e LUBId e R D1 ERY Prometheus 28453 RV 5% 2518 StorageGRID $EFRBY Y AIE, HEEXLEERTEZEK

BB
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Nede

Nede (Internal Use)

Platform Services Commits
Platform Services Overview
Platform Services Processing
Replicated Read Path Overview
33 -Node

33 Overview

Site

Support

Traces

Traffic Classification Palicy
Usage Processing

Virtual Memory (vmstat)



O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ BMPEE private BIEIRMXUERERER, 7E StorageGRID s Z BRI BES R EEN, MAHEIT
pTp3IN

Remove Graph

EaI LB fEtr B Grafana S8y FREVEEIZIF RFIMAER(E Bk, HEREE—EREINAY StorageGRID 51R
B,
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Network Traffic
4.0 Mbps

3.0 Mbp=
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.0 Mbps H kbl et (i
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Diagnostics
This page performs a =et of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

+" Cassandra blocked task queue too large v
+* Cassandra commit log latency ~
« Cassandra commit log queue depth v
+ Cassandra compaction gueue too large v

L,JWWWW\WWW
BENEHIIUEEE XIS RE SRIERIIFAER,

FURAIF, BRT StorageGRID £24HE N T RBYAT CPU #AR., BT RENRTFERNERHE,
FEIZ BT BEARS NIER .

«" CPU utilization A

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashhoard

Status «" Normal
Prometheus sum by (instance)} (sum by (instance, mode) (irate(node cpu_seconds total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus &

Thresholds Attention == 75%
€ Caution >=95%

Instance I CPU Utilization 1T

Status »
v DC1-ADMA 2.598%
v DC1-ARCH 0.937%
o DC1-G1 2.119%
DC1-51 8.708%
4 DCA-52 8:142%
v DC1-83 9.669%
4 DC2-ADM1 2.515%
o DC2-ARCH 1.152%
4 DC2-51 8.204%
v DC2-52 5.000%
o DC2-53 10.469%
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