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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Maonitor Installation Advanced -

Home

This Node

Nede typs Gateway e

Meode name | xirBe-10

Primary Admin Node connection

Enable Admin Node ]
discovery

Primary Admin Node IP | 162.188.7.44 |

Cennection state  Connection 1o 132,188.7.44 ready

Cancet
P R

Installation

Current state  Ready to start instaliatien of xir2s-10
inte grid with Admin Mede 132.185.7.44
running StorageGRID 114.0, using
SterageGRID sofiware downloaded
from the Admin Node,
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Network Link Configuration

A You might lose your connaction if you make cha % 10 the nalwork or link are connected through. If you are not reconmected within 1 minwte, re
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Network Link Configuration

LTE

A Yau might lose your connection i you make changes 1o the natwork or link you are connected through i you are not reconnected within 1 minute, re

enter the URL using one of the other IP addresses assigned to the appliance

"HERRTS " RYIE T BRSHEONERRSHREE (FiRA SG1000) o

Link Status

Link State Speed (Gbps)
1 Up 100

2 Down WA

3 Down N/A

4 Down NiA

5 Up 1

6 Up 1
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Link Settings

Link speed | Auto

Port bond mode | (@) Fixed | (") Aggregate

Choose Fixed port bond mode if you want to use ports-2 and 4 for the Grid Metwork and poris 1
and 3 for the Client Network (if enabled), Choase Aggregate port bend mode if you want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network

Enable network R

Metwork bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (802.1q) |:|
tagging
MAC Addresses 50:6b:4b:42:d7:00 50:6b:4b:42:d7:01 50:6b:4b:42:d7:24 50:6b:4b:42:.d7:25

If wou are using DHCP, it is recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable network E|

Hetwork bond mode @ Indep&nﬂent () Active-Backup

C.unnect the Admin Network to port 5. Leave port 8 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port & and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:.c4:97:2a:24:05

If wou are using DHCP, it i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'ﬁﬁbling the Client Metwork causes the default gateway for this node to move to the Client
MNetwork. Before enabling the Client Metwork, ensure that vou've added all necessary subnets
to the Grid Network Subnet List. Otherwize, the connection to the node might be lost,
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Link Settings

Link =peed | Auto

Port bond mode  ()Fixed :_" reg.a.te.
Ghmsel-_u:eﬁpmfcmnﬂelfwhﬁantmusﬁmnszaﬁ*4-nrﬂ'eﬁmN=m'ﬂrk=r'ﬁ|:-an5 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

Grid Network
Enable network [

Netwerk bond mode | Active-Backup '@}LACP {mm
Iiﬂyepantondnmie&.ﬁwe;a‘ﬁe a.lll:-am&mtstbem LACP {B02. 3ad) mode.

Enable VLAN (502, 1q) tagging

Y

|
: :
WLAN {302, 7g) tag 178 =4

MAC Addresses EDBbidb: 42 dT:00 50:0b:db:42:dT: 01 BD:BbodbidZ:dT: 24 BoSbdbod2:dT 25
I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

Admin Network

Enable network E

o~ =
Network bond moda Olndeperb:imt , i'.li_LB-a-l:kup )
Connect the Admin Network o ports & End B If neCESSaTy, You can maks 3 temporany direct Ethemst

connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for sooess.

WAC Addresses d8:c4:5T7:2a:24:55
If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

Client Metwork

Enable network E

Network bord mods (Active-Backup @LB.EP {MEM
IFﬂ'eparttonunw:bEE.ﬂ\we;a’be ail bonds mast be in LACP (02, dad) mode.

Enable VLAN {802, 1q) tagging

b
VLAN {802 g tag 332 Eﬂ

MAC Addresses 5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

S. WA RRIAHRE, BE * RE "

SIREH T FEIEAIRLASS RS, NATRERMTFER, MR DHAKEINEE. HERIE
(i)  “StorageGRID BEMEIIPHAL > —BIHNIIRE R EIZFHIURL: +

https://services _appliance IP:8443
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

3. SNSRI * #S ¢, BFRBUT S RECEMRMNLE:
a. £/ CIDR RTEMNEES IPv4 ik,
b. T AKX,

NREHNELZENX, BEMBNAEERFHS IPv4 ik,
c. NRBEAERM, BR MTU FERENNERTERMAYE, 51909000, &M, BREFINME 1500

[e}

@ MEH MTU BX5 T3 R FTEER RGO EECENELE. BN, AJiskENE
MRER R IR B B R
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N T RIGRAETEILEE, WAEFTE T MBS0 ERERMN MTU &, RIS
() REESIHALGMTURBERZER, URHE - MHRLE MTU TR © $55,
SEFTAMEAIE MTU (E258R,

d BEH*RE*S
SR IP HihbRY, RIRAFMITIRAIGEE S A EE L.

9NR5 StorageGRID R&REIZFHEZMF, IBERENINSECRIEFRZS IP it EHRWA URL. I
4. +https://services_appliance IP:8443

e. NI F W FIREFBTIR.

INREEMRFR, WFEZMBIEMK, 15TEBIFAAE M FRERS IR MK BE)
StorageGRID R3&RY, EHITEE EET = _ERIRIAR RIS F 517 R TE SXOX LRI PILE T W

() FoLBisG. NRREREFENE, NBABEEERRNERERZ,

* BANFW, BRGHEAET 4 RE—TFEAM.
* ERIBRARERBFM, FRERFRET %o
fBE®RE"S

4. MNREET * DHCP * , BRBUTH RECE MERLE

14

a. j%&#E * DHCP * Bikigsllfs, & * RE *o

RGI=BEnNES * IPv4 ik *, < BIX *#M ¢ FR * FER SR DHCP ARS528KE NI E MTU 5, N
*MTU * FERIEZRIZE, HFERFERBENREL

&/ Web R 5282 BhEE A StorageGRID & &R ERFHIET IP Hitit,
b. FIARIAE ML FMTRIEFRTIR.

NREEREFH, WEEZMEEMK, HEEBIFIE N FRELF B MK B
StorageGRID 38, EAHIEEEIR T R LRI FRF R A TE SOX LRI L F Mo

(D) FoEBiism. MBEREREFENE, VARG ERNERERR,

* BARINFM, BRSEANET 4 &E—TFEEM.
* BEMIBRAREEABFM, R EMFRET %o
c. MMREBMFERERMN, 1HF MTU FERENRNERTERMBIE, B0 9000, &M, BHEREFIAE 1500

o

@ MR MTU [B205 T3 RSl O EECENELE. BN, ARk EMLE
tEReRAs IR R ER.



N T RGREMANERE, NS T REMIEMLGE 0 ERERM MTU &, MRS
() #EE ERLMMIURBEARER, NAME * MHERNE MTU FLE * Bk, H3EHE
PR MTU (&35

a BEREFES
5. ERCBEBIEME, BENENEEMEI D HikF * 53 * 5 * DHCP *,

() =mEwERs, AAEERRENE EEREERS,

Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

IP ® Static (2 DHCP
Assignment
IPvd Address 10224 3. 72/21
(CIDR)
Gateway 10.224.0.1
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 =

el

6. WNFRERR B, BREUTSREEEENS:
a. f£[ CIDR RENISE LHNER RO 1 MAFHS IPv4 ik,

EEBIRO 1 U TIREFAIRFED 1-GbE RJ45 imORYAM,
b. FANMX,
MREHIMELREMX, HEFHHNEEREES IPv4 ik,

c. NRBEABERM, BR MTU FERENNERTERMAYE, 51909000, &M, BREFINE 1500

o

(D PILEHY MTU B2 15 T R PTEERY S IR O EECERVEDLERS, BN, AIERR LML
MERER B R B B Ko
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d BF*RE"
By IP #uhkRY, R FMFIRATEESREEN,

YN3R5 StorageGRID I8 &R EIZFHIERETF, BHEAERINISECRIFERS IP HULEHBA URL. I
U, +https://services appliance:8443

e. INEEME FWFIRERBTIR.
1 BIE R TS AT LU R MBI X I TRIFR A F Mo

(D)  FrERBUABSREREEMERN,

* BARIFM, BRESHEANET 4 &E—TFEEM.
* EMPRARERBFR, R EMFRET xo
fBERE
7. WNRIEFET *DHCP * , BRRIUATH BRI EEIENL.
a. %E#E * DHCP * BiiRsllf5, S *RE *.

RASESHET * IPv4 3k >, * Ik *F* FI * FER. 90 DHCP RS 2KENSE MTU &, M
*MTU FERBIERZE, HAZFEETHRIE

1889 Web NS5 28 = BEhEE M ZE StorageGRID 128 REZFHVHT IP il
b. HIAEIEWE FMFIRIEHTIR.
BB TS P LUE IR MBI X IR PR A F Mo

() EremmABERERSERERMR,

* BARIFM, BRESEAET 4 &RE—TFEEM.
* BEMBRAREAIFM, IR EMFRET %o
c. MMREBFERERMN, 1HF MTU FERENRNERTERMBIE, B0 9000, EM, BEREBIAE 1500

o

@ LEHY MTU EX405 T m PSRRI O EECERVEDLES, BN, AIERR LML
tEReRASHIEEER.

d BEH*RE S
8. BECEXFIHMNL, BENMER * BN * B85 Ik * 5875 * 5 * DHCP * o

() =mEsrsWs, SAEEKRREERE LEREFHNE,
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
Gateway 47.47.0.1
WTL 1200 =

9. WNRIERE * FE * , FRBUTHTREBERFIHMLE:
a. ff CIDR RTVEMAFRZ IPv4 il
b. B *RF ",
C. HIIANE FIRMILERIXHT IP st IEH IR,

@ MRBATEFPHEME, NEERMIARB, FABRBERTPENENX, HEERA
& P IRMLEEY AR EE RO,

d. IREBFEAERM, HE MTU FEREXERFTERMAIE, 1509000, HN, EHREZIAE 1500

[e}

@ MEH MTU BX405 T3 R PR RGO EECERELE, BN, ARk NS
MERER) e IR B B R

e Bl REF "
10. gNSREHFT * DHCP * , BREBUTS BEER FIHMNE:
a. j%&#E * DHCP * Biigsllfs, B * RE *o

RSt~ BEmNAT * IPv4 itk * § * X * FE. 1R DHCP RS EISEANSIE MTU &, W *MTU *
BBERZE, FEZFERBTENRE,

1289 Web HLi28= BohEE A ZI StorageGRID & & REEFZFHIHT IP ik,
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a. HIAMXEE EH,

@ MRBATEFPHENE, NEERMIABE, ABBERTFPENENX, HEERA
& P IRMLREY AR EE RO,

b. yNREFEAERM, HF MTU FERENVERTERMAIE, $I%09000. BN, FREFMIAE 1500

[e}

@ MEH MTU BX0S T3 R FTEER R IG O EECENELE. BN, AJieskENE
PERER R IR B AR

BXEE
BRI E R E
B IE LRI R

BN HIART LAMIE SRR AR StorageGRID W48, BISIL@EITMEMXHKRE, B
Mix StorageGRID IEBZERRFSARFMW_ER IP itk 7 [8/A&EE, &R LASIE MTU
KRE,

BB
1. M StorageGRID & ELZEEFNREE=R, BE * BEEMLKIERE * > * Ping A1 MTU IR *

BT 2R Ping #1 MTU i DI,

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through. and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwark to
the destination, select Test MTU

Ping and MTU Test
Metwork Grid e

Destination [Pvd
Address or FQDON

Test MTU [

2. WP * FhES, BESNEORE: Wik, SRRNELH.
3. NENE EEA A P4 ML RESE (FQDN) S

Blgn, ErRIREREX ML EEIET S EMRIXHMIT ping 1&1F.
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4. 5F, & MTU* S5%HE LSRR LS 2 B ARRY BN R 2 MTU 1RE.
a0, ERLUNRISE T RS MG R T R Z R,
O B MIAERE ~ o

MBEMLEZEEY, MEER "Ping test passed" HE, FHFIH ping s5< i,

Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP addrass of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTL

Ping and MTU Test

Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

BXER
"o E ML HEER(SG100F1SG1000)"

"EIMTUIZE"

i 2R 51 B 48 & 3%

2R StorageGRID IREREAZF S HMT R ZEIRNILRIF SR EIBKIEEIEES, 15HIA

icorageGRlD REBERERER A LUEZIERE IP kst SEEIRAYSE TCP ik O 8k X

<o
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KFUIES
fEF StorageGRID & &L ERZFHIRMEIFOTIR, EAILUINRILESMEMEREMT R ZEREE,

tesh, @RI LR EEME A IR LR UDP in O EMNR&ER, FIWnAT5MB NFS 8¢ DNS fRSZ&EMmH. &
KXLIHOMYIR, ES N StorageGRID M ERENFNIHOSE,

@ ORI HAI A& MR iE O GERF StorageGRID 11.5.0hk. BIIFSMHT SERMEHO
BEIEMH, ENIBERSEEATER StorageGRID hrasAIMLEZEZ AN,

Pz
1. £ StorageGRID IE&LEEFT, B * EMEEE * > * IsIEENX (nmap) *,

IR B i O it DT E

I ERER Y T AR RS TCP EEMN TN REE, WFEMhREE, RIIETIREN B/
PO £ 1% .o

The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API| Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

TR LUNA R AR AYig & iR 5 MR SRRV E M T R Z B8V

2. A * RER * THIFIRD, ERENRONE: g, *EE HEFH
3. NIZME LNENIEE— IPv4 HInEEE,

]

5N, ErIRERERNMEH T EET = LMK,
EREFFEE—1EE, WRFIFIR.

4. WA TCPIHAS, WESHRNHOYIRSHOTERE,
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The following node types require TCP connectivity on the Grid Network.

Node Type

Admin Node

Storage Node without ADC
Storage Node with ADC
API| Gateway

Archive Node

Grid Network Ports

22,1506,1507,9999
22,1506,1509,9999,11139

Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP uDP

Test Connectivity

o B * MIAERE * o

° NIRRT IHROALANMLEZER, WEaEE

an LA FITEREIE T 75,

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.7@ scan initiated Fri Nov 13 18:32:@3 2820 as: /usr/bin/nmap -n -oN -

Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 --

* NMREZEFHNEILT Ik D*&Iﬂéﬁl_?ﬁ, BENROIF—PE S MIEE IR

22,80,443,1504,1505,1506,1508,7443,9999
22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200
22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000

= 7R "Port connectivity test passed’ " JHEo. nmap

-e br@ -p 22,2022 10.224.6.160-161

2 IP addresses (2 hosts up) scanned in 9.55 seconds

NEEFEEPRER

"Port connectivity test failed” " JH2., nmap S HIHTITERERE T 5,

FENRMITHELIERRORIRES A "closed" .
StorageGRID NMS RS HAREZ TR E

ap.Aa
&algEs

TE-J:

17]-]&”’ élu\ﬁﬁt ?ﬁm%,.\\y\?%ﬁ?%ﬁm\
Bk R,
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE
22f/tcp  open
8@/tcp  open
443/tcp open
1504/tcp closed
1505/tcp open
1506/tcp open
1508/tcp open
7443/tcp open
9999/tcp open

SERVICE

ssh

http

https

evb-elm
funkproxy

uted

diagmond
oracleas-https
abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

° MREEN—DHZMEE IR DR ILHOARKSIMEERE, NABEIERSER "Port connectivity test
failed” " JHE. nmap s FITEREIBT Ao

JEEERTERHETD TCP EREZEEN ENENRD, BEXMAAETREERAR. HRKEE
EAman, NitkiwOEPRESR " Bk ", H BRI RESMAEME LE,

() iesh, FRFILHE "closed " BIH

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

BXER
"L "
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