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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections, select Enabled and click Save to start using S50.

SS0 Status * Disabled " Sandbox Mode " Enabled
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Single Sign-on

You can enable single sign-on (350) if you want an external identity provider (1dP) to autharize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections,
select Enabled and click Save to start using S350.

S50 Status " Disabled & Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S30) and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https://ad2016.saml_sgws/adfs/Is/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of 330 for StorageGRID,
change the SSO Status to Enabled, and click Save.
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2. ENEENGAD. HEEESHRUEFERITEVEE,
LEURLZMETE B G RS R MR F BRI NBYE TR ERY,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G_ Go to your identity provider's sign-on page: https:ﬁad.?[]1En.saml_sgwsfadfsflsfidpinitiatedsignon_htnD

3. From this page. sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0 far each of the relying party trusts and you are ready to enforce the use of SSO for StorageGRID,
change the S50 Status to Enabled, and click Save.

3. BEILHEE. NERIURLEGIFAEMGEIN SRR, LIRS HRHEFNERTH,.

4. BfAER] AEASSOEREIStorageGRID « IFEF BEREU TR Z—* EEFEET SRKRBISITIR
7. ARBEER
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You are not signed in.

T Sign in to this site.

I S5G-DC1-ADML j

AR SRR 2B,

o. BINERIEXS A P R FE.
° YR SSO BERFEHIRIEAMTY, WEET—FAINER.

+" S5ingle sign-on authentication and logout test completed successfully.

° YN3R SSO #ERM, NEER—FERES. BEREER , BERNEEAY Cookie HEIH,
6. B8 RSB UHINET UERIERMEMEET .

YNRFAE SSOBRMEHRIEIMTA. MBI LIEASSO,

Fﬁgll\\_\_l_
TEERNERIUNIAFTE StorageGRID Kk# S EEZE. ERILUIBRERER(SSO),

BREENAR

BHAEMBHRESANEDL—PEKEAE. HER rootifREEMNR DAL 1ZH. X FEAMIERFKS.
,léwﬁﬁﬁl}\ DE—EE AN MREESENER EEERE BrootiAR R,

* B e RN ERIVIRFE &5 5 1E.

p
1. G REIFRIERIRERE R

IEEPRE 2 RSingle Sign-OnTiE. FHikFT* V&K

2. >|‘_|' SSO '{klp\EE&% * EEFE *o
3. BEHEREF"S

IR RER—FEEHR,
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A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

=1

4. EFEE. ARREHE
E, ERRARERER

@ FRER P ERASSORIMIEEIRE. HAEIEE. MIREIEAPIFIFEF EEAPI, 7t
FR Z/£8Bih10] StorageGRID o

ZHBRRER

MREFBRECEARERER (SS0) Ihge, NAILURALIIE. T ERARRE
, AR RERARMNEKS,

BREENAR
* BRIERSFRIR SRR REINAR SRR,
* B ABRERIHRR.

TR
R BRI H R ER

AT 2R Single Sign-On T,

2. JiF - BRA &L
3. BEREF",

R ER—REEHSE, BREtRAPRERUER.
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

4 BEHECHE

TREFE StorageGRID BY, &7 StorageGRID ERMHE, EiaNA#oELE StorageGRID FF
AR &FEE,

N ZERAAEFEA—TEETRNERER

MRBELER (Single Sign-On , SSO) RAKRENPE, EolgE L EZERIINEEIE
28, EXMBRT, EaUA—EETRIGNZRAHENER SSO0 . EXAHEFNE
F3 SSO , w7uiARTmBYar< Shell o
ERENNE
* B BB RERIARIER,
* BN MER Passwords. txt &
* & TADE Zsroot Al F AV Z2 D,
X FIES
N—1MEETRER SSO &, ERILUAM root BFR BN EREIMIEEIESS, E1RIF StorageGRID ZFAHNR
, B EAERIEMERT RMS Shell ZFEET R EEFHBHA SSO,

A—PEEBET LA SSO AR MMEREREMEIET R SSO 188, MIREESEBMNERE
@ RUTE LW * BA SSO* ERERRFBETKRS, HEPMBEIEN SSO EMHR[FALE, [
R EHITEH
gl
1. BRIEETR:

a. AL T2 ssh admin@Admin Node IP

b. HNFRFHEEY Passwords . txt XM

C. AL T an <tk Hroot: su -

d. AP FILRIZER Passwords. txt X

KrootAAFR BMERE. IRTRFHEMEN $ to 4o
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2. BITLLF#<: disable-saml

L ER—%EL, IBEHm<ERA%R this Admin Node only .
3. HIAEZH SSO.

ET—%HR, BrTRLEEAERER.
4. M Web 558815 R [A—BIE T = LRI EIRER,

MiE, AFEEM SSO, BETMEEIERERIHE,

S. EFAF & root fMZsi#h root AFMERE R,
6. NREERFEEIE SSO ErEMIRITEZEA SSO :
a. EFREEIFRIEHE R TR
b. TN ARIEMTITETEY SSO i&E,
C. BEH *RFE ",

& Single Sign-OnTIEFRYREF = BRI NE MR EFHBASS0.
7. MREARFLEHMRETE L WNREESEMIGIIEA SSO !

a. JITEBERITHIERIES
b. BESTH. ARXHAMIEEEE,
C. EEETSRLEHMEA SSO ., FEaITUTE—FE:

* BT 8% enable-saml
AR ETR—FER, f5Hm<iEAAER this Admin Node only o
HINEZA SSO .
ER—%HER, BATRLtEERERER.

° EMBRIMIETIA: reboot
8. M Web %528, ME—EBETRIFEMEEES,
9. HMaIALLETRE B/R StorageGRID EREH, HEEXIEEAN SSO FIEA EEARIME EIES,

BXES
"RERRER"
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