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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration

are not reconnacted within 1 minute, re-anter the URL using one of the other IP addresses assigned to the

appliance

PERRERIIE T ERSIHONERIRES (Boh/ xH) FHRE (1/25/40/100 Gbps ) -

Link Status
Link State Speed (Gbps)
1 Down N/A
2 Up 10
3 Up 10
4 Down N/A
5 Up 1
b Up 1
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Link Settings

Link speed | 10GbE

Port bond mode (®) Fixeﬁ.:} () Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Network
Enable network ]
Metwork bond mode ;@} Active-Backup D LACP (802, 3ad)
Enable VLAN (802.1q) [ ]

tagging

MAC Addresses ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Metwork bond mode ' (@) Independent y {T) Active-Backup

Connect the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:c4:9723:24:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network |:|

hE’ﬁ'é‘inngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Admin Network

Enable network

b. NRIGFEEEIFFIHML, HEPEF RSN * BRAME * EI%IE,
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Link Settings

Link spesd 10GLE j

Part bond meosde { Fioed {+ Aggregate

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode.
Enable VLAN {B02.1g) p
tagging
VLAM (B02.1q) tag 328 =]

Admin Metwork

Enable netwark p

Network bond mode {~ Independent v Active-Backup

Connect the Admin Metwork to ports 5 an

direct Ethernst conn

and using link-local IP

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACP (202 . 2ad)

If the port bond mode is Aggregate, all bonds must be in LACGP (B2, 3ad) mo e

Enable VLAN (802.19) |7

tagging

VLAN (80213 tag 332 -]
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Grid Network

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172 18.0.0/21 4
(CIDR)
17218 0.0/21 b4
102 168.0.0/21 + %
MTU 1500 &3l
Cancel
Save
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Admin Network

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

P ® Static () DHCP
Assignment
IPvd Address 10.224 3 T2/21

(CIDR)

Gateway 10.224.01

Subnets 0.0.0.0/32 +
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MTU 1500 &
Cancel
Save
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* BARIFM, BRESHEANET 4 &RE—TFEEM.
* EMBRAREABFR, R EMFRET %o
c. MMREBFERERMN, 1HF MTU FERENRNERTERMBIE, B0 9000, SN, BERERIAE 1500

o

@ MR MTU [BX05 T3 RS i O EECENELE. BN, ARk EMLE
tERERASHIEEER.
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d BF*RE"
8. BRERFIHMLE, BTEREN * BFIHMLE * Bk * #5 * 50 * DHCP *,

() =mEzFERE, SAEERRERE LEREFBNE.

Client Network

The Client Metwaork 15 an open network used to provide access to client applications, including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static ) DHCP
Assignment
IPvd Address AT 47 T 183721
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

0. NRER * #E *, BRBUTHIERER P IHMNLSE:
a. £/ CIDR RTEMNBES IPv4 ik,
b. B8F * RTF *
C. HIAZ P IRILRMKRY IP It IFHETIR,

CD MRBATEFHENSE, NWEERMRIABR, RANBRBERTFENENX, HETERA
B IRMENTESEEMED,

d. MNREBFEAERM, HE MTU FERENNERTFERMAIE, 1409000, BN, HREHIAE 1500

o

(D MR MTU [BX05 T3 R SRR RGO EEEENELE. BN, fTaexkEMNS
MERER B IR Bl B Ko

e B RE",
10. INBHEIET * DHCP * , ERBL TS BEEE P IBME:

a. j%&#E * DHCP * BitiRsllf5, S *RE *o
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ARGz BRNET * IPv4 ik * H * X * FEo Y1R DHCP Ar55281KE NI E MTU {E, M *MTU *
FERBERZE, FEZFERBETENRE,

&89 Web N 5B BEIEE A E StorageGRID & RERFAIF IP Hit,
a. AR EE EH.

@ MRBATEFPHEME, NEERMIABE, ABBERTFPENENX, HEERA
& P IRRLEEY TTEB EE IE O,

b. yIREFAERM, B MTU FEREVERTERMAIE, £I%09000., BN, FREMIAE 1500

o

@ MLEE MTU BXS T3 R FTEER RGO EECENELE. BN, ARk ENE
tRER RS IR B AR,

BXES
"B IE5600S G HlZE I HERRECE "

SUIERARE R

BN HIART UM S5 IRIFR AR StorageGRID MR, BIIL@ITMEMERE, Bz
M StorageGRID &ELZERFSREFM LR IP it 7 8/89&EE, EFa] LARIE MTU
BE

pZ
1. M StorageGRID & B LZEEFHHEN D, B * EEEMLKEE * > * Ping #1 MTU U *

B 2R Ping F1 MTU SR D1E,
FPing and MTU Test
Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity

through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwork Grid fed

Destination [Pvd
Address or FQDN

Test MTU [

2. M RS THES, EREZVIHOWNE: Mg, EERNEF K.
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3. WNZME EEADENM IPv4 it 2R EHZ (FQDN) ,
B0, ERIREEE XML EEIET = LM XHIT ping 121k,

4. 5F, EH NS MTU* EREIERS W& T BirNENBREN MTU 1RE,
50, EEILOMIRIR&E T RS HMIL AT R Z B RERER.

5 g MiAEE

MBEMRIEEE, MEER "Ping test passed" SHE, FH5H ping s5< it

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwaork to
the destination, select Test MTL

Ping and MTU Test

Metwork Grid [

Destination |Pvd 10.96.104 223
Address or FQDON

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 10.96.164.223 (10.96.184,223% 1472(1508) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time ems
rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

HEXER
"ERE LK 55 B8 (SG5600)"

"EIMTUIRE"

BOIIE b [ 2R 5! BRI 48
EMfR StorageGRID I8 &R ERZFSHM T R ZBERIFEAZR R AERELR, BHIA
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StorageGRID & & & &2 A LUEEZEIHEE IP it siiitii SRR E TCP ik

S
*F TS

fiEF StorageGRID & &R EZFPIRMHIROFIR, SIS SMEMEREMT R ZEREZ,

tesh, SRR LR EIEME P IR AR UDP iR B, FIs0MAF 9B NFS 8¢ DNS fRSS2809IK0. &
KXLIEOMTIR, 1550 StorageGRID WMEBIEZENFNHEOSE,

®

SIE
1. 7 StorageGRID & ZEEFF, B * EMKZEE * > * mHEENX (nmap) *o

4,

3

IR B i O N 15t DT

IR OEER D H AR MR iE O {ER T StorageGRID 11.5.0hk. BIIFSMHT mXRMEHO
BEIEH, ENIAERSEERTEM StorageGRID ArasHIRILZEZ AN

I ER R T RN EFE TCP EEM TR, NFEMTRER, WRIIETIRENAIAR

P& & im o

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

TR LU R AR AYig & iR O 5 PR A RV E M T R Z B8V

MG * THIFIRF, EFENILAIMLE: * [ -,
7z LR ENFEE—1 IPv4 ISR,

5N, ErIRERERNMEH T EET = LMK,
EREFEE—1EE, WRFIFR.

MIATCP IROS, LUESHREIROAYIRSEOEE.

CEERCEC BRI
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The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP uDP

Test Connectivity

o B * MIAERE * o

20

° NRIRFEMIHORSIMEZEIZER, NEBHEIEPSER "Port connectivity test passed” " JHE. nmap
i SR IERIE T 5,

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

° MR SZAZENEIL T I D*&lﬂéﬁl_?ﬁ, BENRBIF—PHZNEERO, WHEEBBEEFSER
"Port connectivity test failed” " JH2., nmap S HIHTITERERE T 5,

FENRMIFEME IR IR O RS A "closed" . TN, HEEHEENTRATFIRERSE
StorageGRID NMS RSB HARTEIZ TR LE1TH, s E Rt EEEE,



© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE
22f/tcp  open
80/tcp open
443/tcp open
1504/tcp closed
1505/tcp open
1506/tcp open
1508/tcp open
7443/tcp open
9999/tcp open

MAC Address: @0:

SERVICE

ssh

http

https

evb-elm
funkproxy

utcd

diagmond
oracleas-https
abyss
50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

° MREEN—DHZMEE IR DR ILHOARKSIMEERE, NABEIERSER "Port connectivity test
failed” " JBHS. nmap i YITEREIE T 5,

TEEER R ESHET TCP EEAImEEN LHENRD, BEXRAXKZXGEEEFAAT. NRAFEE
EAman, NitkiwOEPRESR " Bk ", H BRI RESMAEME LE,

() iesh, FRFILHE "closed " BIH

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds

BXER
"L "

IFEECE SANtricity ZEE 228
B LAfEA SANTtricity 17 E 1228 I8t StorageGRID & & P F BB B A GRS,

1R

JA%N
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%Elﬂﬁtiﬂ’-‘h TAAE E2700 $2HI8E (REPHEMEERISE) EEERO189IP

p
* "R EE27002HSRRY 1P

* "“BigEAINZEISANtricity Z &S IE2S"
* & B SANtricity 1FEEIE28"
& EE2700=H238VIPH# L

E2700 =28 LM ERIRO 1 AFRIgEEEE SANtricity FEEESENEENS, &b
A7 E2700 ITHIER ERHS P ik, DIBRAZERS StorageGRID 18 & HEEHFNIEH
SBEGFHNEEERE,

ERBHNE
EEAESAE R I Web I K2,

KFILES
DHCP S BRI FTRERERT BB L. JizhlgsnEc— a8 P #tudlk, LUBRAIIGIEME—EG

3
1. EEF i, $iAStorageGRID & & RLEFZFHIURL: + https://E5600SG Controller IP:8443

IERTF "E5600SG_Controller_IP . {#EF{EfAIStorageGRID M4 LI &RIIPHIIE,
AT 2R StorageGRID & REREFETIE,

2. %4% * BUECE * > * FEIEHI SR NEEE o
BT B T 2 AR EC B DU E

3. IRIBEHRMREE, WF IPv4, IPv6 XFEE, HEER*BEBA ",
4. i TEMETRR IPv4 il

DHCP 2% in 73 EC IP #ikBIBIATT .

() 27 DHCP BAIEEBE/H M.

IPvd Address Assignment @ Static w DHCP
IPvd Address (CIDR) 10:224.5 166181
Cefault Gateway 10.224.0.1

S (AIiE) 7 E2700 FHIREEIHOIRERRS IP ik,
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() mEznEEBOSEES P, 5E% DHCP RE5S LM STRAAEL,

b. 5 CIDR RJEHN IPv4 ik,
C. HNERIAMI X,

IPvd Address Assignment ® Static DHCP
IPv4 Address (CIDR) 10.224.2.200/21
Default Gateway 10.224.0.1
d g~ 717 "o

N PR EY B e R RE R B 173 #hRY AT alo

EREEISANtricity FIEEIERM. IS ERMVESIPHILL/EAURL: +
https://E2700 _Controller IP

HEXER

"NetApp 3X#4: SANTtricity i 1Eas"

BISERINESANtricity ZiEE1E2s

BI&&EHEY E2700 THI281%12 2 SANtricity TZiEE 1228, ARBISERNAEEET,

ERBHNE
ETEAE RS S HIWebit K2,

EXFUES
BXRIFMNRAE, 15500 SANtricity T71iEE I8 XY,

B
1. FTHWeb 5528, FARRNIPHIALESISANtricity FAEEIESEAIURL: +
https://E2700_Controller IP

AR 2R SANtricity FiE E RS ERUH,

2. 7 * SRR AL, EFE - Feh v, ARRECHE
3. MR * 4REE * > * TNINTFERES ¢ o

IEEPE 271 "Add New Storage Array - Manual” T1H.
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t are in-b d gut-of- 3 m i 7

A ollers with more than met

What if my system only has one controller?

Select a management method:

® Qut-of-band management
Manage the storage array using the controller Ethemet connections

Controller (DMNSMNetwork name, IPv4 address, or IPvE address)

=
]

Controller (ONSMetwork name, IPv4 address, or IPvE address)

) In-band management
Manage the storage array through an attached host

Host (DNSMNetwork name, IPvd address. or IPvE address

[“ads | [ Gance | [ i |

4. 75 * HHNEE * 1EF, WAUTEZ—:
° * {5 DHCP : * DHCP BR53284ic4s E2700 #554128 F & IRiH 0 1 AY IP it
° R{EFADHCP: 192.168.128.101

(D) RE—MaEmEHSIERE SANcly FHEI2E, FIERBBHA— IP ik,

o B ARt

HXEER
"NetApp X#4: SANTtricity ZfiE 125"

& B SANtricity 7ZEE 1228

J518) SANtricity IZEEIE2SE, B LIFEHAERERFIRE. 8%, EREHEN
StorageGRID 2AFNFMHET R ZE], BEEAREXERE,

g
* "IE7EAZE AutoSupport"
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* "ISIEYLE|AutoSupport”
* "ECE B F R FISNMPRE ZHRE 0"
* "I E SANtricity FiEEIE2SHI D"

IETEECE AutoSupport

AutoSupport TEZMIREINEZ P RREE, HEMREIERESRAXZR. &
& AutoSupport BB FRAFHEITIZIAZHEHRHM I Do

TEBHNARAR
* WMITEIRE EBAFHBUE AutoSupport ZhaE,

AutoSupport IREREFREEIE TRk £ BECENEA.

* Storage Manager E4 BTN E/ VE—REBIHINNIRFNITEN LIETT, HEARFEREBI—/ITEN
+iE17,

KFIES
FrESIESSERRENEEEN— M ES IR (72) -

AutoSupport 2t LA FREHPE S

HEXR Description
EMHHER * BERE L RELFEGNAX
* BIERFRERENIZEER

BHHER * HIREHAMEER, BFAEERNREERA,
BREE—R
© BESIARKSFESMERELE
BRAHER * EAFAEEREIERA, EIRENAMEIER
BRARIZE—R
* BRERENASRSER

T
1. £ SANtricity fFEE RSN EIBEOA, 5% * 18§ * B, REEEFE * BERIEFEHERES *
2. %$E * TH * > * AutoSupport * > * BtE& * o
3. MNREE, 15EM SANtricity FiE E RSN BB SER LS

HXEER
"NetApp X#4: SANTtricity ZfiE 125"
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ISIEYE|AutoSupport

BNV IR AR T IFE B IEEEWIER AutoSupport JHE., ERTLUTE Active 1Q 1P £ E!
Z4:19 AutoSupport IR, WIEREWEIXLEH B r RN AR ZIFE S EEE BB IRENE
HEE.

KXFUAES
AutoSupport AR RIUATRESZ—:

o * ;:l; *
"On" RERTEA R F YA ETEM RS AutoSupport i 8.
° * 9€|‘7ﬂ *

KAVRESHRTERTAEE S A AutoSupport , RIARARFELE 15 M ABBARKBEIRENEEABE, 2
EEIMERECEARERETENR (FlED)

o * iE4s
EERESRANEEBHNEATZIFEARS B AutoSupport .

FARLZHMNARZEWRIEERER, AutoSupport IRSIEEX N on o
-
1. 58] NetApp Z#Futim, RIHEA "mysupport.netapp.com”, FAIRERE Active 1Q [ ,
2. Y0 AutoSupport IRRER off , HELINARIER, BT TIRE:
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Node Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption |
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.

Metwork | Grid j Protocol | TCF j

Remap Direction Inbound j Original Port | 1 =
Mapped-To Part | 1 =]
Network Protocol Remap Direction Original Port Mapped-To Port
© Grid TCP Bi-directional 1800 1501
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