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Edit ILM Rule step 2 i 3: Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored.

Two Copies Two Data Centers

Reference Time Ingest Time v

Placements @ 11 Sortby start day
From day ] store | forever v l_
Type | replicated v Location || Storage Pool DC1 H Storage Pool DC2 Add Pool Copies | 2 E ®

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information

Retention Diagram @ T Refresh
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Create ILM Rule step 2 of 3 Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored

EC for 53 bucket finance-records

Reference Time Ingest Time v

Placements & 11 Sortby start day
From day 0 store | forever v m |—'
Type | erasure coded v Location | All 3sites (6 plus 3) v Copies | 1 | %

Retention Diagram & 2 Refresh

Trigger Day 0
All 3 sites.
16 plus 3) ) e

Duration Forever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it tater as required. Click Simulate to verify & saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Marme Object Storage Policy
Reason for change new proposed policy
Rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

[ 4 select Rules |

Default Rule Name Tenant Account Actions
EC for $3 bucket finance-recards (§ Ignore x
L Two Copies Two Data Centers (5 Ignore x
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EC only objects> 1 MB

Matches all of the following metadata:

Object Size (MB) v | | greaterthan vl +

+
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Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click

Simulate to verify a saved policy using test objects. When you are ready, click Activate to make this policy the active ILM
policy for the grid.

Mame | Use EC for objects greater than 1 MB

Reason for change new policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will
be automatically placed at the end of the policy and cannot be moved.

4 Select Rules

Default Rule Name

Tenant Account Actions
EC only objects = 1 MB (% = x
v Twa replicated copies (5 — x
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EC image files>1MB

Matches all of the following metadata:

Object Size (MB) v | | greater than |1 + |
User Metadata v | | type equals v | | image + %
+
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Reason for change:
new policy
Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account

EC image files > 1 MB (4 =
2 copies for smallimages 4 —

Default rule (% v —
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Create ILM Rule step 2 of 3: Define Placements

Configure placement instructions to specify how you want objecis matched by this rule to be stored.

Three Copies Ten Years
Save three copies for ten years

Reference Time Ingest Time

Placements & 11 Sort by start day
Fromday 0o store |for  v| | 3652 days B
Type | replicated ¥ ekt || DC || D2 || DC3 | Add Pool Copies | 3 +|*%

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. Ses Managing objects with information lifecycle management for more
information
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Noncurrent Versions: Two Copies Two Years
Save two copies of noncumrent versions for two years

v

Reference Time Noncurrent Time ]

11 sort by start day

e R

Placements €

Fromday 0 store | for v 730 days

Type | replicated v Location ‘ DeC1 Add Fool Copies | 2 +

Specifying multiple storage pools might cause data to be storad at the same site if the pools overlap. See Managing objects with information lifzcycle management for more

information.

£ Refresh

Retention Diagram @

Trigger Day 0 Year 2
Bek O
B &
Duration 2 yaars Foraver
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Configure ILM Paolicy

Create a proposed policy by selecting and arranging rules. Then, save ihe policy and edit it tater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make ihis policy fhe active ILM policy for the grid.

Mame ILM Policy for 33 Versioned Chjects
Reason for change store 3 copies of current version for 10 years and 2 copies of noncurrent versions for 2 years
Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved

| == Select Rules

Default . Rule Name ) Tenant Account Actions
iL Noncurrent Versions: Two Copies Two Years (3 lgnors x
U4 Three Copies Ten Years f_’. Ignore x

The default ILM rule in this policy does not retain objecis forever. Confirm this is the behavior you expect Othenwise, any objects that are not
matched by another rule will be deleted after 3652 days.
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Strict ingest to guarantee Paris data center

Description: Strict ingest to guarantee Paris data center
Ingest Behavior: Strict

Tenant Account: Paris tenant (25580610012441844135)
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Location Constraint (53 only) equals
Retention Diagram:
Trigger Day O
BELRaca) Wl [
Wl [
Duration Forewver
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SEU b
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UE=Eu

SE i8]

THE
gt

RIETE _

DC1 (E%) #MDC2 (XE)

2 DEIZS 2 MR

FH\ETE]

7EE 00X, BRNERRIZAXARBERMEIEFC

F. WRATRE, SULAINIILECHIN SIGIRIENIN BT E IR BEI TR E
BN, SEEFAAAEIRIRE R,

2 Copies 2 Data Centers

Description: 2 Copies 2 Data Centers
Ingest Behavior: Balanced
Reference Time: Ingest Time

Filtering Criteria;

Matches all objects.

Retention Diagram:

Trigger

DC1 [Paris)

Dc2 (us)

Duration

Day O

Ej__h-
&l I

Forever
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ILM BRI 5 : EEaENTH
R ILM SEBE B IEFR N B RREHNT RN,
EATHMREZNT O ILM ST 4EEE LT ILM 210

* (VEBRBIEFOEMERE T PARIS fHF B S3 FED ERXIEIZRE N EU-west-3 (PARIS ) YRR, NR
PARIS ﬁ&j:EEP’L:\T__”EH ) mu%/iﬁk_)\o

* BB EMNSR (BEETEREFEEEFRANEREKENNSR) FEEXESIEROMEREIEFRC. WM
REZHEBRERS, RREEATRUELIRIGIEIZ.

Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save ihe policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate io make this policy the active LM policy for the grid,

Name Example policy for Sirict ingest
Reason for change Do not store certain objects for Pans tenant in US

Rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

| 4 Select Rules
Default Rule Name Tenant Account Actions
Strict ingest to guarantee Paris data center (§ Paris tenant (25580610012441844135) ®
v 2 Copies 2 Data Centers (3 Ignore x

RIVTRHIZREREY, ERERINTAIRITEIETR:
* BT PARIS #HF B S3 FiED EXIFHIGE /I EU-west-3 FIERMRIFIEE—MMNITE, HEFMETE PARIS

HEFO. BFE—THNERMHRIEAN, REXENGKTFIEFEERESIEFRC. MR PARIS
ERONEETRATA, WHNERK.

* TR RIGEE _FAMNITE, HEFEERET PARIS P H S3 DERKIEIRIZE AN EU-west-3 BIXY
Ro BIHNERN—HEISREETENHEFTC. B, BTHE_FANERFEHN, Eit, NR—TKE
FOARAA, NWSAEEAARUEREFRMGIIEIZ.

5 6 : X ILM kB8
INRBEEREIBRIPRNMNES, ETREBE IR BTN ILM 5B,
EERBE Z A, SRR T AR ILM M E R BRI IaBYR20 StorageGRID RFRIEIAIEEE

EM%%¢,FE¢%MT—¢%%Smm%GMDE§,%E%&%ﬂ%wM%%,u@ﬁﬁﬁﬁﬁ&%%ﬁ
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AUEHTHY ILM SREREY, StorageGRID RFHIMRERIRESE IR EIRN, LHEEEMRIEPRINERBER[GIF
ZMERNREHEIFAIER,

AUEHTEY ILM SRE8EY, StorageGRID RfEMEHREEFMBENSR, SEINAN RN
@ Ro TEHUEHTHY ILM REEZ AT, BEEXNIE E 6 RN RS 3 RV E 75 TR B ERE
o EITEMKIEHRKNERN, BEIAENKRNIE RS SRR,

FIREREATRZNE StorageGRID 14£RERY ILM SREQE DAL RI 614F!

* BARERIRERmISECE XN A T I A RRRIEH R

@ StorageGRID INAEBMERRIBEEXHEEHE 8, ERAMREXHFRAZEERERER
IR A B

* ENIAENRAFIRIAEE; fId, BAEERNRERNEITUMFRDHIN R,

* FUAENKRNEI RS R TRNMUE; FI, BRABXNKBARBHaEFE, HEBHEITRIEREK
MIZAZUE =I5 5,

BXER

B ILM FEBR

5 6 BYIES) ILM ZREE . A IS BYEIERIP

FILRAIS, SEB ILM REREVEANIES StorageGRID &41&1189, HERFA ILM F0,

ILM Policies

Review the proposed, active, and historical policies. You can create, adit, or delete a proposed policy; clone the active policy; or view the details for any policy.

4 Create Proposed Policy | | Ei Clone | # Edit || % Remove

Policy Name Policy State Start Date End Date
'®  Data Protection for Two Sites Active 2020-06-10 16:42-09 MDT
! Baseline 2 Copies Policy Historical 2020-06-05 21:48:34 MDT 2020-06-10 16:42:09 MDT

Viewing Active Policy - Data Protection for Two Sites

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Two Sites

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for T tA
ne-Site Erasure Coding for Tenant A CJ (49752734300032812036)
Two-Site Replication for Other Tenants (§ o lgnore

3 Ryestnn
Simulate § Acivaie
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5 6 FYIRIY ILM SRE& . =P uhmpvEdE R
EI R, [EEA=IES StorageGRID R EH ILM KB,
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Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle managament for more information

Review the rules in this policy. If this is a proposed palicy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Three Sites

Rules are evaiusted in order, starting from the top

Rule Name Default Tenant Account
Tenant A
Three-Site E Coding for T tA &
Vi DI BRI DU for T (49752734300032812036)
Three-Site Replication for Other Tenants (& 4 Ignore

AUELEHT ILM RB&E, BFHEF ARNERBE=MLR BET 2+1 AUMEBFIRF, MBETFHEMBE, (UK
BFHEF ARNRNINER) INREEIT=MEIAERTE= MR EFEIRF.

M1 FEP A= iE R YRR

MMTE X ThE
B i HP A BY =35 RIRERYRED

KA A A

FiEts 28 3 MUERL (BFEHIERC 1, BIEPO 2 MEEPO 3)

RNERE ME 0 REKA, TEFAE 3 MEIEFO#HTT 2+1 LIRS

M 2 WEMEAHTZIERER

HRIE X hlE
B ERTFHMEPHN =R ES

HAKA gt

FiEts AR 1, BRSO 2 BRI 3

RNERE ME 0 RERIZKARN=1EIZA: EHIERC 1 E6—1EIZA, EHE
il 2 EF—1 RIS, FEEEESO 3 Efl—1 RIS
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Buckets

Create buckets and manage bucket settings.

1 bucket

Name =<

Create bucket

S3 ObjectLock @ |+ Region + ObjectCount@ = SpaceUsed @ = Date Created =

bank-records

v us-east-1 0 0 bytes 2021-01-06 16:53:19 MST

1

AMNEBRITIER DB TN NRMMNRMARE X redan-until date M legal hold REFEAMUTE.

NETHNRIKE

redan-until date

EERSE

THHE
" "2030-12-30T23 : 59 : 59Z" (2030 £ 12 A 30 H)

SIMRMALBEEDH redy-until date §E, HIGEELIEM,
B,

TURHAT (RER)

EREBHRA, AILUFER I ERN RRAH TS EREREUE G ERE,
MRNRATFEEREBRNS, WEMEERAE redy-until BHE, FTX
BRI XS R

ST S3 WRBERY ILM FEN 1 7R=51: EREFME D ERILACRYZ MRS BC & X4

LR Bl ILM FENE R F % 79 ABC 3R17RY S3 KPP, ©5 RITIER FEDERFRIEANRILE, ASE
FREUM4RED, EM 6+3 BIRRIBECE XN RFEE= M HIER O RNEFRET R L. IWHNEERAT S3
MRMENFEIRHNER: K0 REIKA, #ETRLEFRESIRFREENEZL, HERANNEELS

ZBtial,

M E X
B

Nl v

Bucket Name
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Create ILM Rule step 1 of 3: Define Basics

MName Compliant Rule: EC objects in bank-records bucket- Bank of ABC

Description Uses §+3 EC across 3 sites

Tenant Accounts (optional} Bank of ABC (20770793906508351043) |

Bucket Name equals ‘vl bank-records

/ Advanced filtering. . (0 defined)

B ]

AR RE X ThlE
SE B8] PN

WE M Day 0 ZEXKATFE
2RI ECE X 1+ * E=MMER OIS REITEET R LIRS ISR R

* 5 6+3 UMmIE L=

Edit ILM Rule Step 2 of 3: Define Placements

Cenfigure placement instructions to specify how you want objects matched by this rule to be stored.

Compliant Rule: EC objects in bank-record bucket - Bank of ABC

Reference Time Ingest Time j
Placements @ It Sort by start day
Fromday | 0 = | store | forever j = ! -
Type | erasure coded j Location | Three Data Centers (6 plus 3) j Copies | 1 :I -+ | x
Retention Diagram & = et
Trigger Day 0
b e ()
(8 plus 3) >
Duration Forewver

=
BT S3 WRBIER ILM FLN 2 =51: FREFFN

LERB LM MU S RE N EFNN REISFEEFET R L. —FE, ESB— PRI XAEEERTFE
M. ATIMNERSEME, BLERTEER, HEFSNATERT S3 MRBUEN I ERPHIXR,
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AR TE X THE

UE=Eu FEMAN: EREEFE

Vel v RIEE

Bucket Name KEE, BERTHREA SIMRIUE (HREEMMEINEE) KNP,
=R KIEE

Create ILM Rule step 1 of 3: Define Basics

Mame Mon-Compliant Rule: Use Cloud Storage Pool
Description DC1 and 2 for 1 year then move to CSP
Tenant Accounts {optional) € Select tenant accounts or enter tenant iDs

Bucket Mame matches all

A Advanced filtering. .. (0 defined)

N E X ~E

S EZRtE) £ NG

HE * £ 0K, EEUERC 1 MEEDLD 2 NEET R EREHRNEFE
7K 365 kX

‘1 FE, B EWRIESKARBEREFMET

IERATF S3 JIRBIERY ILM AN 3 =450 BRIAFN

HERA] ILM FRI S 3 R EHEE HI 2 R SRR OB E . LESMANZE ILM REEPRIEAN. ERE
RIS, FEAIFHRISENE, FREBAT S3 WRMENFHEIERIIER: M 0 REIXA, FHET
RERBEWINREIA, HERA Ingest fEASERSEL

M TE X wEE
AR =2 R AN BRI ASFE DR
bl v RIETE
Bucket Name FIEE
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= —
MMNE X ThE
= e, B
S RIEE
Create ILM Rule step 1 of 3: Define Basics
Mame Compliant Rule: Two Copies Two Data Centers
Drescription 2 copies on SNs from day 1 to forever, reference time Is ingest

Tenant Accounts (optional) Selecttenant accounts or anter tenant ID2

BEucket Name matches all |V| Value

/ Advanced filtering. . (0 defined)

| conce | e

MME X TBHE
S 0ta] PN

WE M0 REPKA, BREMIPESIEIR—NEHIERO 1 NEFEETRLE
, —INMEREFO 2 BEET R L.

Compliant Rule: Two Copies Two Data Centers

Reference Time Ingest Time j

Placements @ It Sort by start day

Fromday | 0 = store  forever j Add ]

Type | replicated j Location “ Data Center 1 - || Drata Center 2 Add Pool Copies | 2 :| IE x

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more

information.

Retention Diagram & 5 Refresh
Trigger Day 0
R £ —
Data Certer 2 @l
Duration Forewver

S3 WRMERFRE ILM KRBT

ZEIBRBAMRIFRRTFAENREY ILM RE&, BIEERAT S3 WRUMENDERFHINR, ERIUEEHEFE X
KRIEFEERE ILM AN, RAfE, SRR USRI BIRES.
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FUREIR, LM SRESEE= ILM AN, HIRFT:

1. —MERAMRSRIFEAT S3 MRMENFEDKRPAT 1 MB IWNKRIEHMAMU. M 0 REIKA, Xt
SKEEEEFETR L.

2. —TARESHBAN, EFEETRLIEMIEFINNREIE—F, AR —IHNREFKAZHEICFE
o WMNANERTERT S3 WRUMENFHED R, RNCHEANREFEIL.

3. —MEHASHAMN, BFEFETSLEEM 0 REKANENEFIX REIZ,
Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

MName Compliant ILM policy for 53 Cbject Lock example
Reason for change Example policy

Rules

1. Select the rules you want io add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule {and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

i + Select Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rula: EC for bank-records bucket - Bank of ABC (8 v Bank of ABC (90767802913525281639) x
Non-Compliant Rule: Use Cloud Storage Pool B Ignare x

" Default Compliant Rule: Two Copies Two Data Centers (5 v Ignare x

RPN I B RBE

TERINBYERBERARMAN, EFFCASHAMNHHFIEMANS, E@ETMREAT S3 WRMUMENFHEDE
MEMEFED RPN RRRIULERRR, FI0, ERINRAIREE, ERERNTARITENHNR:

* BTN S ABC IRITHEFPIIFEDRIERF AT 1 MB AU RITES,
* BETAMNKEF AR At P Ik P BIFFE A S0 BRFRIFTE N Ro
* BN S LU W RITAR

° ABC fRITH P HITFMED ERFEIERFHINKRF/NF 1 MB o

° NFRBEMBAIKFEAT S3 WRMEMNERMEMIEEFHITR.

AR
RETEHERRBIILTVRRIPREE, WA LIS SR,
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