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Prepare for node recovery.
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Preserve the audit log.
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Replace node.
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See the
"What next?”
section for details.
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Recovery is
complete.
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—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.
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Restore the audit log.
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Reset the preferred sender.

v

Restore the Admin Node
database.
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Restore Prometheus metrics.
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a. AT ssh admin@ grid node ip
b. I\ passwords. txt XHHFIHKZ,
C. MIANLA T eI E] root © su -
d. 3\ passwords . txt XHHRFIHHEE,

Bl root IR BAERE, BRTFTTRM$ Bl # .
2. {21k AMS BRSZ LA IEE BRI EEXH: sservice AMS stop
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2015-10-25.txt o 1cd /var/local/audit/exportls -1 "mv audit.log 2015-10-25.1

4. BB AMS BRSS: sservice AMS start
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mkdir -p /var/local/tmp/saved-audit-logs
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Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
recavery.
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Install a StorageGRID system Recover a failed primary Admin
Node
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b. 38N passwords.txt XHHFIHHZE,
C. M ANLAT eI E] root © su -
d. #\ passwords. txt XHFHFIHAZER,
KU root AR SMERRE, RN $ Bl #
2. ECREMLLEREZM: cd /var/local/audit/export
3. BREMEZASTXHEFZEMEMNEET A scp admin@ grid node ip
/var/local/tmp/saved-audit-logs/yyy* o
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a. AL T2 ssh admin@ grid node ip
b. 3\ passwords.txt X{FHF|HAIZE,
C. AL T eI E] root © su -
d. 3\ passwords. txt X{FHFIHHZER,
2. NEEBT =R, 21k MIBRSS: service mi stop
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5. service mgmt-api stop
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a. ERIEMENEBET R
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ii. 3N passwords. txt XTI HAIZR,
iii. 3 NLATFep St % root & su -
V. 3\ passwords.txt XHEHFIHZRG,
b. {Z1F MI fRS3: service mi stop
C. {21k mgmt-api fRS5: service mgmt-api stop
d. 3§ SSH TAZAARME] SSH RIE, ¥#IAN: ssh-add
e. Ji\ passwords.txt XHHFIHA SSH i,



f. BEEENREETREFFEMENEIET A  /usr/local/mi/bin/mi-clone-db.sh
Source_ Admin_Node_IP’

g IR, MINEBSEMENEET R LR M HiEE,
HEEREDEHFEFEFZIEMENEET R, THEHIRERE, LHAEEHEMRENEET R

h. IRFBRENHMARS [/ HITEEEHRE, BN SSH REPMFEFATR. N ssh-add -D

S HREEBT R LEMBARS: service servermanager start

e FEIBT SIXR Prometheus 1515
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a. MALTF#H<: ssh admin@ grid node ip
b. %I\ passwords. txt XHEHFIHAIER,
C. AL e RS root : su -
d. 3N passwords . txt XHHRFIHHIZER,
2. NREET R, {21k Prometheus fR%5: sservice Prometheus stop
3. ZEMEMEBEEN R LERUTSE:
a. FRIEMENEETR:
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V. 3\ passwords.txt XHHRFIHHZE,
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C. ¥ SSH T AZAARME] SSH I8, #AN: ssh-add
d. 3N\ passwords. txt XEHF|HA SSH i85,

€. 1§ Prometheus #iIEEMNREET REFZIEMENEETR:
/usr/local/Prometheus/bin/prometheus-clone-db.sh Source_ Admin_Node IP’

f HIURTREY, & * WA * BIAEHREMEEET = _EAHT Prometheus #4EE,

JRY8 Prometheus #iEEREAEHIEREFZIEMENEET R, TRERIRFES, HARBEE
MEMNEED R, EEERUTRE:

BRfERERE, EERMRS
a. IRFBRENEMIRS[BHITLEMGE, EM SSH KEFMERMEA. AN ssh-add -D

4. TREEBT 5 EEHELN Prometheus BRS5, sservice Prometheus start

MIFEEET RBERIRE

EMNFEEETR E’&BEEPVIE, ,.ﬂv wﬁ BY LA ESS SHEEEEETR (
CMN) ArSS, MAXEETR. REFUEZ T Aii*ﬁ,ﬁ\, TE'%/l\ StorageGRID #%iX
BE— T XEETR. IEEMEETRYNEETEET R,

HXES
SG100 #1 SG1000 fREIGE

MEIHENIEEEET S HIHZAE

NREEBNEMBENEET REREZAE, NNEREXLEJEULEFMERNRS
AEAERIBRIER. EAUAERENEEEET REHETERARENFEZAEER
FHZT R

IREP R SR EZASXHENIEEET REFIZ SIRMET R ERIREIE, ARG, TLUISXERERHE
ZESEFEHEREETR. FZASTEHEFZFNEET <.

RIEHPESEE!, ERIRTEMRERENEETREFEZAE, IRBERE—EETR, WRENEET

R FIATERE S(TfFEIJJI—Jr%TfFWLEi%UEEVEIUEP FHEZRIERIBIERER. IRHBERESIMEETR,
WA UMA— T EETRIMEFEZAS.

@ MRIELEEHMHENEED R Lin&EZAE, EAUHERRNXLEEE, FIEENTT
j=d =1

1. INRIRE, FEERIHUMMENEETR. T, FERIFEETARHMEEDR (WRA) .
a. BMIALLTE<: ssh admin@grid node ip
b. 3\ passwords. txt XEFFIHAZF,
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C. BINUTaSI#E root : su -
d. g\ passwords. txt XEFRFIHZ,

U root AR SMERE, RN $ Bl # o

2. 21k AMS BRSUBSIEEBIZHMIHEX S sservice AMS stop
3. EAp auditlog X, HEEHZIEMENEETNANFRBRINE XM

3% audit.log Efp B NM—RSHIXESR, B0 yyyy-mm-dd.txt.1 o FIa0, EEILUE auditlog XIEFEEEZ A
2015-10-25.txt o 1cd /var/local/audit/exportls -1 "mv audit.log 2015-10-25.1

4. BB AMS BRSS: sservice AMS start

S. BIEBERUBEEZEEXHE R R 2 MMET R EMIGEIIZ: ssh admingrid node ip mkdir
-p /var/local/tmp/saved-audit-logs

IS, N admin BYZERD,

6. EFIFFEBEZBAEXH: scp -p * admin@grid node ip : /var/local/tmp/saved-audit-
logs

HIFERES, i admin BYZEEE,

7. Bl root AP B3FH: exit

EMFFEET R
EMEFETEETR, VN FTERYIESEIMNE.

B LR E A FENEEERET R B AER—FE EETHEEEET R, WAILUE VMware Liz1TRIIEE
EET R Linux EHERARS &E LRENEETEET RO

ERASEATREFNEATELENREIE . THTRERREPE EBRTHETRER) &, ZIF
TR BESERTIFEEETRMENT—F,

BT BRMEP R

VMware Eift VMware iR

Linux Eif Linux T =

SG100 #1 SG1000 ARSZ1& & BIRARSZIGH

OpenStack TRERIEAREZ 1 NetApp 9 OpenStack $R LAY BB AR ST FN A

N, MREFEEMETE OpenStack BEREITHT R, B THERT
Linux #1ERFRIX M A, RRIBFEDE Bk Linux TR0
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7E#% Start Recovery Ui EIFFEET =

EMIEFEETRGE, BHNENREERTEERDME, URBHTREENHET R
HERT =o
TBRENRA
* BRAEREREIMEEIERE I Web 3|5
BB B ARTF AR,
* BRI ABREEEAEE,
* BB EEHEEE AT R
g
1. EMREIRE R, EEHIP > ES > e
2. 1 Pending Nodes 5| &RHIEZFRE N E WM& T

TRERKER, EMNFERESIRTD, BELLERETR, RIFNREERREHESFETRE

3. BN * ECEZRINEIE * o
4. BE - BEE

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

& Q
Name 1T I1Pv4 Address IT State 1T Recoverable I
& 104-217-51 10.96.104.217 Unknown
Passphrase
Provisioning Passphrase | sssses

Start Recovery

O EMEMET RERPIEITMEH#E,

@ EMERELS R TITHRE, EALRE *EE * UEHNMmE. EER—MEEXHE
*E: *Eﬁ&§§*§{$$g¥ BT ﬁﬁ\\:l_lka:;rﬁﬁm)lkn_.\o
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€ Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

oo o

MRBEEEREIR BEEME, 4TETRERIITMLERTS, WTAR:

Do you want to reset recovery?

° *VMware * : BIFREERZRIERIET Ro , SEERTERBHMER, EHRMBEN

° *Linux * : E Linux EN LB G SUEMBIT R StorageGRID node force-recovery
node-name

K& MRBEEERMEIR FEEME, NWHIUEBIET R LEIETT sgareinstall FiRETRIE
u%ﬁﬁgﬁlh\o

6. 1Ry StorageGRID ALIEATRRER (SS0) , HHEHEBMENEET RRKHAEEERLENERR
INEEEOIES, 157E Active Directory BXE S IIEARSS (AD FS) HEH (EMIBFHEREIR) ZTh=
BRI S E1E. ERTEEET RMEIEPEMAIFIIARS ZRIEH.

@ BRBRIAGEE, BEESNEXEE StorageGRID MIi%H, EiARIBHARS RIS, EER
FBEETEMES Shell o ¥ZE ° /var/local/mgmt-api' BR, A% server.crt Xffo

BXES
E1% StorageGRID

HEEEERLENRE (NRTEER)

EEMENIFEEET R ERREZAE

NEEEBRREHEETEBETSPNEZAE, WERZBHEEZAEEE, MALUE
HEFREMENIEETEET =,

« BWAREHETOME NSRS

c EEBEETSSHINERS, EUAEEEZESESTEME,

MBESES SHIMKE, REIZEENSNTERALTIRSES, ALBETMEIKENSIEY S8 5Hi%A
£, AEBXLEZATEEIEMENSES SRHLIESIEEL, RIBHEER, AT EME EHRENSE

TREHHEZAE, EXMERT, IRBEABZSINEETR, WAUMS—EETRMEREZAE, BN
2 7f?“ ASZEFEREEET R,
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MRAF—NEETNR, HELEIMEETREFNHZAE, WRENEETREFEREEMHCRIEZAR
, PERREZHEI—1F,

TR ARRMEEET R, TEERBAEICRINEE,

RINERT, EZEESRXIEET R EMNEZAE. MEFESUTE—EM4, NelBhdx
LR

@ ° {’_{EEETgbﬁB%éﬁElu\HE%%g: EFIVE|:uﬂfhkL?U%éf‘EuﬂEﬂg‘g, ﬁ'ﬁTZEIE igqﬁ/mo
* [CERMIE E (NN B iZH B RFEE XL H B A = L

B2 EEFZEEMBEEET THIFARESE.

1. ERIEMENEET

a. MINLAFE<: +ssh admin@recovery Admin Node IP
b. I passwords. txt XHHFIHZE,

C. WA Ta<tIHE root : su -

d. N\ passwords.txt XHHRFIHHEE,
KU root BRBMERRE, ITRTHEM " $ Bolh " # o

2. WEBREMLEZHE:
cd /var/local/audit/export

3. BREMEZASXHEHNZIEMENEET
scp admin@grid node ip : /var/local/tmp/saved-audit-logs/yyy*
HIRREY, N admin BYZERD,

4. hTﬁzétJm BERIIHEZAESESENNEFZIEMENEETRE, MEIBEFERRET = HERX
*yall_:\o

S EMEMEEEN R LEZASXHNARNAIRE:

chown AMS-user . byncast *
6. Ll root HFP SHER: exit
TR BIERFEZEENEEAEEREFRAR. BXFMAER, HSINHXEIRE StorageGRID BIEA,

BEXER
E12 StorageGRID
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AEMENIFEEET R LEEEEKRIXE

MREEMENFFEET SHANRENERBE, ZEiRBHH AutoSupport JHEHEIE
KixF, NWATIE StorageGRID R EFHEE IS E,
ERBONE
s BAIEREREIMEEIESS 21509 Web 3 5285,
* B E B R ERIA AR,
¢ BAREHETEMRENEET R
-
1. %R BEE *>* &4 > BEREm *,
2. N EREAMA T THIPIRPIEZFEMENEET N
3. B * AT *,

BEXES
‘E18 StorageGRID

mEEEEET R EREET REUERE

MREBEHUKENIFFEETR LRBEXEY, EIRMERNHEES, WaTLIME
EETREREET RBUEE

* MMERHIETEMENEET =,

* StorageGRID RANNEVEERNEET R

s EMTEATR passwords. txt XHo

* BB RERIEAEIE,
MREEDAHIMKEE, WEETHEEDRBEEFNRELEEEER, HHEEEEUTER:

* BERFFIER

* EIRHFIER

* AEEMEIRE, AT * 5> TR > Mg * TE LLHERNXAEIRS.

MEEET RN, MFREIBIEMEN TR LBIZ—TENEETREER. B2, MUEENXES SR
F RGO EERINBIARS BHARSHIE S,

MRFRETIEEEED S, WALBEIEEET SHIEEMNTEET = ( source Admin Node ) E#IE|1RER
TEEERAEEE

()  EMEETRMEEIIEFRIVNGWEE, ERTREELRS, R Crid Manager
BRA A,

1. BREFEET R
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a. AL T2 ssh admin@ grid node ip

b. 3N passwords. txt XHHF|HHIZ,

C. WAL T et E] root © su -

d. 38\ passwords. txt XHEHFIHMZRRT,
2. NEEETTRIBITU TS, ARG, RIBRTRANLEZLEE, reBHHR
3 MEREBEBT AR, FIEMIRS: service mi stop

4. WREET ST, FIEEENARERFEO (Management Application Program Interface , mgmt-AP1) AR

£. service mgmt-api stop

S. ZEMENEET R LU THE:
a. ZFREEBMEMEETR:
L AL TF#<: ssh admin@ grid node ip
ii. I\ passwords.txt XHHFIHHZE,
iii. N TS UIHEE] root © su -
V. 3\ passwords . txt XHEHFIHHIZER,
b. {21k MI BRSZ: service mi stop
C. {21k mgmt-api fRS5: service mgmt-api stop
d. ¥ SSH TAZAARMEI SSH I, AN ssh-add
e. M\ passwords. txt XHHFIHA SSH IHIEERT,

L BHIEEMNEEETSSEFZIEMENEET S  /usr/local/mi/bin/mi-clone-db.sh
Source_ Admin_Node |P’

g HIMRTH, MIAEBSZEMENEIET S LR M #iERE,
BIREMEAEHIEREFZIEMENEET R, TRETHRER, HAREHEMENEET =,
h. MNBRFBFENHEMARSIHITEEEIR, EM SSH RIEFMIPRFATH. BN ssh-add -D
6. EREET A LEHMERMIRS . service servermanager start
MmEIFF EET REHER Prometheus f5ix
Tl UE I PERIEE BIE T S LR Prometheus 43PV 2351

MNREHIZTEMENEET R
* StorageGRID A ME DB SR N EIETI =
s IBWIMER passwords. txt XfH,
* B AEREREIEIE,
ﬁﬂ% BN aHIKeE, WEEET S LS Prometheus #BIBFEFREIFIIEREERLR. MEBETRE, HHL

LIZREIE—1HHY Prometheus #iEE. ERMIEMENEETRGE, EXIEINERAEERT
StorageGRID &AL,
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MRARTIETEES =, NeILUETE Prometheus 3IBEMEEIRET = ( source Admin Node ) EHIEI1x
EMNERET ST EH R

@ =L PrometArleus SEFETRFE— NS EKNE, EREET R EELERSE, FLE Grid
Manager IHEERE A AT,
1. BRIFEENS:
a. AL TF#H<: ssh admin@ grid node ip
b. 3N passwords.txt XHHFIHHZE,
C. EANLAREstHRE] root : su -
d. B\ passwords. txt XHHFIHEED,
2. NEEBTI =A, 21k Prometheus BR%S: sservice Prometheus stop
3. ZEMEMEBEEN R LFERUTHE:
a. FRIEMENEETR:
L AL T®H%: ssh admin@ grid node ip
ii. HIN passwords.txt XHFHFIHIED,
iii. NI TFERSURE] root : su -
V. 3\ passwords. txt XTI,
b. {£1F Prometheus fRS5: sservice Prometheus stop
C. ¥ SSH THZEHAFMEI SSH I, HA: ssh-add
d. 3\ passwords. txt XHHFIHA SSH R Z M,

€. ¥ Prometheus #IEENREETREFRIZIEMENEETR:
{usr/local/Prometheus/bin/prometheus-clone-db.sh Source_ Admin_Node_IP’

f HIURTE, & * WA - BIABEHREMEEET = LAY Prometheus #3ERE,

JRY8 Prometheus #IEEREGEHIEREFZIEMENEET R, STRETIRESE, HHAKEE
MEMNEET R, EREERUTRE:

BrefEkiERE, EXRIRS
a. IRFBFEWNHMARS[HITEAEGHR, EM SSH REFRERFAR. ¥ ssh-add -D

4. T REIBT o EEHEEN Prometheus BRS5. sservice Prometheus start
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