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Prepare for node
recovery.
Replace node.
VMware Linux
No ) Yes
Linux host?
Corrective No . See the
actions taken when F:g:rﬁgfgels “What next?”
restoring node? section for details.
Yes
—force flag New or changed
or force-recovery block device
Recovering from

Select Start Recovery to
storage volume
configure the Storage Node. Failure

v

Remount and reformat
storage volumes.

v

Restore object data to
storage volumes.

v

Check storage state.
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v
Passphrase
Provisioning Passphrase | sssss

Start Recovery

o EMEMBET REPREREHRE,

@ TEMERES R TiTHAE, GrRIUEE * E8 * UBHHIHHME, RETR—NMEEME
1E, ETREEERFIR TN RBLTIHERS.

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

MRBAEERFIR REAME, YRV REREIMLRERTS, WK
° *VMware * . BIFRESMBBHEMMET R, AG, SEESHERRHMENR, EMHBETRo

° *Linux * : £ Linux EN EETIHGSUEHBIT R StorageGRID node force-recovery
node-name
6. HEET SUAEI " Waiting for Manual steps™ " FYEREY, IBEREMERIES B PHT—MES LUEFIEHMN
B tEES.

Do you want to reset recovery?



Recovery

Select the failed grid nede to recover, enter your provisicning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name Start Time Progress Stage
de2-s3 2016-09-12 16:12:40 PDT h W Y Waiting For Manual Steps
HXER

HEEEERRENRE (NRTFEER)

SHESHENRRUEES (" FHSE "

EEMEFRBNEFEEAENRIVCEMEEEES, BONFETRMEA, F—
T EFEBRIVERNE, EEMIVL StorageGRID FiEE, F_THIZKEER
BIVUFIEBHHNE, RIEFEEMIE Cassandra HEEIARSS.
ERENNE

© CEBRENREE R ARSI

1B1T sn-remount-volumes HIZATgEH BN FEMEHMKIEZFE S,
c REKNBERESREWITEETRER, IEBCHETAERRELE . (ENREIESEP, EEF - 4Hip >
*{E5 * > BUHERCE * . )
c BEKETY BEDSREHTH, (EMREIESRD, EFHIP > FES*>*TR*, )
* BEBHE CEEEXEFERTARA KRR MENES,
MRZBNEFET SRRV PNEFEETREDES 15 KNBEERE, BRAERALR, 37

(D &7 sn-recovery-postinstall.sh iz, ERIRS TS LEEER
Cassandra By 15 RARIBEZ FEEIEE K.

KFUES
BERIRESRE , BRITUTERES:
* BREIEBMENEFHET <o
* IB1T sn-remount-volumes MIAEFEHRNEBMNEES. TITIHIARN, SRHAITUTRE:
© HEHMNHENMFEESUER XFS B,
° H1T XFS XH—EtaE,
* RN RS, WHEFEEEENMIVER StorageGRID #i#%.
° NREFEERINER, BENEHZEFRES. T LNMERATERFTE.
* EEMA R R AR,

* JB1T sn-recovery-postinstall.sh BlAdS, BITILHIZES, BIFHITULTIEE,
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BITZE. BERERREENRFEMET A sn-recovery-postinstall.sh EFIET

(D WHBEFHEEHTEREXNRITEHE. 2 EMBRMEET S sn-recovery-postinstall.sh
SERESREHBENRE LS. H S StorageGRID & T RIRHEIFIER . BEWMNT
B 2GRS,

o EFMENE sn-remount-volumes AT EFEH L MER A IEMINEMRZEESE.

@ MREFEAUENFES, WiZE LNFREEIESRREER, RiZER ILM RNEE
FEZIWREND, MATRITIIMNVIRELT B DUMRERRE M E R R REIE,
c NRFE, PR LERE Cassandra HiEE.
° BoIfFET R LIRS
g
1. BRIEMENEMETR:
a. MALLTE<: ssh admin@ grid node ip
b. LT passwords.txt XTI HRERR,
C. BN T apSUIRE] root : su -
d. i\ passwords.txt XHHFIHAER,
B root BF BMERE, 1IBRFEMN$ Bl " # .
2. BITE— IS EFEHTARERNEES

(D NRFIEFMESERENN, FEHTRIUE, NEFMBFESEHLIIKE, ErIUBkItS
BHEBITE A, ENRIVUPIEEHHNEES.

a. iIz{TLAFHIZAS: sn-remount-volumes
LA AT RE B BN 7 BEE B SR EM#ES Lis17.
b. T AEITHAIE], EEREFINFEMRE AT

(D RIBEE, EAILUER tail -f e BITHABEXHRINE ( /var/local/log/SN-
remount-volumes.log’ ) . BEXHE&LHLSITREHEFANES.

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options



This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully

====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? y

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.



This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

Erfllatd, —MEEEEMNERER, — T EHEEHIER.
* " /dev/sdb’ BE T XFS X RF—HIH0E, HFEABERNEEN, RILEMRINEMER, LA
EEHNRE ERBIERRE TR,
" BT EREEMNEBRF, /devisdc Filid XFS XHRFA—HMHKRE,

" TEER  /devisdd” , EAMREBUERMSHEENBRIRESIT, SHATEEHFMEERN,
ESWREREBRETXH AR —HMNE,
. fg%ﬁﬁ%%e&%%ﬁﬁﬁﬁﬁ, B N EERE RS, BERUNEREE ERXHR

" MIREFHEEEERINAHE, RERE IFE . "ErUERXHRANENERKFATERT
BykiR, Z5ERIGIRIFIE  /var/local/log/sn-remount-volumes.log” BEXHH,

" dev/sde’ BT XFS XHRFA—HMNE, HESEHWEN; B2, vollD XHHH LDR T4 ID
ST 28 ID RILEE (ThERZERAY configured LDR noid) . IWHEHERTIERTFE—1



FET o
3. BEMIAE HF AR MR,

N
)

@ NREFEEREL XFS XU RA—RMNER T AER, HFHAEEREFPNEIRES. !
AT BRE X% BT sn-recovery-postinstall.sh BIZARME X,

a. MELRRERTEEFFAEENFE. MRRIILERE, BEMIGITIMZ,
b. EEFMAEEHIREINER. MRIBRETFEETE THE#TRIER.
FEUHTAEIHR, /devisde’ HIHEE U THIRER !

Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

@ MRRERNFRERTZ—IFET R, BRARAXZS . WHREIT sn-recovery-
postinstall.sh B, MEFEEREMBRINK, MMAIEEZERKERRE HE.

o MRFHEBEAEHLE, WETIRENEHN, AEEEABRILEE,
() rmemeERERERTLEROEEEE,

TREMSERIEIE ID, EIE1T repair-data ARV RHIBELEREE (T—MRESE) B
, BEWAILID

d. BENEMRIE T EEHNLEG, BXIBIT sn-remount-volumes A, LAIARTLAEHIEEAVFR
BEEESHEEREH,

MRTEEHFEENFEEHRIANAER, MERSEHRIT I, NIESURItE ERE
@ AR WMER. MRWNKIEIBEER N EIE, WRE—1EIE, BRITM FT— MRS R
(ERMREHE) ALk

RN STETE MR R B B R AR LRI IR, TE/0IE4T sn-
(D) recovery-postinstall.sh Mz (fI, ILM SEBEEMAMNMREIER— 1 BIANEES
MERERERE) o BRRRARZSURE TS RE,

4. 5517 sn-recovery-postinstall.sh flZd<: sn-recovery-postinstall.sh

LERIAS B AT EZEH IR AR EBPEAEFES;, REFEET = LER Cassandra #iEE; #
BENTFET R _ERIARSS .

HEERUTEI

° RIS A RE TR B IS A BEIETTo
©EE, ERAEITHE, ENEMRRE SSH 21,
° SSH RIEFIEIRSHY, B8 * o Ctrl+C*

10



° MNREEMEPEFHLZ L SSH 21F, NILHAEEREET, BEALUMN " IRE " TREEHE.

° NRFMET AR RSM BRSS, NEET RIRSEMER, HARIESERF 5 2. 83 RSM IRSEX
BTy, Fit=HE 5 DHEVER.,

(D) RsMEBSFE2UADC BEMEETH L,

L StorageGRID &3 72(# M Reaper 42 Cassandra 188, —BERXIRSHFAERSFHF
()  EaomEE. Gkt REMARBRES " reaper " 5 " Cassandra repair.
", MREEIETEEARNETEE, BN RTIETIH S,

3. [[post-install-script-step [IfE/ sn-recovery-postinstall.sh BIZANIZITE. SIS EIEEPRMIE T
Ho

" RS " TIE L RYHE LM EEYR Mt sn-recovery-postinstall.sh BIAHNSHRIRE.

Recovery

Select the failled grid node fo recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Name 11 IPva Address 1T state 11 Recoverable I

No results found.

Recovering Grid Node

Name Start Time Progress Stage

DC1-53 2016-06-02 14.03:35 PDT . O N N Recovering Cassandra

£ sn-recovery-postinstall.sh HIABEHTRENRSE, SRR REIEERENIZMAEIVLRIE
AEFEE, MZIRES R Fk,

BXER
EEBXEFHETRAREDBMENES

RIEFEERNRBELREFES

RIEFEZR N RETEEREFES

NRFEFFA sn-recovery-postinstall.sh FIAEFMREX U —NHZNKIEEFES
s MBTURE X REHEMEMFET 20T R REBIEFMRIVCRIEMES. FRIFERE
T P ESNEES, SNAFERITXETE,

ERBHNE

| AR maE sy + B - @ ERmEEE - > - B AT L,

11



KTFUAES

AILUMEMEFET R, [IRTNRESEEDERNREUE, fiREEREMBL ILM RN, LUERLUERNR
Bl 7o

BEE TSI

* IR ILM NEE N NEFE—TEREIE, MZEAITHISENEFEE L, WERTERENR.

* MRENWRIME—FIRE MU TFEFMEBEP, N StorageGRID UKL MEKBEER B =fFfEthinm
LORRI SR IR ERITIIRED R 280, BRI UE B GBS BB A X p s,

* RMROE—RIRBISUTIETRE, WSMNEFETRERRNREE. NIRRT RGN REUELREIF
fET REEMEEET RIRRBIAFTREE R, EAMIMNYIEEFERSEORBEER ™ EER,

*F repair-data Rz

BREXNREIE, 15IB1T repair-data fids, ARG FIRIERREMNREGENEDE, H5 ILM FiERSER LU
MR RE ILM R0,

EETER * EHIEUE * 50 - 18552815 ( Erasure-Coded , EC) #iE * , RIBEEXRNZEFINEIELZEER
PRmEDRVEE, THE repair-data HIAEIREILED, NRFBLFEXHMPLERAVLRE, NWHAENEITXMA

Z: L

@ I=PS repair-data HIARFAER, BEFEETANGITHEAN repair-data -help

[e)

12



EHBEdE
RIECEFERERIMTNRERNFTECET R LNRES, JUERAR N SEREHEIE:

repair-data start-replicated -node-repair
repair-data start-replicated -volume-repair
eI AEA U T e T IR EEFIEIENEES

repair-data show-repliced-repair-status

£ StorageGRID 11.6 A, BJLAfFA show -replicate-repair-status EIHITRA

@ Fitt. LETHEEIEEF A, REINERSEREHIIER, EREREREERNK, BFER *
ER-2%r, *=EBE (XRPA) * 1 * 38HAMR - it (XSCM) *, WIHRFRIR i
BEIB.

2453 ( Erasure Coded , EC) ¥

RECZRREREERIMNAERNEET S LHRFES, A LUERHE S RERETIZRIRIDHIEIE:
repair-data start-EC-node-repair

repair-data start-EC-volume-repair

FERLEEET BN, ATUAREEESIZEREIEINIE. BEREMET AT AERM.

R LUER L T an < IRER A MIZm D SURRIE S 1B

repair-data show-EC-repair-status

EC B {ELRIGHTIGAREE, THERREFHER, BLEETRARMA, NEG
() seBosR=ERTRE, ECEBFLEER, TRRLEARERMY, ECEEIFL
R SR BRI,

EREFETRIENS
1. BRI FEENS:
a. MINLAFa<: ssh admin@ primary Admin Node IP
b. HIX passwords. txt XHHFIHHZ,
C. AL RERtHRE] root : su -
d. 3\ passwords.txt XHHRFIHHEE,

U root AR SMHERE, RN $ Blh  # o

2. f§F8 " letc/hosts’ XU B EXRFHEENFHETANENE. EEEMEPMETRNTIR, BEAUAT

NA:. cat /etc/hostso

13
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WMNRFABEEREWE, 1BREREHIE

MNRFIEFREHMALELIE, BREEIM TR, RIEEEEEERNEIE, L2FERUMES ( Erasure-coded
, EC) ¥R, sERNERAXHE, 1KEBEX * EFAVEIE *, * A4S (Erasure-Coded , EC) #4iE*
X R E B9 B TR ES

MRIAEHDELERE, BRE [RIEH0ELHMKE, 1BEEEEE,

()  EFERFXSNBRIET repair-data . BRES A, BRRRAZE,

EHIpvEE

MNEMEEESEFEIE, 1BEF repair-data start-replicated -node-repair a<#l"
-nodes’ ETUEE B MFHETI <o

A S RMEE B /I SG-DC-SN3 HITFAET m _E S HIRIEUE:

repair-data start-replicated -node-repair -nodes sg-DC-SN3

FRI KBS, IR StorageCRID RUHATIEHINTIRIIE, MRS * HREX -
() o TREAERIRANEET A LRETR, CUREERNELERR MRS
5, BB AR,

214585 ( Erasure Coded , EC) #URE

NRMWIBE SERRITAIENE, 1B repair-data start-EC-node-repair i #l " -nodes’ &I
BEBNFET =,

LB E R SG-DC-SN3 FITEET s L HYIZBRIRRIEIE
repair-data start-EC-node-repair -nodes sg-DC-SN3

AR ERNREIME—BY repair ID, FAFHRIRLEL repair data ##fF. FEALL repair 1D IRER
repair data #RERVEENER. MEIETHE, FTaREEAEMRIR,

@ FREEFET BRI, ATUFREELIRREILIHRE. BERERMETRYARRER

[e}

MNRIFHNEHIMBPE, HEEHKE

MRREHBHEHINKE, BFRESTEMNE, RIBEEEEEEFNE, T2FERUMES ( Erasure-coded
, EC) ¥R, SERNERAXHE, 1KBEX * EFAVEIE *, * M43 (Erasure-Coded , EC) #4iE*
X R E B9 B 1 TIRE,

MRFAESHRERE, BH%E [WEREEELENE, 1B1EEHIEL

UA7R#HEIRIVAAE ID. 80, 0000 BE—TE, 000f B% 16 T &, EWALIEE—E, — I EEE
HEN BT —1TFFINE.

FrEESRIITR—NMEET R L. MRFEBERSIMEETRNE, BERARARZF,.
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EHInvEdE

MNRMIBESEFRIREIE, 1B#FEH sSTART-replicated -volume-repair 88<H ° -nodes’ EIRKAR
P E, ZAR/AI - -volumes' B -volume-range’ &I, WA T RAEIFAT.

*BAE Y kST RERINSIEILRER A SG-DC-SN3 B#FfET = ERYE 0002 ©
repair-data start-replicated -volume-repair -nodes sg-DC-SN3 -volumes 0002

SEE . e SEBEFRINEIEIRRRIZ N SG-DC-SN3 HFEMET S L7/ F 0003 B 0009 SEEIRAY
FiE%:

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volume-range
0003,0008

* FERIIFHZNE * ¢ eSS RHEFNEIEEREEIE ) SG-DC-SN3 NEET R EHNE 0001 ,
0005 #0 0008 :

repair-data start-replicated -volume-repair -nodes sg-DC-SN3 -volumes 0001 ,
0005 , 0008

FRHRIIER, WMF StorageGRID FEHAEITHINHKMIE, NS * HREX *
(D) o, IRaABEIRGNERT S LRETR, CUREEANEERR MRS
£, 158 0A % StorageGRID MiEF I FEHIFRRYIZ R,

24585 ( Erasure Coded , EC) #URE

MR MR E SIBRRISAIEEE, 15ER sSTART-EC-volume-repair 859 H * -nodes’ IR ARINT
S, SAEHNN " -volumes® B * -volume-range’ &I, AT REIFAT.

* BNE L kB RS RE T BIRRIDRIEIRIZIRE) & A SG-DC-SN3 BfFiE T = ERYE 0007 ¢
repair-data start-EC-volume-repair -nodes sg-DC-SN3 -volumes 0007

* HEE Y P RBETIRMREEIEIREIREIR I SG-DC-SN3 MEET = E/TF 0004 2/ 0006
SEREINMIFRE S

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volume-range 0004,0006

* RERIIFHZNE * @ eSS RS AUMRIDHIEIEREREE]Z S SG-DC-SN3 NEHET R LE
000a, 000c #1 000E :

repair-data start-EC-volume-repair -nodes sg-DC-SN3 -volumes 000a , 000c ,
000E

repair-data RERHREIME—M repair 1D, AFHIRIRL repair data #fE. EAILL repair ID
BRER repair data BRIEFHENER, MESERME, FRREFRIEMKI,

@ gi‘t:b??ﬁ%*ﬁ AANEY, RIS LT RIRRIEHHE. BEREFRMETRYARRER
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miFEE R
RIBERGER * SHIH0E *, * AUPED (EC) KR * TRANEAXAEREEESIFIL IR,
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ISR
- EMERESTERM, BHRITUTERAE:

a. YEIE - TE <> ¢ EEEENERTSR > ILM*,

b. &F " fE " WHPWEM. EERME, * EESEE- 28 BYHET 0 MHR.
- BEEFMMSISEE, BRITUTRE:

a. PEHE > TR > WA .

b. 4% grid > * ETE/SEMTAETE _* > * LDR* > * SiRTHE *

o. ZEEANTEY, RAEHESHNEESTORMR,

@ BJHETETE Cassandra A—%, HETLARERKMINES.,

L RREE (XRPA) *: EALLBHRIEERIEENHE, SIE#ETRINEESXIL
KBS, LLEMERZIEM. NRILEIERIIEINE BIAEI Zai3tmHAE (B * $3rEHE - &t
BIERM) , WERR ILM SEREEAT R EAEAFEEENE R R,

() EREXRRETERSEANNE, ITUEFHRE LM BENHEK.

* * PiEHAE] - fBitE (XSCM) R LEME R I EIBY X AR E NI R A SRR EE 24
R * BESIAEE * BMAL N EIREE Hai3fEiAE, WEHFNEERTEERM. FE
B, HitiRTESEN. * FEHAR - it (XSCM) * BMER7= BIWE, BFFET
PHEEHRNREAE, EAUEEMNER * TEEER - 41T * BHYEHEIERUREE ST
IBSEEl,
c HE, EREEFBENGITTRESLL, 15T repair-data 559 HR N sHow-replicate-repair-
status &,

repair-data show-repliced-repair-status

1 StorageGRID 11.6 H1, BJLAfEF show -replicate-repair-status EWHHIT

@ AT, WEEIEEHF &F, REIFERERIERHRIER. ERERERTETMN,
EER * FEF-23*, *=i1BE (XRPA) *# * FiEHAR - {41+ (XSCM) *,
WARFTR EiI B EE .

2UMI4mF3 ( Erasure Coded , EC) #UE
BRI RmEEIEREE RN, HEIXERATEERKAIEK:
1. MELIT AU MRSV ER B ERVRTS
o EFE * ZHF > TR * > f5in * UBEE LRGBS E D tt. RE, &

Grafana #353FRi%#F * EC Overview* . &F * W& EC {RALFiiT5emAtial * A * fi% EC Rl B
BB L * ERMR.

° FHILM LA EEIFE repair-data BEIVRE:
repair-data show-EC-repair-status -repair-id repair ID

° AL L AITIHFIEEE:
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repair-data show-EC-repair-status
BmEFIE T B SR S AT EEE THIEEE S, 818 repair 1D,
2. MR/ ENEERIERY, EFEA - -repair-id EMEIRXES.
tban < ERIEE ID 6949309319275667690 EFid kKA T RIEE
repair-data start-EC-node-repair -repair-id 6949309319275667690
tban < fERIEE ID 6949309319275667690 EiX kMBS

repair-data start-EC-volume-repair -repair-id 6949309319275667690

MEFMET R AR RSB ERNEFMEIRS

MEFET RNRAREEE, BOTIEFET RBMERESERIRENEN, HHE
BHENBMEFET RIRSE, WKERIAEN.

BEENAR
* BRIEREREIMEEIEEE STHH) Web 15

c FETAEME, HEREETM.
Pz
1EF /> TR * > * WgHEH S
2. [T * BMEFMETI A * > * LDR* > * 72 * > * 78IRS - % * M * FIRTS - Hai * 1E.
XN B MR EII N B Ao

3. ¥NE "Storage State" (FEBIRZE) — "Desired " (FrZE) B HNDEIE, BRMUTTE:
a. B iE * mm+k,
b. M * FEIRT - FRE * THIFIRSP, EF B~
C. B * EER*
d. BB~ B * EM-EHAIA * TR - FrE * 1 * EERES - S50 * NESER B,
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