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7NN

X-Auth-User . Tenant WP ID . Username
X-Auth-Key . Password
EIERATEA

* " PP ID 26# Swift #H/BY StorageGRID 2 ECHIIKF ID . X5HF EEHEEROTE EEARTEF MK
F 1D #8E,

"RAP& _ RETEFEESTRIENEARFNRR. AP KIETESR Swit EERRINENAH, TE


http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
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http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
https://10.99.106.103:18083/info/`

KB root BFRECE AEH Swift REST API

MRNEFKPERT BMEXE, BEM LDAP IRSSEREHKSAFNAFRRMEL, 5E, WalLRM
LDAP FFBYi#&, fl40:

X-Auth-User . Tenant WP 1D : BFP& @Domain Name
RS EMHEFEPNERL. AREBREEFEERPOIENEE,
IR IR SR IIEERMECRLR E17EE URL M1 ZRIIESHEE, WTRFR:

<code>X-Storage-URL : <a href="https://<em>FQDN</em>" class="bare">https://<em>FQDN</em></a> _
e <em>IP . Swift_Port</em>/v1/_Tenant i/ ID</code>

X-Auth-Token . token

X-Storage-Token . token

RINBRT, SHIEERSSE 24 /N\BREK.

AFERFKPERSHE, —NMEKPIERLSERRBNAF HRS — MK,
77f# URL

& FimR FAER A LUBE R Swift REST AP A MXT M S FME T R T2 0K P, RBFRE
Fo FEIERSKRIETSMHIIEME FIREIRTEME URL o HHIEREXNNEEM S HIIEERIREIR X-Auth-
Token RLF1E,

" https://FQDN _IP :  Swift_Port_/v1/_Tenant tk/ ID°

' _ 2% Jlobject_T

X-Auth-Token . token

RLB2ERBRSIHE BRTFERRNAT A A fE LA R MBI RN RAVERE T, ERIVRFRIEFE/LS
A BE R X AR

bk A S SR ER L T NAT AR B 8RB RAITHE B RRA):

®* X-Account-bytes-used
®* X-Account-Object-Count
* X-Container-bytes-used

* X-Container-0Object-Count

BXER
FCEE P Ik P NS

MK R(F
A R(E
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https://FQDN

T RIBIE

bk P IRAE

X HITAT Swift API #4E.

SKER K

HREB IR Sk K BB RIS B XN B 85IR.
AR IESRB SO AT

* P

AR SRAR K F AT

* X-Auth-Token

TS HIER BB R ATEN:

* delimiter
* End marker
* I

* PR

* marker

* B4R

WMERINNIT, MEREILTIRL, HEZKPRIREIBREBE5IFRATHNHRE] "HTTP/1.1 204 No Content’

"ML ; WNRIENZKF BREEVIRANST, MRE] "HTTP/1.1 200 OK™ " MEiy

®* Accept-ranges

C NEKE

© EKE

* dATE

* X-Account-bytes-used

* X-Account-Container-Count
* X-Account-Object-Count

* X-Timestamp

* X-Trans-1ID
FkP
LEIRVERM Swift tkPICZRIKFE EMAITHE S
U TRIERS IR

11



* P
U IESRARSK BT -
* X-Auth-Token
RRINATRIRE LU TRk, H 2R "HTTP/1.1 204 No Content™ " IR :

®* Accept-ranges

 WEKE

* dATE

* X-Account-bytes-used

* X-Account-Container-Count
* X-Account-0Object-Count

* X-Timestamp

®* X-Trans-ID

BXER
TR IRIRME

AesiR(F

g1 Swift (kPR % 1, 000 1NB28. StorageGRIDXIA2SHITLLT Swift API i
Eo

llEFa
HEIRES M StorageGRID RZHHY Swift kP RRIFF— =528,
FELTERSH
9
c Bk
LA IERARSK A 48T

* X-Auth-Token

BRI TIERE LA T ARAFHE R "HTTP/1.1 204 No Content" MY :

i

¥

F NEKE
©

* dATE

I}
fr#

®* X-Trans-1ID

12



et

AR5 5 I 3 S BEEIRI R B LUR, StorageGRID RAFRMIZ B4 HE B AITAIE,
BELTHERSY:

P

-t

I TIBRATE AT

¢ X-Auth-Token

TS IERE S MR AN

* delimiter
* End marker
-5

* PR

* marker
S

I

BRIHRAITRAREIA ARk, FER "HTTP/1.1 200 successful" 8 "HTTP/1.1 204 No Content" PRy :
®* Accept-ranges
 WEKE
© AE
* dATE
* X-Container-bytes-used
* X-Container-Object-Count
* X-Timestamp

¢ X-Trans-1ID

Qe

HEARIER M StorageGRID REHRA Y HHEBATIIE.
BELUTEREH:

- i

- B8

LA IERAT K A A R T -

13



* X-Auth-Token

FEIIATRIR EI A FARKH 2 "HTTP/1.1 204 No Content" iRy :

* Accept-ranges

F WEKE

* dATE

* X-Container-bytes-used

* X-Container-Object-Count
* X-Timestamp

¢ X-Trans-1ID
O
HEHBIEH 5 StorageGRID R4 RATHKF Bli2— M5,
BELTHERSY:
P
-t
I TIBSRAT A AT
¢ X-Auth-Token

FINHITIEIRE LU TARSL, HER "HTTP/1.1 201 Created " 2 "HTTP/1.1 202 Accept" (MR UILIKF FEEFE
tbA28) MmRZ:

 WEKE
* dATE
* X-Timestamp

®* X-Trans-1ID

R AFRIE StorageGRID S A T(E)FAEH—r, NRBFSMUTFEHMIKA T, MREILTHRL: "HTTP/1.1
409 conflict o "

BXER
TR IRIRME

M RIZIE
MXFRHITELT Swift API #1%,

llEFIES
IR VER M StorageGRID R4 MilERAT RV B TR,

14



BELTERSH:
- g
=
© HR
BRI SRATSE A AT

* X-Auth-Token

FIIHITIERE LA RN ARSk, FER HTTP/1.1 204 No Content response :

i

¥

F EKE
©

* dATE

I}
2

®* X-Trans-1ID

EREMPRRIEKES, StorageGRID REIRIBIMFAEFREMEMIFRIL I REVFRIBREIZS. MR,

StorageGRID £V EVAZE P HEENG. MBFEAE 30 BIBIRAEREIE (I, BFEMIEENFTR)

» M StorageGRID ¥ XERIAHAFRMER, ARIEREF imIMER.

BXRNAMEFENRFAES, B2ILEXEIEEEnAREEREENRIVNA,

HEHER

AR IFTHRINEFHM StorageGRID RATRENR R THIE,
BELTHERSY:

- g

g

- WY

U FIARATSR S AT

* X-Auth-Token

U FIERATA R A0

* ER WG

* YWNSROTED

* MRER - B

R - kT - ES

* If - Unmodify-since

15



BINHATIEREIL RSk, #E/R HTTP/1.1 200 OK MAIRY:

®* Accept-ranges

* Content-Disposition, XHI®RE T Content-Disposition JLEIERTZIR(E]
* Content-Encoding , {XfEIZXE T Content-Encoding JT#IERY 7 R[E]

C WEKE

* B

* dATE

* ETag

* RiaER B

* X-Timestamp

®* X-Trans-1ID

head 3%
LR BRI M StorageGRID AR AN RIVTTEIENE 4.
FELUTIERBE:
K
- 5%
* XR
U IESRARSK JI AR :
* X-Auth-Token
B IDHATIFIR B LA T AR H 2R "HTTP/1.1 200 OK" MR, :
®* Accept-ranges
* Content-Disposition, XHIZE T Content-Disposition JLEIERT A IR(E]
* Content-Encoding , XTEIRE T Content-Encoding JTEIER 7 R[]
C WEKE
* ABE
* dATE
* ETag
* /g BHA
* X-Timestamp

* X-Trans-1ID

16



PUT W&
IR ESEREUEFTHIRRIETN R, HERFMEXNREIR S StorageGRID R FFHRIEIEFTEIR,

StorageGRID ¥ A/NEX 5TIB (5, 497, 556, 138, 880 F1) HIMR.

HRIEFIIER (B0, FAERREAR—EH) B BN " AEMETRR, B
() e WENNEEUAT StorageGRID RAANERATIEAR, TRR Switt Z PR ARFAR

fE.

FEUTBREM:
P
-t
e

AT IERARSK A BT
* X-Auth-Token
RNER e o=l brid: Tk
* RBERE
* RBYRE

NR ILM MNEBKER TR WRBREXNFENRHAERANEARTRE BIRFHEANITARNFEE™
RRIE) , BDERDIR B o

* (LD

R ILM MU EKEA T R WRIBBBANEERNRHATHENRNERARSHE BIBAFTHNTANFEH™
MIEI) , BMERELEH IR Transfer-Encoding o

- WEKE
MR ILM MNIZKNTFEFTRHEZNNSERARTHE, WATIEE Content-LKE o

MBEFGTE WEHE , (SWHE A WEKE BEEN, T StorageGRID AR
() xR, AEABEBERRANERA LM #0, #EZ, StorageGRID ARBIAHFEHN
YOI RGBT RIAS, tHALEN, StorageGRID AAMENTHEANRSHAI,

BXEZHEM ILM RNBFAER, FEIAEXBIEEEnEAREEREENRIIRA,

* RBER
* ETag
* X-Object-Meta-< &I \> (WRHEXTEIE)

WMREMHH * AR ENXBEERRNE * EIMER ILM MBS ZEBYE, MRIEZEEZEEER N X-0bject-
Meta-creation-time BYFBPENXIREF, FI40:



X-Object-Meta-Creation-Time: 1443399726

B 1970 &£ 1 B 1 BLUR, WWFEBITEENT,
* X-Storage-Class . reduced JUFR

WMREFRFHARICER ILM FNFETE T WERR T EENITH, NIARk=%200 StorageGRID &l
XS REN A E
° *RAR 1 AR ILM FNAFANITAIEE T WIEIZIET, N StorageGRID SEF AN RETBIE—MIE
EIA (BEMEXR) -
o * B * . WIR ILM MNFIEE Balified iEM, NI BEERFTEILENCIEFN PI5EIFAE BIAET,
StorageGRID 7 &8 — MRt EIZS, W3R StorageGRID B LUBHRITREIF KE, WIIRARE/ER,

MRS rellfgdy 1iv MUEIET —PMEHIBIZE, WRIFFEE created_redundancy ik EXHIENR
T, £ recreated redundancy AJLUBRESRHNRIEP AL EMOIZIRIPREIMIXT R EIZ,

FEMBERT, TRWER reBITR ik, RARXFIIEMBNIBRZRTREBIEAINIL, FI0, 0
%%?mé’r%/l\gﬂzkﬁﬁﬁ?’fﬁiﬁﬂﬁE’\Jﬁﬁﬁzﬁﬁt, MULTFAETS oRBERAT ILM 1T, MIRTRERERKREL

FEE—BEAN RS — MBI S EREEIEAAERHORG, WREAN TR —
() rEsiEs, WEEEs AT BN, BHREEL. ARSI
1M, EERERIRENHKHHIETR.

BER, 8% recreated redundancy (NEEMHERHANRESIBIEIAL, EXRZRMMEELR ILM
RESTHEX R BIBRIN REIZALL, BAZFEEUETE StorageGRID ARG LUIRIRHITTRE A F o

BRI ITIEREI LA T ARSL, FHER "HTTP/1.1 201 Created " AN :

* ABEKE

* ABEE

* dATE

* ETag

* /BB EHA

®* X-Trans-1ID

EXER
fEH ILM BERR

WSRO BB
ETIFR

EINERZEL A Swift fRSAIRTAE. EIEREA URL FIEERIFHET REFXT =
Rbh3E,
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options 5%

Blgn, &P iRNAER Al ATERRM Swift M IIIEEENIER TRHETUE R AR FI7E6ET = _EAY Swift i
O, UREEFE#ETREEUA. Bl UERLLERFTER, el iFshEs s & T E2s i E F 08T m et %
o

5{E8 URL 3 7Zf# URL &5, options H7AFIREILAE URL ZH8Iahia5lIzk (140 head , get,
options M put) o EWMFEREES SHIIIE URL A&,

I TIERE MRS
- i

U TERE MR AT
-t
© TR

RINHITIZR B TRk, H 2R "HTTP/1.1 204 No Content’ " [N, ¥17EfE URL BOERIERFER BIiFfF
£,

*allow (447 URL Z#FRInHIEFIR, 40 head , get, options, #1PUT)
* RBKE

© REHEE

* dATE

®* X-Trans-1ID

EXER
Y Swift API i

3t Swift APl 2 {ERYsEIRMAEI N
T R R RERY ERIRMN N A B T E X R VB 1T e PEHERR
SNERIRVERRIEI R 4 $5I2, AIRESREILL T HTTP RASRHE:

Swift fEIZ R R HTTP IX&

AccountNameTooLong , ContainerNameTooLong , 400 PMEIRIENK
HeaderTooBig , InContainvaliderName ,

InvalidRequest , InvalidURI ,

MetadataNameToolLong , MetadataValueTooBig ,
MissingSecurityHeader , ObjectNameToolLong ,

TooManyContainers , TooManyMetadataltems ,
TotalMetadataToolLarge

ACCESSDENIED 403 BEZH

19



Swift $HIX 2R HTTP K&

ContainerNotEmpty , ContainerAlreadyExists 409 A=

NEBFEIR 500 NEBARSS 23 HIR
InvalidRange 416 Toi&H B IFRIVEE
HERER RaFER 405 &
MissingContent{< & AN FEKE
RE KIKE 404

R LT 501 RKTt
mEHERR 412- B F MR
ResourceNotFound KIE 404

RIEM 401 KM
UnprocessableEntity 422 AaJAbESL{K

StorageGRID Swift REST API 12{E
7£ Swift REST API 70 7 457 F StorageGRID RA4BI1E1E

REASZ—BMIENR

—HE LA A ENRNA A S XENREREFET ARz BN -t 2 ELIM T, ERRNESE K
MIER, @R LUISEN A TR ER BRI —EERH.

BN

B HTTP #7:3% Description

X-Auth-Token EEBRTIERAIKFRY Swift SHIRUEhE,

x-ntap-sg-consistency IBEIBEKAER, Hi true = RS —HE,
false = ﬁﬂﬂ%"%ﬁo

EM BERPAEMFINENZ,

20



BERRA

GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cbl1801587bfa9050£29

x-ntap-sg-consistency:

Host: test.com

v

MR, HTTP Rk

dATE

EZ

X-Trans-1ID

REKE

x-ntap-sg-consistency

MRz 1

Description

MR A9 B HAFTEYIE]

5hRS BBER R TR R XA,

BREME—FSIFIRM.

MR 1IE SR o

N AFAEN—BIEERRG. SZHRHUTE:
* 2B AT RYIENEIERE, SNIERE

KMo

* 0B -2/ RIEFMBWLRRAAEE P IHEREY

B NE—E4,

*RIER YL RIEERAEEFPIRERNENG

i,

*REMEN Y L I REMREE NI,

HEANNREMRRMHE S, RESTHENEK
ERIPRIL,

COER D R AEFHAFENNRER head

BER, WE—NRZNEETRAATREN, AJfEs
IWEIKE 500 MBI ARS8 EIR. B 1IEH XL
$81R, 15ER "Available’ " &5,

* A (NMEKRENRE—HM) | 5 read-

after-new-write —HI4RFER, BB
SRR RA N4, IREETSATE, N
FINKAR BRI B%LL " read-after-new-

write " B 5o

21



HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
x-ntap-sg-consistency: strong-site

BXER
fEREAKF

R (A P

B PUT Bas— B4R eI LB E BN T XM RS ITINREM —EU4 R T, ZMNBERT, #H read-
after-new-write —EMERKFICIEF B8,

=P

I5K HTTP #5k Description
X-Auth-Token ST IEKRIKFBY Swift S{2I8IE<SHE,

x-ntap-sg-consistency EN AT AR LAREN—RMIEFIES. ZIFUT
f&:

© 28 AT RIIMEMEEREUE, BNERR
Ko

* 0B -2/ RIEFMBWLRRAAEEFIHERAY
B NER—EH,

*RIER YL RIEERAEEFPIRERNENG
BE—E,

*REFMEN Y L AN REMRREE NI,
HEANNRERRH S, RESTHENH
HERIPRIL,

R NRNARERXNREFEERNRER head
BEK, WE—HZINEETAFAIEN, AJgs
IEIKE 500 MAZPARS 2SHIR. EFHLEHIIXLE
$&i%, 1AfER "Available’ " k5,

o (WESKRENRE—HMN) | 5 read-
after-new-write —EM4R5HEE, BRI
SLIRFRMRA RN, IREFEETSAAA, N
FINKIRER RIS B%LL " read-after-new-

write " BSo

EM ERFIEEEINENR.
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—EUMEEHEIFD ILM AN E0E 22 B LR ISR R P
IRIERA—BEEHEIFN ILM NS RAERIF A e XEIRE A LUHITR B,

Blan, F6ENRESERIN—EMITH SR RITHIRNVIEHE, A ILM MNLERNFENITASEMTR
BIARBIHIIATNE. BT StorageGRID FEiAIRIN R TTEIERESIERFBERT P IRIEK, EitI—HMELFIF
FNITAERLER RIS o] IR B ¥R R R IP A E el T8 R4

ILM FL el AER LA T ENTIT A

o ERE L AIEIE ILM MM hIEEMFRERIAS, A REERINREILAE P if.

* * 5+ . StorageGRID ZHEHANEIE ILM N FIEENFIERIA; MRTECIE, NeIRIRISRIZH
RRINRESE P iR, EAENERT, FEUE ILM N PEEEIZ.

* IR ¢ . StorageGRID I RTAMREIBIGEIEIZA, FiIFMINEEILZ iR, SNRATEE, HFEUE ILM &
N REE BRI,

C) R ILM RNBEREHAIT A Z A, BREXEIEREmAREEEENRIVGNBARE R XL
RERFEEREER o

—EUEIEHIA] ILM AN 32 B A9 )

BIGEE— WG Mg, EFEEUT ILM UL T MR E:

*FILM AR ¢ BB ANREIE, —NMEAMIER, —NMERRBER. WAPREET R ANIT .
* r—H4ERF Y 0 strong-global (WRITHEERIIADLEIFMEIER, )

YEP IR REFMEEINEES, StorageGRID REIEM MW RBIAH R TEHIESLKERNER, AEBEEH
IR [E R 2o

EHARTHEN, ENSFRET2ERP, F2EK. 0, IRFTHIERTEHNEGFAESR, Winigibi= L
MEFENREIENN RTHIENEIA. EHRTEFARER,

NRECAAMEBERY ILM A strong-site —EELRSI, MERHRBUBERIZIZELRZ/E, ERTRT
BED RENZRRIERZA), FRHAIEREEI—FMINER. AXMBERT, NRITHIRIFRIFRS SR
EEVRIFRSI R, SRAMIERTEFNEAAEKR, WHRTHIERFER. TARRIENR.

—H MR ILM U Z BRI X R FIRERE SR, TR, BEXR NetAppo
BERTA

PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com

)i
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MR HTTP #R3k Description

dATE 0ie) 52 B9 B BAFABY 8],

EE 5B EBNEERSIT TR XA,
X-Trans-ID 1EROE—FZIMRR.
ABRKE 0ie) &7 1 SRV

ie] Bz 77 51

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0

BXER
fEAAF KA

BiE REST APl &4
RN EFE N REST API LN Z 5850, H T RRUIAFRIFRAL S,

StorageGRID #1175 REST API {2t &£t
&R 7 fi StorageGRID £4t80{a9 REST API SLiER 2, B HIEAFEN,
StorageGRID £ TR 218,
* MBHAHFEHRHSAE T HTTPS , MEF 5 A T8RS MBEIEER HTTPS .

EoEMEHTEaRinmET, AJLUEEREBA HTTP . B30, EelgeF/ER HTTP ATtk EMtIFE~E/. B
KIEMEE, ESNEXEE StorageGRID A% FE,

* BAUABST, StorageGRID £/ HTTPS ST Rt TR P in@(E, HEMXT R LEMER CLB kS,

LU AXLIEREA HTTP . i, EAgeHRER HTTP BTN EMIEEFBN. BXFHAEE,
EE2 A XEE StorageGRID M1t BE,

() cemsEHEA.
* StorageGRID 5& FimZ [BJAVBEEEA TLS #HI1TNE,

* TR AHTERIHREENER HTTP 3 HTTPS &, MM HTERRSEFMET R ZERNEE
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EHEHITINE,
* B URMZE StorageGRID 121t HTTP B1958iE Rk, A REHIT REST API 2%,
TP E P imN EER
BERIRALUEZEINA T A EET a EA H T8RS, BEEEEIEETREMNXT 2 EEFAN CLB

AR5,
TEFREIRRT, TR HNARFEEIUERMRERR LEEEXIRSSBBIEFHE StorageGRID R4 ALHYIE
P17 TLS &

* AR PIRNAREFERIAHTESRRSN, ENSERNATRIDERISE Q3T &R~ IEERIES
KHITIERE. BN EREEECHIESR, WIERAIUEMNREER EEHBEXRSIIES, BEILIEN
BEEREAEKATE StorageGRID FERKAVIEH.

* HEPIRNAREFEREEIFET SRR TR LM CLB RS, Efl&fEARE StorageGRID R4HY
NEETRERNREEMNIRSSFIET (BRAFBEBMANEESR) , IMBEESNMRREEN—B
E X ARSSERIUETo
R & PG E AEEX AT I TLS EENEMIEREZANEBMANIE,

BEXEENHTEHBIHANGES, FSNEE StorageGRID MtHH, MUKRBEXNEZEZIIFET REMXT
=R CLB BRSAMEN B E X RS EIIEFH R,

HE

TRERTUEITE S3 1 Swift REST AP RSCEL £ a3

Security [AIZRIR S=hE REST API

EETet TLS

RSS2 S0 I0IIE A4 CAERH X509 lRSE[IEBHEEARIRENE
EX ARSI

KPP iH SR * S3: S3tkF (IFIRZEEA ID MAZEIHNZER)

* Swift : Swift Ik (B RMZE)
B P IRIEN * S3 : FESERFRENFIFREEARIAIEH g
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