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ERINTRFEH SRS 25

IMNEBFR ST A SRS 8RR EESEIN
BRI TR B FESNB RS A SRS BIK

T ARINBRFHEIRSEE?

SMER R HERRSS 282 StorageGRID 5MEfBYARSS 28, ERILMEAREE—TMIBEWERSHFZER. BIER
BHRZEQSRSE, CUUEEREZERNER, UWERVEETR EHNNESREHESXERES. AU
XEISMNER R G A SRS SRRV R AR (S BB R

* AEEEREAFREHEERNEZEENHEZEE
* SREB|REMH, FIINERM LIRS root
* NRFBECIBSHFRAILIT BRI RYREER SE1THERER, WAZEERNNARFEE

A fEEINB RS B SRS 2BIAR/N

BE, BNNRSEITIRGEE, LUAEIFRENELE, ZFUHERREY S3 BENIEN FHHREXH, f
o0, ERIREERMAREFOAIE 1, 000 /R S3 #5#1F, HESGMWLIE 2, 000 MB FIMRHANNR, ENIRE
MR EIEE K IERINB RS B ERS TR,

ATRMT —EERANAN, AEMEEEINERSHTRS FFEEBLIENEFRER B EHE BRERERN T
BHRN, XEHBUMBRRNEMSFAFEILESE (BT S3181FR) &Ko

EfET RN ER ST 3 BIFK

MEMIEH A NATNFRARMURT, AT EGEIZIRAET) S3 18(E, FeeERHEELN. B
WMEREHE, ERIEREFIIFRA), EAUERNEHEZAENERT (NRE) PHEEHRIBEITEE
F8 StorageGRID BN AR T fERAEFIIXT R AN Hla0, NREHIMEA/NEEATLIM 2, 000 MB/
MHERE, MENTYRRA/NA 2MB , WEHNMEK/IGEENEBSAIE 1, 000 % S3#21F (2
, 000MB/2MB) o

UTFETHRATEEINMIRSLETRSBARNANRETERREE (MARRIFRFLE
) o RIFENEENTENE, EARSANARATEERHRFZATHIESHRRSTHRT
AT XEATNHSBE,

HiZBE ST AR
SNIRERT PR S H5 RV SR S3 #BFZ5h, B HMBEX S3 TIEAHNER, WAILERUTAREEIN

BREASIRSBFZLENFZASE, RKEFHEZRIKENAME FIEXRIIRENIER, BFE
REAHEIREFIN

Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes

fplan, MERMZEIARNAEF 1, 000 7R S3 #1F, WIMNERALZASHRSHFOIARNNAFIZRF 2, 000 FH



SHEHES, HENREBLUST 1.6 MB FERZIW FEEEFMH) SHZEEHE.

MREWNTEAHEEZ TR, LR TREERMNMGIT. WTHEZAS, REEENHNEEEHRER S3 21EN
BOLE (53E) LUKRLLT S3 FERMFHAN UFETHREM) (RPERWN 4 NENESAEZAEFTERR
FR)

g FE& Description

SACC S3 AP &M (EREMFA) KIFIERBYAF B9 0K & FFo
E&RBRAZ,

SBAC S3MPIKF BT (FHEDBRAIEE M0 RFIEEINEF K 2.

) BT RREKA RER AR,

S3BK S3 FEDEL S3 FhiE BB Mo

S3KY S3 &1 S3 ZiABM, FEIEFMHEDRA
Eﬂio FiEs B ERIRIFA R T

X o

IEENER P R RFAIRER S3 RIENE DL, Edho<P<1 (Alk, 3F 100% PUT T{Efa%E, P=1, 3
F 100% GET TfEfa%k, P=0) o

HIUEA KRR S3KFRFR, S3 Bucket f S3 ZHEHZMAVFIT K/ {Ri% S3 MK B IaLL 7 my-s3-account
(13 %) , FHPERMNBIFKERE, 40 /my/application/bucket-12345 (28 F¥1) , MM KRMNBHKE
EE, a0 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 FT) - Ak, KEN 90 (13+13+28+36) o

NRERTLAARE P 0 K B9(E, WAILERUTARNEEINIRSG B TRSFFELENHEZASE, fREE
REZEINRENINE (FEEINIFFERFIIRENIER) o REN Error) !

Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes

fplan, MREBIMEA/NAFES 1, 000X S3 #F, MIIEHREIFE 50% , S3 KPR, FHEDERBM,
MRBAFRFIIN 90 F1, ERIIMNERSHTIRSBYIFBEA/NAZIHFEI 1, 500 FREBTHE, HENEE
BLURLET 1 MB EFEIW (HEEEEMH) #HixAEHE.

A BRI A
HEHATRENARBEERRARRAINGE FIEXIREN " 5", BEHIEN " 8" B

) o BAEREANATREEFRASE LA RBEOE RS BOEENTIIAN, BR, FTUER T RMEE
BlEE; CANEANEREFRENTIIANS, BBTE, XTERSHTEET, B U ik
HETH T RSN,

R4 A

Replication : Audit Levels all set to Debug or Normal E#ZHERZE = 8 x S3 1R{FR=E



i A
AMRED: BHRRRFIRERN AR S ER ERASHMINRERRNAR

REEHIHITAN
LEHEMS5 SHRMELEX, BESENAZENTHNETNHES, HTFXERRE, MEHERGITQT

AR EEGEIT AT

NIRRT M TUHAS FrRY ) S3 1R1FH 2SN, EWRBHMAX S3 TEAHMNER, NWaIERUTARGEE
9"1‘[';%2}:5&,\ %géﬁﬁ‘%g%iimr_ﬂa*iralu\%

Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes

Eit, B0, MRMEBIAR/NAEF 1, 000 /& S3 ##1F, MINBRGASERSFBIRNL AEIZFE 3,
300 /l\r_ﬁﬁﬁﬂir_alu\: #E. ﬁ]zl«/(j(g}&*’l\ 1.2 MB E,‘JEE%‘ZE%LI& (*uﬁﬁ%) r—ﬁﬁ&}_‘_auyﬂ}%o

MREWNTEAHBES THE, AJLUHTEERNMGIT. NTNAREFEE, KREEMNMNEERHRIEFRIFRE
(EFI5LUMZRED) , PRIT S3 IRIEMBE DL (5GES/OTHEREM ) LKA S3 FEMNFIHKN (UFT
RE)  (RPEAN 4 N FRHESEERZETFREM) @

v FE& Description

SACC S3IMFKF B (EREZMHEAN) RIFERB P BFEF P B FR,
ERI1EKAT,

SBAC SIHFKF BRI (FEDEFIEE ERIBRFMEENEFPKFA R

) BFRREKF HERIAE,

S3BK S3 FEDER S3 FETER B FF.

S3KY S3 Z4H S3 KR, FTEIEFMIERR
ﬁoﬁﬁﬁ&tmﬁﬁ$@%%$
X o

R HE R

TR T MEERMREE ATV T SR RIF 77 AR R GIZG:

* Replication

* ZUIZRES

NRERAEFIRFIPLEIE
Let P RRFAMRER) S3 #&1ERIA DL, HF 0<P=<1 (A, XF 100% PUT TIEfazE, P=1, XF 100%



GET Iﬂaﬁﬁ; P=0 ) o

it KRR S3 P&, S3 Bucket # S3 ZHHZMBVTFIIAR/N. {Ri& S3 M R IGLL S my-s3-account (13
FH) , FEIBEMNZFFKERBE, B0 /my/application/bucket-12345 (28 FT) , MMRHNZHAKEETE
, 1580 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 FT3) o KBIEN 90 (13+13+28+36)

NRERTLAARE P A0 K B9(E, WAEILERUTAEEINT RSB ERSS S0 MBS LIENN BREF S5,

Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes

Et, 590, WMERMEEIANAETD 1, 000K S3 #81F, TIEAHSEAZEN 50% , S3KFRM, FEDEK
BT RBINTIYN 90 F15, MWIMNBRSHERS B[O/ N AT F 1800 M AEFAE. HERKU
S 0.5 MB RURFRIRW (FHEBEFMHE) NAERHIE.

SNRIGAE AL M AmED 1T EUERIF

Let P RNFTIMEM S3 #RENBE DL, HEHP 0<P<1 (AL, 3F 100% PUT TIEfaz, P=1, XF 100%
GET Iﬂzﬁﬁy P=0 ) o

1t K 3R~ S3 MK &#F, S3 Bucket #l S3 ZEEAZMBVTFIIKR/N. RI& S3 tKF RIGL A my-s3-account (13
F) , EESEBEMIBMEKERTE, 5190 /my/application/bucket-12345 (28 F1) , MWNKMNZAKERTE
, 1790 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 FT3) - KBIEN 90 (13+13+28+36)

NRERILAARE P A0 K B9(E, WAEILERUTAREEINT RSB TR SO MEB L IENN BREF S5,

Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes

Eik, fgn, QD%‘”E’Jlﬂﬂﬁkd\ﬁ’éﬂW » 000 R S3 #F, MK TIFRAFI 50% , S3 KPR, FHED
BB, WRIFFIIAN 0 FT, BRIIMNIAGAERSSBLIFBANUZFFEY 2, 250 MAEFAE
, FEMNAEBLUEF 0.6 MB E’Ji%—'?—?%”&#ll—rﬁ?_ 11%0

BXEEHEZHB L MINERFASIRSFBAFAER, HSRUTAA:

* REEIMNBRSHERS 2
* REHEHBNBSER

EBE?"DB/‘?/JL ,._,\HEQ%%

MRBREEZAE, NARFETNRZEEMHASREIINBINGERLE, HERLIIRME
SR ICBINBRZHERS 2

ERENNE
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Audit and syslog server

Audit messages and logs record system activities and security events and are an essential tool for monitoring and troubleshooting.

Audit levels

Adjust audit levels to increase or decrease the type and number of audit messages recorded

System @ Normal v
Storage @ Error v
Management @ Normal v
Client reads @ Normal v
Client writes @ Normal v

Audit protocol headers @

Optionally, define any HTTP request headers you want to include in client read and write audit messages.
Header name 1

Add another header
Use external syslog server

By default, audit messages are saved on Admin Nodes and logs are saved on the nodes where they were generated. If you want to save audit messages and a subset of logs externally,
configure an external syslog server.

° if you want to use an external syslog server, you must configure it first.

Configure external syslog server

If you want to change these log locations, select a different option below.

Log type Log location
Auditlog @ Admin Nodes
Security events @ Local nodes
Application logs @ Local nodes

C Default (Admin Nodes/local nodes)

Local nodes only @

2. M Audit and syslog server TTEF, % * BEIMNBRAHERSES * - NREFBEBIMNIRABERS
22, HEE T REIMNBRZEEERSER ¢

MARZAEER



Configure external syslog server

@ entersysioginto

External syslog server configuration

Host @

Protocol @

Server CA certificates @

Client certificate @

Client privatekey @

172 * N FRPBNIMNI RSB SRS BER T2 REH B IPv4 5 IPv6 ik,
2. WAIMBRSAERS R LNBERRD (WHENT 12 65535 ZEBVEE) o BINKHRN 514,
3. AT EINE RS B SRS B[/RXHZIERD NN

BiVMER TLS 3 RELP/TLS » &AM EEARS 8T HA seE R EPE—IEDL,

ERIERERTHREMNESINIRABERS B ZENEETE, BXFAGEE, BFEN EH
StorageGRID &£ iEH,

FRBEhOETER R B2 IMNE AR5 A SRS B IFHECE, BIUAFESINER S B RS 2[R A BIETL,

@ ARFEHETIERMIN (Relp) ¥ERTRFGEAEMINNIIGE, JRETENEHHREE.
RSN R G A ERS B MEFEED, NER RELP BBITFHLEFREZERER.

4. IR UReE
5  [MIMNIER) WMREERET * TLS * 8 * ROLP/TLS* , & LEUTEP:

° * BRS3EE CAIES * | — PSS TATRIEIMNIRSHERS VRIS CAIET (RA PEM 43) o 40
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T EPRIES . BTNSRGERRS B TEHRIENES IS (R PEM B1) .
C BRWEREEA . BREBNTRESES (RA PEM HB) .
MBERELWIED, WEXAERESHEREE, NRERENSONEA, UESR
() RewEEs. CAMENLETSEREENRLNRY, FAL T EEANE0nEE
D HT EAGRIE, BSRKNEMOLE WETA) .
L NEERIEREAE Y
i, FEEESX B
i, 964~ 4THF * LM,
BRI SN BT MR EEIE, BAGERY LS IE SRR
6. 4% 45t~
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Configure external syslog server

@ Enter syslog info e Manage syslog content @ Send test messages

Manage syslog content
Send audit logs @

Severity @ Informational (6) ¥ Facility @ local7 (23 v

Send security events @

Severity @ Passthrough v Facility @ Passthrough v

Send application logs @

Severity @ Passthrough v Facility @ Passthrough v

-]
=
I

1. ERBELXIINI RS B ERSSBNEMHHEZER.
o * RIFHZHAE * : StorageGRID EHMARLERN
c* REXREEH . B2EH, B, RERNWAREHERIAF U root BHERES



c * RIENAEFEE . BEXG TR TRERR, HpaE:
= bycast-err.log
= bycast.log
= jaeger.log
* nms.log ((XREETHR)
= prometheus.log
= raft.log

= hagroups.log

2. FATIRPHERENHFEZERLFNEFTEMNTA CERER) ,

NRAFEMMIREEE * 5B, WAXIIZIERSHTRSBNEDRRESFMEREIT RBERN
FEMMRE. RETANMTEMAIUEEUTEEXNAREEHE, UWEFI.

@ B StorageGRID MHFHENIFHMER, 1EEN StorageGRID HHFHE.

a. WF*mER, MRFELXIIIMIRLHTHNES NERNTERES SRS R TP EMRER
@, Bk Hil o

WFEZAE, MREFR EE*, W™EMSRN "info"

WFLLEMS, NREF*EHE*, WTmEMEBRT S LM Linux 9 &RE .

WFNARFAE, MRERE&*, W "E8 "M " @ " ZENTEESEaFAE, BEEEAT
SR AN, 0, 70 NTP RES2RHEIE HA AR H—ME "info" , MBEEELE SSM 3 RSM
ARSS MSIRE—ME "notice” -

b. NRAEERERE, HEFE—TNT 08 7 ZEW™EME,
%7@151%&2%?&1:?5525’\]}5&%5%%0 MREREREEEBETEN, WEXTETERNEERE

severity Description

0 22 REAAA

1. alert : MATILBEMHITIRIE
2. & mEBR

3 iR BIRER

1 B s

5. AR ERBEENER
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severity Description

6. Informational : EEMEE
7. debug : FEIXEHIRHEE

C. XWF *igFE *, MRFELXIIMIRABTNE NHERBSAMALHTPNIREEER, HEE*
Bi&*o

MNTFEZEE, MREEHE*, WAERSMIRSEETRSEMIIAN "ocal7" .
MNFL2EMN, MREER - BE*, WiKEEHATRER Linux 2 &hREM.
MNTFNARFEE, MRERBE*, WAXFIMNIRSGAERS RN ARRFBERE U TREE

NARFBAE HBE

bycast.log P S SFiR#HE

bycast-err.log BF, sFiP#2, locald T local4
jaeger.log Zih 2.

nms.log Zih 3.

prometheus.log Zih 4.

raft.log 73 5.

hagroups.log 3 6.

d. MRAEEREEE, Bk 0 7 23 ZE1IREE.
EEERNATIEENAERR, MREEREABEEERIRE, NEXTEIRENEEFER,

i Description

0 KERN (RIZHEE)

1. BFP (BR%&HER)

2. R

3. SRR (RATIPHIE)



p2diii
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1.

12

13

14

15

16.

17

18

19

20

21

22.

Description

auth (&2 /FEHER)

24HE (A syslogd ZEFREBERAIEE)
LPR (fTZUFTENHLF R 5E)

g (MEHEFRR)

uucp

cron (BY$hSFiRIHE)

zel (R #IER)

FTP

NTP

A&

f

W

(B%&

H
it
S

H
TR

Xid

¥

t
IR

BE (BEER)
Breh (BSpSTIREAZ)
ZsH# 0

7St 1

Zsith 2.

Zsith 3.

Zsith 4.

Zsih 5.

7 6.

ih 7.

11



RIEMIRHE

Configu re external syélcg server

@ Enter syslog info @ Manage syslog content e Send test messages

Send test messages from all nodes

A After updating the syslog server configuration, confirm that the external syslog server can receive test StorageGRID messages. If the test messages cannot be delivered and you
use this configuration, you might lose important messages regarding StorageGRID events and activities.

Before using the syslog server configuration, confirm that all nodes can send messages to the external server. Select Send test messages and then check the

syslog server. Make sure it receives a test message from each node in your grid. As required, correct any reported errors and try again.

Send test messages

Skip and finish

TEFEERINBRFERSIRSGSEZA, ENMIEKMEFRAET REINRGATRSFELEMAES EHER
mSMER RS B EIRS 2R A IR AT, SR ERXENEE S KA B SRS,

@ EINIMNB RS B SRS 2 MR RSN T R U EINNRHE S BH S ERTEHITAEZ A1, 15
MERIMNBR S B SRS BRECE,

1 MREAFLERENNER, HEEHEMIRFATRSREEER, FEITUMPMEPIFRET RIEK
HIZER, HEE * B H5E o

L 2R — R EHEE, ERENEEEMRINRE,
2. B, EEEFE RENAER o
MAERSFEERERNE L, HEIEEIENR VI, MistiAE, BEZER % RXE i ER BT

3. NRWEIEMEEIR, BEEXLEIR, AEERERE * RENVEER * o BER WIMNIRZHERSBHT
HIEHF U B TR EMEIR.

4. 15ER, HEBD—MEEEE, BTETRIEETNI,
o WE RS H TR A E S SRR AL IE T IHHE o

@ WNRFEMRYZ UDP , BIERENAENEEMZRIT, UDP il iF R E M il AR =18
MR EE IR

6. WEiF * EIEH TR * o

LR RHREE] * HiZM RS AERSEE * TUH. EIPRER— N EEMEE, BNEENIRERFRSERS
=
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