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Node Encryption

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 7]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
Extarnal key UID 41b0306abcced51facfcel1b1b4870ae1c1ecbbd523849d790223766baf35chT
Hostnames 10.96.99.164
10.96.99.165
Port 5695
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data

KMS MEZRMFAELIERMT bR, REBEFHBE. XAEFERIE 20 2.

S. FTFFNIGES, ARBWNISEITEITHIZEM IP itz —, +° * https://Controller_IP:8443*

" Controller_IP_" =" StorageGRID WEHEE— ML LITEEHIZR (MAREMEITHIZS) /Y IP i#h
Hk,

IEEHE B/ StorageGRID (& & REEFE R TTE,

6. WEiF * B * > * TRME * .
7 WIFERREEATRME, UREEENEOFHEE - BREERS[IFAER * M * 7Bk KMS ZAFM
BREMEE * 12 RRVESANIERIE R

RSB ERREIIMNEHRZAE, TEAEKRE LERBATRMNE,

TG

IR BEEMBoIHHIA KMS BEEREIGELTMRERSE, ERILIM StorageGRID ZGH4IIEMIFRILEL 1S
B, BXHNEER, BENMEMEINRE FEEEMRTENLEE,

HEXES

‘E1E StorageGRID


https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html

RS B

HRINFRE © 2024 NetApp, Inc.o (REFFENRF. REEIR, REMRFABESLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.


http://www.netapp.com/TM

	在维护模式下监控节点加密（ SG5600 ） : StorageGRID
	目录
	在维护模式下监控节点加密（ SG5600 ）
	清除密钥管理服务器配置


