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View the list and status of sites and grid nodes.
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CONFIGURATION
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Name = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 4%
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DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Create Q Displaying 2 results
CONFIGURATION
Name @ = Logical spaceused @ =  Quotautilization @ = Quota @ = Objectcount @ 4%  Signin/CopyURL @
MAINTENANCE
53 Tenant 0 bytes 0%  100.00GB 0 51 [T
SUPPORT Y ] I:I
Swift Tenant 0 bytes 0%  100.00GB 0 =1 0
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Configuration

Configure your StorageGRID system.

Network

Domain names

High availability groups
Link cost

Load balancer endpoints
Traffic classification

VLAN interfaces

Security

Certificates
Key management server
Proxy settings

Untrusted Client Networks

System

Display options
Grid options
53 Object Lock

Storage options

Monitoring

Audit and sysleg server

SNMP agent

Access control

Admin groups
Admin users

Grid passwords
Identity federation

Single sign-on
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Maintenance

Tasks System
Decommission License
Expansion Recovery package
Recovery Software update

Object existence check

Perform maintenance procedures on your StorageGRID system.

Network

DNS servers
Grid Network

NTP servers
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Support

If a problem occurs, use Support options to help technical support analyze and troubleshoot your system.

Tools Alarms (legacy)

AutoSupport Current alarms

Diagnostics Historical alarms

Grid topology Custom events

Logs Global alarms

Metrics Legacy email setup
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Proxy Settings
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REMERIE P imMNLE

NREEANREFHMNE, N LLBZEES TR ENEFIRNEREERERRIP StorageGRID %%
BR i, MRTRBEFENEREE, WTHRERENEE A E T &8 R0 0 LR NEEE.

Blan, ErRIREREMXT SIELE P IRMLE LIk HTTPS S3 iR ZIMIFBANIERE. HE, ErEFEEH
KEFETRLHIL S3 FalRSME, RNPLLEEFIRNSE ESZEFET REERAGLERE,
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* %18 StorageGRID

* BEIEMEP R mkEE
EEERFIKE
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PIAR LTI

‘TﬂLlﬁﬁﬁﬂ%ﬁlﬁﬁT fif7f StorageGRID ZLFHFIENREEIRE, SEFMHIINKREREMEFMERIX R
o MEERIXNRIER.

1A ] AE X LSRN S3 M Swift B P IRIRIEIEE 2 /g E.

S3 WRIE

StorageGRID S3 MR EIEINEER — M RREIFHERSZEE , #ETF Amazon Simple Storage Service (Amazon
S3) HRY S3 MRBiTE. &AL StorageGRID RAEAEF S3 WRBUEIRE, URYF SIHFkFERR
T S3IMRPEMER FEIEDER. ARG, AP OLUER S3 BN AREFAXLES RPN RIEEREIRE
(REFBH, SEAFREHFENEEXTREE) - LI, BAT S3WRUENENMEED BB A LLEZEAFRIA
REEXFRBHEAR, NRELEEERGRENBE R TENRAMNENEMESEL, NitEXFREEARER,

StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant
Bucket without Bucket with Bucket with 53 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date

'

Objects with

retention settings

$3 client Objects without
application retention settings
Objects without
retention settings
e vl

BT EFERET, SRR RIBRABESEFHEEKENRE, UEBEHET RIA BEE=TE,

ﬁﬁﬁt:uu\ H B E

TR UERERERFMERE (ILM) FRizH StorageGRID RAFFAIBENRINE, #5
4B B A EHERIF. ILM RN AT HARE StorageGRID E—E& BB AGNFRIFMEXN R, & 0] LIED
E—THEZD ILM RN, ARKEFNE ILM RE&H,

ILM FEIE X :

* NEFEBLENR, MWETUNATRENSR, WALUEEMERFIFAMNERTR FRIMNR. Fl0, M
REERAT SHEMPIKS, B S3 HE Swit RN B ETHIEERKNN S,
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* FERENGE, NRAUUEEEFETR, aEfEbSIsT =R,
* QIR REBIARIZEE, A LAEHIBIA T B At T M 4D

* WFERIBEIE, NEENEIELK,

* WTFEMRIBRIA, ERLUMIRIST .

* WERHEFEUENBIALESMENERZEZK.

* ERNRBAMRIINARIPN SR EE (ASZREHRER) -

HAR, WRITHEAR ILM ANEE, MR RITHRIEFIETE Cassandra ZIEET, ZBUBEEMATIE
=ZiE. BT UERSBEMEHP = INRTEIERIE, UMEEEERER, XERIAZIIDHEREFET R L.

ILM #0451

LR F ILM FINERT S BTFHEF ANRKRESAXEXNREERNEFREZE, FEEEIEFEERRAVLY
mt, XAPEIZERE "Forever , ", XEME StorageGRID A= B&pfiBRE], ¥k, StorageGRID ¥
REBXLEXR, BT IHRBREREEED ERE S B RAEIERRE E MR 1E,

HEFIMRS ENIT A AT EIED:. P AR RIREFE StorageGRID f5, RASIUEINANLRKRERS,
TR ENBIRFARRIR RIS, Fl0, MREF ARENRETLEFRLER 2, N StorageGRID FFFE#ER 1

HEFEET R LSRR NMnitEIAs, —Bihkm 2 7Jf, StorageGRID MiATEiih =8I EFRHNEIZS,
Two copies at two sites for Tenant A
Description: Applies only to Tenant A
Ingest Behavior: Balanced
Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day 0
i Wl [
Site 2 M

Duration B Forever
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ILM KRB0 E R
StorageGRID RZHEDD ILM SRS WM RIIKE, 1S4 afMEUREI,

HEFP RN RIREFE StorageGRID B, RASRIEECNRIEPIZIAFHZIRI—A ILM MV 3HXE N RFHITIT
f&i, WIFFR:

1. MNRKREEPE— AN THERSE NN RLE, WEREBZAVBIBNTARNZNR, HIREZANE
MBI BEEITIF o

2. MRE—AMNBNTHER SRR, NWSREREPNE NS RE#ITITE, BRI,

3 MNRLESHRICEHIAN, W= AREPRINWBBNITANRERR, AN EREPORE—
FHN, FREEREAMmER. EXTNATRIEER, FrE7BRMFIBEN SRR,

ILM SRB&R A
LR ILM SRBEMER = ILM FL0,

Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

MName Example LM policy

Reason for change Mew policy

Rules

1. Select the rules you want to add to the policy
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I+ Select Rules '

Default | Rule Name Tenant Account Actions
- Rule 1: 3 replicated copies for Tenant A (& Tenant A (568895986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB &8 — x
v Rule 3: 2 copies 2 data centers (default) (8 — x

= [

TGS, M1 EEREETHES ARNFENKXENRIE=TER EEFEA=TEFIBIA, MU 1 RTE
BFEMBEAINER, EESRERN 2 JEH#ITHE,

M 2 CEEEMEFNFAEXNSR, BRREElIAT 1 MB ., XERKHNMNRE=TiER E6ER 6+3 L4
HITEE MW 2 5 1 MB HE/ NN RALE, FIESREERNL 3 FHEXLE R,

AN 3 BREEPHRE—FAMUAMBGARN, REATHiIES. M 3 FFN 1 N 2 FLERNFIENR (R
BFHEF ABNF 1 MBHWR) CIERNERIEZ
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* BXER
£ ILM EEWR

m T IR(F
EETANE
MRERELE SIRRBEME BTFAH StorageGRID RAISE, MALUEAT ARED

BEIWE, PSR AR R ERNEN T R iR,
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= N NetApp | StorageGRID Grid Manager ‘ Q @~ ZARootv

DASHBOARD

Nodes

View the list and status of sites and grid nodes.

TENANTS Q Total node count: 12
ILM £
Name 4 Type = Objectdataused @ 4  Objectmetadataused @ = CPUusage @ =
CONFIGURATION
StorageGRID Webscale Deployment Grid 0% 0%
MAINTENANCE
SUPPORT ~ DC1 Site 0% 0%
€ pci-abmy Primary Admin Node 6%
© bciarcy Archive Node 1%
fi DC1-G1 Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-53 Storage Node 0% 0% 4%
A~ DC2 Site 0% 0%

TIRARFIHET StorageGRID RAFHFAAULRMTI R, RARETETTRNERER. IRTRARENE
R, NHRBMSALZET—1TER. IRTREERRLEENER, UFAZETEAER.
EERIRS ER

Y RERE - KA W TRREREING, REXM. fli, TRZENMNEERBHFREREXH, Lt
?EEI*, AJREESMA * TESTR * 815 " EiR. HtERAIEEATEIRS. XIMBERFEILAISHEX

() mzExnREmne, SATERETNR, EXEERT, ErLRMRIIRE,
cxiez - vEErxn O mFMBER, SARERERE, G, BARTR EORS DESXA
, BREAEN RN R ERAA R — RS MR TER T AR,

MR B SR EFEE, NAAEREER, BRAET "Not connected " Elff, BEET SEHER
, R,

IR E

BT SFIDENER, WHSEMEHEERUTEFZ—

g€ mrEEELE StorageGRID TIREARSS IERIZTTHIRE B, B EMREREREER o
NRAKRERRIPIEER , AR FEBRS PRI EIEER.

~x2 O sEMNLRERBITEERAENEEER. T EBERARRAETRARE,
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LIRS BB RA2Z1E StorageGRID T MRS HIIE FiE1To

PRE L RUBITER, BEEFEREL, IRARYSIETT, RRSFMASRRITITEN. BT
M REFRBHFIVNER, UBRENASSEETERRE,

A%, MRHTREFAER
EEEAARER, BRIOTAREERNSE, MRETRER:

* EEREMIE BRI EEE StorageGRID AAAIHEENREHE, (BREHEERT—1MEA
StorageGRID ZFEM RS, )

* EE—MEERNSEROLR, MEEZER LT RNAITHEENREHE,
* EE-TMRETRUBEEZTREFAER.
REdUAEESpranie S

TR IUETREBER - FEURA T MM PIERNA R,

SE-E 2R Description aE
ik RS TAMEAREL, FET S

* BREIT REVPRETE I E R,

B * BRSNS CPU FIBRNRNEFERABER FRAETR
* WFIRETR, RHTHBEHES,

P& ER—TER, ERERTEIMSZROZWNLE FRETR, 87T bERME
HNERE, BN NANTEETZTRNENER NHE

o

7i# * RSN TR EAERISENERNFAER. FRETR, 8T IARME

T
TGS, SRR, asgs |0

—ERBYIB] A A RIS R EIE R AE A T SR TR hE RV E

o
R * IRftAX S3 0 Swift A RIERRMIER. FETR, 8T ARMNE

. . — TR
* WFEFETR, RENRITHRURE X THEFE

BHMEEHIERIER.
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EI R
ILM

AE TR

TAmRS

SANtricity R EIE2S

Prometheus 151x

BT = _ERY Prometheus RS MFRE T s _ERYBRSZUNEERY [B]F 53 EHT.
Prometheus ISR TEMR EIRSSNFZUEFER:

Description

RUEEXEESEMFHRERE (ILM) BEES.
* WFEFETS, REEXAUPREIRA ILM T4

MEEWIERNIFAES.

* WFEPERIMBNRNE, BR—1 ILM PAFIRERY

B R LRIEIR

* WFEANME, RUTHRMNFIAENRITE LM 3

&I RS El,

B S N H TR RSAEXBMEREMISEE,

* WFE R, REZES EFRETRNAITER

VERERE,

* WFRBAIME, REFFBIERNGIHEENREHE

2,

RMEXILR R S3 FaIRSFIRENER.

IR SANTtricity System Manager B9iiRI#XR. 7E
SANtricity System Manager &, &0 AEEZMHEITH
BRRB ISR IE (S B LA 5 IR TH284E X A E] R,

BHERY

TR, SNERME
A

EETRMNXTR, &
MG RN

SNy

FERETR

A MREEIRE LT
F2ZE R F8.70
(11.70). MWA=E

T~ SANtricity R ETELRIE
IDT_EO

**TANE Y . DRRE ERENEN R ENERAERER Grafana AL TR E R Prometheus WWER
Bt 53EtT. Grafana LUEFFAEBEREERAEEYEEE, M Prometheus B{EGHEIER,
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kb/s
500 kb/s
450 Kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:35 11:00 11.05
== Received Sent

* *EfR ¢ WIREER Prometheus $EARRYEIRMNFZ TN true , WERTERE™EMERIIMEAER.

© * IREIE AP . BRI ITEEEXZIRMN B A Prometheus 1815, tLAILUERINEE I T AR KT
StorageGRID %%, BXFTEH Prometheus 151R5IZR, 1BIHRNEEIE APl , (MMISEIESSRITNER, &
FHEEBIEIFRHIERE * APl Documentation* > * #5845 * o ) BAE 1000 ZMEMRAIA, BIEIERXEN
StorageGRID ##{ER FEMEFT IR D HVHEIT.

@ BV EE private BIIETRXUERERER, 7£ StorageGRID liAs 2 [B]AJfES R EFH, KR
SiT@EH,

RS> TER*> P TIEM ZF > TR > 5N Tl XENMETEREARAZFER, B
THZITAENMER, XLETAMERERT Prometheus IEHRHE,

()  mErRERNREENRSREENEERE, TERRESH,

StorageGRID EM%
BMEIRE StorageGRID RAFLINREMENRS. S TMET R, SNLSAMENMEYEEREME,
StorageGRID EMEMMEEESRPIIFLEFER:

CTHETE Y . TANAELERMNIFZESRE StorageGRID B4,  ( Prometheus feirtE B RET @A
o)

EIR D HEMAREXWSER, StorageGRID £k (REARSK) REFE™EMAIMA,
©* RRRIRIMG ¢ L BIEEERERBREIMER (* XHE > TR > WgEh ) o
* B HEERMRERTRNBRIEERRN, RERAEMY, SENKBRFER.
BHE
BUHEZRAKRE, HEAKEH, AREERT, BUHEEFRARIER, FINRSHERIMET RBENER.

te5h, EHBRERRIRER RIS IREIRE, AZHBENEMESIREEBRAEE StorageGRID R4, &
MARREDHA RERAFETREER, HETUEHERERNNER SR ERNHEM.

BXES
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* UEIEFNSPEHRR
* BIEMEEER
* {3 StorageGRID X%

WIFMEIRER

ERARRBE T N ZTEHANSE, BTN, FEF4ER StorageGRID iz1THAE] AT BE
RERE)R,

ZIR RS E T M44T StorageGRID R A gEA T MBI EET A,

* BIRAGNETREPHRENRE, NTFFEELXENENS, RAZMATIR, MATAIUL2ZEE
HEM, WASMAER.

* U HEIER A BAERER " TEHEMR T —METRAEESINALRENRE, SRS NERNE
?&'QHS(T’;"J%EL_ HFF“ Fo IS0, ERAIERERTR [ RNAEERETTHIF, UEEPLEERIEETZTE
o HE, ERIREFERMANBEMNAPNERATHR, UEHRISEERNEHESG.

* B—RENSIERS DA N EBFEMER, LUBDEMHE, I, £ SaiEik "M " BRRER "
AL, ZTHERRENERGENA— T, SRILEATEERA LS rARRE T EIR, fi0, i
RENMTRRE ™ TESTR BE "SR, WRSAE—HEFHHE, AEEREE " ImER"TTEL
EBRA—ME,

Current Alerts B Leam maore

View the current alerts affecting your StorageGRID system

| Group alerts. Active
Name i1 Severity T Time triggered ¥  Site | Node 11 Status iT  Current values
+~ Unable to communicate with node 9 minutes ago (newest]
. . . . O 2 Major i 2 Active
One or more services are unresponsive or cannot be reached by the metrics collection job 19 minutes ago (oldest]
Low root disk capacity : 2 Disk space available: 2.00 GB
Minor 25 minutes ago Data Center 1/DC1-51-99-51 Active .
The space available on the root disk is low. 2 Total disk space: 21.00 GB
Expiration of rtificate for St API Endpoint:
et slerver sl n‘ polm = . n Major 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoeints is about to expire.
Expiration of server certificate for Management Interface
P = @ : ¥ : Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire
+ Low installed node memoi a day ago (newest) g
X Y . €3 & Critical Yo : 8 Active
The amount of installed memory on a node is low. a day age (oldest}

’ ﬁg?ﬁ@%ﬁﬂﬂ’]% MRANI AR AR BN G E Rt 7 R IR, SEIRBABEEEXZEMT RN REAER
LiRMEN, MAEHRMNAIETE LR S EHRBXAEIRE S F1E,

* EREBFERPERIUNR " HRIER "M " BAERER " UE ERERYIREMR T RRERVEZNRF, X
BIURIEEE E1F15M StorageGRID XS EEHE, UETEHRMIARPEFANHKERIRTIE.
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Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions Site / Node

Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/ DC2-51-93-56
the threshold value for the major alert to determine the default minimum reqguirement
for a StorageGRID node.

Severity

€3 Ciitical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB
* Red Hat Enterprise Linux or CentOS installation
Condition
= Ubuntu or Debian installation View conditions | Edit rule (%

Time triggered
2019-07-1517:07-:41 MDT (2078-07-15 23:07.41 UTC)

Close

@ RERAREFA. HERZSZNAFFREM AP BERRRAETRER. ERAFZABEZNE
, HESTER.

BEEER

Fi5 StorageGRID AP EIEE LR, MREEH root HRINIRS EIRERIIE, NER]LUIRI FRrR SR
iR:
* NBEREEE—NHZNCEMRFNIGITZE I ZIRBER, BT LR AT e E IR0 (8 R4S E LR M NI 58
o AT EENWAE, BB IE S EENTS S BRI IRAM
s O IRIBEBREINAZIRIN, SIS REIRMN, te] B E A& & AIFEaTE,
s RIS BEEXZIRMN, UHRESENBERBEXINSESYS, HiIRHERSHNENIZE. BEEXBEHEX
ZIRMIE M, IBERAMEEIE AP BY " 1545 " Z0012HHY Prometheus $EIRBIERIAT,

fﬂtzn, MREFEMELRIE RAME/1F 24, 000, 000, 000 FEFH (24GB) , MitRER S LZE
Ro

node memory MemTotal < 24000000000

BXER
ISR HER

{EH SNMP 535

WNREFFEAEREEMEEIENN ( Simple Network Management Protocol , SNMP ) 1537
StorageGRID , RILAfEAAMMEREIERECE SNMP LI,
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S StorageGRID TS #E{T— SNMP RIZSKFIF#HIZ, ZAESSFP#R AR H—1
StorageGRID T =23 F—4H MIB-1I 3K,
&=,

Management Information Base , MIB) . StorageGRID MIB &1 & ZRMEIRMWRMBAENX . 8D

* Beals

BEEREREE (
54, FRET A LES2A SNMP ., EZE SNMP RI28Y, FFE StorageGRID T & EIERNEE.
StorageGRID SNMP RIEXZ5FE = MhraAsEY SNMP il ZARIBRI AT ERME R 1% MIB 58N R, HElM
EBEAS AR E B HIREEIER

& SNMP IR IXRER], FHEEERSHIA. [EHATEBMEERYS StorageGRID REET
EMiE /R, BN A EIR, FriE =Thras89 SNMP 32 H5EM .

* SPaBREM, EE(1EEE
. | SRk R

@ SRaRM, BEENEBRERASAHIA. R SNMP IBRERENBRWEIRIA, NSEHAX
B, BRWEIMIASHARIRAEIRENLLE. SNMPv2c 1 SNMPv3 245 INFORM o
FEUTBER A XEHABEBEEL

RN BEXERBFETATERRI R L. BERIEEIRE SNMP &
BHHREENERLESNEAEET AR,

= % ~IL= N
RLER (HRS) ERENT™EMATINESEKIME,
© =

FRMEREESR. LR
T3 M EIRAES MR E M RE SNVP @B
- HEXER
gt (CEEe
EEHILHES
B1%H S A H A

10N

HITEERR AT AR,

REYFIHT 7 StorageGRID RFZRIEMIR(E, &R LUERAFEZ B EXT R
ERSIEEiz1THAE], FiE StorageGRID IRSESEMBEIZEE, WK
* RAEHESERZAALRE, METRRE, RFEEME
. Wes e e

B9E 5 AR I0IIE

AR &R IEE X,
SEEiES
EEFEERRAFIBEKIER

0 Z11 &
% S3 5 Swift EFImNFARFIEREE, BHEHRENR, RARICREFHIREHIDER.
CPSREEN

S5IEE

W RIFMEEIZHES StorageGRID FXMRNIZFEMEIRIEX, SIENREENCER, METREIMET S
U A

EIREH L BIE APl ,

’é/l\*"*'ﬁ*ﬁ RESREIOH S FEEXAX AR, ERAZEEEMXHE (auditlog) LUNBITLRERERIEZ
To LEIh, WMRPHNEINTRBSEAMAEXH (localauditlog) FEFEERBEBNHEZER.
ATEFIHREZES, ERILU

NEZMNEET KRB LTIhREZEEX %,

A LLA NFS #1 CIFS BLER P inx EHiZEZ8AENE (CIFS EFH) ]
BRWMEEEZEEFROMNERE, 1

F20 EEEFIWEEMASER BXFHER
ZHEWH. BT AR ERZEF

ELRAIREFHREEED RAAMT 2 ERRIZES KRR RA A TIRS B, EAIMIRGHEMRSER L
BXRERASXHNFAES, FZHSHIREN, FRERRRELURAATIMEIEENIA, I
'1«75':—'.]:

E8 0 BCEHEZEF mihin.
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BEXES
* BEHEZAS
* &IE StorageGRID

BATLER

R LA T 24P g 125K (E StorageGRID RGtRIFRAMHABRESVEIT. MIREESE

RMET LT HAMED, aIEEBEMRITEIFESHEE,

B ER
&0 LM IS B IR M G B U E R T = MR B R B
* StorageGRID #{&EFH
* StorageGRID #UEHMERE
* SANTtricity I2ERFF K
StorageGRID X {EFH4K

WRBHH StorageGRID IHEERRZAS, MGAENERIESETR _ LEMEXHMHL StorageGRID ZZHIE
2o EAIMEBET SFARIE IR O R BFRE RS T o

£ StorageGRID 2 HALRHAE], & sk FAIERF A USRS N RN KRR,

(2N EIE2
SNRETRERRAS Z B MNEIH AR TR, ERIBERETE StorageGRID RN AEAMER.
StorageGRID {E4MEF B S TEINRETUEHMEFMRANZIMAI TRV B, RRIRA S HITEFBIEL.

fZe] LUEE FEFREY StorageGRID 8 ER2F IUE LFEERERF X,
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StorageGRID Hotfix

Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, services are stopped and restarted. Conneactivity might be interrupted until the services
are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @

M EFEEANATEEENR. A, uclé\'ﬁ?tt/ﬁi—ﬂtl:W?I*&F MAFEMMET R, EE
StorageGRID RAFHIFTE T mEITHERBRERAE AL, ErTLGBSERERNNET R, WETRES
PRE IS TT =3k B R XHEAENR o

@ BIAFTE MR T RE = ERMBEMEFRAHTTER, BEMERFPRISEFREN A sE Mt
EXRBETN R EFERS. f, EMEMEFRIRZFMEFMET R LB LDR ARSS.

SANtricity IR{ERZFA T+

NRFERENEFEITHESITAER, ErIEFEEAR SANtricity IRIERFIMF. ERILUE SANtricity OS X
4 E£%3) StorageGRID RGFMNEEET =, HMMREERNAAHRK.

& L@ T HE 2 2-8Y SANtricity TUE L5 SANtricity #@1ERAEFHRH-

SANTtricity OS

Use this procedure to upgrade the SANricity 05 software [controller firmware] on the storage contraliers in your storage appliances,

1. ownload the SANtricity 0% version that is compatibhe with the storage controbiers. Il you use different appliance models, repeat these steps for each model.

2. Canfirm the storage controllers are Mominal (NODES > applionce node > Hardware) and ready to upgrade,

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded ane at a time
During the upgrade, a health check s perdformed and valid NVSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take
wp-to 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes laler

SANtricity 05 Upgrade File

SANtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @
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Grid Expansion

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topelogy. These grid configuration tasks are run automatically by the StorageGRID system.
1. Installing Gnd MNodes In Progress
Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

rch Q

Name It Site It Grid Network IPv4 Address ~ Progress If Stage it
DC2-ADM1-184 Site A 172.17.3.184/21 i b Waiting for NTP to synchronize

DC2-51-185 Site A 172.17:3.185/21 e N Waiting for Dynamic IP Senice peers
DC2-52-186 Site A 172.17.3.186/21 | i Waiting for NTP to synchronize

DC2-53-187 Site A 172173187121 i Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 " Waiting for Dynamic IP Senice peers
DC2-ARC1-189 Site A 172.97:3.18921 |_'I Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new grid node’s certificates to the StorageGRID system. Pending
4. Starting senvices on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

T RIRETE

SNIREEMF, EIME, BFRARHRHHESH T RLEBTHAAE, NWHET RAJESAERE,
IRERAET R D BEUR T BT REYF & LR MR T mByRE, Eﬁ*?éiﬁ’]H%ﬁ.\\%ﬁﬁ—/\ﬁmﬂﬁﬁ"é

BREDR , B RERZME. B%, ESHRARARERENET ARHE, BENERKET R
, A" mE " TEEEEAT R ATERET RBVEE,
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEWCES Linux
appliance

See the
"What next?
section for details.

Corrective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Q
Name v Site It Type It HasADC lT Health Decommission Possible
DC1-ADML Data Center 1 Admin Node ) :st E:r;igﬁmm Node decommissioning is
DCL-ARCL Data Center 1 Archive Node - ) ?fpgﬂe‘;e Hades decommissisning & ot
[J ocrer Data Center 1 API Gateway Node - (V]
DC1-51 Data Center 1 Storage Node Yes o I'S\I;;rsai‘;i iitgei?it::iéiq;i:fisc:;ni hmuinels
DC1-52 Data Center 1 Storage Node Yes o 2;;:;;2 ii?;?;:;{;zq;;i:;i::i R
DC1-53 Data Center 1 Storage Node Yes () g;;'; zitgeii::::;q;i::ii:;”i pimum of 3
|:| DC1-54 Data Center 1 Storage Node No 0
D DC2-ADML Data Center 2 Admin Node 0
e Bt Storage Node Vos 0 Mo, site Data Center 2 requires a minimum of 3

Storage Nodes with ADC services.

TR AN EERFN " FRMR " TTERRER. BEREQUERASMERR LR HREBHRE, BFEZ
it R ERASMERSEL R, EFRSREHRE, " IUHREER "ASHERETMERLR, BERUERFAE
B, BRLILM 3RBE, M ILM R MERIE =5 | B AR AR R E AT R B i2,
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 3.90 MB Ma. This site contains the primary Admin Mode.

PZELEIPId iR
R R BT — AP B

* BRGNS LT

* ERER P TAERMRHEREARIRENNERE

R, WRREMAERS (DNS) RS

RN, BIERREMMAEEY (NTP) BRSSES, MHMRERET R ZEEHRRES HiE
- FRSA SRS HRE I RBHNT RlNAIEE

FHNERIAFEHIIIE
R P 24 E T7E Linux 3¢ VMware L3R StorageGRID Ti52, SEFET StorageGRID R AR B9

HeAM%, Hii0, EegeHmERMET TR EIEM Linux 41, 3¢& 3% E! Tivoli Storage Manager  (
TSM) BYYIRETI R I TLER,

RETRRE

BTIRE T REE, G URIRMERHNIEIRET R B A[E—Z18 StorageGRID it R FEBRIHTIRIT
"JZi“B‘EIJJ ERVISE. WWERSKAMEHREFRIINRS, MTTEELIE A B I BRI FIR & T 5 2, FHEIRRELT
LERRS. RERET B TRITHREGARSRE, FHEHTEBERIRENT

RS EY=buE
OB EEREME T A ERITELEDE, fl, EaEEENEINET RS FEEHER B EN
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EFF R R ENZNEL. EMNEEETRNKEFRE, FEFERMES,
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe. secure, and separate locations.

Important: The Recovery Package file must be secured because it containg encryption keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase sanend

Start Download

THMER O EHBATUENENSE, BERtaXEEERHIRe, ReMIINiE.
() mEeXEIARIREF, RAEESTRTM SorageGRID RYHIIENIIHH AR,

BXER
* PRI
* TR
* RE LR

M StorageGRID Z#5%10

IS E ISR T — LA, BIESBNIETE StorageGRID R IMBIFIEIR NS AZHF
BX &
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A& AutoSupport

i83d AutoSupport IhgE, StorageGRID _?r:,u,_.[LXF']EZ*S‘Z%ELiZﬁJﬁR*D%?S? {2 fE£F AutoSupport BJ LA
m%bﬂf*ﬂﬂﬁﬁﬁﬁﬁmﬂﬁ@&ﬁgo BAZFEA U BERANFHEER, HEMEHERSEERNIT Rk
=, EHETLUE AutoSupport SEERRE A% S AE’I‘TO

eI LAER ﬂ% IE2RACE AutoSupport  (* 323F *>* TH * > * AutoSupport * ) - * AutoSupport * TAEB
METF: *IRBM LR,

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and eveni-driven health and status messages to technical support to aflow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommendations.

Settings Results
Protocol Details
Protocal @ ® HTTPS HTTP 2 SMTP
MetApp Support Certificate Validation & Use NetApp support certificate v
AutoSupport Details
Enable Weekly AutoSupport @ "

Enable Event-Triggerad AutoSupport @ [«

Enable AutoSupport on Demand @ (=]

Software Updates

Check for software updates @ [

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ ‘ Send User-Triggered AutoSupport

AutoSupport JHEFEESHER

AutoSupport JHEBZWTER:

* StorageGRID kR

* IRERGARA

* RERFIMUBRFIBEMEER

< EHRERMER (IBRS)

* FTEMISESIYRTRES, BIEMELHIE
* BETNRBUEEERE

* RRFMA W R E
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* MREEIRE
* NMS SEf&
* JELD ILM ERE
* BEEEMBISEXH
* DTSR
ERILIFE B R L E StorageGRID BY/Z A3 AutoSupport ZHEEFN &> AutoSupport 51, WRILIFEREREN].

?*E}Eﬁ AutoSupport , MEEIEREERLEEET—FES. IWEEEE1EME AutoSupport BB TIEAYHE
Zo

The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

MRXHALER, WILHERAEBRETR, BEBRNGSREFNILE, BIfE AutoSupport I FERARS.

£ Digital Advisor

Active IQEF IR ET =, FIFARENetAppF P ENTUNIE S ITMERE S, ERSXRITME, FUNTER,
MSEIES M B UIRFRIFEBEERB A EZ BT RA, NINERSBTIVEH RS AR AN,

MR E(FEFANetAppz ik = _ERVEFBRIRE SARFTHEE. W4AZE B AutoSupport,

"Digital Advisor> 4"

& StorageGRID Bi&

RT BRI, EAAEEERERSXEHIEEERARALE,

StorageGRID fFH B EXHHEREMH, LUTEEMEIZIER. SIMIETSEAEN bycastlog X, EE2E
BIHFEHIR . StorageGRID X2 A& StorageGRID FREAIZAST XM, SHMEMAIREHMEXNAE
XA AR 5 5 = 75 R A2 AR X M B S o

i75E Y AVPR B4 StorageGRID BB BRFIATIEN A A I USRS SRR A S EKE R XM,

RGIHRNEERIE, WERSH, SFLER—IRES I RAEENER. KEIWEHFIIETE  targz’
XHH, GRS ZXE THEAITEN. FXER, SIRETREE—EEXH)3IE,
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@A = StorageGRID

@ A [ DC1
) |:| DC1-ADM1
@[] bC1-G1
@ ¥l DC1-51
@ [_]DC1-s2
@ [ ] DC1-S3
@ [_] DC1-54

@ A [ DC2
) D DC2-ADM1
@ [] bC2-G1
® ] DC2-51
@[] bC2-s2
@ [ ] DC2-s3
) D DC2-54

Log Start Time

Log End Time

Log Types

Motes

Provisioning
Passphrase

fa ) )

2021-12-03 06 |:[ 31 | [[AM ] MsT
v v
fa] )

2021-12-03 10 |:[ 31 |[am ] msT
v b

Application Logs [ ] Network Trace

[ ] Audit Logs [ ] Prometheus Database

Coliect Logs

fERfEIRHIEITIZ M

AR HITHERRE, ERIUSRAZFFAR—IEEEE StorageGRID RFRVIFMIETMER, EERTLL
BITIIRRVIZERE S, EEhiT(h StorageGRID RFRIKHE(E.

FEARIIE

A LB s R D1 E 1518) Prometheus 1 Grafana B 2. Prometheus 2T U EIEIRRIFF RSN
%, Grafana @R F IR {LIBIREYFFRER
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Metrics

Access charts and metrics to help troubleshoot issues.

© The tools availahle on this page are intended far use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps:// fmetrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time,

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid S3- Node

Account Service Overview LM S3 Overview
Alertmanager Identity Service Overview S3 Select

Audit Overview Ingests Site

Cassandra Cluster Overview Node Support

Cassandra Network Overview Node (Internal Use) Traces

Cassandra Mode Overview OSL-AsynclO Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Processing
EC-ADE Platform Services Overview Virtual Memory (vmstat)
EC - Chunk Service Platform Services Processing

EC Overview Replicated Read Path Overview

f&A] LUB e A Prometheus 3F45) AV FE1EZ 1) StorageGRID 1EITRYAIE, HEEXLEEMAKEZ L

HYEITZ.
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ BMPEE private BIEIRMXUERERER, 7E StorageGRID s Z BRI BES R EEN, MAHEIT
pTp3IN

Remove Graph

EaI LB fEtr B Grafana S8y FREVEEIZIF RFIMAER(E Bk, HEREE—EREINAY StorageGRID 51R
B,
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w > == Site ~ ot € Zoom Out

> O Last24 hours

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbp=

2.0 Mbps
1.0 Mbps l-' ) ;lh;'l‘.l‘:N’"#.?.ll’.ll'ill‘il'.Hqu’HulJﬁ.l-'NI Hbﬁ'
Obps :

E\f

0:00 8/280 87280 - 2/2808:00 8/2¢ 82812 8/28 14:00
== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata
100

75.00%

50.00% 50.00%:

25.00% 25.00%

0%
20:00 D0:00 04:00 08:00

= Used (]

00:00 04:00 08:00 16:00
= Used (%)

ILM Queue

18:00 20:00 22:00 00:00 02: 06:00 16:00
== Objects queued (from dient operations)

IZHTDIE

" U " TUES N MR HEPRSHIT —ANTERNIZIGE, EIRFIR, FEI2EILFERRS.
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Diagnostics
This page performs a zet of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

* Cassandra blocked task queue too large v
* Cassandra commit log latency v
* Cassandra commit log queue depth v
* Cassandra compaction gueue too large v

LJJWWWW\WWHWW
BERF¥EIZHA UEEE X AELTISERIVFAES.

FURAIF, BRT StorageGRID £24HE N T RBYAT CPU #AR., BT RENRTFERNERHE,
FEIZ BT BEARS NIER .

CPU utilization A~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, accass the Node Grafana dashboard.

Status Mormal
Prometheus sum by {instance) (sum by {instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)({node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
© Caution =>=95%

Instance 1T CPuU Utilization 11

Status ~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-81 8.708%
DC1-52 8.142%
DC1-83 9.669%
DC2-ADMA 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-82 5.000%
DC2-53 10.469%
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