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3. BEEMNRITHMRPETHERTRNEE,

HEEFRRUEE T M7EEE StorageGRID RZHHENEIER DA R 28, %{ER LDR 1 DDS ARSS %L
EFEAAFNERNRITRE 2,

DC1-51 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
1B/s 1B/s
0.800 B/s 0.800 B/s
0.500 B/s Mo data 0.600B/s No data
0.400 B/s 0.400 Bfs
0.200 B/s 0.200 B/s
0B/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 15:30 1540 15:50 16:00
Object counts
Total objects: @ 0
| Lsstoh;ects: -] 1 ||| |
$3 buckets and Swift containers: @ 2

4. NEETRIHEEZES, UAERE * HREX ¥ BiROXNKHE—ATRF (VUID)
a. BFREIMETI=:
i AL T#%: ssh admin@grid node ip
ii. 39\ passwords. txt X{HFHFIHHZR,
iii. N TSRS root © su -
V. 38\ passwords.txt XHFHRFIHNZE, L root BREMER, IBTFEN S B #
b. B AEZBEEFRENER. #IAN: cd /var/local/audit/export/
C. {#H grep IREVIREKR (OLST) BHIZES. BIN: grep OLST audit file name
d. ig THEHREEH UUID &,



>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

S. f£F ObjectByUUID BRI RITIRF (UUID ) BEHIWR, AEHELIEEEEFENM,

a. Telnet & localhost 1402 LLi4ia) LDR 1% &,
b. N\ : ° /proc/obrp/ObjectByUUID UID_Value’

EE—TREIP, UvUID H 926026C4-00A4-449B-ACT2-BCCA72DD1311 BT FIHE T ML
Bo

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"



by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

}s
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
N}y,
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EEZNREIF, vuid H 926026C4-00A4-449B-ACT72-BCCA72DD1311 B RE

B,

FIh AR



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. &% /proc/obrp/ObjectByUUID B9, FREVFERAVIRIE:
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ii. 3N passwords . txt XTI HAIZER,

iil. FNLA TSRS root © su -

V. I\ passwords. txt XHFHFIHAZER, L root BFEMHERE, TAEM$ BXA #,
b. B NEZAEFAENBER: cd /var/local/audit/export/
C. £/ grep IRENS AJRER R R XXM HEILH B H R EAE I EE X H, BN grep uuid-

valueaudit file name > output file name

fB4n:

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. £/ grep MItTIE XX HIRENERMIE (LLLST) ®H#ZHS. A grep LLST

output file name

f54n:

Admin: # grep LLST messages_about lost objects.txt

LLST E#%H B EMFIRFIES.

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID (UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]

€. 71 LLST ;&2 $kZl PCLD FE&# NOID FE%,

WREE, N PCLD WENE#E iV EFIFREIRNTEEF, NOID AR EREIMRENAH
LDRHT R ID o

MRIRFINRAE, EAIREREBIERIZIT R
f. $#%2tk LDR 5= ID B7FHETI o
ERATR ID EREET NG EERM:
- EWRREIREEP, R HF > TR > WISHRH * . AAF%E * . Data Center_*>*,

Storage Node_*>*, LDR T & ID fiiF Node Information ¥, BESMEETANES, HI
KEFEE I LDR BEFEET a1k,



* THHBEEMENMERGE, ZREEFE— \docs BR. WNRFTH index.html X4, " AR
SHREE " BETRPMEMNETRIFAETR ID.

2. BENGRERUTHEZEESPIERHNEET R L
a. BRIIMETR:
i AN TF®%: ssh admin@grid node ip
ii. 3N passwords.txt MXHHFIHAIEE,
iil. SN T EnSUIHRE root © su -
V. %0\ passwords.txt XEHFI|HAZR,

I root BR BMEREY, IRTHEM " $ Belh " # o

1. MENSHXHREREF .

MNFNRAIXHERIE, BEEMA LLST BEHiZHEHR) PCLD {Eo
a0, s

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'

CoEr EGmRH, BEBRSISRHNRXHRIZELER, LU XEMFHRFT.
* IRKBENREE, WHENREER, TEERIRESE #1TER, BERARARH

* MRREIMREER, BRERITI R FWRAERE] StorageGRID, AT A AR FINM RIERE]
StorageGRID .

a. [FEX%E] StorageGRID , start=3]] ARKFIFRER, BESIIEXTREEREE] StorageGRID :

I ME—P TR, B RXARIFIER, LUERRE StorageGRID #1TEE, HA: chown
LDR FAF: byncast 'file path of object’

i. Telnet & localhost 1402 LLifi8] LDR &8, HIN: telnet 0 1402
ii. i N: cd /proc/stor

V. I\ object found 'file path of object”

fplan, A

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"

+ & objection\ found A%, MMEBHIMRIUE, EESMAENN ILM RS, ZRKESIR
RIS E SR E RIS,

OEr . MNBREAMMRAAENFE T SBA, WAL ZREFIZMEMBANERET = JI—JRT%EQET_H%*M?
11%*1'5'55’315":17 Ivar/local/rangedb B R, A, FRZMRIUXHERFZRFER object\\ found

70

° MBRTERRLEITR, W object\\ found SRR, BEHRARAZ .



° MRWNREMINIEFRE] StorageGRID , MERR—FEINES. Hla0:

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgA%#3tNG"

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

BERITPR WIEERECIENUE

I IRV REMINIERE] StorageGRID , BFRIEEE B LIEHIIE,
A BIN: cd /proc/obRP

B. #i\: ObjectByUUID UID Value

L TFRAIER UUID 9 926026C4-00A4-449B-AC72-BCCA72DD1311 UM R B MIE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
b
"BYCB (System metadata)": {
"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7E959A76731E6EAFSE",
"BSIZ (Content block size)": "5252084",
"CVER (Content block version)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",



"ITME": "1581534970983000"
by

"CMSM": {

"LATM (Object last access time)": "2020-02-12T719:16:10.983000"
b
"AWS3": {

"LOCC": "us-east-1"

}s
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ |

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

1. M LDR#ZHIGEH. BN exit

a. FEETRH, BRIENRE ORLM BEESNEZAE, UHIAMEEEGARERE (ILM) BRIES
BRERZ.

2. BREIMET R
a. AL T2 ssh admin@grid node ip
b. $I\ passwords . txt XHEHFIHAIER,
C. BNLU e E root : su -
d. 3\ passwords.txt XHFHRFIHNEE, L root P FBERE, BREN$ BXHR # .
3. FRNEZAEFREMNESR: cd /var/local/audit/export/
4. M grep B EWNRXBMEZH BRI MEXHH, BAN. grep uuid-valueaudit file name >

output file name

f5lan:

10



Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about restored object.txt

o. fEF3 grep MUt PRIV SMNERE (ORLM) BHZHE. A grep ORLM

output file name

f5an:

Admin: # grep ORLM messages about restored object.txt

ORLM H1ZH B EMTF LR HIE S,

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR)
BCCA72DD1311"]
[LOCS (CSTR) :"**CLDI 12828634 2148730112*%*,

[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP (FC32)

69]

:"926026C4-00A4-449B-ACT2-

CLDI 12745543 2147552014"]

:ORLM] [ATIM (UI64) :15633982306

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

6. EHIZHEFHE LOC FE

YNR7F7E, M7E LOM H189 CLDI EAT R ID FMEIENREIARE D, IWHEEERENA LM, HEHEE
MRPRNRNMIELIRR T NREE, . ENREERPFEERRNRIITR

BXER
BEEERIINER

BEERRMRRAIRITEX

I}

EEZAE

B HERMIRKBIINRITEN

7£AZE StorageGRID 2AHWIEFTEIERNERITRE
, BAIUBEELRNREENEEENS,
ERBIONE

s B EREREIMEEIESS 215089 Web 3| 528,

* A EBERE R R R,

XFIAES
TR LUMUA T E—TIEEEERRAINRITEREE:

BRABRNESNERERZG

11
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