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Change the provisioning passphrase and other passwords for your StorageGRID system
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Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package 4
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SSO ¥R,

AV EET
R EE ¢ > ipiiEsl > BRER

IEAHE 2R Single Sign-On T, FikiF * BEA * %W,

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled

@ NRAKET SSO IWSER, FHINEERSMIRUEFEENKEENIR, BSN A%
RERBEX,

2. iR - haEE

IEEE 271 "Identity Provider" #8435

MASDRHEFFAREE

1. MTHIZIZRAESRE * SSO KA+,
2. IRIEEEER SSO EKEUAT SMNREERE D PHFR.
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Save
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https://<Federation Service
Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
I1D>

4 EE R
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Save

ECEMMSE1E, B NAERFE SP i
REFEER, RETVERAFAEN, ILENBATFHANEENNERA, HiRMHM T HRIRA,

HEFEE, StorageGRID FLrl UFRIFNVERE, BE, WRTE Single Sign-On TUHE LiEFET * WEER *, N

Fr& StorageGRID B #BEE2MAH SSO, REAMAR A EER,

RBUTSREEXHSEE (Active Directory ) , EENEIWNARERF (Azure) SKEZE SP &E#E (
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Active Directory
1. £ StorageGRID B ERIEF, IV EENEEPIVFEE,

Itk URL BMETE * XGRS M * FERAPBANEIRERN,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the 5SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.

PRI, BERLL URL ERIFHAEMLEINEER, LUARSHRHEEFNERTE,

3. EMRIAERILIER SSO BRE| StorageGRID , BEE BREUTHRZ—*, ZERFEETRHN
K GIRIR, AEER*ER*

You are not signed in.

T Sign in to this site.

I S5G-DC1-ADML j

4. NEHEX S AP 2,
° YR SSO ERMEHRIENT, NEEBTR—FAINHEE,

+" Single sign-on authentication and logout test completed successfully.

° YN5R SSO 21FKN, MEET—FRHERHES. BERMER , BFFXIEEEH Cookie HEiH,
o BEE FRPE, WIENRPENMNEET R SSO &K,

Azure SBIE
1. 23 Azure [P ESERTHA,

2. iR - MK AR * o
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3. WAEAAPNERE.
° YR SSO BERFEHIRIEMT), WERET—FAINER.

+" 5ingle sign-on authentication and logout test completed successfully.

° YN5R SSO ##1FKN, NMZET—FHERHES. BEREER , BFRXEEEH Cookie HEi,
4. EEFRSRE, BIEMEPENEET R SSO EHi%,

PingFederate
1. M StorageGRID BEERITES, EFDVEEIEEPIE — N EEE,

—REFEFH A — D HER

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connactions for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. MBS BPHERE.
° YR SSO BERFEHIRIEMT), WEET—FAMINER.

+ Single sign-on authentication and logout test completed successfully.

° YN3R SSO #ERM, MR R—FERES. BEREER , BERNEERY Cookie HEIH,
3. T — MR IGIENAR RSN EET RAY SSO &

MREEITEEIHHE, BENRSEPER ©RE * FH, AREMERERNERE.

BRESER
HIARILUER SSO EREIBNEET =G, ErILIHEA StorageGRID &4BH SSO .

@ IBH SSO fa, FiEBF#BfER SSO IHRMIEEIESS, AR EIESS, MIKEIEAPI MAFE
B APl , AP JFAB AR StorageGRID o

13K * BCE * > * IplaiEs) - > PR ER
2. )l_.f SSO ’{klu\EE&?‘j * EIEIFH
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Welcome DIE L, % * BEEARA * , AFEE *FR o

PR FERANE XIKRGRVEE * , AREE T—F .

a.

WAL EET R ERE M.
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E * QIR E N BRER

HFULBIR, BEEANEM StorageGRID Single Sign-On TUE LM EET SiFAEERPEFIN * B
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¥ SAML TR L E RIS VRN REF
78 StorageGRID BIET A T SAML Fe#EX /G, £ Azure AD FHITUTHE:

1. 3&R[E1F) Azure I,
2. WMV AREFEEUTTE:

()  cowmERs - CUNBRS " REAEEE NSRRI BEE.
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o
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TREFE StorageGRID BY, &7 StorageGRID ERMHE, EiaNA#oELE StorageGRID FF
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IENRERAEREA— T EETRNERER
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