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Global

Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

Grid CA Client Load balancer endpoints Tenants Other

external certificate authority.

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate Custom Jun4th, 2022

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS

MEERTRT KMS IgBMIREFREHITHIT, B, EAMREREENMNMRETABATRMEZAIHZE
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- Appliance node with node encryption enabled

X Appliance node without node encryption enabled

- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key managemeant server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest,

Configuration Details Encrypted Nodes

You can configure more than ons KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manags the keys for the appliance nodes at a particular site.

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID

‘+ Creata || # Edi || @& Ramove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configurad. Select Create

2. R QI
R ERARINZAEERSERESHE 1 (AN KMS FAER) .

Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @&
Manages keys for & - Chonoss One - v
Port © 5606

Hostname @& o

3. 7§ KMS F{&7E1% KMS FEZER] StorageGRID B RGN TER.

FEE Description
Kms EREHR —NERMER, PIEBERRL KMS o 4N F

12 64 MFRFZIE
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BEREE—1ERIAKMS , UEWRAZE—NKMS B
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- MBI KMS BB EIES g ET S0
5, EEE— .

PR AR HEAM KMS BIERIES (FRIA KMS )
* AJERE—NEIAKMS , iZ KMS BNATRE
T KMS BUEiE R IR ETE RS RHARN
BRI o

cOERL r NREEFERIE R TH EREIA
KMS &, BRFAEHT KMS $21H S5tk a8y
[RIEINEER, MNREF KMS BEEERERE

IIEEEIR.

Port KMS fRSS2E A TEABEEERENDIY (Key
Management Interoperability Protocol , KMIP ) &
=00, BRIAJ 5696 , BN KMIP tRimM,

ENH KMS BY5E2REERZE IP ik,
*ED *IRSEIEBRY SAN FEMIME S EELL
2b%i NRY FQDN B IP $itik, &0,

StorageGRID RF;£1E#E] KMS 3§ KMS &58%
FEFR B RS 280

4. MNRIEEARZE KMS &8, FEEMS 4 AERPHNEMRSFBARMENR,
SHvirs =l S A
B2H: LERSI[UIED

ERNEAEERSSZEASNE 25 (LERSEBUER) F, L EE KMS RS SHIED (SFIEHE) . &8
TARSZESIEP, JMEB KMS BILLME StorageGRID #17 & {2 303IE,

p
TN FE2 (EERSSIED) *F, MRIFREFNRSFHEPFEBENMUE.

43



2.

44

Add a Key Management Server

o—0

Enter KMS Uplead
Dietails Server
Certificate

o
Upload Client
Certificates

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate &

ERIEFEXF
LB B RARSS BIE BT iz

EBrowse

=1 3



Add a Key Manag

@._

ement Server

(2] 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora

certificate bundle. The s

arver certificate allows the KMS to auvthenticate itself to StorageGRID.

Server Ceriificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:

Serial Number:
Issue DN:

Issued On:
Expires On:

SHA-1 Fingerprint:

3. i F—b .

£3F: LEEFPIKIED

EARMEZREERSEASHNE S D (J:T?%F"”“ ) B, BN EEFFIRIERNEFIRIERE BAEH.

B P EIEHRIF StorageG

g
T M*FE3 (EEER

(C=USIST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
71:CD:6D: 7253 B5:6D:0A:8C:69:13:0D:4D:D7:81:0E
(C=USIST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
2020-10-15T21:12:45.0002

2030-10-13721:12:45.000Z
EE:E4:6E:17:86.DF :56:B4. F5:AF:A2:3C:BD:56:6B:10:DE:B2:5A79

= 1

() wRELEORBIBEGE, NEMEBNTRES SRR ESIETN+ L,

RID @ KMS #1759 5030,

WIER) ¢ H, NREIEAREBRIUE,
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Add a Key Management Server

—0 0

Enter KMS Upload
Details Server
Certificate

Upload
Client
Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

HEBEFIRIERX .

HEBPR BRE P imiE BT iz,

NEEEFPIRIEBNERBAMLE,
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Add a Key Management Server

S

Enter KMS Upload Upload

Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem

=13 B

o WERTF

MAZAERRS B IRET RZERIER, MRFIAEENYAN, HEE KMS LINEIERBESR, Wi
MR EIERS 2GRN D BAEIERS [/ IE LR,

(D A0 KMS 5, ZAEERSS S IIE EANEFIRNSKIIENER AR, StorageGRID AJRERR
FKIX 30 DA BEIRIE MEBRIKIPRT. EIRIET Web X528 74 BB E HATIAS.

6. INRIERF * RF * WETEIRHEE, BEEHERMAGEE, AREER"HE*
Fan, WMEREFMIAKLK, EAIEESUE 422 ¢ Unprocessable Entity 51z

7 MRFEARFYAEEMAMRINDERE, 185EE * BHERE
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5ABA27:02:40.C8:F5:19.A1.28.22.E7.D6.E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

] e [ o

1% * BRI * AIRAF KMS BB, BRSNS MESE 5 KUS IINREE. MREH
() ummmRmER , WEEErEREHEENES LEERSRNENEE TR, EE
BRZE, B TR RAE,

8. BEMINES, MRHLERFRELE, HEE *HE .
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

BR7F KMS B2E, BEXRMNiXS5 KMS 89%E#Z,



BE KMS FHER

TR AEE B X StorageGRID £t E M EAEIEMRSE (KMS) ISR, BiERSES
ME P IRIEBH H RS,

1 &R BRE > Rel > BREERSE
R BB EERS RN E. REFAESENRER T ERENEMRAEERSE.

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modas

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

« Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | & Remove|

KMS Display Name € Key Name © Manages keys for & Hostname @ Certificate Status &
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 «" All certificates are valid

2. EFEE KMS IRFNER.

FEL Description
Kms ERER KMS B9 1% 2 o

ZEFZ IR KMS m StorageGRID & FIxHIZH3E o

EIEMNEA 5 KMS xE%BY StorageGRID 453,

I FEE BR4FE StorageGRID b= BRI * RH
Ht KMS (BAIAKMS ) BIEMULES, *
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FE Description

FHE KMS H5E2PREZ B K IP ik,
MREHTVSHINBHEERSE, WSFHXHEN
IREZBNTRIRTEIHZ N IP ik, WMREBTER
PMAERNZIREERSS 2R, NEKFTIHE—D KMS B

FTEMREHFDY P it LI S EF R E A EIEAR
QELEE,JQKEO

fflgn: 10.10.10.10 F 10.10.10.11 8§
10.10.10.10 FMEM 2,

BEEESHPHFIBAENS, BEFE—TKVS , A
[EIEHE * 48 * o

HEPIRES HEQEEﬁE:B, A% CA IE BB IFIEBHHFPRES
B, BEHE, BMEERIEASRA,

* JE. * StorageGRID mJREFEEKIX 30 5 A

BEEFTIEPIRES. ERATRIFT Web 257 8E
EFELAIE,

3. MNRIEFRENRH, FERHE 30 D8, ABRIHT Web H5E

@ N KMS f5, ’fﬁE.“EEEER%%D‘IE_tE’JﬁE%JkMJI-J_LEDJLTﬁEE%DO StorageGRID FJ#EE
EKIX 30 DA SRS MEPBHLIRRTS. EHTRIHF Web L2371 BEEE LR,

4 MBREBRSTHETIEBE LB R, ERIRFBREEBR

ESNARBERE X * KMS CAIEREIER *, * KMS B ERIEPEIHA * 1 * KMS IRSZ2IFHINER * 4R
B2 {E 15#% StorageGRID #S(Tﬂlﬁﬁ‘ﬁﬂll‘ﬂﬁff[‘fo

() SREWEHD, EURRRBREEBE,

EEMEZETR
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

-

2. MTIETRER, HEHF * BT = * kTR,

Key Management Server
If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.

MET REB-RYIH T StorageGRID Z4HFEREA * TRMNE * IRERILET o

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)

3 BERPEMRETRNESR.

5l Description

TIRANE RETRIBT.

REl=E St TEREE: F6E, ERIMX,
Uh e LZETI A StorageGRID 5= BI& R,

51



5l Description

Kms EREZ AT =R KMS YRR R,
SNRRFIHAEM KMS , IBFEFEEFA(E SRR LRI KMS o

ANEAEEMRSEE (KMS)

%A UID AFMig&ET R ENSIEHTNENRZNINEZANE— D, BE
BEITEAUD, BREUTREESETE LT,

xExlZ (-) RTEFUID KA, FIEERENIRET R KMS ZEfF
EERIPERER -

Status KMS 5ig&T R ZERERRS. IRTREERE, NYEzsE 30
2%41@%&—}% B KMS ECEfR, PJRERE/LO 7 sEEMMERIK

I8N0

COERD  ERARIFET Web ISR REE B A,

4. NIRRT KMS [EER , iFIZBMARR IR o

EIERH KMS 12/EHfiE], K& * BEEZE KMS* . IRTREMSEFERE, WERTRERRES
( administratively down 3§ Unknown ) o

HMRSEE XN F R R StorageGRID £k

° TIANE Kms BLE
° Kms EiZHIR
° RIKE Kms NNZZ AR R
° Kms MNZZARIRKIK
° Kms BEATEMN G & EHITIRE
° REEERE
ES AR XX L EIR B INAVIRIE 51T StorageGRID Hxd E#H T fEHERR,
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted MNodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid

EERERIEN KMS , ARER * I8 * o

HE, EMREFACERSEASHN *PE 1 (WA KMS #4EE) * PrEdEs.

FEL Description

Kms BREFR — MERERIR, AIEBIEARIALEE KMS o ATNTF 1 Bl 64 NFERFZ(8],
ZEHRFR StorageGRID B iRt KMS FBVHtIZH5R. HANTF 1 E| 255 N FERFZ
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ERDEBERT, BRIFEREEABR. HIW0, 0R7E KMS FEHH T 51H
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FEL Description

EERER INREIETERIBUERFER KMS , HEFRIKERIAKMS , MR UL *
FHHEM KMS BEENIER FRIAKMS ) *o A RKIE R4S EN KMS #%
AN KMS , 1% KMS KNAT&E %A KMS BFTR iR LIRS R
BYERE R,

AR UIRBRIBUERISER KMS , NI EEFEMIL R, NRERIE
AAIA KMS , MR ERFE U o

Port KMS fRBZ 2 TERIAEERIREMEMN ( Key Management Interoperability
Protocol , KMIP) &E89im. EAIAS 5696 , BN KMIP #REim o

ENZ KMS BY5e 2 REERZE IP ik,
*oE: * BRSSEEFRY SAN FERAAIE S T NRY FQDN 5 IP i

ik, B/, StorageGRID I EERZE KMS 8¢ KMS REHHIFIBARS
8o
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LR B iR EERSEASNE 35 (EREFFIRILED) -

NRFEEREZFFIRIEBNEFHIEBETRAESR, BEE * X8 * H LR
prirs =l T Ca

MAZAEIRRS[BESZ MR LRI RIIBIRET R ZERER. MRFAETREENEN, HE
£ KMS EHEIEMEVER, WEAEERS RN R AEERS S TE LARF,

MREBTIRER, BEEHBRFARGRE, ARER*HE
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

=

BfR7F KMS E2&, BRNIRXS KMS BIERE,

MIpRZ A EIERSS2E (KMS )

AEREFERT, EBrkFEMFEREERSS. fl, IREEFRMER, NAIREFE

TIBRuE = Z FABY KMS 6

BREENAR
* BEEE HATAEERS[IVEIEFTIAERK,
ERERAERIIMSEERSS 21589 Web i
* 8B A root HIRINIR.

KXFULES
FELUUTERT, ERILURER KMS :

* MREREFR, HEURFRERATRMEBIKET R, WeILMREREZ A KMS .
* IR NEREFELRTANKMS , HEEERRETRME, WEILMEREAIA KMS o
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Key Management Server
I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site
Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.
» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for

appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. EAFEMFRE KMS RUBRIEIZH, ARERE * kR * o
3. BEEEEWIEERHNEREIL

A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node

encryption enabled.
= You are removing the default KMS, but a site-specific KMS already exists for each site

with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?

=
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Proxy Settings
Storage

Admin

2. & * BRFERIE * SiEE,
R ERATEREEFEAENTR.

Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Nodes and the external 53 endpoints.

Enable Storage Proxy I

Protocol HTTP SOCKS5
Hostname

Port (optional)
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Proxy Settings
Storage

Admin
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Admin Proxy Settings

[fyou send AutoSupport messages using HTTPS or HTTF, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy [

Hostname Myproxy example.com
Port 8080
Username (optional} root
Password (optional) ssesssse
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Untrusted Client Networks

IT you are using a Client Network, you can specify whether a node trusts inbound traffic from the Client Metwork. if the Client Network is untrusied, the
node only accepts inbound traffic on ports configured as load balancer endpoints.

Set New Node Default
This setting applies to new nodes expanded into the grid.
New Node Client Network & Trusted
Default o Untrusted
Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Metwork enforcement.

Node Name Unavailable Reason
| DC1-ADMA
1 DC1-G1
21 DC1-81
i | DE1-52
3 [ DC1:83
DC1-54

Cliznt Network untrusted on 0 nodes
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