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Overview Hardware Network Storage Objects ILM Tasks
Reboot
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Places the appliance's compute controller into maintenance mode. Maintenance mode
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/. Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

o M NECERRIEIE, AEERE HE

HEFN—RIER (8" B&RXEKR", " ETEFLE StorageGRID " Ml " [EEEHREH ") RTIREIE
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$2-10-224-2-24 (Storage Node) 2 X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

— O Rebooting...
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S$2-10-224-2-24 (Storage Node) &2 "

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. ‘ Reboot ’

Maintenance mode

Places the appliance's compute controller into maintenance mode.
0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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@ MREEIEEEINSEMEIRRO, 5FEA  https://169.254.0.1:8443" i8] StorageGRID &
BREREFIH,.

- 1% StorageGRID I8 &R ERZFF, WINREL TR

A This nodeis in maintenance mode. Perform any required maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller
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Upgrade Firmware
Reguest a controller reboot. Reboot Controller
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View the list and status of sites and grid nodes.
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0\ Total node count: 14
CONFIGURATION
Name = Type = Objectdataused €@ =  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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M StorageGRID & & LEEZFA, HE1F * EMKERE * > * FBKREEE * .

NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration
Home IP Configuration
Remap Ports
Fing Test

B Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

i ] Th%

X R EC B TR R R E
BXRETENFARESR, BB N EEMEHER,
MEMBERRERRE, 85 R®E .

NRER T PMERRNIMLSEER, NeTRESAEE. R 1 2HAREIEE, BEAS
Ffic4a StorageGRID i&&FRVELMY IP itz —BFia AR B LEEFAN URL : +°*
https://services_appliance IP:8443*

MIREH IP HHEHITIERILER BN,

WREHT VLAN B, NIZENFMAIEE B, MNREZEHOLERY IP ik, FE0 BLE
StorageGRID IP #it,

MBS * BCEMLEERR * > * Ping Ui * o

M Ping MR TROESEAIMSE LR IP #ItpYERE, XERNK O GEER DG E RS FAYHERES
BENHIFE,

BT EEERITREMEMNAZ I, BEIAEA LN EEET /BRI RLS 1P stk LIk 2 D—NEAMTS
REIRIRLE IP AT ping 1&1F. SIBKE, HREIZIEXECEMNEERATIRA, HEBEIEEMEE.

EEHEERECEENERIETE, FENBMTIR. £ StorageGRID RELEEZFFR, EEFE*SHK*>*
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller |Uparade Firmware

Reguest a controller reboot. Reboct Controller

IREEMEEIHERIMANMRAIEER B KX 20 Hih8vtal, EfIAEHRBHETKET REEHRMAN
1%, HREIMEEEL, "nodes " THANERRETRNERRS (LB , RREBLATEDRS
MWER, HETREEEEINR,

= N NetApp | StorageGRID Grid Manager Q @-v ARoot~

DASHBOARD
ALERTS
Nodes
N_ﬂ‘l
TENANTS . N .
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION m
Name % Type = Objectdataused € %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
L U e T DU PR

B MTU 1%

1R

JA%N

AIUBERENIZE T REE P MUtE S ER MTU 1RE.
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NREVIRLEHABIRTE StorageGRID IRERERFPEER PR EEMES, ERALEFEINESR MTU 1%
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FEHEXIP TEEX MTU K8

ERBONE
* {88 passwords.txt XHFARAFEXRIP T,

S
SHIRER 1P TEFHETFHAEHR MTU 188 S5 SMERE,
FREIFRER MTU 128

MBFTEERTR IP TEIBRIXEISE, EERALPEXER MTU 8S8,

BREENAR
* BERE BERSEE THIPER,

P
1. M StorageGRID I&BZEEFH, EF * MEMLEEE * >~ IPEE *,
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal

3 MNEINREREHER, HEEFE* FE"
4. BB M. 1 StorageGRID K& REREFT, EF * Bk * > * EMENITHIEE * , AEEFEUTIEDR
z—:
11 * EFRohE StorageGRID * LIET REMMAMIEIER FEMHBoITHIZS. MNREETMER
E‘t‘FE’JIT’E#/&%l@I—m, AMEIEBIETT, IHEFLIE,

© AR EEMELPRT * LEMEMEGE, RNETRDATHEAIRL, (RF5E %'J%%L?éﬁ
PIRICEY, IETA AT, ) MREEFRIMANMEZEFEEZN T R ﬁﬂﬂ*’&?ﬂsﬁf’ﬁ, Sprirtedliguall
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Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot. Reboot Controller

IREEMEEIHERIMAMRAIEER B KX 20 Kih8vdial, EMIAEHRBHETKET REEHRMAN
1%, HEREIMEEEL, "nodes " AN ETRETRNERRS (LB , FRgBLTEDIRES
HWER, HETRBEEEEINR,

= WM NetApp | StorageGRID Grid Manager Q @v ARootv

DASHBOARD
ALERTS
Nodes
e 3
TENANTS . N
View the list and status of sites and grid nodes.
ILM
o\ Total node count: 14
CONFIGURATION n
Name 2 Type = Objectdataused €@ %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-S1 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
L S U e T SRR NP

BEXER
‘E1E StorageGRID

7 DNS RS 2:E0E
EEI LU EH IR B IG & 5 S Y EEEANEE RS (DNS) RS,

ERBHNE
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* BERE ERREE THIPER,

XFIAES

MBIMBNEE T HEEDZRAEIERS S (Key Management Server , KMS ) B KMS &&%, NaJEEEEX
DNS fRE28&KE, FA KMS WENBIBEEAEZ, AR IP ik, H&EH DNS & EFF M EAERE R
IGESEY, TERHAHPERITIERER. BEEXLETSORAENY, BEMKEESEBITISTE DNS RS2 (* 4P >
4% * > * DNS BRS588 *) o

s OEETAMENEED, FATEREEE (MARZ IP ) AENBENX KMS IREZ250, FEREIGEY
¥4 DNS &,

* AT RIIEIREERERERE KMS B, BRIUEREINMRE X B— DNS fks5eE. AE, EP—1
DNS rSZEa =K%/ IP ik,

* WIRTRITEAIRIMAEET DNS ARS588, HECET RMERE T KRBT E T MAESEER DNS 128, N
TRBTEEEE KMS o 7224 DNS [BFHEIA 271, TAMEEIRE ERIMNEEIE,

Efi# /R DNS [aREHER PELE KMS EZRIERE, J51E StorageGRID & & REEFHPIEE— 1 Z 1 DNS fRS28
B9 1P itk XGRS DNS IRE, && A LUEREE] KMS H3T = _ERVEBUEHITHRE,

f5lan, WMREMEZT RBABSPRIEEY DNS ARS8 A EEL, WiZTRFTEAEEMEXAESR KMS , AAE
HTEfERASTHIBY DNS {8, E StorageGRID & &R =ZF ALY DNS ARS528 P #tultfs, AILUES GRS
KMS 3T mBUBEHI TR

HIE
1. M StorageGRID & & LERZFT, %F * iLEMLKEE * > *DNS i2& *,
2. IIFSER) DNS RSB 2T EMf,

DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 +x

3. NRFE, 15ELK DNS ARS8,
@ Xt DNS & EFfBVEUZIRETRY, HERHAEFEIE, XEBRFER.
4. 3tImET DNS I BREAREG, BEE * RE .
TREAITIE LIEER DNS RSS[IREEIMERET KMS , MMa] LURE T = EREUE.
o RETREIER, EMBTR. 7E StorageGRID RERERZFH, %EEF * SR * > * ENETHIE *,
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° EHE - ENBMELIFER * LEHMBEHITHE, RNETRIMATHEPEN. (RELEHRISEL T4
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
e
Feqguest a controller reboot. Reboot Controller

) ()

s A EH B BN, THEARNKERETIL 0 RFEEN DNS B
(D) % BFNARKE, EEELTAFERE, BEEFHEEM StorageGRID BEZE
TR RIS ERIGET DNS FF5525.

IREEMEIHEMIMAMRAIBEREZ KX 20 K ih8vdEl, EMIAEHRBMERKET REEMRMAN
1%, EREIMEEIESR, "nodes " MHNERRETRNERRS (TEtR) , RRSBLATEDRE
HWER, HETRBEEEEIMNR,



= N NetApp | StorageGRID Grid Manager earch by page titl Q @v ARootv

DASHBOARD
ALERTS v
TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

Mg iPIR T % (G100 F1 SG1000)

~

T T S L R T T T

MREAELEMEAGEBA T TAME, WU SESMEETRNTRIIERT, &

BT RINE H(u%l] VHEIEARSS 88 (KMS) FAME R,

* BEREHRNKEBRT NRANE. RERERE, BLEERATRINE
* BERE BHKEE THIPED.

p
1. M StorageGRID & &R ERZFY, EF * EEEMH * > * TRME *,
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed
¥ yp pp g yp g pp

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' -

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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