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Configuration

Configure your StorageGRID system.

Network

Domain names
High availability groups
Link cost

Load balancer endpoints

Security

Certificates
Key management server
Proxy settings

Untrusted Client Networks

System

Display options
Grid options
53 Object Lock

Storage options

Monitoring

Audit and sysleg server

SNMP agent

Access control

Admin groups
Admin users
Grid passwords

Identity federation

Traffic classification Single sign-on

VLAN interfaces
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Maintenance

Tasks System
Decommission License
Expansion Recovery package
Recovery Software update

Object existence check

Perform maintenance procedures on your StorageGRID system.

Network

DNS servers
Grid Network

NTP servers
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Support

If a problem occurs, use Support options to help technical support analyze and troubleshoot your system.

Tools

AutoSupport
Diagnostics
Grid topology
Logs

Metrics

Alarms (legacy)

Current alarms
Historical alarms
Custom events
Global alarms

Legacy email setup
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1 Buckets Platform services Groups 1 User
View buckets endpoints View groups View users
View endpoints
Storage usage @ Total objects
6.5TB of 7.2 TB used 0.7 TB (10.1%) remaining
BN e i
objects
Bucket name Space used Number of objects
Bucket-15 569.2 GB 913,425
® Bucket-04 9372 GR 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5 GB 193,843
Manme: Tenant(2
Bucket-10 473.9 GB 583,245
ID: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
vy Platform services enabled
® Buchket-07 362.5GB 420,726 . :
v Can use own identity source
® Bucket-05 294.4 GB 785,180 \/ 53 Select enabled
@ 8 other buckets 147TB 3,007,036
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* EETNREMXT R ERR R TESERS. BNERIER,
* MXT= LR CLB ARSS.

@ CLB RSB ZEH,

* FET R, BARARBIINERAETES.
7EECE StorageGRID LUfE%E FinAENSEMA T T #i2RMRSH, BREERITUTIE:
1 waERESTAY (HA) H, (NREE HAA, NS MEETRMNXTRNEOBRE T Eo&EHRE
o BFUREREER HA HBYEW IP #hhb#HiT,

2. I HTERRSEERS. BETAEMNXT A EMNHHTESRRSSIBENNMEIEREMNE P imN AR
FoABIEET R, QIEAHTERESN, BLUEEROS, MaeRiES HTTP 5 HTTPS &%, &
R SNR A SEHER (1S3 8¢ Swift) LURATF HTTPS EEZa0iEH (REA) .

3. J:(EJ‘ﬁ'_t':) EETRNEPEMNEARAE, UARSTRANEFIENENAEEZRHLAETENHTERER

BXES
* &IE StorageGRID

* EREFKP

* f£F S3

* £/ Swift

© HEEP B
* REMEILE

ALEMEIGE
BT UMW EIESS I E R MR E, LITA StorageGRID R4RNIETT,

e
NRIGIH RIS FF S3 EIMTERIUER, NHAEE S3 TR mEREINmRIIZTIR. Fl,

s3.example.com, s3.example.co.uk # s3-east.example.como
A B VAR S SR Fuh I 5 i = 3844 LB

= A AMA

Ea]ERSA A (High Availability , HA) B9 S3 #1 Swift TP iR MHE I BAMEIBEE, HE N Grid
Manager f#8 R EERE MRS T B %R,

B HA 8BS, ERIBIA—MEZ T RIERENEIZEL. 81 HA AYeHREE T R ENHEZRS,

* BENXTR, BETANME LAEON HA ARTJ S3 Ml Swift & A intR His Al A4 SR ERE.
* EETR EESEON HA ANREESHREESNEF E BRSNS R ER.
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XEEEO R B TR (eth0) , EF WML (eth2) 3¢ VLAN FILE,
BRZAUNEN HABADE 10 NEM IP (VIP) sk, EBRILE—MEOIEENTIEO, HRINERITF

MEREMEORTHIR, TROZEDED, FERERRE, MRENZOLKEKRE, VIP #UBFIRMN TR
IMFBERE—ITEED. WRZFOLERE, VIPHIPEBET—1&0E0, KRILSEH,

HERR B ZS

TR LR RERE B A LU BRI R Z (B RYRER, WRBFEMNHESHIER OISR, WA= TS BN B
NMHERIO I R HEIERBIARSS

AEF &R m R

TR AR A BT IEM S3 # Swift TR IR ANMRRTIEHH, AHTEEIESIMEETRZENH
TRAHMEERRERARE RS RENEREE.

NREFAEETRMMX TR EBEH StorageGRID A #F#i28AksS, MHMECE — MRS AT R
Ro B ImRERN S3 M Swift ATFET R AHAIBEREX T —TNXT REEET RIRH.

n

paES

=
TR R 8 1y KRB SIRA AN IR R FR BN R E, BESKEDR, HF, BFEFMEHETER
i AR KBRS, XERIEE BT IRFIA IR E.

i
VLAN 0

SRR EIL LAN (VLAN) #ZHOXRBEREFMNREHTOX, LIREZLM, REMMNMEE 81
VLAN ZO#5E BT MM XT 8 EN— MR Z N REOMEKEL, Er]LITE HA B0 & #1280 = A {ER
VLAN ##0, BNBAEFREAFRREEF RS EERS,

40, ERIMLREIREEA VLAN 100 1548 FabricPool &, MifEA VLAN 200 £33N RIEE.

BEXER
* &I2 StorageGRID

© BEIEEPNEFImER
ERLIGE
T MW EIESS I E R ML 2IRE, UEEBIRIP StorageGRID &4,
IEF
StorageGRID ERAMMHEE N L LI

* £ HTTPS EEZNFERRSZB[IER. RSB[IEPATEZF KRS B ZERBILLSER, AZFIRIIE
RSBBHFPHNEFEREREBERR. RSFNEF HEE— BRI,

* BRPIREPATRRSSEZRFIREAF M, MMRELRIRERRINER NS M. TP RIES
SRIEIEHITINE

EEILATE * BCE > * Rt > * IEH * I EEEFA StorageGRID JEF.
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B IEARSS 28

BRI UREE— 1 HEZ MR EIERS2E (KMS) , LUES StorageGRID RSB MEF#EIZEIREMNZRZER,

F1 KMS 3 KMS EEEERZHERTIREMNY ( Key Management Interoperability Protocol , KMIP )

7JKEX StorageGRID 4= FRYISE T RigIH—MIZEZEA. FERBAEIERSS 23R LIRIF StorageGRID #4347
, BMEIREEMNEEEFR OPRIFR ML, EEEHTNER, BRIFTRITUS KMS &5, SUEEIHRIR
& LB E AR,

@ BEAMZEAEE, BIAEREHREANENREER * TRNE 188, ARTEBZRER
ANE PSR,
RIEIKE

NREFEBNZ S3 FARSHnfFiE, WalLAIEFHET SMSMNE S3 IR Z Eic B IFERRIEARS 23S, R
fEF HTTPS 8¢ HTTP &% AutoSupport JHE, MEILEEERET filiiA 2z BEEIFERRIERS S,

Proxy Settings
Storage

Admin

FRMERE P R4S

MREEANREFHWNE, WA LUEZEES TR ENEFIRNEREEREBRIF StorageGRID #5%%
BERdE. MIRTNRFFIHEMEAEE, WNRMEREANRENHHTEREREO ERINEER,

Blgn, ERIREFREMXT SIELE P IR L% HTTPS S3 i8R ZIMIFBNIERE. E, ErkEFEEHA
KEFMET RBHIL S3 FaRSME, RNPLEEFHENE ESZEFET RV ERAGEE.

HEXER
* %18 StorageGRID

* EEMEPNEF mEE

ERFILKE
EEILIMRIR EERECERMASIRE, LRI StorageGRID £4RYIETT.

BIRIEI
BT ERE, EeEILIEE AP SIENERER, HRIENREERMEALR AutoSupport JHERIEBF
RS EESIS

PO 32151

R AEFPIRATTATEIETE StorageGRID RATFHIFTEX REEIRE, BIEEIEIX RERATHIIN S
o HFRIT R IAT

TEE ] LUE X LA S3 M Swift B IHIRIEIEE 2RI E.
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S3 WRIE

StorageGRID S3 MR BENRER— MM RFEIFARSZE , #HHTF Amazon Simple Storage Service (Amazon
S3) HHY S3 MRBIE. ERILLA StorageGRID R4EAEE S3 WERBEIRE, MUAYF S3 HFKFTERSA
T S3 WRBENIBER FEEDER. G, PR S3 FFRIHNAERF AXLES RPN RIEEFRRIRE
((REFBH, SEAFREHENIEEXTREE) - LI, BAT S3XMRUENENMEMED LA LLEZEAFRIA
REEXHRBEAR, NRELKEEERGRENBE R TEMNRAMEIEESEL, NIitEXFREEARER,

StorageGRID with 53 Object Lock setting enabled

StorageGRID 53 tenant
Bucket without Bucket with Bucket with 53 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date

'

Objects with

retention settings

53 client Objects without
application retention settings
Objects without
retention settings
3 zpvin il

BT RS, ERILUEHN R BABEFHEEKENRE, UEBEMET R AEE=TE,

EREREmEAHERE

BRI LEREEEMARREE (ILM) FRiTH| StorageGRID RLHFAIEXNRINE, 15
4T E A ERIRIF. ILM FN AT HAE StorageGRID E—E&RHBIRANEIZEX R, Ea] LUAD
BE—1EHZ ILM N, SAEEERME ILM K&,

ILM FRRE X :

* NIFEREN R, MNUEIUNATHRENSR, AaLEE Mt mRMNERTS REIXR. Fm, Ml
REENATESRERFIKS, 15E S3 0&EL Swift BT ETTHIEEXRIKAIN R

* FERENGE, NRUUEFEEFETR, aEfEbsasTt=t.

* BRI REBIAREE, A LUEHIRIZA T B AHE I TAMR4RED.

* WFERIRIE, NEIEREIZAEL,

* WTFEMRIBRIA, ERLUMRIST R,

* WERHOEFEUENBIALE M E R EZ K.

* ERNRBAMRSINARIPN R EE (BT REIIRR) -
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HAR, WRITHEARE ILM AMNEER, MR RITHRIEFIETE Cassandra #IEES, ZBUBEM N TIE
ZiE. SNERZBEMER=ZINRITHRERE, UHLESIERR, XERIEIODHEMEFET R L.

ILM #0451

LR B ILM FINERZ SR BTFHAF AN KRERSAXLEXNROETNEFEEX, HES N BIREEERRLE
Bl XWNBIEASIRYE "Forever , ", XEBK#E StorageGRID A= B &R E(T. #8/k, StorageGRID ¥
REXLERR, BIEFFIHRFRERIEEDERE SRR ERIPR AL,

EERRN S ENTT A ERFENEDT . /P A KX RIREFE] StorageGRID G, RASUEINANGRBEES, R
ETEILENCIZRFRARIR T EIZS, a0, sNREF A RENRITEEUER 2 , N StorageGRID REi4R 1

MEFET R LRI MEiYEIA, —Bitm 2 AJA, StorageGRID METE LU= EIEZMFRE N
Two copies at two sites for Tenant A
Description: Applies only to Tenant &
Ingest Behavior: Balanced
Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day D
cii ] I >
Site 2 M
Duration Forever
ILM SRREGNEITERTR

StorageGRID RGBYESN ILM SREMIZHIPTEXNRIKE, FEETEIFGIERF.

YEP IR RIRTFE] StorageGRID B, RGSRIEERNREE FIRITFHZIBI—E ILM RN 3 XL R TIT
flr, S0FFAR:

1. INRREEPRE— NN B THES SHE N RES, WEREBZMVBIBNTARANZNR, HIRTEZANE
TRE BT 7 fiEo

2. MRE—AMNNHERE ST RALE, NWSRERBPNE NS R#ITITE, BTN,
3. MNRLEEMRICEHIFN, N AREPRGAMUVBBNITRARKRE R, BANEREINRE—
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FHN, FREEREAMmER. EXTNATFRIEER, FIB7RMFIBEN KRR,

ILM ZRB& R4
LR ILM SRBEMER = ILM FL0,

Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Achivate to make this policy the active ILM policy for the grid.

Mame Example ILM policy
Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I == Select Rules

Default | Rule Name Tenant Account Actions
- Rule 1: 3 replicated copies for Tenant A (% Tenant A (56889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (8 — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x

1

TGS, M1 EEREETHES ARNFENKXENRIE=TER EEEA=TMEFIBIZ, MU 1 RTE
BTHEMBEFNER, ELESRERN 2 3 EHTHE,

AN 2 LEEEMEFNFAENSR, BRIIREElIAT 1 MB ., XERANMNRE=TER E6ER 6+3 U4
HITEME MW 2 5 1 MB HE/NINKRALE, FIESREERN 3 FHEXLEX R,

M 3 BREEPHRE—FAUABIARN, REMTHIES. MU 3 N 1 N 2 FLENFIENR (R
BFHEF A B/NF 1 MB IXNR) SIZFDNEFIRIZ.
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* BXER
£ ILM EEWR

TR
BETHRE

NRIEEE L BRIRHE EFIF4RY StorageGRID RZiS
BEANME, MEPHNE IS UGS ERNENT S RERR.
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= N NetApp | StorageGRID Grid Manager ‘ Q @~ ZARootv

DASHBOARD

Nodes

View the list and status of sites and grid nodes.

TENANTS Q Total node count: 12
ILM £
Name 4 Type = Objectdataused @ 4  Objectmetadataused @ = CPUusage @ =
CONFIGURATION
StorageGRID Webscale Deployment Grid 0% 0%
MAINTENANCE
SUPPORT ~ DC1 Site 0% 0%
€ pci-abmy Primary Admin Node 6%
© bciarcy Archive Node 1%
fi DC1-G1 Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-53 Storage Node 0% 0% 4%
A~ DC2 Site 0% 0%

TERFIHT StorageGRID RATHFIAESAT S, FABETENTANEBEE, MBT ARG EHE
iR, NFEENBNEET— B, NEBSCEELLEENER, A2 REEER.
ERORSET

kit - ks ) BERERRME, REALD. Fli, BaZENMAEETRAREREE. 1
b, AIRERSARA * TEASTR * B " B, EthZERAIGEOLTENRS XMERFRIUNGEX

o

() EEEtaREmE, SATRSETORN. EXEERT, EAULBRIRTS,

ks - veanxd O BTTERE, BaREEAMg. O, TR ENRSBES%A
, TRIEFENBHNTREEEAR. —PHSNERAEBLTENRS.

MRV REWRETFERE, WelgFEEREER, BNXSETR "Not connected” " ElfT, BEEBT REVENER
, THEET R
LIRERR

MRTREFEEHNER, WTNRBMEULZETRUTERZ—!

g« €3 ZEBELE StorageGRID 5 S SRS EEETHEEE R, EUIIARARR SR ,
IMBRARETEA , TS SHIRS USRS X,

~x2- O sEMNLREREITEERAENSEER. CIAEIEERARAMEARANE,
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LIRS BB RA2Z1E StorageGRID T MRS HIIE FiE1To

PRE AL RETER, EEERERR, MRRKURSIETT, AJSTMARNIGITEN. ENEE
M REFRBHFIVNER, UBRENASSEETERRE,

A4, MRETRRIFAEE
BEEVRAGER, BROTFAREENRE, R =R

© EEMREZMAEFE StorageGRID AAFAIHEENREHE, (RREEERT —1MER
StorageGRID ZFEM AR S, )
CEFE-MIERNSBIEROESR, UEESZES EMETRNAITEENREHE,

* EE-TMRETRUEBEEZTRIFAEE.

TR IIEANED

T3 R A TRER BRI - REUR T I MM RIER RS

EIN-E A TR Description BIEH
5% * REBAXB M RNESER. FRETR
© BRRNT RV ETE R B R

B * ETREIT R CPU MBRNNEFERBER FRETR
* WFRETR, #HTEMBEHES.

B BR—1ER, ERERT7TEIMSZOKKNELE MRETR, SNERME
BHNERE. BT TNANTERETZTRINENERS  DNRE

o

T#i# * RSN TR EANEEISENERNIFAES. FRETR, 87 bmME

. 3 AN AN AEH— PRI
MNFEET R, SMLSHBINE, HEEER

— Ee B {a) A fE AR A SR BUBEF A T IR ERY

o
R * I’ftAX S3 0 Swift AN RERIER. FHETR, SNERME

 WTFEETE, RUNSHIAREETIIRE R

EEMEEEIERNER.
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EI R
ILM

AE TR

TAmRS

SANtricity R EIE2S

Prometheus E1%

EETI R LR Prometheus ARS3 MFRE T3 = L BYBRSS SRS (8] R 514810

Prometheus WERIEIRSEMR EERIITSUEER:

Description

REEXEEERFMHEE (ILM) BENER.
* WFEFETS, REEXAUPREIRA ILM T4

MEEWIERNIFAES.

* WFEPERIMBNRNE, BR—1 ILM PAFIRERY

B R LRIEIR

* WFEANME, RUTHRMNFIAENRITE LM 3

&I RS El,

B S N H TR RSAEXBMEREMISEE,

* WFE R, REZES EFRETRNAITER

VERERE,

* WFRBAIME, REFFBIERNGIHEENREHE

2,

RMEXILR R S3 FaIRSFIRENER.

IR SANTtricity System Manager B9iiRI#XR. 7E
SANtricity System Manager &, &0 AEEZMHEITH
BRRB ISR IE (S B LA 5 IR TH284E X A E] R,

BHERY

TR, SNERME
A

EETRMNXTR, &
MG RN

SNy

FERETR

A MREEIRE LT
F2ZE R F8.70
(11.70). MWA=E

T~ SANtricity R ETELRIE
IDT_EO

*CCTRINE ¢ TRIESRERER - ERNERAMEREER Grafana AL TR ER Prometheus WEERY
BBl 5#54T. Grafana LIEIFZMERENEREEFSI#3E, M Prometheus FE/EImEHE R,
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kb/s
500 kb/s
450 Kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06

== Received Sent

* *EfR ¢ WIREER Prometheus $EARRYEIRMNFZ TN true , WERTERE™EMERIIMEAER.

© * IREIE AP . BRI ITEEEXZIRMN B A Prometheus 1815, tLAILUERINEE I T AR KT
StorageGRID %%, BXFTEH Prometheus 151R5IZR, 1BIHRNEEIE APl , (MMISEIESSRITNER, &
FHEEBIEIFRHIERE * APl Documentation* > * #5845 * o ) BAE 1000 ZMEMRAIA, BIEIERXEN
StorageGRID ##{ER FEMEFT IR D HVHEIT.

@ BV EE private BIIETRXUERERER, 7£ StorageGRID liAs 2 [B]AJfES R EFH, KR
SiT@EH,

RS> TER*> P TIEM ZF > TR > 5N Tl XENMETEREARAZFER, B
THZITAENMER, XLETAMERERT Prometheus IEHRHE,

()  mErRERNREENRSREENEERE, TERRESH,

StorageGRID B4
B4 rRIIRE StorageGRID AL FZINEENENRS. STMMETR, S RN ERBEM4E,
StorageGRID B4 EMISEESRPINFZ(UEFER:

CTPHATNE Y . TARELETRMIFZESERE StorageGRID B4,  ( Prometheus feirtb B RET 2@
+o)

cEAR ¢ HEMREIEXHIMER, StorageGRID iR (BB RS KERNE™EMHRIME,
©* RRRIRIMG ¢ L BEEEREMREIMER (* > TR > WgEh ) .
c B SREEMIERTRNEREEERRN, KERGEMN, SENSHRFHIR

BMHE
BEZROKE, AEREERH, ARERBRT, BUEEMAIRRIESR, HIMNARSSHREMET REEMER,

te5h, EHBRERRIRER RIS IREIRE, AZHBENEMESIREEBRAEE] StorageGRID R4, &
MARREDHARERSAFETREER, HETUEHERERNER SR ERNHEM.

BXES
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* UEIEFNSPEHRR
* BIEMEEER
* {3 StorageGRID X%

BIEMEREER

ERAGRET B TERANRE, BTN, MGEAAER StorageGRID Z1THAEIRI8E
A E R,

ZIR RS R T M44T StorageGRID RZH A gEA T MBI EET A,

* BIRAGNETREPRENRE, NFFERELXENENS, RAZMEAEIR, MATAIUL2ZE
EH, NFRSMEAER.

* ISR A BARERER " TEHRM T —METRAEE SN LRENRE, SRS NERNE
WAMFIRHITHIF. FIW, EARFERTR I MRMNREERETHR, UEEWETRIEEZIEE
TRe BE, ErREFERMLNEMNAFNERHATHRF, UEHRSEERIVEMED,

* EA—XENSNERS DA — B FEMESR, LURDBREE, L, " HaiEiR " " ERRER "
OEL, ZMMEREENERBETI— 1 H, EIURANRSERAUETHREBEZNER. Hl0, @0
REMNRIRE ™ TEETR Y BE " Eik, WRSRZE—HEFHE, FEEREE " SaER " TEL
E/—J_Tﬁ_/réﬂo

Current Alerts B Leam more

View the current alerts affecting your StorageGRID system

1# Group alerts. Active
Name i1 severity LT Time triggered ¥  Site | Node 11 Status i Current values
+~ Unable to communicate with node 9 minutes ago (newest]
) . . =xe. & 2 Major oo e 2 Active
One or more services are unresponsive or cannot be reached by the metrics collection job 19 minutes ago (oldest}
Low root disk capacity Disk space available: 2.00 GB
Minor 25 minutes ago Data Center 1/DC1-51-99-51 Active .

The space available on the root disk is low. H Total disk space: 21.00 GB
Expiration of rtificate for St API Endpoint:

st slerver e n‘ pojn = . O Major 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire.
Expiration of server certificate for Management Interface

i : @ : 7 : Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 30

The server certificate used for the management interface is about to expire

+ Low installed node memory a day ago (newest)

) ) €3 5 Critical . 8 Active
The amount of installed memory on a node is low. a day age (oldest}

* EREAEMAIR VR BARA B E R 7 BRI, @M EERXZEIT bR FAER
, EIRTEN, MREIRANEIETE N S ERBX TR = RI{E,

* EREBFERPERIUN " HRIER "M " BAERER " UE ERERYIREMR T RRERVENRF, X
BIURIEE R E1E15M StorageGRID XS EEHHE, UETEHMIAREFANHERIRTIZ.
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®

Low installed node memory

The amount of installed memory on a node is low.

Recommended actions

Increase the amount of RAM available to the virtual machine or Linux host. Check
the threshold value for the major alert to determine the default minimum reqguirement
for a StorageGRID node.

See the instructions for your platform:
s YMware installation
* Red Hat Enterprise Linux or CentOS installation

o Ubuntu or Debian installation

Time triggered
2019-07-1517:07-:41 MDT (2078-07-15 23:07.41 UTC)

, HESTER.

BERARREFA. HERZSNAR REM AP RBIERRRAFRIFR.

Status
Active (silence this alert (§ )

Site / Node
Data Center 2/ DC2-51-99-56

Severity

€3 Ciitical

Total RAM size
838 GB

Condition
View conditions | Edit rule (8

Close

EIRAGABEENS

FiE& StorageGRID AP EE LR, MNREEE root AR EIRLERE, NMIXA LRI FFAREIE

e

* REFBEE N HSNEUERF BRI EiREN, WelIRatEss
Ao ERILAIISEE

TR LARIBEFEREINERAN, ERILUTEERAERMN, W] AERE A F ST E,

ﬁﬁﬁ ﬂ’f%rqﬁ API EI’J " ?E’FT " ﬁBﬁTmf#&E’J Prometheus ?E’FT@UE%&E&

%‘?EEI’J 1fF,

PRRE, BPIEREENT REREAE AN,

Flan, MRETHRMNERE RAM =2/NMF 24, 000, 000, 000=FTs
Ko

node memory MemTotal < 24000000000

BXER
IR

{EF3 SNMP Y435

NREFEREEEMEEENIN ( Simple Network Management Protocol , SNMP )

StorageGRID , BJLAfEAMNMREIERZECE SNMP LI,
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, services are stopped and restarted. Conneactivity might be interrupted until the services
are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @

M EFEEANATEEENR. A, uclé\'ﬁ?tt/ﬁi—ﬂtl:W?I*&F MAFEMMET R, EE
StorageGRID RAFHIFTE T mEITHERBRERAE AL, ErTLGBSERERNNET R, WETRES
PRE IS TT =3k B R XHEAENR o

@ BIAFTE MR T RE = ERMBEMEFRAHTTER, BEMERFPRISEFREN A sE Mt
EXRBETN R EFERS. f, EMEMEFRIRZFMEFMET R LB LDR ARSS.

SANtricity 1Z{ERFAFHEK

IRFERENFETRINEITAES, ErRIEEFEEAL SANtricity IRIFRGTE . ERILOE SANtricity OS XX
L2 StorageGRID RFFHEEET R, HMWREERSEN AR,

& e L@ T HE 289 SANtricity TUE L% SANtricity #@1ERAEFHR -

SANTtricity OS

Use this procedure to upgrade the SANricity 05 software [controller firmware] on the storage contraliers in your storage appliances,

L. Download the SAMtricity 05 version that is compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.

2. Canfirm the storage controllers are Mominal (NODES > applionce node > Hardware) and ready to upgrade,

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded ane at a time
During the upgrade, a health check s perdformed and valid NVSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up-ta 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes laler

SANtricity 05 Upgrade File

SANtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @
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Grid Expansion

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topelogy. These grid configuration tasks are run automatically by the StorageGRID system.
1. Installing Gnd MNodes In Progress
Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

rch Q

Name It Site 11 Grid Network IPv4 Address v | Progress I Stage it
DC2-ADM1-184 Site A 172.17.3.184/21 i 3 Waiting for NTP to synchronize

DC2-51-185 Site A 17217318521 N Waiting for Dynamic IP Senice peers
DC2-52-186 Site A 172.17.3.186/21 | i Waiting for NTP to synchronize

DC2-53-187 Site A 172173187121 i Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 ™ X Waiting for Dynamic IP Service peers
DC2-ARC1-189 Site A 172.17:3.189/21 |_I Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new grid node’s certificates to the StorageGRID system. Pending
4. Starting senvices on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

TRREIE

SNIREEME, EIME, BIERRHRHHESH T R ETTHAAE, NWHET RAJ S AERE,
IE R RS BEUR FHEMET RTS8 URMET RBRE, SMERBINET REE—MIENTE

BREPE , BT REEZNE. B, B HRAERERENET M¢Mﬁﬁ,W5jEﬁﬂﬂnm
, A" RE " TEEEERT RHTERT RBEiE.
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fFlan, AREEREET RENSERBIMERFTE .

Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEWCES Linux
appliance

See the
"What next?
section for details.

Corrective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Q
Name v Site It Type It HasADC lT Health Decommission Possible
DC1-ADML Data Center 1 Admin Node ) :st E:r;igﬁmm Node decommissioning is
DCL-ARCL Data Center 1 Archive Node - ) ?fpgﬂe‘;e Hades decommissisning & ot
[J ocrer Data Center 1 API Gateway Node - (V]
DC1-51 Data Center 1 Storage Node Yes o 2';;:;; zit;ei:it::;éiq;i;fii::i Silile
DC1-52 Data Center 1 Storage Node Yes o 2;;:;;2 ii?;?;:;{;zq;;i:;i::i R
DC1-53 Data Center 1 Storage Node Yes () g;;'; zitgeii::::;q;i::ii:;”i pimum of 3
|:| DC1-54 Data Center 1 Storage Node No 0
D DC2-ADML Data Center 2 Admin Node 0
e Bk Bt Storage Node Vos 0 No, site Data Center 2 requires a minimum of 3

Storage Nodes with ADC services.

TR AN EERFN " FRMR " TEMNRER. BEREQUERSMRR LR REBHE, BFEZ
it ERSMRSEL R, BERASREBEE, "IUEREWS " ASHESERRERES, ERWERIFAE
B, BEXILM REE, M ILM RN ERE 25 | R AR AR AE (] 15 A SR AT A2
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites

Site Name Used Storage Capacity @ Decommission Possible

Raleigh 3.93 MB

Sunnyvale 3.97 MB

Vancouver 3.90 MB Ma. This site contains the primary Admin Mode.
W LIPS A2

A RE B ERI T — LB LIPS IZEIE:
© ERTRIEMILE LT
* FEER IP TEEHNMEIPZRERVISENMERLE
* AN, MBREFIHRZ RS (DNS) ARS8
© AN, MBRSCEFMLSESEIMY (NTP) ARSS28, UMRTENMET S ZELEEDS 3R
* RSB SIS HR I IRENT RIS ERE
FHEB IR E TR
FLEAPT RIS E T 1E Linux 3 VMware E3FZEH) StorageGRID T, HESET StorageGRID fRAE B9

HAM%, Hi0, EoIaeHmERMET TR EIEM Linux 41, 3¢#& 3% E! Tivoli Storage Manager  (
TSM) BRI I TLER,

RETRE
BPIRETRRE, G UBARMRRNINEIRET R B A[E—Z4E StorageGRID it FEBRIHTIRIT

:Ei“é’ilbﬁﬁﬁﬁlz%o tEER II—JFEE%%E%E@EU%W%, MTTEELE N EIRIIEE S =, HEREELT
R, mREMT 12 TFRITHEGARIRE, HRMTERIRENTG

IR RS A2

,.ﬂt_J'ﬁ“EEET‘ﬁmﬂﬁﬁﬁ_Hﬂ TREDE, fl0, EEFEENBIMNET RRFELHERBIREN
BT RS, FEMETREREIUMMBEERSRNT; 5—EdENERESREIMET RAERZT RE96
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe. secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used fo obtain data from the StorageGRID system.

Provisioning Passphrase senend

Start Download

TRIERA X HFOATT RN, $IEnRtaxHesEmi2s, ReMRITNE,
() mEeXHEEASIRE, RNESSTRTM SorageGRID RIHIIEIIHHAZ,

BXER
* FHRER
* RN
* IRE LR

&£/ StorageGRID 3z ##%10

P& EIRSRIR M T — L3RI, RIESBNIETE StorageGRID R AIFIEIR I S5 AR HF
BX %o

56


https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/admin/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/upgrade/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/expand/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html
https://docs.netapp.com/zh-cn/storagegrid-116/maintain/index.html

fid&E AutoSupport

#1d AutoSupport ThEE, StorageGRID AR UAMISAZREAXIZITIRRARESE S A8 AutoSupport AT 1L
EEMRCBVRENRRRE, BARZHEAUSITRANEHES R, HEEHERTEE RN AL
o WA LU AutoSupport JHEECE N &IEEI B — BT,

ST AERAMISEIESSACE AutoSupport  (* 235 * >* TH * > * AutoSupport * ) . * AutoSupport * TIEH
MEMR: *KE*M*ER*,

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and eveni-driven health and status messages to technical support to aflow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommendations.

Settings Results
Protocol Details
Protocol @ ® HTTPS HTTP O SMTP
MetApp Support Certificate Validation & Use NetApp support certificate Y
AutoSupport Details
Enable Weekly AutoSupport @& "

Enable Event-Triggered AutoSupport @ ]

Enable AutoSupport on Demand @ (]

Software Updates

Check for software updates @ [

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ ‘ Send User-Triggered AutoSupport

AutoSupport SHEFREEHEER
AutoSupport JHEB ST EE:

* StorageGRID % {$hizzs

BERGRA

* RERFIMUBERFEMEER

* EHAEIRMER (BRS)

* FTEMSESHYURIRES, SIEHELHUE
* BETRMIBEFRBER

* BRFMRKR MR E
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* MIRECEIRE

* NMS 52K

* SEED ILM SRR

© BECEMEMSEX
* ZHTIETR

BRI IE B /R R % StorageGRID BY/ZF AutoSupport THEEFIE ™ AutoSupport 111, WaIUHEEBREN]. W
RKBH AutoSupport , WEEEREEREEER—FHE, WEEEE15M AutoSupport Bt E TTERY5E
%

The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

MRXHALER, WILHERAEBRETR, BEBRNGSREFNILE, BIfE AutoSupport I FERARS.

{EFDigital Advisor

Active IQEIFIRIET . FIARBENetAppE P ENFUNMEDITMEAFE S HFEXOTE, FUIMER,
MSEIE S BMUIRFRIFBEERB LA EZRPETRA, NMERGETIVEH RS AR AL,

SNREEANetAppsZHFIL = LR FFIEE SR THEE. W= FAutoSupports

"Digital AdvisorSt4"

& StorageGRID BE

AT EBENRRRD, ErIEREREREXGHHBEERRAR ARSI

StorageGRID A BEXHHRES, ZENHEMEIRER. S BT RESE bycastlog X, ER
BRFEHIR X . StorageGRID iF& &1 StorageGRID RSB EIEBAEX Y, SHEMEIFEHHEXNAE
XRS5 =5 NBAEFREXEEX .

B EENE B X StorageGRID ZAALEZ B ITIEN AP o] LAER WS SRR P B EmEREXH,

ROMUEMEERE. WEBEH, BALER—IHS I T RATEENER, HESWEHITIHEE  targz
XHR, ERILFZXX A THEIAMITEN. FlX4d, SMRRTREE—TAEXHIE,
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@A = StorageGRID

@ A [ DC1
) |:| DC1-ADM1
@[] bC1-G1
@ ¥l DC1-51
@ [_]DC1-s2
@ [ ] DC1-S3
@ [_] DC1-54

@ A [ DC2
) D DC2-ADM1
@ [] bC2-G1
® ] DC2-51
@[] bC2-s2
@ [ ] DC2-s3
) D DC2-54

Log Start Time

Log End Time

Log Types

Motes

Provisioning
Passphrase

2021-17-03 06

2021-12-03 =

Application Logs

[ ] Audit Logs

:[ 31 MST

)

:[ 31 MST

'

|:| Metwork Trace

|:| Prometheus Database

Coliect Logs

ERIEIRHEITIZ

R FHTHOEHRRY, B SR AL AR—RES StorageGRID RFHIIFMIEFNEIR, XA L
BITINERIZEER, TR StorageGRID RARIXEES

fetRoUE

1&B] LB 154K 01 E 4 18] Prometheus #1 Grafana BB 5. Prometheus AT UREISITIFRER
%, Grafana @B FrIfRLIBIRRY TR,

@ eI UE RN TRERASFER, XETARNREEEMREMERTEFER, &

REENH
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Metrics

Access charts and metrics to help troubleshoot issues.

© The tools availahle on this page are intended far use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps:// fmetrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time,

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid S3- Node

Account Service Overview LM S3 Overview
Alertmanager Identity Service Overview S3 Select

Audit Overview Ingests Site

Cassandra Cluster Overview Node Support

Cassandra Network Overview Node (Internal Use) Traces

Cassandra Mode Overview OSL-AsynclO Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Processing
EC-ADE Platform Services Overview Virtual Memory (vmstat)
EC - Chunk Service Platform Services Processing

EC Overview Replicated Read Path Overview

f&A] LUB e A Prometheus 3F45) AV FE1EZ 1) StorageGRID 1EITRYAIE, HEEXLEEMAKEZ L
HER .
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ BMPEE private BIEIRMXUERERER, 7E StorageGRID s Z BRI BES R EEN, MAHEIT
pTp3IN

Remove Graph

EaI LB fEtr B Grafana S8y FREVEEIZIF RFIMAER(E Bk, HEREE—EREINAY StorageGRID 51R
B,
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w i == Site - (o] € ZoomOutr » (@ Last24 hours

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbp=

2.0 Mbps
.0 Mbps H kbl et (i
10 Mg | ;lﬂnl'ﬂl‘n‘l -'1‘!L.\‘.l|’|'1||‘1'.w. H.'J.‘.-w'-ﬁ'_\'
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Y 0:00 8280 8/280 00 8/2808:00 8/2f B/2812:00 /281400

== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata

100
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50.00% 50.00%
25.00% 25.00%
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20:00 D0:00 04:00 08:00 12:00 20:00 00:00 04:00 08:00 16:00
= Used (] = Used (%)

ILM Queue

18:00 20:00 22:00 00:00 02 06:00 (0 23 16:00

== Objects queued (from dient operations)

" 28R " AN PR SRS T —AMERIZELE, FIRFIFR, FrEI2ngSFIERRTS.
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Diagnostics
This page performs a zet of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

* Cassandra blocked task queue too large v
* Cassandra commit log latency v
* Cassandra commit log queue depth v
* Cassandra compaction gueue too large v

LJJWWWW\WWHWW
BERF¥EIZHA UEEE X AELTISERIVFAES.

FURAIF, BRT StorageGRID £24HE N T RBYAT CPU #AR., BT RENRTFERNERHE,
FEIZ BT BEARS NIER .

CPU utilization A~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, accass the Node Grafana dashboard.

Status Mormal
Prometheus sum by {instance) (sum by {instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)({node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
© Caution =>=95%

Instance 1T CPuU Utilization 11

Status ~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-81 8.708%
DC1-52 8.142%
DC1-83 9.669%
DC2-ADMA 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-82 5.000%
DC2-53 10.469%
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