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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration

@@@@

& You might lose your connection if you make changes to the network or ink you are connacted through_ If
you are nol reconnectad within 1 minuts, re-anter the URL using one of the othar IP addresses assigned 1o
tha appliance

PERRERIIE T ERSIHONERIRS (Boh/ xH) FHRE (1/25/40/100 Gbps ) »



Link Status

Link State
1 Up
2 Up
3 Up
4 Up
5 Up
b Up
BRI IRt DI E R
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° PRI * NEHERN * IREN * EHEMD o

Speed (Gbps)
25
25
25
25
1
1
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Link Settings

Link speed Auto

Port bond mode | (@) Fixed | () Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Hetwork

Enable network

Network bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (202.1qg) ]
tagging

MAC Addresses ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Metwork bond mode @ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:c4:9723:24:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'n'ebling the Client Network causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Enable network
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Link Settings
Link spesd Auto j

Part bond meosde { Fioed {+ Aggregate

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (802, 3ad) mode.
Enable VLAN {B02.1g) F
tagging
VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable network p
Network bond mode {~ Independent v Active-Backup
Connect the Admin Metwork to p If mecessary, you can make a tem ry

direct Ethemnst connectio

e t =
and wsing link-local |IP address 165.254.0.1 for access.

&

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACF (202 . 2ad)
If the port bond mode is Aggregate, all bonds must be in LACGP (B0

Enable VLAN (802.19) |7
tagging

VLAN (80213 tag 332 -]
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Grid Network

The Grid Metwork iz used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must ke able to
talk to all other hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
sernvices. such as NTF, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172 18.0.0/21 4
(CIDR)
17218 0.0/21 b4
102 168.0.0/21 + %
MTU 1500 &3l
Cancel
Save

3. WNRIEREF * FS , BRBUTSREEMENLE:

12



a. £ CIDR RINERNGES IPv4 il
b. AR,

NRIEHMEZERX, FEHANERNEEZS IPv4 Hitlk,

c. MMREBFEAERMN, 1HF MTU FERENNERTERMBIE, B0 9000, EM, BHEREBMIAE 1500

o

@ LEHY MTU B4 015 T m PSR A iR O EECERVEDLES, BN, FIERREMLE
tEReRASHIEE ER.

N T RERAETLEIEE, WFEFTE T RASMAEEC ERERMM0 MTU &, RS
(D) mEmESIBALNMIURBEREER, NakE - MHRE MTU LR * S,
SR MATIN MTU (B25ER,
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By IP #uikRy, BRI FMFIRATEESREEN,
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e. TN LR F 5 IR EFTIR.

NREEREFH, WEEZMEER K, IEEFIE NEFHELR B MK B
StorageGRID %38, EAHIEEEIR T = RIS FRF R A E SOX LRI L F Mo

() FoILBism. MBEREREFHME, NBABEEERNERERL,

* BANFR, BRGENET 4 &E—TFEEM.
* EMBRARERBFM, R EMFRET %o
f g ®RE"S
4. NRFEFET * DHCP * , FRBUT S RECE MEMLE .

a. ¥ * DHCP * Bitigillfm, B&* &’REF "o

ARAE=BHER * IPv4 3k *, * Wk * M * FM * FER, IR DHCP IRE|[/KE NS MTU E, T
*MTU * FERBERZE, HEZFEETHRIE,
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Admin Network

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to be routable between sites.

P ® Static () DHCP
Assignment
IPvd Address 10.224 3 T2/21

(CIDR)

Gateway 10.224.01

Subnets 0.0.0.0/32 +
(CIDR}
MTU 1500 &
Cancel
Save
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[e}

@ MEE MTU BX5S T3 ARSI RIG O EECENELE. BN, AJieskENE
PRER R IR B B R

d B8F*RE"
By IP #uhkRY, R FMFIRATEESREEN,

YNR5 StorageGRID I8 &R EIZFHIERETF, BEEAERINISECRIFTERS IP HULEHHA URL. I
W, + *https://services_appliance:8443*

e. MINEEMSKFWFIRERBLIR.
1 BIE R 7S AT LUE R B X BRI PR A F Mo

() EremmABEREREEREMR,

* BARIFM, BREEEAER 4 &RE—MFEEM.
* ERERARERFH, BRERFRET %o
fBERE
7. WNRIEFET *DHCP * , BIRBRIUATH BRECEEIENL.
a. j%&#E * DHCP * Bitigsllfs, B * RE *o

R BDET * IPv4 ik, * X < F0* FW * FE. 1R DHCP ARSS[IKENIE MTU B,
*MTU * FERHRTRIZ(E, HERFERBTENREL

289 Web H¥i28= BohEE A E] StorageGRID & & REEFZFHIHT IP ik,
b. HaIAEIEMLE FMFRIEHBTIR.
IR TS P LU R MBI X I TR PR A F Mo

() FEremmABEREREEREMR,

* BANFR, BRGENET 4 &xE—TFEEM.
* BEMBRAREAIFM, iR EMFRET %o
c. MMREBFEAERM, 1HF MTU FREXNRVERTERMBIE, FI409000, SN, BEHRERIAE 1500

o

@ MER MTU [BX05 T3 RSO EECENELE. BN, AJgxkEMSE
MERER) B IR Bl B Ko
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d BF*RE"
8. BRERFIHMLE, BTEREN * BFIHMLE * Bk * #5 * 50 * DHCP *,

() =mEzFERE, SAEERRERE LEREFBNE.

Client Network

The Client Metwaork 15 an open network used to provide access to client applications, including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static ) DHCP
Assignment
IPvd Address AT 47 T 183721
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

0. NRER * #E *, BRBUTHIERER P IHMNLSE:
a. £/ CIDR RTEMNBES IPv4 ik,
b. B8F * RTF *
C. HIAZ P IRILRMKRY IP It IFHETIR,

CD MRBATEFHENSE, NWEERMRIABR, RANBRBERTFENENX, HETERA
B IRMENTESEEMED,

d. MNREBFEAERM, HE MTU FERENNERTFERMAIE, 1409000, BN, HREHIAE 1500

o

(D MR MTU [BX05 T3 R SRR RGO EEEENELE. BN, fTaexkEMNS
MERER B IR Bl B Ko

e B RE",
10. INBHEIET * DHCP * , ERBL TS BEEE P IBME:

a. j%&#E * DHCP * BitiRsllfs, S *RE *o
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ARGz BRNET * IPv4 ik * H * X * FEo Y1R DHCP Ar55281KE NI E MTU {E, M *MTU *
FERBERZE, FEZFERBETENRE,

&/ Web R 5282 BhEEAZF StorageGRID & &R EFZFHIET IP Hitit,

a. AKX EE Efo

@ MRBATEFPHEME, NEERMIABE, ABBERTFPENENX, HEERA
& P IRRLEEY TTEB EE IE O,

b. yIREFAERM, B MTU FEREVERTERMAIE, £I%09000., BN, FREMIAE 1500

o

@ MLEE MTU BXS T3 R FTEER RGO EECENELE. BN, ARk ENE
tRER RS IR B AR,

BXEE
B2 E5700SG FHISEAVBEALE
FOUEMZRIE RS

BN HIART LAMIE SRR AR StorageGRID MR, EBIIL@ITMEMXIKRE, B
Mid StorageGRID ISBZERRFSARFM LR IP itk [8/A&EE, &R LASIE MTU
RE,

Pz
1. M StorageGRID & B LZEEFHFEH, B * EEEMLKEE * > * Ping #1 MTU U *

IEEPRE 2R Ping F1 MTU SR D1E,
FPing and MTU Test
Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity

through. and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwark to
the destination, select Test MTU

Ping and MTU Test

Metwork Grid b

Destination [Pvd
Address or FQDON

Test MTU [

2. WP * THIES, BESNEORE: Wi, SRRRELH.
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3. WNZME EEADENM IPv4 it 2R EHZ (FQDN) ,
B0, ERIREEE XML EEIET = LM XHIT ping 121k,

4. 5F, EH NS MTU* EREIERS W& T BirNENBREN MTU 1RE,
50, EEILOMIRIR&E T RS HMIL AT R Z B RERER.

5 g MiAEE

MBEMRIEEE, MEER "Ping test passed" SHE, FH5H ping s5< it

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwaork to
the destination, select Test MTL

Ping and MTU Test

Metwork Grid [

Destination |Pvd 10.96.104 223
Address or FQDON

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 10.96.164.223 (10.96.184,223% 1472(1508) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time ems
rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

HXEER
FOEMLEHER (SG5700)

FHR MTUIEE

Ik 2R 5 B 4505 12
ZHH1R StorageGRID B & RIS KT X2 BRIA A LS AELIERE, Bk
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StorageGRID & & & &2 A LUEEZEIHEE IP it siiitii SRR E TCP ik

S
*F TS

fiEF StorageGRID & &R EZFPIRMHIROFIR, SIS SMEMEREMT R ZEREZ,

tesh, SRR LR EIEME P IR AR UDP iR B, FIs0MAF 9B NFS 8¢ DNS fRSS2809IK0. &

FKiXLIHROAMFIR, ESM StorageGRID W ER AN P HIHOSE,

@ i ERZ RS H R MR R O {GE R T StorageGRID 11.6.0 hR. EXIFEMHT AR AR

BEIEH, ENIAERSEERTEM StorageGRID ARAsHIRILZEZ AN

$IE
1. 7 StorageGRID & ZEEFF, B * EMLZEE * > * mHEENE (nmap) *o

IR B o i O N it DT E

IR CERRT I T RN EFE TCP EEM TR, NWFEMTRER, WRIIETIRENAIHRA

PO £ 1% .o
TR LU R 71 YIS & i 0 5 AR S SR RV ELth 15 = Z IB] Y&

2. M *WEE * THIZIRS, EBRENRAOME: “WKg*, *BB 5 *TFK*,
3. NiZME ERENIEE— IPv4 BT,

fFan, SRR ERNMEH T EET = EBIMNX.
EREFFHEE—1EE, WRFIFR.
4. WA TCPIRAS, LESHRNEOFIRSROTERE,

Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP uDP
Test Connectivity

o Bl * MR .

° YNRIRTE iR ORSIMEZEZE N, NEE#EIEFRSER "Port connectivity test passed’

an <L YITEREIE 75,0

"HE. nmap
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

° NREZIZENIEL T i DQ&H%JJ% BENRIT—PHZMEERD, NEEERFSER
"Port connectivity test failed” " JHE. nmap fr<HHFITEEBE TS,

FNROPFRERIZIZIRORRS A “closed” o * I, HEZHEEN TR TFARERETE
StorageGRID NMS RS HARTEIZ T R EIE1TH, ERIGESETILE MR,

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE

22f/tcp open ssh

80/tcp open  http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open  oracleas-https
9999/tcp open  abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

 WRTEN—INHEZMEE IR ORI IR ORI ERE, NIEEiERsES "Port connectivity test
failed” " JHE. nmap < HIEHIEREIET S,

JEEERTERHET TCP EREIZEIN ENENRO, BXRAAETREERAR. NRFEE
EAman, NitkwmORPRESH " Bk ", H BRI RSP AEME LE,

(D) s, FTRTIHHE “closed " BB,



© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2@2@ as: fusr/bin/mmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE

22/tcp  open ssh

79/tcp  filtered finger

8@/tcp  open http

443/tcp open https

1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd

1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds

BXER
PO £8 ZE 43 A
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