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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Link Settings

Link speed Auto

Port bond mode | (@) Fixed | () Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Hetwork

Enable network

Network bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (202.1qg) ]
tagging

MAC Addresses ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Metwork bond mode @ Independent {T) Active-Backup

C.enneet the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:c4:9723:24:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use

all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'n'ebling the Client Network causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Enable network
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Link Settings
Link spesd Auto j

Part bond meosde { Fioed .:"‘A,,ra,ata

Grid Network

Ensble network p

Metwork bond mode {~ Active-Backup (o LACF (202 2ad)
If the port bond mode is Aggregate, all bonds must be in LACP (802, 3ad) mode.
Enable VLAN {B02.1g) p
tagging
VLAM (B02.1q) tag 328 =]

Admin Metwork

Enable netwark p

Network bond mode {~ Independent v Active-Backup
Connect the Admin Metwork to ports 5 an ry
direct Ethernet connectio
and using link-local IP address 169.254.0.1 for acoess.

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACF (202 . 2ad)

If the port bond mode is Aggregate, all bonds must be in LAGP (802, 3ad) mode.

e IS Agg D

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]
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Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Network provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must be able to
talk to all ather hosts. The Grid Metwork can consist of multiple subnets. Networks containing cntical grid
senices, such as NTP, can also be added as Grid subnets

P ® Static (O BHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192 168.0.0/21 + X
MTU 1500 K

3. SNSRI * B ¢, BRBUT S RECEMMRMNLE:
a. £/ CIDR RTAMNBES IPv4 ik,
b. FAMIX,
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&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.

P (@ Static (D BHCP
Assignment
IPv4 Address 10.224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 >
Cancel
Save

6. INRERE * #HE *, FREBUTSRIEEENE:
a. €M CIDR R ZENIRE ERERIRO 1 MAFS IPv4 ik,

ERiRO 1 U TFIRERWAIAMD 1-GbE RJI45 iwOBIZEM,
b. T NMIX
NREHINELENX, BEMMNEERIFS IPv4 ik,
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C. MNREBFERAERMN, B MTU FEREXNERTERMAYE, %0 9000, BN, BERERIAE 1500

[e}

@ MEE MTU BXS T3 ARSI IG O EECENELE. BN, AJieskENE
MERER RS IR B AR

d 8&*RE"S
By IP #uhkRY, MR FMFIRAEESREEN,

NR5 StorageGRID & &L REIZFEIZITF, BERENIRNIS RS IP titEMHHAN URL.
i, + * https://services_appliance:8443*

e. MINEEMKFWTIRERBLIR.
1 BIE R 7S AT LU IR MBI X I TR PR A F Mo

() EremmAMEREREERERMR,

* BARIFN, BREEEANER 4 RE—MFEEM.
* EMERAERIFR, BFREMERET %o
fB8E®E"S
7. WNREFET *DHCP * , BIRBRIUATH BRI EEIENL.
a. 3&$% * DHCP * BikiRillfe, B& * RE *o

RGRETETS " IPv4 Mk *, * % * F1* IR * FEL, 418 DHCP IRERBENHE MTU &, T
“MTU * FERIFERIE, #ERFREZHRM,

&/ Web N 5282 BhEE A StorageGRID & &R ERFHIET IP Hitit,
b. HIAEIEMEFMTIRIEMRTIR.
TS NEIE B A A LA IR B X 1 1 PR B F Mo

() FEremmABEREREEREMR,

* BANFN, BREENET 4 &E—TFEEM.
* ERFRREREIFR, BREMHFRET %o
c. MNREBMERERMN, 1B MTU FERENRNERTERMBIE, F1409000, BN, BEFRERIAE 1500

o

@ MR MTU [BX405 T3 R PSRRI i O LB EETE, BN, fTaeskENS
MERER B IR Bl B Ko

d 8FF®E"S
8. BEEXF KNG, BENMERM * B UHMLE * 55 Ik * 5875 * 5 * DHCP * .
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() =mEzFeRE, SAEERRERE LEREFBNE.

Client Network

The Client Metwaork 15 an open network used to provide access to client applications, including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static (O DHCP
Assignment
IPvd Address AT 47 T 183521
(CIDR)
Gateway 47 .47.0.1
MU 1500 -

0. MNRIEEF * S, BREUTHIREERFIHRLE:
a. ff CIDR REMNERS IPv4 Hidit,
b. 2 *RF*,
C. AT P ImMAEMKEY IP itk TR,

CD MREATEFP®ME, NERAIARE, ARBERAZEFAIRENENX, HEEEA
& P IRRLREY AR EEIEC,

d. MNREFEMAERM, HE MTU FERENERTFERMAIE, 1509000, BN, EHREFIAE 1500

o

@ LR MTU B2515 T R PR3 in O EECERVEES. SN, AIRESREMLE
MERER) B IR Bl B Ko

e BEREFE"
10. INRiEHEFET * DHCP * , BREBUTH RECER FIHRLE:
a. j%&#E * DHCP * BitiRsllf5, S *RE *.

RARBEENES * IPv4 sk * F1 * X * FE&, WR DHCP fRSEZ28&E N E MTU &, T * MTU * &
SRR ZE, HFEZFEBTNRIE
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&/ Web N 5282 BhEEAE StorageGRID & &R ERFHET IP Hitit,
a. IANXEE Ef.

@ MRBATEFPHEME, NEERMIARB, ABBERTPEMNENX, HEERA
& P IRMLEEY AR EE RO,

b. INREFEAHERM, F/K MTU FERELERTERMAYE, 1909000, EM, FREBIINE 1500

[e}

@ MEH MTU BX5 T3 RS RGO EECENELE. BN, ARk ENE
MERER) IR B B R

B IE 4R 15

&N HBIART LAMIE 5B FREE AR StorageGRID W48, EINIL@EITMEMXERE, &N
it StorageGRID KB LEREFSARFW LR IP st 7 8/ AVEE, &R LAIEIE MTU
KEo

pZ
1. M StorageGRID & B LZERFHHENH, B * EEEMLEE * > * Ping #1 MTU U *

PR 2R Ping F1 MTU SR D1E,

FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test
Metwork Grid e

Destination [Py
Address or FQDN

Test MTU [

2. M RS THES, EREZVIHAWNE: Mg, EERNEF K.
3. BINIZWLE EEAEMNABY IPv4 it T2 REHZ (FQDN) o

Bign, EEIREREXNMEHEEET = ERRXMIT ping #1E.

4. gF, & M MTU* S55%4HE LSRR LS 2 B ARRY B MR ZH MTU 188,
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Bilgn, EAI Mg E T RS iR T R Z BRI,
S. B * MitiEE *
MBEMLEZEEN, MEER "Ping test passed" HE, FHFIH ping s5<iEH,

Fing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTL

Ping and MTU Test

Metwork: Grid |

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 19.96.164.223: icmp seqg=1 ttl=64 time=8.318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/avg/max/mdev = 8.318/0.318/8.313/6.008 ms

Found MTU 1568 for 18.96.1604.223 via bre

BXER
FoE MR ( SG6000 )

B MTU 8&

I8 U 2k 5! BY P28 & 3=

EfR StorageGRID REREEFSHEMTAZEIINIG ARSI R AENER, EHIA
ZorageGRlD RFLERF A LUEZEITERE IP stk sthi SeEIRRVFE TCP i3m0

<o

XFIES
88 StorageGRID €& LEEFPIRHEHOTIR, ErTLUNRIEESMEMEREMT 22 ERERE,
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Ite5h, EERT IR E RN E P IRRLE AN UDP IR0 _EislERE, FISNMAF5MEB NFS 80 DNS fr32580iR0. B

KXLEHONTIR, ESN StorageGRID M EZ AN RN HOSE,

@ IR EER DY H AR iEO{GEA T StorageGRID 11.6.0 i BIIESHT SRR

TR, BNIESEERTER StorageGRID hirdsBIMILRER AN,

Uz
1. 7 StorageGRID IE&ZEEFT, B * EMEZEE * > * ix[EENX (nmap) *,

I S 73 i O B 35t DT

I BRI T AL EFRE TCP SN TR, MTFEMTRER, RIIETIREN AR

IR 4 o
TR LU R AR A1 & iR O 5 W A R RV EAM T = Z BBV

2. M WS THIFIRAP, ERENHMME: WK, *EE R BFFE"S
3. NIZME LNENIEE— IPv4 HIlEEE,

f5an, EeIRERERNME T EET R LMK,
EREFFEE—1EE, WRFIFR.
4. WA TCP IRAS, LUESHRRIROYIRSIKOERE,

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity

o. B * MIAERE * o

° WRIETE IR ORINNEZEZEN, WEEEIRBHS IR " Port connectivity test passed
I PITEREIE T A,
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

° NREZIZENIEL T i DQ&H%JJ% BENRIT—PHZMEERD, NEEERFSER
"Port connectivity test failed” " JHE. nmap fr<HHFITEEBE TS,

FNRFRERIZIZIRORIRS A “closed” o * I, HEZHEEN TR TFARERETE
StorageGRID NMS RS HARTEIZ T R EIB1THS, ERIGESBETILE MR,

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE

22f/tcp open ssh

80/tcp open  http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open  oracleas-https
9999/tcp open  abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

 WRTEN—INHEZMEE IR ORI IR ORI ERE, NIEEiERsES "Port connectivity test
failed” " JHE. nmap < HIEHIEREIET S,

JEEERTERHET TCP EREIZEIN ENENRO, BXRAAETREERAR. NRFEE
EAman, NitkwmORPRESH " Bk ", H BRI RSP AEME LE,

(D) s, FTRTIHHE “closed " BB,
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2@2@ as: fusr/bin/mmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE

22/tcp  open ssh

79/tcp  filtered finger

8@/tcp  open http

443/tcp open https

1504/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd

1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds

BXER
PO £8 ZE 43 A
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