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Fo & B %= P umiin)

BETABELHEZEERYS (Audit Management System , AMS) RSB HEZINA
FREMHICRITBIEZEZIHRNEEXHR, ZXHELENANASIEETS
. ATEFIRNEZEE, EUREERFiEX CIFS # NFS E’Jaaff%iéﬂ’hmﬂwﬁo

StorageGRID A= EABEWIARD EERHEZEEEANASXHZAERXEHRE, HEZ—HERSH
HEBA, EEI AMS Ar55 80 AR ) B iz R4 AR SS i IA X B T4 A Lo

BXIFRGER, BB 25HZAT,

@ BEF MA@ CIFS/Samba #{TEHIZFH, FREERRK StorageGRID FrAFMIBR, dNRERTLL
WEARMER CIFS 8¢ NFS , i51%# % NFS,

77 CIFS BeE i E P is

BFiEEZEFPIRIIRES R BURTF BHRIUESE: Windows IﬂEéHY Windows
Active Directory (AD) . #fE, BEREEREIERAANRIEESR,

(D  E#mBY CIFs/Samba #TEZS, HIBEFRREN StorageGRID KiA=hHlF,

NIRHECEFZE iR
Xt StorageGRID BfEHFEMPRERFEIHENES T EET RRITIHEFETE .

BEENAR
* IREHE passwords. txt XL root/admin HkFAZRS (AT M L3RG EHFREY) o
* 8B% configuration.txt X (AIFE_ERIGEHIHE) o

EF IS
BEF MA@ CIFS/Samba #1TEHIZFH, FHEERED StorageGRID hrzsHIFR.

g
1. BRI FEETA:
a. BMALITF#%: ssh admin@ primary Admin Node TP
b. 3N passwords.txt XHHFIHHZE,
C. AL T LRE] root © su -
d. %N passwords.txt XEHFIHAZ,

B root AR BMEREY, AN S Bl " # o
2. ¥IAFREIRSZAVIRZSIYA running ¢ Verified : storagegRid-status

NRFABRRSSIIREBITEARILIE, BRI, ARBHE.
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. i&@‘ﬂéﬁ%\?f: E *o Ctrl+*, c*o

3
4. [B5h CIFS BECESSA# 2. config cifs.rb

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios-name

add-user-to-share join-domain

modify-group remove-password-server

I | I
I | I
| | |
| remove-user-from-share | add-password-server |
I | I
| | add-wins-server |
I | I

remOVe_WinS_SerVer
5. 77 Windows T{E4HIEE B 14503 :
MREREFDWIE, WSETR—FKEBICHEHE, MRBREEHWIE, BRET—D,

a. B\: set-authentication

b. YRR TELEE Windows T {F4HEY Active Directory BF, #iN: workgroup
C. HIMRREY, MATLIEERBFR: ° workgroup_name’

d. HIURRES, BIEBEENXH NetBIOS Z#F:  netbios_name_

59
&\ LEREET RIVENREN NetBIOS &K,

EtﬂﬁIIZIKJI—JE%?F'ﬂJ Samba RSZBHNAENR. RIFREAE—0#pEE. RESHIIEE, FNHEZ
iR

a. HIFERES, & AN *o
B 7 CIFS BeESS A ER.
6. FRINEIZE P i

a. . add-audit-share

() #=rasmFmrRiz

o

HIVRTREY, AMAFSA: - user

HINEREY, MANEZBAF®A:  audit_user_name’
HIEREY, WMANEZBFINERE:  password
HIEREY, EMMAERERNZEELUHITHIN:  password

a o

o



7.

8.

10.
1.

. HIURTEY, WA

HBHE B CIFS BB SRRIZR,

() =EWAER. EFEXERERSH
MBS BARAFNEEIE, BRI AP
a. #N\: add-user-on-share

RS B R E B A ENE ST,

b. HIMRREY, MAEZSHHXZNSES:  share_number
C. HIMEREY, HRIMAFHA: user

E}Z group

d. HIEREY, BMABEZBAPRANBIR:  audit_user 3 audit_group’
e. HIRREY, BN,

B R CIFS BeE SR ER.

f. JWERHREZEZNE N EMARREAEEXEFTE,
(AIiE) IEERYECE: validate-config

LEEPREEEH BRXERS, EAIURSMZERUTHES:
Can't find include file /etc/samba/includes/cifs-interfaces.inc
Can't find include file /etc/samba/includes/cifs-filesystem.inc
Can't find include file /etc/samba/includes/cifs-custom-config.inc
Can't find include file /etc/samba/includes/cifs-shares.inc

rlimit max: increasing rlimit max (1024) to minimum Windows limit
(16384)

a. HMIURREY, BN
I B RE B P i E.
b. HIVRREY, B * BN
LB 7R CIFS BEEXARER.
X CIFS EEESLAIER: exit

B5) Samba fRS5: sservice smbd start

YR StorageGRID ZERENMER, BHRE F—F,

=%



5&, SR StorageGRID BEDIFHMILSMNEET S, WREZERAXLEHRIZASR!
a. mIEFRILSNEETN A
i N TF®%: ssh admin@ grid node ip
ii. 3N passwords . txt XHFHFIHIZER,
iii. 3 NIA TR SR E] root : su -
V. I\ passwords. txt XHFHFIHAIZER,
b. B8 PRSP BAGITHMEET RREHFZHER,
C. XHIRIEL L Shell BREIZEEET R exit

12. F$H&< Shell © exit
73 Active Directory B0 & BHIZ % F i

X} StorageGRID BEFEMFOREFEHENENEET RRUTIRESRE .

TBRENNS
* ZBIA passwords. txt X LUK root/admin ik ZRES (AT M EREREEHIRER)
* 8B CIFS Active Directory F§ P & 12243,
* 8B4 configuration.txt Xff (AELRREEFHKED)

(D)  ExmiE CIFS/Samba #TRIXSHE, FHIEFRRE StorageGRID KRR,

g
1. BRI FEENS:
a. MINLATF&<: ssh admin@ primary Admin Node IP
b. I passwords. txt XHHFIHZ,
C. AL REs RS root © su -
d. ¥\ passwords.txt XHHRFIHAE,

Bl root R BHERE, BTN Bkl # .
2. HIAFRE RS EVIRZSITA running Z¢ Verified | storagegRid-status
WRFAERSBIIRIBITHARIIE, BRI, AEBYE,

3. REEELIT, & *. Ctrl+*s c*o
4. B5h CIFS BELEXFA#E®: config cifs.rb



5. %

TERZHEER, EUTERMBEZEPHZAIRESHEIE. NRERESHIE, WEETR—

add-audit-share set-authentication

enable-disable-share set-netbios-name help

add-user-to-share join-domain exit

I | I
| | |
I | I
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
I | I

remove-wins-server

Active Directory IE S {AIIE: sET-authentication

:%xo yD%Eiﬁgg'fﬁgﬁﬁE, iﬁgg:?:-lz_io

a.
b.
- HIRREY, HNISEEHIZREY IP #iikEl DNS AR,
- HIMETREY, HMANSTEAVEIEH S,

LRGSR RELRE T (FLADE Active Directory BY:  ad
HINIRRES, A AD EMEFR (GEER)

ERAREFH,

- HRAZRETEBA winbind 2T, TN %o

winbind F3F###T AD ARSI FARE S,

. H:IlI)nuj:E/—_l__\Ejy 5@)\ NetBIOS gWO
- HIRREY, AN

B 7R CIFS BCE LR ER.

6. AONSEL:

a.
b.

C.

NRIEREBR, BB CIFS BELESKAIERF: config cifs.rb

IONIE join-domain

LI, EREEERNARE:  BERAFPSE
Heh, " BEERAFSE =2 CIFS Active Directory BF %, MA= StorageGRID BF &
HIERE, FIREEERENE:  BEREE_FE

" administrator_password & CIFS Active Directory FEF %, A& StorageGRID ZH3,

validate-config

FEWH

ASnRAENAEET R YRS NEREVEM R, NRIEEET R eaiRMALEL, B%HA: no



f. HIURTES, WA "o

B 7R CIFS BCESSRiER.

7. W R T EIEMING:
a. ilAI®: join-domain

b. HRFIRTNIHIRS B LRI D NRIBENRGAN, WA v

WMREUEITHE "join is OK , * " you have successfully joined the domain. 20 R UK E] tEIRRZ,
B S HIIEHEMRMNIH,

C. HIFRRET, B *HN o

B 7 CIFS BeE S ER.

8. ANEZFE I add-audit-share
a. HRASKIRTERMAFHARN, BN user
b. YUAZRTEWNFZAF BN, BRANFEZAF &,
C. HIIRREY, 32 * N~

LB 2R CIFS BRESEER.

S. MRAFZNHFPRAIFREZES, BEHRNEMAF . add-user-to share

IR EREBRHENRESIIR.

a. MAEZFHAZHRES,
b. YRFIRTERNMAFLHAR, WA group

AR IRTERNEZER T,

C. HRSIRTIEMANFEIZARZIE, WMANFZAFRHBRR.
d. HIURTES, & * BN "o

B R CIFS BCE S ER.

e WHENLREZAZENS M EMBANEASE LT E,

10. (FN&) IIEERIACE

validate-config

IR EHETXERS. ERIUReMZERUTHES:

° %A Z include X4
° 3 AZF| include XX °
° 72| include Xf§
° 3} AEF| include XX °
° %A E include X4 °

/etc/sambalincludes/cifs-interfaces.inc’
letc/sambalincludes/cifs-filesystem.inc’
letc/sambal/includes/cifs-interfaces.inc’
/etc/sambalincludes/cifs-custom-config.inc’

/etc/sambalincludes/cifs-shares.inc’



° rlimit_max : 3% rlimit_max (1024 ) EANZEI&/)» Windows PE&I (16384 )

@ BB E "security=ads" 5 "password server" SHEE S A,

SEHMAMEBBRXRMWIES DC)
i HIETAT, A UBETREREF RS,
i. HIMRRES, 3% BN,
IEEHE R R CIFS BB L AEF.

M. X7 CIFS EEBLA]ERF: exit
12. #N% StorageGRID HEZH S, ERET—F.

=
&, MR StorageGRID BEBIFEEMILANEET =,

a. ZIEERIGSAEET R

I MANLATFE<: ssh admin@ grid node ip

i. I\ passwords.txt XHHFIHHE,

iil. ENLA TSRS root © su -

V. 3\ passwords . txt XHHFIHHIZER,
b. E8 PRI BHENEETREEEHFRZHEE,
C. XFIEIERE Shell ERIBET A exit

13. ;¥558p< Shell : exit

KR EAERINE CIFS Bzt =

NRIERE R XL

TR LU AP EAAARINE S AD S IRIEEMRY CIFS BiZH =,

BEENAR

(FIABERT,

EHE:

s EEE passwords. txt XL root/admin KPS (R M EiRERE B HFRED)
* 8B% configuration.txt X (AITE_LEARIREHEHIRE) -

KFIES
UTRMEP R ERATS AD S IEEMEZEE,

()  ExmBT CIFS/Samba #TEHS, FHIEERRE StorageGRID HRAHHIR

p
1. BRI FEENA:

a. BANLIFE<: ssh admin@ primary Admin Node IP

b. %N passwords. txt X&HF|HAERRD,

Samba



C. AN Tap<IRE] root © su -
d. g\ passwords. txt XEFRFIHZ,

Bl root IR BHERE, BTN Bkl # .
- AT BRSBTS NIEFEETHE I, AN storagegRid-status
WMRBIRSIIREBITHARIIE, BRI, ARBHE,

i&[ﬁ%@ﬁ?:?Q*o Ctrl+* 5, c*o
- [B5h CIFS BCESSA*EF:. config cifs.rb

set-authentication validate-config
help

exit

add-audit-share

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

I | I
| | |
I | I
| remove-user-from-share | add-password-server |
| | |
| | add-wins-server |
I | I

remove-wins-server

- FHERMAFE4E: add-user-on-share

IR EREEENFEZHEZENRESTIR.

- HIMRTRE, WMAEZER (Fix- SH) B4%S:  audit_share_number
RSN ERSER T AP AN L EZHEZRIHRIRIR,

. HIEREY, AIAPA: user 3 group
- HEASRTERAL AD EREZNAF AR, ERALLRT,

AP SR ENRZHEZI RIRAINEIRSS R[BEVRIERFM CIFS RS, RIEEMME Samba ECE
, LUER P SAHREBIRRERE P ht =,

- HIMRTRES, BRIt
LB R CIFS BRE AR,
- WENHRERZAENS TAPRHEE FRTE,

(AIiE) WIEERIECE: validate-config

PRI EH BTRXERSS, TR UREMBERUTHEE:



° 3R Z| include X /etc/sambalincludes/cifs-interfaces.inc
° 3 ARE| include X /etc/sambalincludesicifs-filesystem.inc
> ¥ 7AZ include {4 /etc/sambalincludes/cifs-custom-config.inc
° 3 ARE| include Xf¥ /etc/sambalincludes/cifs-shares.inc
i HIRREY, RN LR REZEFP RIS,
ii. HIVRIBT, BN
12. X7 CIFS CERAER:. exit
8. MERSHERAHMEZEE, WTFAMR:
° U5 StorageGRID FEZBEMLS, BEETF—D.
° W1R StorageGRID FPEEFEHMILSNEET R, BREFTESAXLEHZHLE!
L EEERISMNEET R
A BN T®H%: ssh admin@ grid node ip
B. i\ passwords. txt XHEHFIHAZZ,
C. AT IEE root © su -
D. %\ passwords. txt XHHFIHZED,
i. B8 FRFBHESNEETREEREZHEE,
iii. XFITIELS Shell BRENEREEET S exit

14. ;35585< Shell © exit

M CIFS &z =R~ A

EAReebr AR EREENRE— AP S4A.

BRERENHNE
* 8B A passwords. txt XHFUKRBKFAZE (AIELARREGEHIXE)
* B8 configuration.txt X (AIELARRHEHLED) .

EFIES
BFMEE CIFS/Samba #{THZSFH, HIGEREKR StorageGRID hig4sH#flFRo

-
1. BRI ETEETS:
a. WALIT#<: ssh admin@ primary Admin Node IP
b. 38N passwords.txt XH#HF|HHZ,
C. WAL T eI E] root © su -
d. 3\ passwords. txt X{EFHF)HEIZR,

I root AR SMER, RRTEMN$ Bl " # o



2. [35h CIFS BEELAEF: config cifs.rb

validate-config
help

exit

add-audit-share set-authentication

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

| | |
| | |
| | |
| remove-user-from-share | add-password-server |
| | |
| | add-wins-server |
| | |

remove-wins-server

3. FamrsEFE4A: remove-user-from-share
A ER— 1M RS5IR, ERIHTEEDTRNTREZER, S%EZENREH audit-export o

4 NEZEZENRS:  audit_share_number

S. HARSIRTMPRAF KA. user 5 group
LB R BB A ZR AP AR S TR,
6. WASZMFRAIEF ANNERF . * number
AR EMEEAR, HEFBATRAPSANRILEZHER, Flin:

Enabled shares
1. audit-export
Select the share to change: 1
Remove user or group? [User/group]: User
Valid users for this share
1. audituser
2. newaudituser

Select the user to remove: 1
Removed user "audituser" from share "audit-export".
Press return to continue.

7. X4 CIFS ECELARERF: exit

8. IR StorageGRID FEGFEHMILSNEET R, BHREZFECS NLREAEZER,
9. BB, MBS Shell FiEHH: exit

10



S5 CIFS Bz Z A SRR
&) LOBI AN N A P BB HH PR IB A P 3 4E R BB LK CIFS B ZRAF AR T,

XFIES
BFET CIFS/Samba #{THZSFH, HIFERER StorageGRID hig4sHffFo

HIE
1. BB FEEMIFE P AR EZEEZD,
2. MipRIBA P e R R,
HXEER
* BERPARE CIFS BHiZzH=E
* M CIFS Btz E=hpRAE oA

I8 CIFS BEfZEERK

HRZEZ AR, BEXHTHITEVNAEZFIRE, WIEREIEFTAX G FITAA,
EH¢;-EIL;\Y1¢IEE7E_ET?_ Windows J\/}_ EE%%iDqJEEﬁJQQJ]«IEO q_L'LJ-.E 1:%): *mﬁﬁﬁ
&

79 NFS LB B & P in

HEREExBmIERAARERE,

BFEENRS
s 8B A passwords. txt XELUK root/admin ZH (RIFE LR EEFHE]) .
* B8 configuration.txt X (AIELARRHEHILE) .
* HIZEFUmIETE(ER NFS hieds 3 (NFSv3)

—

KXFIAES
Xt StorageGRID BEREMPHRRFZHENE M EET RRITIRESE

gl
1. BRI FEETA:
a. AL T®H%: ssh admin@ primary Admin Node IP_
b. 3\ passwords. txt XHEFFIHAZZ,
C. BNLU et E root : su -
d. I\ passwords. txt XHHFHIHHIZ,

B root AR BHERE, IR REM§ Bew # o
2. BINFFE RS HPIRSHYAEEEITHERIE, JAN: storagegRid-status

11



WNREMBARSZ K57 "Running or Verifified (IETEIE{TEEIIE) ", 1BARER, REBUARLE,
3. IREEITHLIT. ¥ *, Ctrl+*,
4. 35 NFS ECESLFH#2F. #IA. config nfs.rb

add-audit-share add-ip-to-share validate-config

help

|
| enable-disable-share
I
| exit

|
remove-ip-from-share | refresh-config

|

|

5 FHINEZFEF . add-audit-share
a. IR, MAEZEEMNEZEF R IP ik IP #I5EE: client ip address
b. HIMRRET, 3= * BN,
6. NRAF LN ERBEFIHARIFEZEE, ERNEMAFR IP#ilt: add-ip-o-share
a. WMANBEEZEENRS:  audit_share_number
b. HIMRTRAY, MNEZEZHMHEZZF IR P #ilitsy IP #thitSEE: - client_ip_address
c. HIMERET, AN o
e 7R NFS EeE SLRTER.

d. WERFAEEZAZENEME T EREFHEEXEFIE,
7. (FN) BWIEEMECE.

a. MALLTFASA: validate-config
BRI EH B RX LIRS
b. HIVRTRES, =N *o
LB 2R NFS BLE X RER.
C. XM NFS ECBELRTERF: exit
8. HAE B B W MIEHA;bIL 2B AFEZHEE,
° YN StorageGRID PEEE NS, BEE N —F,
° Y1 StorageGRID HECFHMIERNEET R, BREFESAXLEHZER:
L ERRERI AN EET A
A BINLIT#%: ssh admin@ grid node ip
B. %\ passwords. txt X&HF|HAIZRE,

12



C. WAL T <SHRE root : su -
D. #I\ passwords . txt X{HFHFIHAIZR,
i. BS FRSBEAGIRMEERET REEFEZHES,
iil. XFITIER S Shell BRINZEEET S, WA exit
9. ;$4d< Shell : exit
NFS BEiZE P IR RIEE 1P RS W R ZHEZ R RIAIR, B REH NFS HIZE iRk 1P iibRmE
HERREZE P IRETHESZIEZHHENR, EBIHIRATRZE K IP HiRBIFRZE S

Yo

& NFS HizE P im A NEI Rzt =

NFS ¥ P iniGiRIEE IP i RGN HZEZRIIARINIR, BIEH NFS FiZZFin
By IP R INEEZE R, BEEEZRIRRNRE FE1ZE P i
BRENHNE
* {REIHE passwords. txt XK root/admin KA ZRS (AT M _EREREEFFHKE)
* 888 configuration.txt X (AITELARREEHET)
* ERZEFIREEEA NFS R4S 3 (NFSV3) o
3
1. BRI FEET S
a. WALIT#%: ssh admin@ primary Admin Node IP
b. #IX passwords. txt X{FHFHHRED,
C. B NLL a8 E root : su -
d. 3\ passwords.txt XHHRFIHHEE,

XU root AR SMER, RRTEMN$ Bl " # o

2. [3oh NFS EBELF# /. config nfs.rb

| add-audit-share | add-ip-to-share validate-config

| enable-disable-share | remove-ip-from-share refresh-config
help

exit

3. BN add-ip-on-share

13



LEPRE EREEET S LB NFS ERHEZ5R, WEZHEZFIHI:  /var/local/audit/export’

4. BNBERZHEZENHRS:  audit_share_number

5. HIURTA, MAEREZMNEZEZF G P sy 1P #itSEE: - client_ip_address_*
LbEY, BERZEF G RINEEZEE

6. WIMERET, BN
LRI £7R NFS BEE LR,

7. M AMNBEREZFANEINERETRFREE LRTE,
8. (AIit) WIFEMIECE: validate-config
AR EH B RXLERS,
a. HIERET, AN,
LB 2R NFS L& SRR,
9. X7 NFS BRERIEF: exit
10. 4NER StorageGRID ZHERBENLR, BERET—F,
AN, 1R StorageGRID HESIEEMILSNEET A, N LREZSEAFEEAXLHEZAR!
a EIEERINEANEEN =
I BIALLTF®%: ssh admin@ grid node ip
ii. 38\ passwords. txt XEFFIHZE,
iii. N TS tIHEE] root © su -
V. i\ passwords.txt XEHFIHAZR,
b. B8 P RFTBAS N EBTAREHZESR,
C. XHAIZIER L Shell ERFIEEET R exit

11. JE5H& < Shell © exit

ISIF NFS BE1%E&ERR

FEERIZHEZHRI NFS FixE i, B UEREREREEEHRIEXEXHES
_..I-}\AEE$/(/\§ TJ_ E_lo

p
1. EAHEE AMS IRSHEET RIE AR IP it ISR (XEFFHRARANER) BN ping

ip_ address
WEARSS es = SN, FERIER.
2. ERERATEFARZEASIMSEREZUIHAR, Lnux LRl (E—1THEAN) ¢

14



M

mount -t nfs -o hard , intr Admin Node ip address . /var/local/audit/export
_myAudit

ERIEE AMS [REMEET R/ IP It INEZEARZHTEXHZZR, HEHSTUERE P mERNEMA
B e, FEE—1LSHA T myAudit ) o

IEREE Y R ETMEREZFE, WA: 1s nyAudit /*

Heh, " myAudit " BEEZEENEHR. NEDIIH—NEEXXH

BHIZHEZPHIER NFS FRE iR

NFS BEiZZ P IREIRIEE IP RS NEZHZIHRNR, &r] LU I MR A Hix
Z IR IP iSRRI P i,

BREENAR

s B3\ passwords. txt XL root/admin 1K 55 (B M _EREEEHIKRED

* f8EB48 configuration.txt X (AIE LARREHEHKE) .

KXFIAES
EREM R AP EREZENRE— IP ik,

p

2.

2
BRIFEETA:
a. MALTF#%: ssh admin@ primary Admin Node TP
b. #i\ passwords. txt X{FFHFIHAIZE,
C. MANLAT eI E] root © su -
d. 3N passwords . txt XHFHFIHHIZE,

U root AR SMER, RRTEMN$ Bl " # o

J25H NFS EEESEA#EF: config nfs.rb

add-audit-share add-ip-to-share validate-config |

| |

| enable-disable-share remove-ip-from-share | refresh-config |
I | help I
| | exit |

- MBEZEZHMRIER IP itk remove-ip-from-share

15



HEET I B RARSS 28 FECEMERHEENES IR, ILEZHZFIH:  /var/local/auditiexport
4. MNSEZEZEXNEF:  audit_share_number

AN R R AVFIS IR AL Z /Y 1P RS IR,
5. NS EMIERE IP b3 Rz A2 F

WEHEEMEZER, HERBAYERML 1Pt M EAEZRE P iREITIAE,
6. HIMRRET, XA %o

B R R NFS BB BRERF.

7. X NFS EgESHIERF. exit

8. INEIEH) StorageGRID BENZHIBT L IESME, MEMIES ETLEET S, HREEETRAXLE
Bt

a. EERISMERNEET R
L AL TF®<: ssh admin@ grid node ip
ii. 3N passwords. txt XHHFIHIIE,
iii. N TSRS root © su -
V. 3\ passwords. txt X{HFHFIHHZEE,
b. B8 RS BAG I MNEET REEEFZLEE,
C. XHAIEER L Shell ERFIZEEET R exit

9. F545< Shell : exit
B4 NFS B2 P imaY IP it

NRFEELNFS HIZZF IR IP #ulltk, BRI TIE,

p
1. MIAE NFS BRIZHLZFI0HT IP ik,
2. MIBRIRYA 1Ptttk
BXER
* }& NFS HRZEFimANEEZER
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