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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

MEERTRT KMS IgBMIREFREHITHIT, B, EAMREREENMNMRETABATRMEZAIHZE

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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- Appliance node with node encryption enabled

X Appliance node without node encryption enabled

- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enahled, you can use an external key management server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest.

Configuration Details Encrypted Nodes

You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site.

Eefore adding a KMS:

» Ensure that the KMS is KMIP-compliant

» Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID

‘+ Create ||  Edi || & Remove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configurad. Select Create

prics i clIFe
R B R ARINZAEIERSEESHNE 1 (AN KMS FAER) .

Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Cerificate

Enter information about the external key management server (KMS3) and the StorageGRID client you configurad in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o

3. 79 KMS FI&7Ei% KMS FECER StorageGRID B RGN U TERo
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Kms ERE#R

A k=g

EENEHA

Port

E[E

4. NRIZEAMIE KMS £8, 18

S EEFEFT—H o

£2%: EERSB[IES

Description

— PN ERMERR, EIEBERRL KMS o A5 F
1 2] 64 MFRIZIE,

StorageGRID ¥ FixfE KMS RVt Bo 24
TNTF 1 Bl 255 MFRFZ 8,

¥ ’—TIJH: KMS XB£fJ StorageGRID s, W1 ATAE

, TR FTALE E I RS ERNE A ”éﬁﬂﬁ%%%, 5’*12
BRE—1HIAKMS , UERAZZ— KMS &
IEMFRE ﬁ&.ﬁi&ﬁiﬁﬁﬁ%% o

* YRR KMS BEIRRE IR EIGET RBNE
B, HEFE— IR

© KR A2 HM KMS SIEMNILS (ZRA KMS)
* A EE—PEIA KMS , % KMS BNAT&E
L KMS BEfEIiE s AR SR G R Am
SO ECIT=

SR NREEFENIESAHIEHREIA
KMS 0%, 1BRMEH KMS 124 Y Fihkasiy
RGN, WRFE KMS BB AL
IR,

KMS fRs523 A TERAEREIRFEMEMNIN (Key

Management Interoperability Protocol , KMIP ) &
E89iR0. BRIAS 5696 , BP KMIP xR,

KMS B2 REF B IP ik,

cE: * IRSEIEBAY SAN ZERRAE G
fh48NBY FQDN 5§ IP sk, &0,
StorageGRID R EEZE] KMS 5 KMS &8
FEVFR B ARSS 280

EENS 4 AEFPHE MRS FZARMENR.

ERNEAEERSSEASNE 25 (EERSBUER) &, ST EE KMS RS SHIED (SIEPE) . &
I ARSZESIEP, JMER KMS BILLME StorageGRID #17 & {2503IE,

p

M PE2 (EERSISIIER) *F, NWRIREFENRSFIEBIIEFENUE.
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Add a Key Management Server

o—0

Enter KMS Uplead
Dietails Server
Certificate

o
Upload Client
Certificates

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate &

ERIEFEXF
LB B RARSS BIE BT iz

EBrowse

=1 3



Add a Key Management Server

o o0 -

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Ceriificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13.0D0:4D:D7 .51:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13721:12:45.000Z
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79

= 1

() nRELEnSIHmge, NEMEBNTRESERELE SORRE L.
3. % F—5 s

£3Y: LEEFRIES

EARNFREERSBASHE 3L (LEFFIRIER) F, AU EEEFPIRIEBNEFIHIEREBEESH.
Z P IRIEP A1F StorageGRID 6 KMS #1784 341E,

p
T M*ZE3 (EEFEFRKIER) * &, ASHFFARIERHUE.
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Add a Key Management Server

—0 0

Enter KMS Upload
Details Server
Certificate

Upload
Client
Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

HEBEFIRIERX .

HEBPR BRE P imiE BT iz,

NEEEFPIRIEBNERBAMLE,

LA
LB R g P ImIE R A

Ll

U ilE

FERAERANITHE.
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Add a Key Management Server

S

Enter KMS Upload Upload

Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem

=13 B

o WERTF

MAZAERRS B IRET RZEER, MRFIAEENYAN, HEE KMS LIREIERBESR, Wi
MR EIERS G AN BAEIERS [/ IE LR,

(D A0 KMS 5, ZAEERSS S IIE EANEFIRNSKIIENER AR, StorageGRID AJRERR
FKIX 30 DA BEIRIE MEBRIKIPRT. EIRIET Web X528 74 BB E HATIAS.

6. INRIERF * RF * WETEIRHEE, BEEHERMAGEE, AREER"HE*
Fan, WMEREFMIAKLK, EAIEESUE 422 ¢ Unprocessable Entity 51z

7 MRFEARFYAEEMAMRINDERE, 185EE * BHERE
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5ABA27:02:40.C8:F5:19.A1.28.22.E7.D6.E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

] e [ o

1% * BRI * AIRAE KMS BB, BRSNS MESE 5 KUS IINREE. MREH
() umEmREER , WEEErEREHEEmNES LEERSRNENEE TR,
BRZE, B TR REE,

8. BEMINES, MRHLERFRELE, HEE *HE .
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

BR7F KMS B2E, BEXRMNiXS5 KMS 89%E#Z,



EE KMS ¥FHAEE

TR IAEEF B X StorageGRID 24BN EAEIEMRSSE (KMS) KSR, BiERSES
ME P ImIEHR H RS,

p
1 36%8F B8~ > Re > - BIRBEERSE

LR BB EERS RN E. REFAGEESENFERT BRENEMEAEERSE.

Key Management Server

If your StorageGRID system includes appliance nodes with node encrypfion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Canfiguration Details Encrypted Nodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS5.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid

2. EEB KMS IRPHER.

FEE Description

Kms ER&R KMS BY$ER MR FR.
A2 R KMS m StorageGRID &P IRHIZH3E o

EENEHR 5 KMS xE%BY StorageGRID 452,

b F R B R4FE StorageGRID i Y E RS * FH
Hith KMS (BRIA KMS ) BIEMjiLSE, *
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FHA KMS B2 REEZ D IP il
MREHGSH I RPEERSEE, WRFHXED
RSB LIEEZE IP Hikt, MNRERFHER
MAENZFIAEIERS2E, WETIHE— KMS 89
STEREEZD IP ik ISR R Eth B AE IR
QELEE,JQKEO

fflgn: 10.10.10.10 F 10.10.10.11 8§
10.10.10.10 FMEM 2,

BEEESHPHFIBAENS, BEFE—TKVS , A
[EIEHE * 48 * o

HEPIRES HEQEEﬁE:B, A% CA IE BB IFIEBHHFPRES
B, BEHE, BMEERIEASRA,

* JE. * StorageGRID mJREFEEKIX 30 5 A

BEEFTIEPIRES. ERATRIFT Web 257 8E
EFELAIE,

3. MNRIEFRENRH, FERHE 30 D8, ABRIHT Web H5E
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EKIX 30 DA SRS MEPBHLIRRTS. EHTRIHF Web L2371 BEEE LR,

4 MBREBRSTHETIEBE LB R, ERIRFBREEBR

ESNARBERE X * KMS CAIEREIER *, * KMS B ERIEPEIHA * 1 * KMS IRSZ2IFHINER * 4R
B2 {E 15#% StorageGRID #S(Tﬂlﬁﬁ‘ﬁﬂll‘ﬂﬁff[‘fo

() SREWEHD, EURRRBREEBE,

BEEMET R
{ERILIEEA % StorageGRID RATERA * HANME * REMIZETRMES.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

-

2. MTIETRER, HEHF * BT = * kTR,

Key Management Server
If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.

MET REB-RYIH T StorageGRID Z4HFEREA * TRMNE * IRERILET o

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)

3 BERPEMRETRNESR.

5l Description
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Uh e LZETI A StorageGRID 5= BI& R,
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

EEEREN KMS , AGIEE * g
5E, EMRETAEERSHEASHN TR 1 (WA KMS FHAER) * PRFAEER.

FEE Description
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FEL Description
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

EREMIERET KMS BYSERH, AR * BlkR * o
BEELEMEERNEESI

A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?

=1 E3

PR BT ¢ o

LEEPRE MRS KMS BCE.
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