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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

ViMware SEH.'HEES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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1. MNRATRE, BEERILUBENEET S, BN, FERITEETIFEHMEET S RA) .
a. AL T®%: ssh admin@grid node IP
b. M NFPFIHAZE Passwords . txt X
C. WAL T an < root: su -
d. BNFRFIHAIZR Passwords . txt XM

KrootAAFR BMERE. IRTRFHEMEN $ to 4o

2. (FIEAMSERSE LABFIEE Q2B IBIEEX Y. service ams stop



3. Ef g auditlog X, FHESHIZIEMENEERTRNARBSZINEXH
FauditlogEF B AM—RS XS, HIE0. FHauditlogXHFEHREN 2023-10-25.txt. 1o
cd /var/local/audit/export

1s -1
mv audit.log 2023-10-25.txt.1

4. EFBSEIAMSARSS: service ams start

S. QIEZBRUBFIEHEZAEXXHEHZI MM TR EMNIRIYUIE: ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRREY, 3 admin BYZE5,

6. EHIFFEEZEEXH: scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIGERET, HA admin BYZ563,

7. rootAAFR B137EH: exit
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NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.

» Ve

Install a StorageGRID system Recover a failed primary Admin
Node
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3. HEMEBNEHER:
a. Bt RN o
b. $%%| StorageGRID ZFMSHMMERH XM, ABRE *IHF
4. I NECEZEE.
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o
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a. BMALITF#%: ssh admin@recovery Admin Node TP
b. HINFRFHEEY Passwords . txt XM

C. AU T an < root: su -

d. BMANPFILRIZER Passwords. txt X

HUrootAAF SMERG. RTFEMER $to 4o

2. RESREMLEZUY: cd /var/local/audit/export

3 BREMNEZASEXAEFZEMENEETR: scp adming
grid node IP:/var/local/tmp/saved-audit-logs/YYYY* .

HIRRES, i admin BYZEEE,

4. FTRSEN, FEREFZASEEERYEFNZEMENEETRGE, MHIEFEAIMET R HRIERX
H:b._‘-'$;—EIL:\O
S. BHEMEBET R LEZASEXMHNAFMAIZE: chown ams-user: bycast *

- LlrootBRP B3 exit

»

ERIE RN ERAENEREE TP AR, BXFAER, BN "IEHFZE A IHHE"

mE X EET RN RREET R BEE

ﬁﬂ%gfﬂjﬁﬁl‘ﬁmi’mﬂ* J:T%“”ﬁ?é)% ?E*DE-TEE’JI_EETZM, ey LU RE
TREHEE, REY StorageGRID 2488 mBY, A eEIRIRILEIEE,
FreaZ 7l
* EMENEETREREHIEREIET.
* StorageGRID ZAZE/VEEMNMEED <o
s %48\ Passwords.txt X
* MABRERLIE,
KXFIES
MREBETRHISE, WEEEEEETRBBEPNHEEEEER. BBEEEEUTER:

* BikFHEIER
* ERAEIER
* FERBESE, BT 3% > TR * > MR TE ERERNXX AR S,

MEEET R, MEREIRZAEMEN TR LR ENEETREERE. B2, FUEENXES LR
TR HERRINBIARSS SRS EIE S

INRIEEIR TEP’*EE*ﬁﬁ #FHBE StorageGRID AZEES—EETR, WAUBIEEED R #EEMIEE
BIETR (_source BEETR _) EHIF V”EE’JIAEE%EEELF?I_EEG%O MRENREGRE—NEEE
. MTEHET R ST SR
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() EMEEBEMEETRRE/L 0N, ERERDHA EILRS, R Gid Manager
A BT A

1B
1. BREFEEDNR:
a. AL T2 ssh admin@grid node IP
b. NPT HEES Passwords . txt X
C. AU Tan < root: su -
d. NPT HAIZERS Passwords . txt X
2. NRBEETEH., FIEMIRSS: service mi stop

3. MEREBEET A, FILEIENARFIEFEO(Management Application Program Interface. mgmt-API)AR

$%. service mgmt-api stop

4. TEMENEET R ESTRUTHE:
a. ZFRIBMEMNEETR:
L AL T®H%: ssh admin@grid node IP
i. FNPYIHBZED Passwords. txt XM
iii. ENLATFen<t#iElroot: su -
V. SNARFIHBIERS Passwords . txt XM
b. {ZIEMIFRSS: service mi stop
C. {ZlEmgmt-APIARSS: service mgmt-api stop
d. ¥ SSH TAZHAFMEI SSH K, A ...ssh-add
e. MAFFIHAISSHIARIZD Passwords . txt X

f BHIEENFEET REHZIEMENEET R /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g HIERE, MIANEBZEEMENEIET R LR M #UEE,
BIRENEDEHIERERNZEMENEIET R, TREHIRES, LHEAEEHEMRENEET R
h. IR FBFEEMHEMARS S HITIEERSIAR, BN SSH RIEFRIPRFATA. 38 ...ssh-add -D
S. ETREET A LEMBEMARS: service servermanager start
e FEET RBTIA/R Prometheus 151K

&, EWIUEHIBENEEET R ERYE Prometheus 4IFHIAEIEIN. REHKE
B StorageGRID 2ABEF—MNEETI By, 7 8ELERE Prometheus 151,

ez Al
* BENEETNREREHETIET.



* StorageGRID 2 E/VEEHNEET
* {&3HE passwords. txt X
° ‘hﬁﬁﬁﬂﬁz EE_’,%_L-LEIO

KXFUIES

MREBETAHIEEE, NESEET S LR Prometheus FUBESAIPHIEINE R R, MEBETRE, BTHR
LR RNE IR Prometheus #iERE. EEMEMENEETNRGE, ESRHEMCRAEERIT
StorageGRID ZARFEE,

MREFRT EEET R, FHH StorageGRID RFEAE R —MEET =, NEILUEEE Prometheus $3EEM
EXEET S (_source BEIETS ) E%‘J?UE‘,TTEE’JI*"EE% HRERFAFIEIN. MRENRARE—E
BEWE, WTERE Prometheus?ﬂl?}%’rﬁo

@ £ Prometheus #IEERRERE— N NNHEKEE, TREET S LELERSER, XL Grid
Manager IhEEE A v o

T
1. BREREEN R
a. MINLLT®<: ssh admin@grid node IP
b. 3 NHFIHAIEEES Passwords . txt X
C. WAL T an < root: su -
d. MANPFIHAIZR Passwords . txt X
2. NEEBT =R, {Z1EPrometheusfR%: service prometheus stop
3. GEMENEBEET R LERIUTHE:

a. ZFRIEMEMEETR:
L AL TF#<: ssh admin@Rgrid node IP
ii. FNPYIHAZED Passwords . txt XM
iii. AN TFep SIS root: su -
V. ENAFIHAIZD Passwords . txt X
b. {Z1FPrometheusPR%5: service prometheus stop
C. ¥ SSH TAZEARME) SSH K32, HIA ...ssh-add
d. AP FIHAISSHIARIZS Passwords . txt XM
e. ¥iPrometheus#EEMREETRERZIEMENEET R

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIUEREY, & * WA * HIAEHREME BT = L83 Prometheus 2B,

JR48 Prometheus #iEEREASEHIEREFRZIEMENEET R, TRERIRFES, HARKEE
MEMNEET R, BERUTRES:

CrefEkiERE, EERRS



a. IRFBFEWNHEHMIRS[BHTLEGE, EM SSH KIEFMERMEA. AN ...ssh-add -D

4. EREET S EEFHBEIPrometheusfRSS.service prometheus start

MIEEEET RBERIRE

MEEEETREERMRE: Hfid

BEMEFEEBETAREDRRE, BHAZRUTES. —MEETAREEREEEDTS (
CMN) BR%, fFAFEET R, REFUEZIEET R, 1BE StorageGRID &%1X
BE— 1 TEETS, TEEMEET YN EEEET =,

MEMBPERNIEEEBET REREZEE

NREEBMNEABENEET RERBEZEE, NNEREXLEHTEULEPMERBRY
ESAERBRIER. EUEMENIFEEET KRB TERRENEZATER
T =

/"0

LRET R SFEZASXAMNKEEET RERZIRMMRT R EMIRR(GIE, A, ATURXERENE
ZESTEHEHEREETR, FZASTEEHERZFNEET R,

RIESRPERE, BT EAMAERENEETRAEHNHEZAS, IRBERIAE—IMEEDTR, WRENEET
RABFRERNEXAPREFCRIFEFZAES, HRLMCRIVEERER. IRBECSZIMEETR,
MWETUMB— M EETRmEHZAE.

@ MRMELEFEREEET R EAREZAS. ERUERFRIXERE. fli0. EENREZ

[=o
1. NREJEE, FERIHMHENEEN R, BN, FERITEETIHEMBEENTR WMRE) -

a. WALIT#<: ssh admin@grid node IP
b. #NFFIHEIEERD Passwords . txt XHF

C. BN T a2tk Eroot: su -

d. BMANPFIHEAIZER Passwords. txt XHF
HUrootAAF SMERG. RTFARHMER $to 4o

2. (FIEAMSERSE LABFIEESIZEIBIEEX Y service ams stop
3. Efm auditlog X, FEEEHIIEMENEED AN FASBERIE XM

FauditlogEa R AME—RSHIXHR. I, RKauditlogXHFERR 2023-10-25. txt. Lo

cd /var/local/audit/export
1s -1
mv audit.log 2023-10-25.txt.1
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4. EFBEIAMSARSS: service ams start

S. QIEZBRUBFIEHEZAEXXHEHZIRMMNETT = EANIRIYUIE: ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIRRES, % admin BYZEED,
6. EHIFMEHEIZBEEXMH: scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIRRES, %N admin BYZED,

7. LrootFAF S17E5H: exit

BT EETR
EMEFETEETR, WINETERYIESEINE.

ERILUG IS FENEEEET RBERAER—Fa LIETHEEEETN R, WAILUE VMware LizfTHIIEE
EET R Linux EHERARS &E ERENETEET RO

ERASEANTREFNEATELENRELE . THTRERREPE ERTRETRER) &, &IF
TR BESEHTIFEEETRMENT—F,

BT BRMEP R

VMware "Bt VMware T "

Linux "B Linux IR

SG100 #1 SG1000 ARSZ1& & "BARSIEE"

OpenStack TRERIEAREZ#F NetApp 9 OpenStack $R 1A BB AR ST FN A

A, INREFEMETE OpenStack EFIZITHHR, B TFHERT
Linux BERFRI M. AR, IRAVR(ED R HITIRME "EHfLinuxT
£||

i O

7t#% Start Recovery LIECEIF T EET 2

FRE T EETAR, UMK EBEEERINE, ST SR E NS S
BT S,
FiaZ Al

* IRRERE RIS "I Web 3 H22",

* IMABHIPE root IARITNR.

* BABRETNEIE,

* CESEBEHEEEAT R

p
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- EREEIEERP, REFECEP S ES > ME
. £ Pending Nodes Fl|RAIEFERE AIMIET =0

TREESERZETATIRFR. EETAEREIMTR. B CEMTRAESFHITMEN L,

RN ECEERIAEE o
- B BEIRE

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 1T IPv4 Address IT state It Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sesess

Start Recovery

CD EMERES R TiTHRE, ERIURE * E8 * LBhHIIME. WIPRER—1M3HEE.
ERNIREERFESRE . TRBLATRBEBRS.

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
* For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

Do you want to reset recovery?

MREBAZERMEIR FERAME, ¥RV RERETNLRERTS, WTFR:



° *VMware * : BIRESRENENNETR. A, YEEEFERRHMEN, EMEHBETR.

o *Linux *: TELinuxEN EBITLHar S AEMBEITIR: storagegrid node force-recovery
node-name

© 8% MIRBEEERMFESRE RERME. YIMETRHILET REREIFILEIRS sgareinstall 7
TRl FEN "ESEENRENRE ((NETFEER) "

6. IR StorageGRID REIEATRRER (SSO) , HHEMENEET MBS EEERLENERR
INEEREOIES, 157E Active Directory BX& S 301EARSS (AD FS) HEH (EMEFHEMEIR) ZTm
BRI S E1E. ERTEEET RMEIEPEMAIFIIARS ZSIEH.

@ EREABAEE. 58N "MMEERER" BIARRIARSIIED, BERINEETSMN
&% Shell o 3% ZE /var/local/mgmt-api BR. RFIEF server.crt XH

EEMERNIFEEET R ERREZAE

W%ﬂ%%ﬁmmhﬁigﬁ% HNEZAE, WERBHELFEZBEEE, MATLUE
HEFREMENIEETEET =,

Froa 2 &

- EfiEMSIEY S D REREEE T

- HESEET SHIIKER. CEEERASESTIEMIS,

KXTFULES

MREETRBRKE, REINZEETRNEZASATRIER. EJL)(i%_iiMH:'.I)"'DWFEE’\J%EE%“,;-E’E%'JEEEI

T, ARRXEEZASTERIEMENEET RKPIEBIEERR. RIEKER /R, BIRETEM R EHERYE IR

TRERFEZET. T‘lXWTsuR'F, MRMBEAESZSNEETR, WALUMS— T EETRMEFRZAS, X
HZATSEREIMEEET =

JNRA EETNR. FETEMNEETREHHEZAS. URENEETNRARREHEREHEFZEST
LR T}E{%vﬁf% HHI—1%,

BRARRMEEET R, TEERESTIERIEE.

AINMBERT, ERERIRZXIEET R ENEZET, MRFEUTE—FHE, WA UBRIX
LR

@ ° 1@@8%79b%ﬁ%éﬁalu\ﬂﬁ%%§: *ZEIL,\I)LJ_:l'IkLEU%zFElu\HEQ%E; ﬁﬁTIEIE EE:F-"—'E
* CERMIE E (NN G B iZH B RFEE X L H B At = b

BEN EEFRZEEMEEET THFAESR.

p
1. BRIEMENEET A

a. BNLLFA<: +ssh admin@recovery Admin Node IP

b. B NFFIHAIZR Passwords. txt X4
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C. AT eSS root: su -
d. FAPF|HAZZR Passwords . txt X
Llroot AR B ERE. IRAFIBEMER S to #.

2. HEBREMLEZX .
cd /var/local/audit/export

3 BREMNEZASXHEHZIERENEETR:
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIRTREY, % admin B9ZED,

4 ATRER, FERIIFZATSEEERNEFZEMENEETRE, MHIMHERNRET R PRERX
LEZAS.

S. B EMEEEN R LEZASEXHNARMAILE:
chown ams-user:bycast *
6. LlrootAFP 817 HH: exit

BB IERNERAEZNERAEREREFminR. BXIFAER, BEN "IKEHZE A"

mEEEEET R EREET R EERE

NREFHMHENFFEETR ELERBEXEN, ERMERNHEES, MWalIMKE
EETREREET REBERE,
Faazmi
c EMENEETREREHIETEET.
* StorageGRID Z4AEVEEHIMEET Ro
* %8B Passwords.txt X
* RABEREEIE,
XFIbES
MREETREIMKE, NEEETHEEDRMEEFPNREEEREX. EHEEFEEEUTER:

* ERAEIER
* BiRFHEIER
* PEREEHSE, BT x> TR <> Mg * TE EWERNXXAER S,

MEEETRE, MFREIBRZAEMEN TR LLIZ—TENEETREER. B2, HUEENXESHmE
F RGO BEERINBIARSS BHRSEIE S,

MRERTETERET R, WILBIREETRBEEMETEET R (source Admin Node ) EHZIMER
TRFERHERER.
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@ EHEET RBUEFEAERE//NIREE, ERT R EFIERSE, FLE Grid Manager Ih&E
AR A,

PR
1. ERIREET S
a. AL T2 ssh admin@grid node IP
b. NFPFIHEIERS Passwords. txt X
C. AL R es <t Elroot: su -
d. AT HEHE Passwords . txt XH
2. NREBEBTRBITUTHS. RAE, RBERTRNELEDINMEE, recover-access-points
3. NMEEBEBTH AR, FIEMIBRSS: service mi stop

4. WEEEBTAH., FIEEENBEFIEFEO(Management Application Program Interface. mgmt-AP1)AR

% service mgmt-api stop

5. ZEMEMEBET R LERUTSE:
a. ERIEMEMNEET=:
L AL T#<: ssh admin@Rgrid node IP
ii. SMANAFHIEZS Passwords . txt X
iii. 3N T enS iR Elroot: su -
V. SNFRFIHAIZRS Passwords . txt XM
b. {2IEMIBRSS: service mi stop
C. {Z1Emgmt-APIfRSS: service mgmt-api stop
d. ¥ SSH ZAZHFMEI SSH K, A ...ssh-add
e. A FIHAISSHIARIZEHS Passwords . txt X5

f. BHIEENREETSEHEEMEMNEET S /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g IR, MIAEBZEMENEIET S LR M #iERE,
HIEEREMEHEREFZEMENEETR. THREBIRES, LHXRKEHEMENEET =
h. MNRFBFENHEHMARSSHITLEEEIAR, EM SSH LIBFMIBRFATH. AN ...ssh-add -D
6. EREETR EEWMEBIRS: service servermanager start
mEIFF EET RENER Prometheus f51x
S el UEH I PERIEE BIE T S LR Prometheus 43PV 2351

FaZ Al
* EMENEETN REBREHIEMTIET.
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* StorageGRID 2 E/VEEW N EET =,
* {&3HE passwords. txt X
* EERERBEIE,

KXFUIES

MREETRAHIKE, NESET R LR Prometheus #UEEREIFIIBINEELR, MEBETRE, THR
LRGN Prometheus #iEE. ERHMEMENEETRE, ESBEINCRANEEIT
StorageGRID ZARFEE,

MRERTIFEEET R, WETLUBEIE Prometheus #IEEMEEIET = ( source Admin Node ) EHIEM
ENEET RRERA EIET.

@ £ Prometheus IEER AERE— M WREKMNE, TREETRLFLRSH, RL Grid
Manager ThEEE A B Fo
S
1. BRIFREET S
a. AL T®%: ssh admin@grid node IP
b. HNFRFHEEY Passwords . txt XM
C. WAL T an < Eroot: su -
d. AP FILRIER Passwords. txt X
2. NEEEBT RS, {£1EPrometheusfRSS: service prometheus stop
3. EEMEMEBEETN R LRERUTSE:
a. ERIEMEMNEET=:
i AL TF#<: ssh admin@grid node IP
ii. NPT HAIZER Passwords . txt X
il. 3 NIA T ap LI Elroot: su -
V. ENPFIERIZER Passwords. txt X
b. {=1kPrometheusfRs5: service prometheus stop
C. ¥ SSH T AZAARME] SSH I8, M ...ssh-add
d. ImAAFIHAISSHIARIZS Passwords . txt X5
e. fPrometheusHUBENREET R EFZIEMENEET R

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f HIURTREY, & * WA * BIAEHREMEEET = LA Prometheus #3ERE,

JR48 Prometheus #iEEREAEHIEREFRZIEMENEET R, TRERIRFES, HARKEE
MEMNEET R, BERUTRES:

CrefEkiERE, EXRRS
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a. IRFBFEWNHEHMIRS[BHTLEGE, EM SSH KIEFMERMEA. AN ...ssh-add -D

4. EREET S EEFHBEIPrometheusfRSS.service prometheus start
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