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1. NReJeE, BERIEMBFENEETR. S, BFERIFEETARHMEENTR WRA) .

a. AL T®H%: ssh admin@grid node IP
b. BT Passwords. txt X

C. WA T <t EIroot: su -

d. AFRFIERIERD Passwords . txt XM
HrootAAF BMERRE. IRNFEMERN $ to 4o

2. ZIEAMSERSB LUBF IEESIBFBIREX S service ams stop
3. B auditlog X, FEEEHFIEMENEED RRNFA2BEZRINE XM,

$Faudit.logEar B AM—RSHIXHR. FIa0. FKFauditlogXHFEMRR N 2023-10-25.txt. 1o

cd /var/local/audit/export
1s -1
mv audit.log 2023-10-25.txt.1

4. EFSIAMSARSS: service ams start
S. QIEZBRUKFIEHEZAEXHEHRFIRMEMETT = LAIGEUE: ssh admin@grid node IP mkdir



-p /var/local/tmp/saved-audit-logs
HINEREY, %A admin BYZH3,

6. EHIFTEBEZBEEXH: scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HINEREY, %A admin BYZ65,

7. LlrootFAFR B17EH: exit
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name LT 1Pv4 Address IT State IT Recoverable I
® 104-217-51 10.96.104.217 Unknown v
Passphrase
Provisioning Passphrase | sssses

Start Recovery

O EMEMET RERPEIEIMEHE.,

@ TSRS R TiTHAE, ERILRE * 28 * UBEHNTE, EREER— P IEE.
ERNREEREIRE . TRBLTRBEBRS.

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

Do you want to reset recovery?

MRBEEEREIE BEERME, 4TETRERIMLERS, WTHAR:

° *VMware * : MIFREMBHEMMET R, A, HEESFERBHRENR, EMHETRo



° *Linux *: TELinuxEN EBTIARSUEMBE TR storagegrid node force-recovery
node-name

c g MRBEZERMFEIR FERAME. HMETRIRETREREIALEIRS sgareinstall £
TRE, FEN "EEEERRENRE ((RNBETFEER) "

6. 3NR7 StorageGRID RABATRERER (SS0) , HEEMENEETRNKHAEEIERENERAR
INEIEENIES, 187 Active Directory BXE B IIEARSS (AD FS) FREH (EMIBRHENEIR) T =
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% Shell , ¥%%E /var/local/mgmt-api BR. ARIEF server.crt XH

AEMENEETEET R EXRHZEE

MREEBRELEFFETEET/APNHEZAS, UEREHLEHZAEES, NWaLUF
HEFZEMENFEEET R

Frih Al

* BiENEET R EREHEEET

- ERAEET AHISER. CERHEZETEEEMIE,

ETFUHAES

MREETRUIREE, REHZEETRNEZASARIZER. AJEBESMNHISENEET RERIHEZE
&, AERXEHEZASTERIIEMENEETRRMLEBIEERR, RIEKERERN, AT EMNKEHRFENER
TREHNHEZAE, EXMERT, MRBBEAESTMEETR, WALMS— T EETRMEFZES, EX
HiZEBERER B EET R,

MRAE—NEETNTR. AELEIMNEETREFFEZES. IRENEETNRIARRKEHFIEREHFZES
. MEREEHH—#

BRHARRMEEET R, TREERESTIERIEE.

INBRT, EZEESXZFEET A EMNEZAS, NRFTEUTE—FMGE, MBI
LEpIE.

@ * BERETIMNIRZASIRSE, ERASHERLKEEIRSGATRSSE, MAREETR.
* /IR E NN RO S REFEEERXEE BT R L.
BEN EEFEZESMBEERR THRIFAER.
p
1. ERFNEMENEETN .
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b. # NFPFHHAZRFY Passwords. txt XH&F
C. BN T an$ i E root: su -


https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/preparing-appliance-for-reinstallation-platform-replacement-only.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html
https://docs.netapp.com/zh-cn/storagegrid-117/monitor/configure-audit-messages.html

d. NPT HEAIZE Passwords . txt X
PlrootFF B8 ERE. IRTFEMER s to #o
2. RESREHPLEEZS:

cd /var/local/audit/export

3 BRENEZASXAEHZERENEET R

scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HINEREY, 3 admin BYZ63,

4 FTRDEN, FEREFZAESEEERVNEFNZEMENEETRG, MHIKFEAIMET RFRIERX
LEZAS.

o BEMEEET R LEZASXANARMAIRE:

chown ams-user:bycast *
6. LlrootAAFP B33 HH: exit

EEP AR E L ENAADEER W, ESMER, BEN EEEZE P 5,

MEFETEET RRNEREET REIERE

NREFHMHBENEFEETR ELERBEXEN, ERMERNHEES, MWK E
BETARREET S BIERE,
VAR, =P
s EMENEETREREHIEEET.
* StorageGRID AZZE VD EEMNMEET R,
s 8488 Passwords.txt X
* ABIERLIE,
XFIES
MREETALIMKE, WEEETEHEETRMEETNAFEEEREX. EHEEFESUTER:

* BikFHEIER
* BiRFAEIER
* HERBESYE, BT 335> TR * > Mg TE ERERNX AR S,

MEEETRE, MEREIBRZAEMEN TR LR ENEETREERE. B2, FUEENXES LR
TR —EA R RINBIARSS SRS EIE S

MRERTEEET R, WATLBIREETRBEEMEEETR (source Admin Node ) EHEIMER
TRKERHBEER.
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@ EHEET RBUEFEAERE//NIREE, ERT R EFIERSE, FLE Grid Manager Ih&E
AR A,

PR
1. ERIREET S
a. AL T2 ssh admin@grid node IP
b. NFPFIHEIERS Passwords. txt X
C. AL R es <t Elroot: su -
d. AT HEHE Passwords . txt XH
2. NREBEBTRBITUTHS. RAE, RBERTRNELEDINMEE, recover-access-points
3. NMEEBEBTH AR, FIEMIBRSS: service mi stop

4. WEEEBTAH., FIEEENBEFIEFEO(Management Application Program Interface. mgmt-AP1)AR

% service mgmt-api stop

5. ZEMEMEBET R LERUTSE:
a. ERIEMEMNEET=:
L AL T#<: ssh admin@Rgrid node IP
ii. SMANAFHIEZS Passwords . txt X
iii. 3N T enS iR Elroot: su -
V. SNFRFIHAIZRS Passwords . txt XM
b. {2IEMIBRSS: service mi stop
C. {Z1Emgmt-APIfRSS: service mgmt-api stop
d. ¥ SSH ZAZHFMEI SSH K, A ...ssh-add
e. A FIHAISSHIARIZEHS Passwords . txt X5

f. BHIEENREETSEHEEMEMNEET S /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g LR, WAEBREMENEET R LN Ml #iEE,
BIEEREDEHEFEFZIEMENERET R, TAEGIRFRE, LHAEEHEMRENEET R

h. INRABREXNHMARSS BHITEEIDIAEE, BN SSH RIBRMFFFATH. BN ...ssh-add -D

6. EREETR EENEBIMIRS: service servermanager start

mEIEFEIBT =BIEFR Prometheus 151x
B UEE IS IENIEE EIET = LR Y Prometheus 43P AY [ £351To

Faazan
* EMENEETN RBREHIEMTIET.



* StorageGRID 2 E/VEEW N EET =,
* {&3HE passwords. txt X
* EERERBEIE,

KXFUIES

MREETRAHIKE, NESET R LR Prometheus #UEEREIFIIBINEELR, MEBETRE, THR
LRGN Prometheus #iEE. ERHMEMENEETRE, ESBEINCRANEEIT
StorageGRID ZARFEE,

MRERTIFEEET R, WETLUBEIE Prometheus #IEEMEEIET = ( source Admin Node ) EHIEM
ENEET RRERA EIET.

@ p=kl Prometheus PEETREFE— M EKEE, TREET R EFIERSEY, R Grid
Manager ThEEE A B Fo
3
1. BRI REEDR:
a. AL T®%: ssh admin@grid node IP
b. S NFFIHAIEERS Passwords . txt X
C. WAL T an < Eroot: su -
d. BMAPHIHAIZER Passwords . txt X
2. NEEEBT RS, {£1EPrometheusfRSS: service prometheus stop

3. ZEMEMEEN R LM UTHSE:

a. ERIEMENEET R
i AL TF®%: ssh admin@grid node IP
ii. NPT HAIZER Passwords . txt X
il. 3 NIA T ap LI Elroot: su -
V. SNFFIHAIZERS Passwords . txt XM
b. {=1kPrometheusfRs5: service prometheus stop
C. ¥ SSH TAZARMEI SSH K2, A ...ssh-add
d. BAFFIHAISSHIAIRERY Passwords. txt X
e. ¥Prometheus¥IBEMN REET S EHIZIEMENEET A

/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f HIURTREY, & * WA * BIAEHREMEEET = LA Prometheus #3ERE,

JR48 Prometheus #iEEREAEHIEREFRZIEMENEET R, TRERIRFES, HARKEE
MEMNEET R, BERUTRES:

CrefEkiERE, EXRRS



a. IRFBFEWNHEHMIRS[BHTLEGE, EM SSH KIEFMERMEA. AN ...ssh-add -D

4. EREET S EEFHBEIPrometheusfRSS.service prometheus start
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