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* EREF EERCIREMEDER, BRI "6 S3 FEI K

* EAPUT Bucketig R GIERTZEE D ER x—amz-bucket-object-lock-enabled IBXKIRE, HEEN "WiF
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SIMRYMEFTED EBRRAIEH. SIRDERNZEIEAIIIEE. EREEFEDRIMRAER, BN "R
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FEIRIRIAMREIRE
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* EEERAT:
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B EFED ERERR LS ERARE AR (A FEH RN EAL)o
AR BETFED ERVEOARE
B BFED RIBIARERNE. BEAUTEEZ—:
BIEF EEREEEMEIRIZE, BB "R S8 FhEX. " M "EMSSHRMEMINMRE"
* R A0 RIEERIMEARRINR A EHBIPU R IE R E B K.
PUT MR EBIERE

@33 Put Object Lock ConfigurationigXX. ErILUKENENE R T S3M R BIENEE D ERFIFIAR G R F R
INMREGHAPR, &R LURBR AR E N BIAR I E,

31


https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/update-default-retention-settings.html

MREHIREEENZEEDER. MENEARIAMFRZIRETN x-amz-object-lock-mode #l x-amz-object-
lock-retain-until-date KIEE. MIAMRBEIRAFIHEARBEILEBHHAIF x-amz-object-lock-
retain-until-date FKIEEo

REHANRRAERERTRIARBHR, WHRRANREBIERFREFE, FRERMIRINMREHRE
Mit&E.

BAER s3:PutBucketObjectLockConfiguration PR, TEENMKF rootFl P 3R 5ERIHIR1E,

o Content-MD5 WANIEPUtiERFIEEIEKITk,

BERTA
HRBIANEFEDERBRASIHRIME. HIFMARERINRENEGM. BERAREHRRIKEN6F,

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

SNt R E D ERVRRINR R
BEMERSNEEDBRBRATSIHRMEHEEMNRERANEREHRAR. BEAUTHEZ—!
* FHEHPEERTEEFEDR. BN "BEESIEFHEIE
* )RR FRENN R B EECE 1E K,
RN RMERE

18313 "Get Object Lock Configuration"GREXF RBIERE)IEKR. Lol LIAERET NEMEIERBE T SIHRBIE.
MREEA. WEEBRBNEMDERERE T HIARZEXHRZLHR,

MRBFH T RRES NFEDE. WESNARAREER x—amz-object-lock-mode FIEE. BIAMREHAMR
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BFIHEREEIEHEAIF x-amz-object-lock-retain-until-date KRIgEo

BWMEAEE s3:GetBucketObjectLockConfiguration PR, EVEAMKF rootFl P K5ERE IR,
BRI

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

MRz 1

HTTP/1.1 200 OK
x—amz—-1d-2:

1iVmcB70XXJRKkRHIFiVgll51/T24gRfpwpuZrEGL1Bb9ImOMAAe 980xSpX1knabAOLTvBYJIpSIX

k=

x—amz-request-id: B34E94CACB2CEF6D
Date: Fri, 04 Sep 2020 22:47:09 GMT
Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

R EN R REIRE
BRTSIHRMENEFHEDERAIUESAENFAESSHRMERBIRENNRAS,
MNERFFRFIKEFNEIS3 REST APIRIEE. MERNRBKEREBESFEIRITAANREIRE
BRILAB IR RIEEUTIRE:!
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c REEN: SRS E,
* *retain—until—date *: $§EStorageGRID /1R X R ki~ Z KB ja] 9 B A,

c EEMRINT. RFRBELILAAARRBH. WEILKRERNR. BEXAEREMFE. REBILAH
BILUENN. B aeR D SeiFRIt B #Ao

c ERERAT. BARHENRNAF TSI RERLEARIRE, TR EN RS REHAFREIHA
ZAREMER. ENTERTLUEM. BAOEERERRE LB,

*HERE D WHRRANASEREN, SUMBEZNR. HId, EAERENSEESEARFINE
KEMSHITERRE, SERBEIABE, EERmBBRRZABEER.

MNENGERERESRBEANERERLLAPLR MRETWRRELTEEZRBRS. WERAZRET
AMERIZAR S

BERFED RN RRAIHEESIHRUEIRE. IBEAREER A PUT WK, "PUT WR—EFI"SL"
BrhZ B £1L" B

TR AR T <!

* x-amz-object-lock-mode, HJUREMMHLEE (XD KNE)

@ WRIETE x-amz-object-lock-mode. EEMTIEE x-amz-object-lock-retain-
until-dateo
* x—amz-object-lock-retain-until-date

o (REHLFHEAENTRART 2020-08-10T21:46:0020 AMFER/NFD, BURE 3 i/ (15
ERZW) . AAVFEREMISO 860118,

° (REHLEREARIAREH R,
* x—amz-object-lock-legal-hold

MRAFEERERE (KOANE) , WHREETFEEFRBRSES. NRXAT EERYE, WARSHEHTE
ERE, EEHMERESSH 400 FIREK (InvalidArgument ) EiR.

WMREER LR E—EKRIRL, EERLUATRS:
* o Content-MD5 WIRA. NMNERIRKLANNIEIN x-amz-object-lock-* PUTIHRIEKRFIFEIERIRkL,
Content-MD5 PUTHR-Ef| B L2 LERFTE,

* MNREFMEDEERBASIHRBMEN x-amz-object-lock-* IFIEIERIRkL. IR[E400581R1E
K (InvalidRequest)&iRo

* PUTH&RIERZH#EMA x-amz-storage-class: REDUCED REDUNDANCY LAILECAWSTTH. B, WHE
ERAT S3 MRYUENER TRHNKRENFEIE, N StorageGRID FIBLHITIIERE N,

* RERGETHHEAD N RIRASIER & B IEFRE x-amz-object-lock-mode, x-amz-object-lock-
retain-until-date, M x-amz-object-lock-legal-hold(MIRERE)UAMIBERLIEXZSESEIEHR
s3:Get* IXPRo

&R LI#FH s3:0bject-lock-remaining-retention-days HREEHFXEF. BAFREIFNRAFIIRIEM
RERZBHAR,
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INRIEF N RARE G
IRFEEHUNENRREINEERERRGIRE, FIURITUTHRFRIFRE:
* PUT Object legal-hold
IR EERBEN on , WHREEFEERERS. MREEFREGEN off , MWEVHEERE.
* PUT Object retention

c RAEAUREMUETEE(XDKNE).

o (RBBELEBEREMN R AR 2020-08-10T21:46: 002, AVFER/INEFD, BRE 3 i/ (K5
EREM) . FARFEREMISO 860118,

c NRMWRIRAEEGMENREBHE, NREEENMIRE B, N ELIEREKN,.
WRER R ERT
HEBRF s3:BypassGovernanceRetention WRAI UGS A G ERNMRIVENREIRE, EfAIH
FREIE XN RIRBIREER NN E S x-amz-bypass-governance-retention: true JHRIF, XLERAFA]
BURAT LA MIANIR1E:
* ITHIBRX REMIFRZ DI RIRIE. LUEEXNRFR L AR EIHA Z 5iMlbR1Z 33 RhRZS,
TEMBREFEEZFRBRESHITR, BERBHIKA,
* BITPUIRIRBBIR(E. UEEMNREZBHRER ZANEHRRAERXMNEEERXAEM,
BARARTFRIELXNEMMEB RN EE,
* }11TPut Object{REBIRELAIE AN R/ DI MHBRIT R AR ASHI R E HARR.
HBXER
* "FH S3 WRPEEEXR"
s “EASIHRBIERETNR"
* " { Amazon Simple Storage Service FAF5F: FH S3 XMRBIE) "
eI S3 & enFHRECE
SR LR S3 A AHRECE, LUTHI{AIES M StorageGRID G MIBRIFE N Ro
ATHPHERERFIEAT S3 LanARREINAIEFIMFE S3 FEDERPFMER (FHY) FLXWRAVETE, &7

FEVRBIN IR, BXEIE S3 L AMEENTREIFHAES, 1BESMW " ( Amazon Simple Storage Service
FEANGIEM: WREGEER) " BEE, StorageGRID NZHFEIRAIRIE, FZIFTEIR(F,

radEmmAHEE

i AMEEE —HANATIE S3 DERFIIMKIMN. S MNEREE ZRMATX R LUK X LT R B EIHARY
| (ESE|HE—EXHE) -

StorageGRID T — M EHEEFRRZ X 1, 000 FESEHMN, SMUWETUEEUT XML Tk
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ERCIZESRBREENSE —F, EFELB—IEE— TS MHNIAY JSON X+, 40, Itk JSON XfHE
BN, S0TFFR:

1. MNER T ERRB AN R categoryl/HBEEE key2 BIE tag2o o Expiration BEIEESTH
2R ICERAI A R IF1E20204E8 B 22 A F R 2 IHE.

2. N2AVEARF SRIRTEAIN R category2lo o Expiration BEIETES Mk LECRIMSIEEEN
[5100K 2 HA,

@ EERBINN S RN E1EX, MNRLa1EEEIHN BN EXE, NENAE
AREER, FIRERILENMEFMED BRFRIFFELENR.

3. MMMEAF SHILTERNMR category3le o Expiration B¥IEE EMIERIARAHI LRI RGTE
HET NIFEHIRE50K EZ HRo

36


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/how-ilm-operates-throughout-objects-life.html

"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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RaEamEREN A TEEDS R
SIREMEREEXHE, EaliEd kL PUT FEDEREGARRIEREENATEES K.
IERSRRHIXEPRE G EREEN A T2 ANFEIEPRINR testbucketo

aws s3apl --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-

configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

BUIIRREMINRESAMERENRTEED R, BAEREER REEFED BRESEER. fla:

aws s3api —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

BRINBYPERZ IG5 H S RINIR ARy E an A HRECE.

WiEFfED BREmBREIEERTR W]

E&H PUT KR, HEAD MR8 GET WRIEKE, TR UMEELSEAPEEERTR PRSI
EXNR. NRMNER. MR RKE 8 Expiration IWBEA TR KA ZIEI LU LA EIERRL A,

(D HATEFEIREGEAPIESILM. Elt expiry-date BRAEMRBRNRNEFFEER, BXF
AMER, BBW "WEHENTRIERE"

a0, HEPUTHRIERZEE2020F6 8228 &K HBY. HEFBE— TR testbucket FiED Ko

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

BRI R RIGTE 100 K (2020 £ 10 B 1 H) I8, HESEEEARERNFMN 2 i,

{

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",

"ETag": "\"9762f8a803bc34f5340579d4446076£7\""
}

{540, 1tk head Object 1EK AT REUNIA 7 ERFRE—X KRBV TTEHE.
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRIOMEN BLHE REVTTHIE, HIETRMRIFGE 100 X, FBSMN 2 [LEC,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

S-h#E S3 REST API AYZEiY
XL T StorageGRID # S3 REST API BY, R8T

R AFERNRAVEN

MREHNAREFERERE M NRESUTEARFTERNRERFENREIZ L. NNEER"available"—21%
fﬂ;i]ﬂ%'Jo fign, MREHNARFERERREMIEZA—BUTEMIE, WA "Available’ " —E4#E
IO

AN, MR head RIERKEINER, WE—IHZSMFET RAAIEN, AIESWEIRE 500 NSRS 25E

X0

TR LAGER PUT FED BR—EUIEBER NN EFHEIRIZE "Available " —E%HEH], WAILITER API21ER
BRI PIEE — B

MREARI
RIEEREE D ERBVESE. IFEEXENRERZEN,

7£StorageGRID 11.45FE R AP EIEN S EL

* FEFAMBEFEANRENFGINNFER. X5 AWS LaTF R AFIRVEINARE. BckBIEREIL. JEM
—BYEIZR. B8 imageo

* INRZRLARIRAWS Z W E BRI AR P ERENAE—FfF. BENREBAMAMIBRZ. iR, 5
fERLUTMI:

mybucket/mydir/f8e3-image3132.jpg

MmAE U T
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mybucket/f8e3-image3132.jpg

7£StorageGRID 11.45 B ShRAF I EM S E&
AEERFINREBABIRLUAE EREREL . TAZHERT. MREFAZITIEITNF R0l LU ARENVE,

BS3TERHAIIN ERERNEGHERIFFAENR, A7 RAMREMEELERER ML
M, EERMT I HKRER—AFHBMNESES. FEAERZENAS, Flm. &
(@ ESIEFBEREHEA2. 000N R, MILMATFES B ABEmRIGE = XEMRFE

Ro N7 RAPREHFREI ERENR . EAILUMERN TEX G B ER:
/mybucket/mydir/yyyymmddhhmmss-random UUID.Jjpg

EKFSEEEE " HIEIN

MR "ATFEEEENRN2EEN" BEA. NS3EF iR AEFMERRITIEEBRENF HHCEENGET

IFRIZIE, XL "range read” " RENEMRT, EN StorageGRID KB MEREIEIT R LUFRIERNET. M

FERARBINRIBERDVEF THRECH RIFIEMRLEMRT; B0, M 50 GB EZEXRIREY 10 MB SEEIATVIR{FX
/KT

MRMERER R REGEE, NP BIERATEREBH,
() nRFEEENR, HEEFBUBRFUAEHTER, SRR B,

BXES
B
* "PUT 7= fifi 5 B — 2 1%"
* "&12 StorageGRID"

% #5Amazon S3 REST API

S3 REST APISFEI¥FAE B

StorageGRID £4tsLht B R EFMEIRSS APl (APl hitZs 2006-03-01) , XFEFAZEHUR(E,
BE—LERE. E5K S3 RESTAPI B iR AIZFE, BFETHRELmIFHES.

StorageGRID RAAEESZHFEIMFEEIRIUIER, BFBREFRIVBEN,

A HALhIE

S3 REST API 89 StorageGRID SEHE{NZFE WA HTTP HEARE .

T EX BHEREMIRSL, StorageGRID £FNFFHEMB HTTP BHIRT. HHERRIETEIERD AJ LAEAEMEM
FratnERtE (GMT) RNSeEAMIERE (UTC) RIiEE, HEREFENXRE (WIHERE +0000) -
NREIE x-amz-date IFAPIEEREAE, EHAWSERBA4ET, BER x-amz-date ERIFKRPHBIANTF
iR, FNF B EIRE.
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x—amz-copy-source-if-unmodified-since

x—amz-copy-source-if-modified-since
x-amz-meta-. FRER—NEF-EX. ZHEERAFEXHTHE
x-amz-metadata-directive: BAIAMEN cory. BFEHIF R KEXITEIE,

ERILUSRE REPLACE BRI RN BRI B TEE. HNEEMWRITEIE.

x—-amz-storage-class

x-amz-tagging-directive: ERINMEN cory. AFEFIFRFAEIFIC,

A LIAETE REPLACE AIEEFIM KRR BZIMAIRIC. HEMITIC

S3 W RBUEIFKITK !

o

o

o

x—amz-object-lock-mode
x—amz-object-lock-retain-until-date
x—amz-object-lock-legal-hold

MRELAHIBFREEE X LK. WREREFEED RBRINMEZIZE RKITEXNRRAIEREZEE L
HA, ESN $HS3 REST APIFEES3WRIIE"

* SSAIERIRk:

o

o

X—amz-copy-source-server-side-encryption-customer-algorithm
X—amz-copy-source-server-side-encryption-customer-key
X—amz-copy-source-server-side-encryption-customer-key-MD5
x—amz-server-side-encryption
Xx—amz-server-side-encryption-customer-key-MD5
x—amz-server-side-encryption-customer-key

x—amz-server-side-encryption-customer-algorithm

BB ARSI MEZRIERITK]

ERIFATZ LI
AZFFUATIERIR:

Cache-Control

Content-Disposition

Content-Encoding

Content-Language

Expires

x—amz-website-redirect-location
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BRI

o x-amz-storage-class WRILEMILMIANIETE T WNERRFFEHHHNITH. WEZEREGKIRKk, HE
Mg StorageGRID SIZEAIIT R B 4555,

* STANDARD
(ZRIN) FEETE ILM FN{E AR ISEINE, balanced-option EIRE| g2 a2 A BT RGN 2 1E.
* REDUCED REDUNDANCY

EETE ILM FNER IR RZIEI S, balanced-option R 8I#2 ARE] &I A AT 2R HNIRE,

NREBAEBATSSHRUIUEMBER TR RBAFEDER. WEER

@ REDUCED_REDUNDANCY EFUR A, MNREFWNKENBNEAFEIER. WEER
REDUCED REDUNDANCY EIUR[EIF5IR, StorageGRID AL HITIURREHN, UAFRHAR
BRMEER,

£ PUT & HfER x-AMZ-copy-source —& i

NBRFMEDEMZRH. IBEPIEE x-anz-copy-source k5 BIinn EBEMZRBFARE. BRNREGENEI4SF
ISPN=E 7

N RFBAFREE. MEERM x-amz-metadata-directive F3kiEEN REPLACE. WRMTTIIEEFERIE
KRR TTHIBEHITEN. EXMMERT, StorageGRID AEEEMHANR, XERMNEERR:

* FREEA"NENR-EF RUMBRENR. BFEENRUMENRAINE, MRERM x-anz-
server-side-encryption #Rlaf x-amz-server-side-encryption-customer-algorithm K
3k. StorageGRID E421EKHIR[E] XNot Implementeds

* AERE ILM ANPIEER " AT " &0, BIIEREE ILM #2E/HMTE ILM B, B
AN RREE R HITo

XEKRE. MRILMANERstrictingi BRI TINBUERIE. WELEZREFMBEXR(BIA0. MEBRNUER
A A)IASRMITEMREE. EMENNKIARBEIRUE, BEFLETRENLENLE.

AR5 2R IR AN B IERAT K

NREARSF|/IHNE, WERERIERIFKER T RN KRESEMEZEURES RN BIRN RN,

* IRBENRERAZTARMNER (SSI-C) #HITME, NWAHFE PUT Object - Copy IERABE LU T=MF
XK, UERUBEHERIENR:

° Xx-amz-copy-source-server-side-encryption-customer-algorithm: }87E AES2560

° x—amz-copy-source-server-side-encryption-customer-key. IEEEECIBREXN REIEHA
MEZEA,

° x-amz-copy-source-server-side-encryption-customer-key-MD5. IEETECIEFEX KRBT
HEIMD5EE,

* IREBFEACRHENEENE—FANBTNR (BlF) #HITNE, FEESUT =R

° x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,
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° x-amz-server-side-encryption-customer-key: NEIRNRIEEFHIIMNEZR T,

° x-amz-server-side-encryption-customer-key-MD5. &EFINZEZFHIMDSHEE,

@ ERENNEZZRXTASEFE IRFANEZZRR, WERERENHNR. EEREFRE
HEVERRIPNRBIEZ . IFERREREI EARS S IHME"

* YNREMEFAH StorageGRID  (SSE ) BEIEMM—ZAXMBIANER (BIZ4N) #HITNE, BRUIARKEETE
PUT X% - EFIERA:

° x-—amz-server-side-encryption

@ o server-side-encryption TEEMMNRNE, MEFEBEMEIEREX server-
side-encryption M{E{FEAH x-amz-metadata-directive: REPLACE,

hR s

NFRFED RIS WATLER x-amz-copy-source AT ERIRMMANRNITE, EEFIFNRH
BEMA. BIERRHIEEEERIRARZA versionld FHiR. WRBMEHEDBREHITRAIEH. WEEF
R[EERAIARZS x-amz-version-id MNATRSk, WIRBIFDBRARAIEHEEE. N x-amz-version-id
R[E]" null™E,

HXER
“EH ILM BIENR"

"EEHZBEHRIRER S3 121F"

"PUT WH&R"

SelectObjectContent
EaI LUEF S3 SelectObjectContent IEKIRHEE £ SQL BATHE S3 MRIANA.
BEXEMEE, 1580 EHT SelectObjectContent Y AWS STHE",
FHAZ HI
* PP BE S3 Select 1XFR
* BB s3:GetObject BEEHAIFRAIINER,
* EEHNRNRBARAUTERZ—:
° CSX., HJLUREREMFHEA. o] UIEZEEIGZIPH bzip2)3 &,
° FBAMIR, MEAMRIREMEK:

* S3 SelectXZIFFERGZIPEK Snappy# 75T EE. S3 Select Az AR RHITEMAITR
48,

* S3 Select AL IFEAMMMR AL, HIAFMERTIEEACSVIISON,
* RAKEEITEHANAS512 MB,
* BATER N RIS E R EESREY,

71


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html

* ReeFEAiEfR. JSON. 7&K, BYE|ziUUIDIZIEEL,
* SQL RIXXHIERAKER 256 KB
 MANRERTHEMIERIBAKEN 1 MB,

@ A FFERScanRange.

CSVigRIEETA
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BAMIRIERIE LA
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQL &R

EEIWRMEEA OGS BUEFRBURSRR, 2010 FAO, 2015 FETAOUKREEF DL, XHHIER
SHIERR BB,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

BEEWIINHEIL1T. SUB-EST2020 ALL.csv, S0FFIR:
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWseE 21T REERTAI(CSV)

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

WX EMEIL{T. changes.csv, W FFAR:

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWSER AT EEARAI(EAMAR)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

i S HFBYFT i Tchanges.csvil FFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

Zaby E1FIRE

KT StorageGRID WAz 15 Z 2R L& 124,
U T&GMERERTAE L4 EEIR1E:
s —NEEDEMH LR ZIBE EEHARNET 1, 000X, FERZEFEDEEH List Multipart uploads EifZER
ARERIR B R EEERLE R,
* StorageGRID X} % ZB 4R 4a2HISEHE AWS K/\BRH. S3 B U SUEHE LT AN :

o ZELY HERWE MOV ANF5MB (5, 242, 880 FT) M5GB (5, 368, 709, 120
FT) Zide

© BIE—EHHELUNF 5MIB (5, 242, 880 FT) .

cBE, BHARNERAIEER. FlW, T 100 GiB MR, BEEAERHAI 5 GB . BTFSMEEHEKL
NME—RIN R, B ERRABIERMT AT B {RStorageGRID JTEHEFH.

° WF/NTF 5 GIB IR, FEEREMRIFSERD L,

* SORILMANER FERHFANITA. WHASHBOWNREZHIEN RIS ED UM Z 80 L
RRNBENHRHATILMIT L, G TSRS E = E R0
° Y0SRTE S3 ZEp LETREF ILM REER, WESED LETME, WREFLEED AT AR EH
AIRY ILM B3R, EAMER ERRIEAERSHIAER ILM BTG, HEEBEERNIE.
° TEFHMEREADERY ILM B,  StorageGRID ZIMEZEFHIA/N, MABMRIIAN. XBHEE. WK
MFRLER D A UFREER B RN REAILMERIUE, FlW, WRMNISEFE 10 GB SERRINER

#fFfETE DC1 B, MBI REFAETE DC2 1, MTEHARY, 10 &0 ZE5 EZHE1 1 GB &6
DEBTFAETE DC2 o TEXMFTREEMFHIT ILM THEHBT, MRAFABEHEIEIEE DC1

* B %887 EfZ1R1FI93% 5 StorageGRID —E it
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* R LIRIER EX S35 LB EARS B[R, EfEASSE (RS 28imNN%E 5 StorageGRIDE RN ZEEA).
BEEGHE x-amz-server-side-encryption (XE" Bl Z & LEER"PERERTEH. ENEFIR
HEZREAER SSI-C  (ARSZB[/WME) , EAILUTE " BohZ 34 LEEK " HIEENED " EESBHEKR"

PIEEERN =N INEBFERITk.

1B1F
FIhZER M L%

EEhZabt L%

EfEERf

L fEERr—EH

TR ZEMT L%

Ik ZED BT

I hER

EESES)

© B
" ERIRSS SR

St Z & £

SKhE
BEEN "FIHZERM L 1E"

BEEN "B ZEt EE"

BEI " EEEME

B2 LRGS0

BBN TR EEMTE LT

7E£FfA Amazon S3 REST API {T A £, WNBEEKR. BARBIT

p:p3IN

7E£FB Amazon S3 REST API 1T AT ht. INBENR. BARBIT

R

"I ZERE BT " RERVILE N FE D RIETEEITHZEMT L%

SFUTERS:

* encoding-type
¢ key-marker

* max-uploads

* prefix

* upload-id-marker

®* Host

* Date

* Authorization
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hR s

ZEin LEeERm LT, RE LT, EEEMH, AR EERIEEHUNTTR EERNRE TR " S8 "
1RF/E, BEIBNSR (HEERBER FHITARAIZH) o

BohZ i L&
Boh% &85 £ (CreateMultipartUpload 1B B oI RINZ R L&, FHiR[E] EEFID,

o x-amz-storage-class Z¥FBERINk, FHIERHIE x-amz-storage-class #lHStorageGRID TEE N
HAERIP A R EUER A . MAEMStorageGRID RFEHTZMERIN RIFABIZE(BILMIATE)o

MRE5EHNHRICEBIILMINIFENITAEAstrictiZ. M x-amz-storage-class PR TLHo
AILUEA L FE x-amz-storage-class:

* STANDARD (BRiA)

°* R * L WR ILM RNANITHIEE T MRED, WEHANRE, RASILACZZNRE
BINRIBHBED R HMEFMET R (WRR) - WEILMES. StorageGRID ZHEXLANIAIGETE]
AEENEMNPIHRERR. SN, ARFEEAEUELIZHNREIZR. HEFJEFEMFISEIE
B &N,

° BFME: MRILMMANIETE T EFENED. MStorageGRID F AL BN I AIEE KIFR A Bl 4s.
NStorageGRID ZERERITFAET = _LOIZM MIGES R4S,

AR StorageGRID AJLAIZEISIZILMAN(BZ M E)FIEERFIBEXNREIER. WEER x-amz-
storage-class WL,

* REDUCED REDUNDANCY

° *IURAZ * 1 IR ILM ANAHNITAIEE T RIRITIEDT, N StorageGRID STEH AN REISIB—MiE
BElA (BMER) -

° ¥ NRILMANEEE 75ERED, NWRAE B RRIELRIEI N FHsENFE R 46T
, StorageGRID A& BIE—MIEFTREIAS, MR StorageGRID AILUAITRIZNE , NIATRSKAECIE
Fdo o REDUCED REDUNDANCY 1R 53 RILERIILMIN EE—IEHIBIZA. NRFERIET, 1EX
&R T, {5 REDUCED REDUNDANCY FTR{ESRENRIEFOIZAMBIPRERIMI I REIZS,

fF8 REDUCED_REDUNDANCY FEEHMIER . REINEEMALLED, REDUCED REDUNDANCY IEANENHAE]
MREBEERBING, F190, MREVEENBIAFEERERENFET 2 L, MILFET RREEHT
ILM &, MrTRemRREKIE.

FEEA—ERNERIEF—PBI A EEHIEE IR A EZRIINL, MREIHRIAFE—TEH
@ Blas, MEFETREISERHITERRN, ZNRFER. EARFEPIREFR, §F=
EIPREN W RBYIARIN R,

$5%E REDUCED_REDUNDANCY {XSMABE /RN RESCIRRIBIZAL, ERSEMEEDD ILM REIT AN RSS!
B REIARE, WARSHEIEE StorageGRID RFH LUIRIRHITTRERITFE,

NREFTRA T SSHERMUERIBR TR RYNF EDE. WA ER REDUCED_REDUNDANCY it
()  wgwms. MEEENRBNBNSAEESE. NS ER REDUCED_REDUNDANCY HITRM]
HiRo StorageGRID RIALMITIURRHEN, UHBRHEE A EER,
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SFEATIERIRK:

* Content-Type
* x-amz-meta-. BEER—MRI-EN. ZNEEHEFEXRITHE

FNRAPEXRTTHIEEER - EX0Y, BEAUTERRI:

x-amz-meta- name : "value’

NRBEAAF E X VLI B ETEAILMMN S E 68, MABEER creation-time {EARIEX
REFICRATTEIRERI R, Hla0:

x—amz-meta-creation-time: 1443399726

B9{E creation-time MHEAB1970FE1 8 1H LERAIFIER,

@ IETE7AN creation-time AFERMRAMEIBA T IHEMMENEFED R ARITERA
FEXBTTEdE. HRRHREIHEIR,

* S3 WRMEIFKIRK:
° x-—amz-object-lock-mode

° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold

gg%&xﬁ%ﬁ%ﬁﬁﬂ’\]’l‘%ﬂ"l‘ﬁtl:'ui%%‘?, N#EFfED BRAIAREIRER T EXN SRR retain-until B

"(FHS3 REST APIEC & S3X R iE"
* SSAIERHRk:

° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
[AR S5 2R Um AN ZE BB KATK]

() %xStorageGRID MAIBUTF-8FRHEIER. HETPUBTRITR,

AR5 2R ImANEE BYIERAT K

TR AR U FIERIFHBE RS B[IRMNEXN SR W RHAITMNE, SSE M SSI-C EIZE FAY.
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* *SSE* . MREEMA StorageGRID ERHME—EANMNREITINEG, BE " BEIZE D LEBEXR " PER
ATt 18701 LEERHERPIEE AR,

° x—amz-server-side-encryption

* *SSI-C* . MREFAERUENEENH—ZANWRHAITNE, BT " BoZSEHELEBER" (UNES
By " EEERMAEKR ") RERMEX= MRk

° x-amz-server-side-encryption-customer-algorithm: &7 AES256s
° x-amz-server-side-encryption-customer-key: {&EMTRIINNZEZH,

° x-amz-server-side-encryption-customer-key-MD5:. ISEH M RINZBZEIAHIIMDSHEE,

@ ERENEBRAKITAZFME MRERMNERR, WERBNHINR. EEAEFRHEN
BIARIFRREUEZ A, BERERSEI EARSSEmINE"

BERIFERZ LR
AEFUTIERIRL. FHIR[E] xNot Implemented

* x—amz-website-redirect-location

hiR 42 1

ZEr LEEERH LT, 2L, LEERMT, HAE EEREE UK EERERE. TRITTENSHEL
RREN, RAERCENR (NMRER, EHITHREESR) o

MEXER
“EH LM BIER"

"PUT 345"
Ef&E
" EREMT " BF I ZEkMF LT B AN R LR AT

STFFEYIERARK
ZRIUATIERRK:

* Content-Length

* Content-MD5
AR SS 23 IR NNEE RYIE RAT K
WMRERRHZEMHF EEZIFKIEE T SSI-C I1E, WEBRES LESFIERPEEUTIERIRkK:

* x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,

* x—amz-server-side-encryption-customer-key. FEERERBhE I L EERPIREMERMNE
57
[(EE] o

* x-amz-server-side-encryption-customer-key-MD5. ISERLIERENZ IR _EEIERKPIZHAIE
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[EIMD5H#EE,

@ ERENNEBRZAKCAZF ME. MREXMERH, WEZRENHINR. EEAEFPRHEN
BIRRIPHKIIBEZRT, 1FEE "HEARSHEMNE " FREESI, -
hR s

LD LEaERm LS, RE L, EEESH, HE EERESHUNTTHR LERE, FRITEENZEMG L
RIRERY, RASCIEWR (WNRER, EFHITHRAEHD) -

HXER
“E IR SR N

EfEEtE—E )

LEEMF - EFIRIFEDFIA MR PRBIRE S A BIERR LEHRI—ERD.
SRR - EHIRMERIERTA Amazon S3 REST API T F ki, MNEBH. BRRBTEH.
HIESRIZENF S NFPIEE IR SR x-amz-copy-source-range EStorageGRID ARG,

SR TIERIT

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

ARS3 2R IHINEE BYIERATK
MRENBHZ B LZBERIBE T SSI-C ME, WELAEED LEEH - EFIERPESLUTERIRK!

* x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,

* x-amz-server-side-encryption-customer-key: IBELERBNZIH LEBEKRPIREAERME
o
(NN} o

* x-amz-server-side-encryption-customer-key-MD5. ISERZIERBENZ IR _EEIERKPIZHAIE
FEMD5EE,

MRRNRERATPRMENER (SSI-C) #HITME, WHBHE LM - EFNERPESUT=MRE, LU
BRI LR HE R R
* x-amz-copy-source-server-side-encryption-customer-algorithm: 87 AES256,

* x-amz-copy-source-server-side-encryption-customer-key: fEEIELIEBFEINRITIREIMNER
Ao

* x-amz-copy-source-server-side-encryption-customer-key-MD5: ISETECIEIEITRATIRMH
FIMD5HEE,

81



@ ERENERAKITAZFME MRBERMNERR, WERENHINR. EEAEFRHEN
BIRRIPNRIIBEZRT, 1FEE "EARSHEEMNE " FREESI -

hi 42 1)

ZEr LERERH R, 2L, LEEMTF, HE EEREE UKL EEIRE. ERITTENSHEL
RREN, RERCENR (NMRER, EHITHREESR])

R ZER T L%
EHZEH LEFIREET RS A RSB RN RIS £1%,

dit

ct

R

ARIFFIHER (BId, BIEFHREANE—EHR) FLL " &) " AEMETER " RHmE " TER
BYEIEXRF StorageGRID RAEfAIFITERLATEIBER, MR S3 FF IR FIaiRE,

BRI

o x-amz-storage-class WRILEMILMIANIETE T WERRLFEHHIHENITH. WEZEREKRIRKk, HE
StorageGRID BIEHIX R B4,

* STANDARD
(BRIN) FEETE ILM FRMIEEF R RIEIN S, balanced-option ELR 812 BRI ASBI I TR X ENIRIE.
* REDUCED_REDUNDANCY
1EETE ILM MNERXIR 3L, balanced-option [E1& 98I FIE BB TR IR R ENIR1E,
NREBAEBATSSHRMENBER TRHNRBAFEDER. WEER
@ REDUCED REDUNDANCY ETUE R ZEE, MNREBR N RHNBNENEFEDE. WEBR

REDUCED REDUNDANCY EIUR[EIF5iR, StorageGRID FIELHITIURREHN, UHEFRHAR
BREER,

() WRBEH LR 15 KRS, MIREERINIEE, HMRGRRIRATE XBEE,

@ o ETag REIMEREZHIENMDSZ . MEEEAAmazon S3 APISLHE ETag SO WRH

hR s
LIRS M Z D L. MRADERBRATMAER. WESTRZHS LEREIRITRIRA,

MEANFEDEBR T RAES. NAM—M versionId KB ANFAEENRIARAERK. X versionId 1
2fEREMNAIRIE] x-amz-version-id MR ARSk,

MRIRAEZEFIDEE. WEFEENRRA AT versionId MREFETRAE. MZRABHE S,
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MRANEFEDRBATRAIER, WTZH0 ERIBERI@MhkE, BEER—NREHRL

@ ERYSERZE 7 R 2 alt. MRENFED BRARBBMAESR], WALkBmZH7 L%,
AEBNE—NRERBHNHTHSE — 1S LE. FIRRAIEHNEFEIR L, RETH
ZE 7 LR M.

S, B TTHIEERRIK

MRAFEIRSEE T HTEE D LENEEDER, NEMEXBNERISBAIRIERN, ZEH LEHEMIN.
MRZLEXFHER, WSEMKEESZPHTEESH (SMT) ZHER, RE— 1S4 EEER "failed to
publish notifications for bucket-nameobject key" " for the last object whose notification failed. (BEEILES,

BEE TR > FHETR > BN, ERIBEFLREN. ) BEHERHIEPIILH
/var/local/log/bycast-err.logo

A AT LB E TN R TTHUR ST IC R R R MBI E FIEER. AR UENRREXNEE, NERHEITILE
NEZE @

HXER
“EH LM BIEMR"

SR

StorageGRID R4 1FFEEHAMIIRA S3 REST AP 81N, Wbk, StorageGRID 32
FEIRZIN T 24 BE X R,

%1509 S3 API ££iRKT

Name HTTP K&
ACCESSDENIED 403 EEH
BadDigest 400 PMEEIRIEK
BucketAlreadyExists 409 iz
BucketNotEmpagty 409 HZ
KAERTE 400 PMEEIRIFK
HNEBEEIR 500 NEBARSS 23 HIR
InvalidAccessKeyld 403 BB
InvalidArgument 400 MEEIRIAER
InvalidBucketName 400 MEIRIER
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Name

InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithmError

InvalidPart
InvalidPartOrder
InvalidRange
InvalidRequest
InvalidStorageClass
InvalidTag

InvalidURI

KeyToolLong
Malformed XML
MetadataToolLarge
FERTER
MissingContent{< E
MissingRequestBodyError
MissingSecurityHeader
NoSuchBucket
NoSuchKey

NoSuchUpload

ARSETE

84

HTTP X%&
409 AR

400 PMEIRIBR

400 PMEEIRIAR

400 PMEIRIBR

400 PMEEIRIER

416 ToiE#mBIERAEE

400 PMEEIRIANR

400 PMEEIRIEXK

400 PMEIRIBR

400 NMEIRIBER

400 PMEIRIBR

400 MEEIRIAR

400 PMEIRIBR

RAVFEER 405 7774

411 BEKE

400 PMEEIRIAR

400 PMEEIRIEXK

RIKE 404

K3 404

RIxE 404

501 RSLNE



Name

NoSuchBucketPolicy

ObjectLockConfigurationNotFoundError

EHERA
BEIERER

ARSI A
SignatureDoesNotMatch
TooManyi@

BRZEHREIE

StorageGRID BE X f&izXH3

Name
XBucketLifeycleNotAllowed
XBucketPolicyParseException

XComplianceConflict

XComplianceReducedRedundancyForZ

XMaxBucketPolicyLengthExceeded

XMissinglnternalRequestHeader
XNoSuchBucketCompliance

XNotAcceptable

RSETE

HTTP K&
KikE 404

K3 404

412- IR RN
403 EZHA

503 ARSSAEIF
403 EZHA

400 MEIRIERK

400 PMEEIRIEXK

Description

|BhR & MFE D R A F R D ER A s A A
Gy

ToERTIREI BT fE 7 ERREE JSON 6
BRERRE MR EMRIELS,
FRENEMEED BRFRIFRD TR

EHRESEB L 7 AITFRIRAFEI R

R/ DR ERIERBIFR
EENEFEIBRRBRREEMIE.

5?1%2?@3—4\&%’?965%%%5’9?%%%

IR EENEKRE RS RSLHERITIRE.

HTTP K&

400 MEEIRIANK

400 PMEIRIBR

403 EEH

400 PEEIRIAS

400 PEEIRIES

400 MEEIRIANK

RIXE 404

406 RA[1E=

501 K325
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StorageGRID S3i53

RENFE DB —EU%

ERRINFEDE—BEIER, EIAENATFREFME S ERIN—EHMER.
BN B R RIEF IR RNE NG

ESERRIIR(E, &3H%E S3 . GetBucketConsistency AR K root o

BRI

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

e

EMZ XML, <Consistency> BhREIATEZ—:

— M Description

el FRE T REBRILAMEWEUE, SNIERERK,

SRANEEINEE RIEFTB LR PFIE B P IRERIE NEIE—Et.

SRARYIL RIS R AR R P imis KRB NER—2it,

BEE (BRIA) NFINREEENER—HE, HANANRERRHREL L.

RMEAAENSERIFFRIL. Z2XATARZSHIER.

Bz AR REHIRHREZ M., WFSIEFEDEK. BNEEER
AWM. FFEER/MEEMWAEENEFESE. AEBXNTFAEEN
FEHMITHEADSK GET2{E), S3 FabricPool F&93 R AR+,

MRz 1
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

EEST]
BRI

PUT =53 B — 214
B PUT 2B —EMEIEK, B LUEE RN AT X2 BRATTRIRIERN —H MR,
BOIA— B MEHIR B DRI QR IH R B NE R

FHAZ H
ERRILIRE(E, ©48%A S3 . PutBucketConsistency AFRELMK 7 root o

RN

o x-ntap-sg-consistency SHWMIMEEUTEZ—:

— M| Description

el PR T REBRILAMEWEUE, SNIERKERK,

SRANEEINEE RIEFTB LR PFIE P IRERINE NEIE—E(t.

SRARYIL RIS R AP E P imie RS NER—2i,

BEE (BRAIA) NN REEENEE—HE, HAANRERRHREL L.

RIS AMMEBIERIPRIE. BXBATAZHIER.

Bz AR REFIRHRE M., WFSIEFEDEK. BNEEER
FEAWGIIM. FFEER/MEEMWAEENEFHESE. AEXNTFAEEN
ZEHHMITHEADSK GET2{E), S3 FabricPool F&93 R A2+,

i *@E, ENER read-after-new-write —EU4ITHIE, WRIBRLEERET(E. IBRATBEEXR
NBERFREFPIHNITN. HE, BEFFHMUIEES APHERH—HMIES, BIENRE—MEEERE
D Bk A IgE — BT,
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BERRA

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

BXER
"B

KA 55 B8 B RIA AT E)
BRI B ERIPANIEER, EAUBERAENSBEAEREAT DRI
T

ESERRItIRE, B38HB S3 : GetBucketLastAccessTime BRI root o

BERRHA

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

GIvian ]
R ERENEED BB B LRGIR B E E .

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT 7 E& _ERifin)Edia)
B PUT 22 ERipmIBSEiER, ErIUAZ N ERBRNEZER ERihRI e EfH, 2
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J:%iﬁ It E| EFRIie = EEE, EEA 10.3.0 N ESRACIZENFIB FME D ERREIA
KE,

BRRIRE, EBNENEEHEEIRE S3 ;. PutBucketLastAccessTime R, SHEEZMAHI root BF.

M StorageGRID 10.3 hRFF48, ERAINERT, FREMHEMED EREBZFEAXN _ERIGRE BRI ER.

INRIERVTFIE S B2 (£ R HANRASRY StorageGRID g1, HBEHELESHEINTHLE, N
@ WIRBRHRE A ER S EE D BB EIRIARIRY B E T, R LUER"RE 7 B LR IAIRIE A" iE

R, HPEERFEFHY S>> B LRI E SR ENE - EEAPIE AR AN RS

IS IEIENEE S

MRBATENEFES R R REEE, WaXEEDER ERRENAUTTA:
* GETHR. GETHRACL. GETHRAFCHHEADM RIFRAEH LRARNE, LHRAZRNMEBTE
BEMEARERE (ILM) FHBIRATIH,

* PUT R —XEFHTEIENESIF PUT MRIFZIBERB ST LRIGRE, XREFINEIPATIF LUHTT
ILM 31,

* MRMWREFEDERZR TN ERIGFNEINEH. WREXNR-EFIERAZIENREFMED R LX)
&, ERIFIMNRAZRNERFMEDERRY ILM iFEATIH, B2, XTFBEFR, PUT WK - EFEREAE
#LRIAEEE MNREIAR AR EIATIRLIHTT ILM 744,

* SR EEMG EFIEREH LRIGREE. BRI RRERINEIPATIR LUHIT ILM 3T,
BRI
R BIIE A TFiE D BB A L RR R BY Bl

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1

Date: date

Authorization: authorization string
Host: host

LR ENG R RFME D EREY LR IRI B 8],

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

BXER
"EREF KA

MIpR7EfE D ER T EEE N ECE

I WIRFE D T EdERAEEIER, SR LUEIRIFRECE XML SRERRMFiED ERAY
RREMRSS.
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g%mﬁﬁﬁ,ﬁwi¢ﬁ%ﬁﬁ%ﬁ83:meﬁwmmmwmmmeanm,ﬁ%@%%mem%

BRI
HRBAIER T BRAFED BRAEREMRS,

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

REVFE D BT B N EC B
ERRI D R THERAEE RN, ERURERTAZI T IREEERREMECE XML

[¢]

BRRIIRE, B8 S3 . GetBucketMetadataNotification XFE, ZHEMKF 79 root o

BERRHA
HIERIF R NBEFE D R TTHIEBANECE bucketo

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

) v
MR IE X BEFE D BBV TR BRI ECE., @l cHiEaNicE, UM ENMEEFEDRIUSITIERE
Bo WRER, ERILBIEREMENREREIRS, URBENRITHIERETMPLERR.
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es: region:account-

ID :domain/ mydomain/myindex/mytype </Urn>

</Destination>

</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SN THEBNRETES — 1 HZ M. S MUEBIEEHZERZSE IR UMK StorageGRID RIAGIRIT
BIEAIXEIRB AR, HIfEA StorageGRID U5 URN $87E B Hro

Name

MetadataNotificationConfi
guration

Al

Status

Description

AT isE T HEER B RN BRI N RIS 28 4R
2o

BE—NHS N TE.

BFIRRANGE TSR EHEE R 5 | PRI RV
M EY A 2EARIC

BEFZESHIMN.

B2 1F MetadataNotificationConfiguration 7t

L B9 ME—ARIR AT o
37 Rule TtEH,

KSAILURZ "ERA"N"EER" . TaHNERAN
M HRITIERIHRE,

B E7E Rule TTEH,

Required

=i

=i

iy

=i
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Name Description Required

EIE: SHALERNNRZUMMEIRE, HxfiEictzE =28
E¥sE B17T.

BENERENR, FHEE— TR,

B &7 Rule TR,

Bt M BB SRR, =i
&7 Rule TR,

URN RENRTHENBR urn . BAREBLUTESE =Z8

A StorageGRID 529 URN :

* es UIMEE =N,
* URNATLATFAE TR RS [FISEBRILE. 8N

domain-name/myindex/mytypeo

i FEA SRR EPEIE AP #HITHRRE, 1]
B T :

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHECE XML ZRiEcBimem, SNEERFRK
HER 404 2,

urn B EBMRTES.

M Rz 751
BEEZERIXML

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> FricER 7l
FIAFED BRI ESEREMIRSINER. EIRFIR. JMRITEIEELXEE IMElasticsearchZ& 5|
current HHAnamed 2017 FEEER AWAWSIEAH records.
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BEXER
"EREF KA

PUT &0 Bt SR @A &

#d PUT Bucket TTE#IEEMECE IR, ERIUARZNMFEDIERERAEREMRS. E1F
IERIEX R TTHIEENECE XML BT HEERETHEELXE BIMERRS IFINR,

BRRLRE, BRENFMESEEIAE S3 ¢ PutBucketMetadataNotification AR, =& &2 #I root F
Fo

RN

HIERMAEIFREXFEETHIRBEREE. S THRENEEREE— I HEZ N, SMHNEIEEH
EATR R StorageGRID F4E 3 R T idE & 1X EIHY B 5o

ELXERTJL%%WE’\JHU%“J@?T%O Flan, Eel X EE TR R TEE /inages ElI— M Eir. UNESE
BRI R /videos B—

AIRESHRELTY. TR RIESL, Fli0. —MEE. EFES—MN. BTFEENEIINER test
BN, BTFEEIRBINR test2 AR

WIER StorageGRID if =) URN 157 Bif. MRIERTHIBBRACE. HEIEKRUKKAIF L INEHE.
MR SAZRTETE 400 Bad Requesto fEIRHE R/ Unable to save the metadata notification
(search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description

MetadataNotificationConfi F§F+87E re#iEEEN 933 KA B AnA RN Y S 234R
guration igo

BE—THES T HNTE.

AL BT RRRG H TSR AN ZHEE 2R3 | FRIX KRB
MEY A ZEIRIC

BEFIZESHIMN.

& 1F MetadataNotificationConfiguration 7t

ID M BYE—FRIR T o
BE7E Rule TtEH.
Status KSAILUZ "ERA "N " EER" . TaNEREAN

MR TESATHRFo
B &7 Rule TTEH,

94

Required

=i

=i

iyl
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Name Description
GIE:: S5aZ LR RZ MBI, HioiiEkrix
EI$EE B 7o

BENERENR, FHEE— TR,

B &7 Rule TR,
Bt M BB SRR,
&7 Rule TR,
URN RENRITHIERIB AR urn . WIREBUTREMS

A StorageGRID 529 URN :

* es UIMEE =N,

* URNZUAFETT IR RS IFIRBLEE . R

domain-name/myindex/mytypeo

i FEA SRR EPEIE AP #HITHRRE, 1]
B T :

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHECE XML ZRiEcBimem, SNEERFRK
HER 404 2,

urn B EBMRTES.

BRI
WREIETRT AEFEDRERIERER. FEITRAIFR, FRIENRINRITHEIEERER

Required

=,

=,

=M

EEIE— B
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEULRAIR. BIESAELRENMRIMNRITHIE /inages KEF—MBEIR. MSAIRLRNN RN RITE
BNAXE—PBEMR /videos KXEIHB—1 BT

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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FIERERARSS £ RCHY JSON

NEEDERERIBREMIRSE, SXRARM, ERMEBERNRITHIENATICH, RAMIEM—T JSON XX

HRHELEEIBIRRR.

R FER T EREZHEN RIS REE B AYVJSONSRA sGWs/Tagging. txt ER NMNEFM D EEFEIEE
testo o test FEMEDERFRHITHRAIZ . Ft versionid FRiEAT,

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

TTEERAI R B BRI RITEE
TRIIE T EBRARREMEREEBinERR JSON XHEFEENEFR.
NHEBMEEFMEDRER, WRAMMARD ID WIRET) -

Type INE & Description

FEDEMWRER FiEDER FiED BN

FREIBRANNRER key X REZ AR R

FEDEMWRER hRZs 1D MRARA, FAFRRAIEHRID B
EEPOES

FESBEMBPRER region DX, HlU0 us-east-1

E S ivav s 6/ size HTTP & IRAI A R A (LA
FRARM)

ROt iE MD5 MNRIEH
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Type INB&Z ¥R Description

B iR TCEURE key:value ﬂi%ﬁ"]ﬁﬁﬁﬁapﬁﬁﬂg, ERRE
o

Tags tags key:value AN REXBFRBERRITIE, 1EH
BRER

W FARCH AP TEdE, StorageGRID 3 HEAMBE(EANFERRT S3 FHEEZIRLA

@ Elasticsearch . EAZE Elasticsearch LUGXLEFRTERFRE N HEZEF, 151%IR Elasticsearch
WERH TR FER RS FNIRST HEARE . ERCEREMRSE 281, HNIAERS| LERIESFER
BREY, AXIEEBIZRS|GE. TTAERS|IPREXERYIESEE,

BN
“E R

RENEFEERIBIAR

"REVFEERE AR SAEKS EEERNERESEURSIKP XN T FHED R
HTFiE S &

WP R EL A 5 ER PR 0T (4 B P (S PR BOGE TAR S5 1 RIK1S x-ntap-sg-usage BWBH. FHIBRE
FAE5 75402 PUT 7l DELETE IERHFIRE. RIBERGEER, £REESTHELRTESE—EN
R, RHRERANHRERN,

MBI T, StorageGRID R EABER—BMNRERIBERER. NRTEAENEEF/H—H
. StorageGRID ZREIAIERIE R — B ERERBRER.

ERELIRIE, &8E S3 ¢ ListAllMyt@ AR root o

BERRH

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

GIvian ]

WREIERT =K, ZIKFERNMEEDRFESENNERM 12 FUHHE. SIMFEIREER IR
MR F TTHIERIE.
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

RS2 %)

FRENES NN RRAEFEBTF objectCount M DataBytes MNARE, MIFFIRIEHRRIMNEIF ObjectCount
IE\-I-I_O

HXER

"B

EFHIHEMMEEFEEDERIEK

&R REEE(FFH StorageGRID S3 REST API K EBFERRAE S MIEIhEERIEM 9L,
EFHESMM4INEE

$ehi StorageGRID hRZs 1R StorageGRID &#MEINREE FA, HEM S3 WRBIEEN,.
MREZHIBERATE2REEMMEIEE, NATE StorageGRID 11.6 FEALE S3 WRIEIEE, EREBERH

TEMERER TRIBZMNEHEDE; BE, ERAILRIEFZEA StorageGRID S3 REST API Eﬂi&ﬂﬂﬁﬂ’]
IR EMFED RO
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* "{FFS3 REST APIBL B S3X KR BiE"
s "EMA ILM BB R"
* "NetApp 5138ZE: a7 StorageGRID 11.5 B BRGNS MIZE D"

EFANEIMIENR:
* "BFA - ISR EREES RIEK"

SGCompliance XML sTTEZEF . LUAT, &L StorageGRID BE X TR B E7E PUT FHED EIER
HYENE XML IEKIEXH, LIEIZEMEFED Ko

* "BEFAREEEDEREIIMT"

RIFEDEREMIEBEREFA. B=, ErIUSSERIIERFIMHE Sr1xIE BREMFMHED ERBE M
GBREIRE.

* "EFAHRESRGAMT"
PUT FEDERGHINEIBEREFH. B2, ErIUSSERIIERENINE BREIFMEDRIGIMEIRE,
a0, ERILEMBEEEDRE TR RERSHERKEREHAR,
BFA: NREESHMIEMERFME D ERIFR

SGCompliance XML Tt EZEFH. LA, ErILURIE StorageGRID BENX TTREETE
PUT & ERIBERIIAIIE XML IERIEXH, UEREIIFEMED .

() % StorageGRID KA1 StorageGRID AHUMINEEEEA, HEM S3 HERBEMA,

"f§EFAS3 REST APIER B S3X R BIE"
“EA ILM EEXNR"
"NetApp £1iREE: #{A7E StorageGRID 11.5 FERR M ESMEIEDEL"

EREBTIERAEMIERNER FRIEMEMEIR. MRESHER PUT 2ERIBRESLUFESMEENRKE!
BHNEMI R, WERELTHEIRER:

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

BFA: REE#EIRSIMEIER

REFEDERENMMEIEKREFA. B2, ErIUSLSERIIERRHESININE IBRE
MFEIERERIEMIEIRE.,

() %#0 StorageGRID KRAFRIR ) StorageGRID BATMIHEEEHF, HEM S3 HRBEEK,
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"fEFS3 REST APIECE S3X R BiE"
“fEA ILM BB R"
"NetApp F1iRE: #{a7E StorageGRID 11.5 HEIRRG M S MTEIE D EL"

BRRII2E, ©&48A S3 . GetBucketCompliance fX R root o

BRI

B EREIER. ERILHAE B ANEIED BRI SMIEIRE mybucketo

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

MRz f5

VIR XML, <SGCompliance> FIHTHEHEIBREMHEMMEIRE, WRHAIMNETRT — M FEDBRNG
MEIRE, MENRFEAREHR, 8TNREERE—F (525600 0) o WEHFIBRIERISEERE LR
B, BTURBE—FFEIMEF

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEILFED BN RORBIARKE, UDHAREA, REIARME

R ENPIAEES FFI8,
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Name Description

REMK * true : IEEFESRYMATEERERS. ERFSEREZE. T
ERBRILFE D ERFRINR. BMERREHRREZIHAH R,

* false | ILFMEDERLRIRA T EERBIRT. EFHEDERPBIFRA
TR IR B HAREIEAR M ERo

EEllES * true : EFMED RPN SIGEREHARZIAN BooilbR, BRIFLLTE
fED BT EERERT,

* false : REHAREIHAG, F=BoIMRLEEFEIRPRNR, WRE
ERFFRXENR, BAFRFEMBIER.

RN
MRKRBBFTEERNEMEDE. WIMMZAHTTPIRESMRIEA 404 Not Found. /A S3FRIRUE

XNoSuchBucketComplianceo

BEFH: PUT FEDESHMIEXK

PUT FHEDEREMMIEREFTA. B2, EaIUMSERIIEKIENIE BRENZFED
BNEAMIRE, fli, ERURIEEEDRETEEARERSIERERE AR,

() % StorageGRID KRAFRI0 StorageGRID SHUMINEEE S, HEM S3 HRMEMA,

"{FFS3 REST APIEEE S3 R BiE"

"EA ILM BEX R

"NetApp £1iREE: {A7E StorageGRID 11.5 HERRGMEMEIEDEL"

B IIRME, 38 S3 . PutBucketCompliance A PRE M root

R PUT FESESHMMERE, SAASHEIEENS N FERIEE—ME,

R

HREIERERZ NEHED R EMMIRE nybucketo EIRAIP. MRUFH mybucket MIEBREH

F(1. 051, 20073%h). MABR—EF. MBERRIENNEFFE, WEEDELEERZLNEFRE. SN EREER
FiZBEnhiR.
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEILFED RN REFRBHIARKE, UDHARA, REIARMIE
I RENPIFE BT FF 4G,
*EE*HRettionPeriodMinutestE EM{ER. HIIEE — M EFFHATE
BN HEIREHARNE, KEFEIENREHRG. ERER/INZ
B. ReeinizE.
=YV N * true | WFEDERAFIMTEERERS. ERESEREZE. T
AR FEE D PRI R. BMEERBHARE ZIHAtL 201t
* false | WWHEHESBRIRIARLTEERBRS. WEFEHEDEPHXIRA
ATE R BB HAR I HA BT M BR
EhnilEs * true : WWEFED PN RGEREHAREIEAN BohifibR, PRIFLTE

fED BT EERERT,

* false : REHAREIHAG, FA=BoIMFREEFEIRPRNR, WRE
ERFFRXLENR, BAFRFEMIER

AR ER—EERF

HEER PUT FHREDERSMIEBERERN S3 FEDERNEGIMMIRER, StorageGRID ZEIXEHENMIEHF
BN ERRITTEdE. BUABRT, StorageGRID f£f * 38 - £/F * —HMRFIRFRIEFMAHIER OIERUKREE
FESRTHIENFMEEET REERRESHMIRERAER - T2t

MERBF—MEUER O S — bR ENZNMEET SR EMmS R StorageGRID T/ AEI g2 F*—EH 4R
. MIpZAHTTPIRESIE N 503 Service Unavailable.

SNRUWLEIMEIARZ, EATEXRMREER, UARFIFNEFERSRIRATA, IRMEEERTEESMNMLRR
HEBNEFET R, RAZIGARSIETEERIRFIHMIT * jRibm * —BMERIREIRKWHIEK,

@ PRAFSASTRHE R G, HEETRERILRFTE~ERNRER, TNYIZ5RFIEMA * 52k
= —HMRFKHRE PUT FEDESHMER,
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LM RFIPRKE * 3RuL S * BY, StorageGRID RIEEHEMSMIEIRE (NN S PHNEFmEKRKETIR

EE—H%. XEBKE, EEMSMEFE#ETRIYTAZHE, StorageGRID RARGERE I NI EFHE D ERISE
ENF—HENRE, IKEF—HAIESHEIMIBINIITA. Fi0, NREEENFESRETSEAFEREH
SRHIPRIR—BUELRF, MELEHIER OIS AR NaSBRSEFEREMED RIATNEMMEIRE BIEEER)
%, BINRRTFEERBREHROTRERE R LR E AR AP bR, SEWNREBR T BaofibR, A LU

EogHER R R — R IBEMALPUTEMEDERSMMIERHMA consistency-Control HTTP
ERIRKk. WTFFIR:

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

BRI

* NRREEFSERIFES R, NIBRAHTTPIASAESN 404 Not Foundo

* %1 RetentionPeriodMinutes EIBER/NFEED R HFIRE AR . HTTPIREREL A 400 Bad
Requesto

BXER
"BEFA NARESMETMERFESERIBEX"

7157 EE AN 20 177 10] SR B

fERFE D B 17 P SRBS

StorageGRID f&/H Amazon Web Services (AWS ) HRBKIES 2iF S3 FHFITHI X LEF
ED BT RBVIAIR, StorageGRID R4SLHE S3 REST API SRESIESH— 1 F5&, S3
API BYifiR] SRE& L JSON HILE No

TH R RESHEIR

StorageGRID X #FHifHih R 5L,

© * DEREREE *, £ GET 77ERER, PUT ERSREEHN DELETE 73ERSRER S3 AP| 2{E#H1TECE., FiEDER
RERMIINEFAEDER, EL, STLAME#ITERE, LUTRIEMED ERFE Bk SR MK REY R P X EFiE D
BRHEMNEREIAR, — MFEDRRBRERTR REBE—MFEDK, HERREES T4,

© Y ASREE ¢, FRAEFBIERNEFEIE AP BEE, ARSI, FRENE, Eit, XLEREREC
BEANRFZATRRZKPRENTER R —MMREIN—ME#TERTR , HEURNSIMEEIR
#H1To

) emeimis BEBE2ZANKERIEET,

StorageGRID 743 R FIZASRBRIEEH Amazon EXREIEE. B TREEPEHES—AKKIED, 8MEY
HEEUTTE:

*BAID (SID) (AI%)
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-l

*CEERIFEE

* &JE INotResource

* 1RE 1 RIBME
* & (FIE)

RERIEA S EALEEEN, BTIEEMNIR: Grant <Effic> to allow/deny <Principe> to Perform <Action> on
<Resource> when <condition> applies o

B RBEITREIBTHENRE:

Element

SID

I FEE

&R INotResource

1R1F | RIBME

i

Description

Sid sTtEREAER, SID (XAERFNRERER . EaWEE, BFRK
StorageGRID &4 fEFE,

£/ Effect TRAE RS RITIRLIEERIRIE. ERIERZFFR
f;;:tion Element XEFRBEAIF (FIEL) WEMED RN RHUITHIE

EAILIAYFRR, AMKAHRSERRARITRERF. WMRBRFR
B85 S3 ¥R, WALLBIEEEEST (*) FAXERHITESR A,
BINBERT, REKF root BRGHIEIZIKFA B RIE IR,

BRBEAFMEIRREEPIEEEMITR. X THRE, MINXREEIA
ARERTE.

RFETEATINRD RN R, EEILUER Amazon FHiR&M (ARN)
FARRRIR, MR IFSFEL I FAE D R RBINFR.

BREMMRTRENRR T EME D, HHBFBKRFRY, ENIBHRT
BELIIZE R, FRAEERROENR, SUHRNREHRIES, BRI
fEAETELRE = EMREIR T RINR,

FHTRBANEN, BIFE, ErMERIATILHEE YN AR,

£ Action TR, BEILUERBER (*) IBEFMBRIENEBIERIE. FI90, LiR(ES S3: GetObject, S3
. PutObject #1 S3 : DeleteObject ZAVFRITHET,

s3:*0bject

TEHRRTER, AILUERBER () M (7). ES (%) 5010 HESFHEEN, BS (7)) LEEE

BNFER o

fEPrincipalit® B, AXFHEREET. EIREERIFEFIN RESEME AR TR, Fli, E5@E

& (*) €& Principal B,
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"Principal":"*"

FELUTROIH, ZEOFEANE "M, "FEEK", "#E"M"BE" XK. WRHIERT —PTBNEHE
DERIRIBA). ZIBAER"allow"BIM R APrincipalsBNE 24l federated-group/admin FNAZHIFA
federated-group/finance. FAITIRIEHIMNIR s3:ListBucket I FRBANEMESER L mybucket FIIRIE
s3:GetObject FETZFHESERNNABENR L.

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"

FEDERERBRAI ARSI 20 , 480 F15, MAREHANEGA S5, 120 FH,

RESE—EETRIRE

AIMBRT, MNARBFHSAEAEMRLEHE—HN. ATRBEE, —BARBERST—, FIVERAI-E
THRE 16 DA REN. FRINERT, NEEIRREBETHEANEFRAURE .

BRI LURIEE BB AR B0 BRERBS BN —EERIE fIdl, HTFRERE, ErIERENTFMHE D ERRIEFTIRAY
BRREM,

EXFIER T &R LUKE Consistency-Control frdl. & BRI LUFERAPUTEMED EE—EHER, X
BRI —EITHIBY, HIOERE * 280 * , XATUNRE—HMRERSFIE. NRE PUT FEDE—X

MIE KRR PIEE M EM—HIEIEHIE, NIERFHIEL, WNRA PUT FEDEERIEKRIEETMEM

8, NIEXHRZEE, EEIERREEREF G, BTRREE, EXOEFTEMI 8 A BEER.

(D MR —HERANKER "all " LERGIFEITFED RSB RER, BHERETHREFEFMEIER
LniERhiRBERERRE. S, FIERRNEEDIRIEREER * 28 * 1’E,
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ERBSEDHER ARN

E5EBRIBAH, ARN AT Principal #1 Resource Element o

* ERLUNIEEISRE S3 IR ARN !

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

* EARUTEEEESMARARN (BFAMA)

arn:
arn:
arn:
arn:

arn:

aws :
aws :
aws :
aws :

aws :

HFEED:

iam:
iam:
iam:
iam:

iam:

raccount id:root

taccount id:user/user name

raccount id:group/group name

taccount id:federated-user/user name

taccount id:federated-group/group name

* EEILMERES () FRBER, URRENKRBHRPNENHZSNF.
* AIUENREZPRPIEENEFRF IR ER JSON UTF-8 3% JSON \u B X FFI#ITHID. FAZIFE 7R

B

o

"RFC 2141 URN i&3&"

PUT 72080 EXSRBRI2/ERY HTTP &R 1IEXXAER charset=UTF-8 #1T74mF%,

ERBEPIEE SRR
ERBIEAD, EAUERRRITRIEEATSIELNRHN R R,

'%f%%%@ﬂ%g—fﬁﬁﬁ%oﬁﬁﬁ¢\ﬁﬁﬁﬁ%%ﬁR%mﬂmfﬁ%\
FRo

* fEEILAGER S3 AR ARN fEE A TR, 5I40:

"Resource":

"arn:aws:s3::

:mybucket/*"

* BHAUENREATERARKEE, Fi0:

°« >R
Ll

"Resource":

"arn:aws:s3::

:mybucket/home/${aws:username}/*"

R{ERT LS E B2 4H SRERET M NFFE BV EE D ERo

*NotResource LAHE
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1ETE SRBE AT 1A
&£ Principal TTEIMRRIKIED 1T / ELIBHRRFNAR, HsFEFKF,

* FHEIBRRBINES I REEDHOAEE— N EETR. AREPIVREEERFEPrincipalitR. B
ZAABIERE N 18,

s 5D, TIRATTE "Principal , * " 8 "NotPrincipal’ " R IURTHR.
* UIERA ID 2% ARN FEEETFIKFP IS :

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* WWRBIERTAF K 1D 27233906934684427525 , HAEEIKF root MK REVFRERAF !

"Principal”: { "AWS": "27233906934684427525" }

s IEHBEFEREMKF root :

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* BWRILHEE—MSENBRS AP ("Alex")

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* BWRILHEERERNEKS4E ("Managers")

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* BRILEEER A

"Principal": "*"

* NBREXX, ERILERBF UUID , MARRRA:

arn:aws:lam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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Bgn. RigAlexE=mH THLRMAF R Alex BMIFR. WMRFBIAIeXIIANT %

BFR#&. MAF RS EIIMEAR T RIGRA P RIR,

* EMMERLUEE R LIBEFME D BRI H N FERE / P&,

TERB

FRIEENIR

RIS THERNSDE Alex

TERBEH, Action TTERAT AW / FEEXMN B RINR, ErILTEERBEHPISE—ANIRE, XLEARAITTER "Action”

3¢ "NotAction" RRURTHIR. EFESNTcRERETENEFER S3 REST API 1&1E,

TRIIE T AT FED BRAIRR AR N B T 3 R AV R

®
®

Amazon S3 IITEX PUT A1 DELETE 73 EXEHR{EfER S3 . PutReplicationConfiguration 4%
fR. StorageGRID & MEIEERRIHBINIE, XLEMNRESEIE Amazon S3 #ISEILAD,

WNRFER PUT BEIMEE, NWSHRITHIER

12 A F 7 iE 5 EREIAN PR

AR

S3 . CreateBucket

S3 . DeleteBucket

S3 . DeleteBucketMetadataNotification
S3 : DeleteBucketPolicy

S3 . DeleteReplicationConfiguration
S3 . GetBucketAcl

S3 : GetBucketCompliance

S3 . GetBucketConsistency

S3 . GetBucketCORS

S3 . GetEncryptionConfiguration
S3 . GetBucketLastAccessTime

S3 REST API i&1F

BNTFED B

WIpRTFfED ER

WIpRF(E D Ec S @A &

IFRTFAE 5 ER R AR

BFRTFAED ERE I

FREXSEZ ACL

REVEFHEDEREME (BFA)

RENTFE D Er—EE

PRI BR Az fifies

RENTFfE D N

IRENTFAE 7D ER ORI 1R] BT 8]

79 StorageGRID
BENX

=, PUTA
DELETE A RA[E]
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R

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

110

GetBucketLocation

GetBucketMetadataNotification

GetBucketNotification

GetBucketObjectLockConfiguration

GetBucketPolicy
GetBucketTagging
GetBucketVersioning
GetLifeycleConfiguration
GetReplicationConfiguration

ListAllMy#

ListBucket

ListBucketMultipartUploads

ListBucketVersions
PutBucketCompliance
PutBucketConsistency

PutBucketCORS

PutEncryptionConfiguration

* MIBRTEAE D ERINZR
* PUT EEDERINZER

S3 REST API 1&1F

REEFESRUE

RENFhE D B kdE @A Ec &

IRENTFAE 7 EE R

RN R MERE

IRENTFAE 7D ER SRR

IRENTFfE D ERIRIC

IRENTFAE 7 ERhiR <=4

IRENTFAE D ERE A A1 HA

RENFhE D ERE R

* RENARSS
* FRENTFREfERE

F FEEHSE (FIHNIR)
© KBS
© EXSIER

* FHEE R
* ENRER

IRETZfiE D ERhie s

PUT D EREMIE (BFRA)

PUT #Zfigr ER—Ei%

* MFREFRED RSt
* MNFEDERAE

N
N

79 StorageGRID
BENX

=i

=, BERATRIEME
ERE



R

S3 : PutBucketLastAccessTime

S3 . PutBucketMetadataNaotification
S3 : PutBucketNotification

S3 . PutBucketObjectLockConfiguration
S3 . PutBucketPolicy

S3 . PutBucketTagging

S3 ! PutBucketVersioning

S3 . PutLifeycleConfiguration

S3 . PutReplicationConfiguration

2 FE F 3 R AVA PR

R

S3 . AbortMultipartUpload

S3: BypassGovernanceRetention

S3 REST API i&1E 77 StorageGRID
BEX

PUT 9 E& ERiA a] A E] =8

PUT EfiE 0 Bt iR @i E =8

PUT =& B @l

* EAPUTHEED B x-amz-bucket-
object-lock-enabled: true iAX
RSk (tBEFEES3: CreateBuckettX[R)

* PUT IR BiIEEE

PUT 7#fi# 73 ER R B

* BIBREFRED ERIFICT
* MEFED IR

PUT 72& 5 kiR s

* WBRTEE D ERE ARt
* PUT EiE9 R mAER

PUT FiE5 R E | &, PUTH
DELETE KA RAR[E

S3 REST API i£fE 79 StorageGRID
BHEX

* FIEZE S B
* ENRER

* BRI R
* BERZ PR
* MENRRE
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AR S3 REST AP 1&/E % StorageGRID
BHENX
S3 : DeleteObject * MIBRITR
* BRI HR
* ERRER

S3 : DeleteObjectTagging RS RARIE
S3 : DeleteObjectVersionTagging FRATRATIE (A REVFFERRZS)
S3 : DeleteObjectVersion MR R (T REVEFERRES)
S3: GetObject * FREXHR

* HEAD 3%

* ENRER
* EENRAR

S3 : GetObjectAcl FREVATR ACL

S3 : GetObjectLegend R REERE

S3 : GetObjectRetention RENIRIRE

S3 : GetObjectTagging REFRITIC

S3 : GetObjectVersionTagging RENFIRITIE (I REVSFERRA)
S3 : GetObjectVersion GET W& (HREVEFERRZ)

S3 : ListMultipartUploadPart HIHERE, POST MRIFR

S3 . PutObject * PUT X8R

* PUT WR—EH
* ERRER

*© B SEMLEE
* SERR S LR
© EfRERME

© HEEH—SH
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AR S3 REST API 12/F 7 StorageGRID

BHEX
S3 : PutObjectLegend PUT XREERE
S3 : PutObjectRetention BEXNRERE
S3 : PutObjectTagging BEXRIFIC
S3 : PutObjectVersionTagging PUT JRIFIE (MREVEEFERRZS)
S3 : PutOverwriteObject * PUT & =0,

* PUT XH&—EHl
* PUT &R
* BIBRFRATIE
* SER S LT

S3 : RestoreObject ERRIER

£/ PutOverwriteObject 1R

S3 : PutOverwriteObject I fRE—FEE X StorageGRID R, EMAHR BT IREIBREM TR, Lt
WRAIE BRI RE R Fineh ol MBS N REIE, BPREXNTEHIER S3 JWRIFIC.

LA PRAY AT REIS B E14E
* AT BRRAIUEENR. XERINLE,
s deny:BFIHTLEBENR. MRIZEEHN deny , NI PutOverwriteObject #X[RAY TIERIZINT :
° MNRER—BEPXRIWENR:
* TEBENRIEIE. AR EXMTHIESS3MRITIC.
* EREPITHEEBANRESYSECE, HiREHEIR.

" NRBAT S3 hxAsizdl, W deny IRERFEL PUT MRITICEMIER SATIZIRIFE N R R EIE
EAThRASBIATRIE &

° WIRAKHEMBENR, ARRFEAEER.
* RAEFELNR, WHRS5IKET allow BIAEE,

MR YBISIKEE A IFES. H BPutOverwriteObjectiXfRIEE fudeny. MEF BT EBENRH
() %E. BrEXOTRESNSIHE. b, NBERT RILENES B EHE(RE> 22’
B> KM RY), MiZi&EIEEZPutOverwriteObjectiX [RAVIZ B,

1ETE SRBE RIS
FHATEXERBMEY, FHSETEMFNRREM.
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FMHFERARENETIHE. — M FRUTRAUEEZ MY, SMEFHITUEEZ M REN. FHERERUTE
=

Condition: {
condition type: {
condition key: condition values

ELUFRBIF, ipaddress 14 {FH Sourcelp &4,

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}o
THRHNEHEER

FHBEBEFINUATIL:
* string
- W
* fR{E
* P h3k

- i

FZHITERT Description

StringEquals RiEZ2LE (KaKNE) BESFRBEHITIR.

StringNotEquals RIBSELE (KHANE) BESFRBEHITIR.

StringEqualsignoreCase RIET2 LRSS FRBEEHITTHR (BBRANE)

StringNotEqualsignoreCase RIESENLEFRSFHBEHITHR (BBANE)

StringLike RiEE2LE (KaANE) FRS5FRBEHRTILR. ATLLEHE 1?7
BERTT.

StringNotLike RIESELRE (KoAKNE) BRSFRBEHITILR. ATLLEHE * f1?
BERTTo

HEHEN IR B S M FEHITIER,

114



FZHIEER Description

NumericNotEquals RIESE LA RS HFEHTTIR,

#4{& GreaterThan RIE KT " LECR RS HEFITIER.
NumericGreaterThals. RE " KRTFHFET " RS EEHRITIR.
BEA) RHE T " AR S HEHITHR,

#{& ThalEquals RE " NFEHEFET " RS EERITIR.

il TR4E "true B false’ " [LECIE RS M/REFITLLR.

|P ik BEEAS P #hikEy IP il SEE#ITEL R
NotlpAddress RIESELACRERS P #ihksy IP MUSEE#ITH .

H}

MELFNIER L TR RS FERGEH.

SRR

el SRR Description

IP B AWS : R Ip RB5RFIEK IP ik TE L, RIRAFEEDEREL
M RIEE,

*OER IR S IBEREEIEETRMMXTIR
LR R T EERARSS 20X, MIERFESREF
#i28ARSS LiRFRY 1P HIEFITEEER,

Ok WRGAFE=HIEERNETERS, Mtk
HF @238 5120 H 280y 1P sk TER R
B X-Forwarded-For RkiGH A, AT
EREEEN .

RIR 1 5% AWS : BF# RBE5RXBERNAHABFRHTIHR. AIRTFE
DEREITR IR,

S3 : ListBucket I S3: DRFF ¥5 GET D EE GET EMRRAIERFIEEN S
PRRTSEUHTTLEIR,

S3 . ListBucketVersions

I
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251 ERNEHEA

S3 : ListBucket S3 . mAEH

S3 . ListBucketVersions

PR

S3: ListBucket #1 S3: R

S3 . ListBucketVersions

R

S3 : PutObject S3 . object-lock-real-

retenation-days

S3 . PutObjectRetention S3 : object-lock-real-
retenation-days

EERBANEE

Description

R 5IRI D B BREN 7 BRI R AR A IE R 5 RERY max-
keys SEHITELE

¥ SIREN D ERBREX 70 B W R AR AS 15 K AR E IR 4R
SEHITEEE

5rhig e RBE L BER#HTTELER x-amz-object -
lock-retain-until-date HERIRLTHIRIBEEFED
CHINMREEARITRSH. UARXLEEMTFLUTIE
KRAVFESEERN

* PUT 3%

* PUT JR—EHl

* BoIEEMH L%

5 PUT WRRBIBKRPIEERREE L HHIHETTIEER
, MHAREERIFISEERN.

BRI UERBPEATEEAFTANRRERS . ERIUERERREEEE Resource PRITTHRMFATHRLLIR

Condition Element,

FERAIF, NTE S{aws:username} eRIBRTTEIN—E89:

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

FLTREIP. ATE $(aws:username} BRURPZMHEN—I5:

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by
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ax
p=4

il

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

${s3:max-keys}

${*}

${?}

${$}

IR T ERHRA IR

Description

M Sourcelp BIENIRENT £,

f£F username HRENRENTE,

ERRE TRSHBISEAENRENTSE,
FERRE TIRSH max-keys BIENIRENTE,
RHFR. ERFHEANT * F/.

RHFR. ERFHEANF? Ff/o

BHFN. ERFHFAXTE $ Fo

i, KETESFRTHEEMEBIREIFHRIRE (GIUIBIEKRFE root BF) BREMRANR, EREEEIE
HAiE], StorageGRID S3 REST API SLAERIRHIME KT Amazon , {BTERERIFGERIEIEIEF™M.

ERBER) IR

Policy type  Amazon {75 StorageGRID 179

EE MBS F A root IKRF B TFiEDEX B EEHISKHE, 18 root BF 1ER

EAIRR WA REFIE S3 FiED R
BRI ERIANPR
LR | AREANR BB RHISEE A
SRIFIMNBIKP BB ERNR FHEDR FEHETR B, BIMRENREERIF,

NFRH S3 EiED ERRERIR(E
A PRII =R ([E] 405 Method
not allowed £5iR

FIFSMNERIKF root SRR FHEDER B, BMRENRBERIF, HEE

EAIIR

MPFE S3 72E 57 ERERBRIR(E
RN PRI LIR[E] 405 Method
not allowed f&i%

%i?ﬁﬁﬁ)\iﬁﬁﬁ#if’ﬂﬁﬁﬂ FiEDE B, BXFAE S3 FESE 1R

REIRERIN PR = S I ER K
root #1F3 PR [B] 405 Method

EHN O

not allowed fg1%
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SR A Policy type  Amazon 177 StorageGRID 17/

BEERANREREINIR FHEIEKR B ERHISKHE, {8 root BF 1ER
WA REFIE S3 FiED R

BRI ERIRR
FERERFENAP A FEDER FET 5%
BERZE S3 IZEDER 48 5% i
FEIE— AR FEDER FAETH B
RIZTFTIEFREBKF, (81F FHEIER B MRACEEKFHE BN, WREGFMIERFIES
ERKF) BERNRINR , HEGEMEDEREEBRER, WFPEE. FEIRRERRE
BIEEWF R TERANR ACL o
R RIZF AR,

—REN%Zi%E (WORM) fRiF

SR LLBIE—RBE N%ZiE ( Write Once Read-Many , WORM ) 3 EERRIPEIE, AP EXBMRITEIE
S3 WRIFIE. ERILIACE WORM 9E., LUECIEBF N RHIEBESMBFINERNS. BERLAFTIAR G
2_0

NTHRBERIDEBIEL, ERILL

* EMREIEEH, %3 *configuration*>*Security*>*Security settings >*Network and objects, FA/Si%
H*prevent clientf&* &i%E1E,
* RZAATFRRAD S3 HEkE
° [ S3 FEE&AAN PutOverwriteObject deny 121,
° % DeleteObject deny 2{EARNNZE S3 HKEEH,
° [A) S3 HRE&AN PUT MR A IFIRIE,

@ £ S3 HKEEH¥ DeleteObject IR E A deny A=PELE ILM 7E7E7E " zero copies after 30 days™ " &
FR I B BRI R

@ BMEN AT FrEXEMNAERES. ENETERLEHRENGESIIERA). ENAUMLEIRFT
HES (BERERB)

*BREAY D HREN (RRFEFP)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——cm=—== > OK

* 18 B* . IFERmES (FiLk)
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/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

BXES
* "StorageGRID ILM N0 EEXTR"

B BRI
* "HRBRRG"

* “EH ILM BIEXR"
* “EREP A

TFiE 0 ER R R A

AT RBRA) N 72 B9 StorageGRID i10) %R,

i BRI A THEE M NN ERBR BY T HE 7 BRBVIH RN FR. 7250 B ERBRER S3 PutBucketPolicy API #1THC
B, B2 "WEEDERRITIRE

BILURER AT <2 AWS s TR EECEFiE D R

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

T RS T ANENMEED BREITRIRGR

FEURBIR, AFEEESARERNMEATIBEESBRFINSR, HXEEIBRPOFMENRINIT GET
Object ##1F, FAAHEMIRIFERHIEL, HER. WWREAEHTENER. EARTIK A rootzih &EHT
NENRETFED RS NEHE,

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket”, "arn:aws:s3:::examplebucket/*"]

119


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html

T AF— KPR ATERRENEED R, MBE KA RS MARRBEENFEI R

FURGIR. —MEEKF RSN A UT2ILRENMEED R, M —MEEKF RSN ARETIHE
D B FH X AFF KB D B P BY I R HITGetObjectiR{F shared/ MREARIZ.

C) 7f StorageGRID 1, FFFABEKFGIEMINSR (BEERIKF) 3EFEIBRFIEEIKPRE. 7
fEDERRIBIERTIR XENR,

"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"

}y

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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T AFETARNENFED BRHITRIRGR, FARAVHEELAHRTTERINN

FEURBIFR. RYFEEanonymousTENRIFAE AT EFED BRH M FME D ERPRIFAE X RHITGET Objecti®
5. MRAFAFBTFZA Marketing EIREKF P, AFELIAIE,

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket”,
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

T IRFERPEAT IPSEEA, WATFSMAMEFEDEHTIRE R
FURGIR, RFEEERBFERNAE AL EEDERANFED RPIFENRIITEANRIENE, B

SXLERFKEIETER IP SBE (54.240.143.0 3 54.240.143.255 , {8 54.240.143.188 [&5h) » FiE EH1thigE
#Fwinse, H A IP SEELUIMNIFREIEREIGHIEL,
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

T AVFEENEKE AR T2nRENFED R

FRBIF, RIFEEESHEFPAlex5ELihA] examplebucket IFEDEEREIMR, BFE "root " FTERMIFTA HAth
P94 ERRIE PR G 1R(E, BIBFE, "root " MASHIEL PUT , Get/DeleteBucketPolicy BIM PR,
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

~f5]: PutOverwriteObject 1X[R

EItRBIF, EER Deny FPutOverwriteObjectf1DeleteObjectBI g2 M A MR E A A R REE S MIFR T R B9

IR AP EXRTTHIEMS3H R ATIE.
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",

"s3:DeleteObject",

"s3:DeleteObjectVersion”
1y

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
B SR BRI 15

ERATHBYRGIHEMEStorageGRID i8] 5B,

(R EERE AR FHEE MIANLE REEAVLARIA IR, &H Principal 7tk. ANERRIN. AREAIEREFEIE
288} AP #H1TECE,

5. EREF BRI EH RS

AP EIESEPRINSRIEAR . S 0] LUk 4R SRR KM E LA R A SR BB LS 3/ RN R, S0 "7y S3
HPelEAH",
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* * & S3 4R ¢ BAIAET, WAARBIA R TAGARISIEIR. FRIFEATFED EEREIZ T IHRIMNR, d1RiE
FIGED, MENBRT, RE root AR EETIR) S3 Hilko

** Rigipie) < o AFRIAP A S3 FREARBBIEIR, F140, IAFEIAF RIS S RAIREN R
iR, TTEIRNIARC, EELIED R, RIRAREM JSON FREFEREXSRIER, GBI EREBLLFR

« > SEifin v WARMEFY S3 HBR (BESER) BEER2RRNR. ERIEDGE, STeihinHaRg
By JSON ERFRE B REXEIES, BT EREBILFRTHR,

* RansmansZ &% It RAIFERERIZE all by Efor thistEF, WAFRMBR AT URITE WigfE. BLE
MB AT X RhRAIESIAY 9 Rk A BRI Ko

AE"SEMEEMES B NRNE - SRR A P A UE S LARR, B SERE DB SIRRHAZEER
P H1EA] AR 2R RS9I (Multi-FactorAuthentication. MFA).

*rEEX T AFHAPFRFEEXSEPREENR,

T AT RIRRFEEFES R
TEUR B, BRI bucket SRESBATEIELE, [N AVFATFRIFAIE R SIMNEF KRB RRE 2 ER#H T2,

"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

T RATFERNFRE 7 BEIT RG]

FURAIR, HARIFREMSERY S3 FWREA RAIAMNIR, BRIF bucket SRESPATEIELE, 40, LLAFHIAF
IR RIS RERSE, TTEIENIARIC,
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

T AR SRVFERR R FE D BBy folder " BB T2 1IANR

FEURGIR, AR5 REETIHFARITHEEFME D RPIEXHX (BAMR) . HET, EfEHEMARRN
BT ERERBRBVRRAARY, W R LS MR BYi AR,
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

fii® REST APl &4
BN ZEEB N REST AP| LML €155, H THRINARIFAALZ S,

StorageGRID #1{AAREST APliR L 24
&R 7 iR StorageGRID R4INAH REST API LHER2M, BHIIERZN.
StorageGRID £ L TR 2161,
* MBRANHFERIFEREET HTTPS , NEF RS AHTERRSABERER HTTPS 6

FeE N T EaRmmE, ATLOEREBRA HTTP . N, ErIeEHER HTTP BTNt EIFE~EN. &
FEMEE, BENEXEE StorageGRID AYIEA,

* BUIABR T, StorageGRID EAHTTPSS5&EF T Rt TE P imil(s,

AU AXLIEREA HTTP . i, EAgeHRER HTTP BTN EMIEEFBN. BXFHAEE,
BB NHEXEE StorageGRID HIIHEA,
* StorageGRID 5&Fif 2 [B)f@E (R TLS #1TINE.

* TIERAHTERIHREENER HTTP 3 HTTPS &, MRPRAHTERRSEFMET R ZERNEE
=BT,

E P IRATE StorageGRID 12 HTTP S{9383E Rk, A 8EHIT REST API #21E,
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REUEBMEF RN ARERF
FP ] U EEEEIINX TR EET R ERA T AR RSMEET =

TEFRBEERT, ERIHENAEZFERR UEAMEEIRR EERYEEXARSZFIETHE StorageGRID R4t4EMAYIE
P17 TLS &

* AR PIRNARFERINHTESRRSN, ENSERNATRIDERISE M3 T &R~ iERIES
KHITIERE BN HREEECHIESR, ERAIUEMNREER EEHBEEXRSSIIESR, BalLIEN
BEERERERATE StorageGRID FERAVIEH.

* AR PIRNAREFERERIFEETRE. ENSERRARERNRSIHIED. XEIEREER
#StorageGRID 24 AFMET REMBI(BARGIEBMANEER). IR EERERNIMBREHIENEE
X RS ERIEHo
R & PG E AEEX AT EIL TLS EZNERIEPRE 2 ANEBMANIE,

BXEENHTERIHRER. FENEXEEStorageGRID MUA. UKRBXNEESEET SHTLSE
FZAN—1 B E X RS 2HIEBEIR A,

HE

TRERTUEITE S3 1 Swift REST AP RSCEL £ n)#

Security [A]EER SohE REST API

EETet TLS

RS2SR I0IE A4 CAEEM X.509 lRE|[/EPBHREERRMBIBEE RS2
IEF

B P IiG SR KIIE * S3: S3tkF (IFIAZEEA ID MR IA IR ZER)

* Swift : Swift ik (AP KFZH)

&P IR * S3: TFED ERFFENMFREIERRYI R HI SRS
* Swift . BIERFEIAHIA

HEXER

"&I2 StorageGRID"

3 TLS FEERSAMMEZEE

StorageGRID A%z F—AERNEZREYN, BERIHNAEFITEERLFRERS (TLS) ENFERXLE
BEMHG, BEREMZSE, iE# N configuration*>*Security*>*Security settings, JAREIF*TLSFISSH

policies*s

F1HM TLS hias

StorageGRID X#F TLS 1.2 M TLS 1.3,
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BRI U RBAMOTRR, LUAARITE, EWHEIUIERTETT. SR UEERF ik
N FIFEFFTE StorageGRID R2FFRMINZIIREL, 5 NAECL REVAEAMRMAI=150R

o
S
1. EAESEIRBERS S50 Web HI45",

2. E2BIRE, %EF*Performance*>*S3 operations*5*Performance*>*Swift operations*s
ATRLET StorageGRID RFEMITHIE FIntR(ENEHE, HhIEREIERD HTINE,

3. EE TR,

4 M\TRER EEBERF) B, BE - HEHTES  ETR.

XEEXRETR T E@EIMEHAHTERBERNMEEFIRRENES. ERILUEFELUNY, X, B, A%l
FHRUNMEER, =E, SRAILUNABEXER.

O MTREN (BEL7) &, BE WK * &I+

HEERETR T StorageGRID AFNPANTER, USWFTIHMEFHERNEL, ERILOEELL
B, X, B, BEERNSAUNEIERE, =E, e UNABEXER.

6. EEERTEFMTRNES, BMENFIRFERZTR, RAERE * WR * EIR,

HEXRERT HEET RN RBNRRMORER, MR- REEENRITE, ERMRIENTETR. &8
LB E X AR U BB X EAEITHIE Mo
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HEMEEHZAE

FH1%H /S H StorageGRID AR EMHAFEEXARBEX . BHiZASHEET APl
HiIHBRMXBNZ 2N, BFNMRRESRE, IEBETHERRRBITRL,

FIG 2 i
s CEEREIRIRNER,
* &8 Passwords.txt X

* EAEEET R 1P ik,
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SENEZAEXHE N audit. log. HEFEEEETR L,
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rootlFP M ERRGE. IBAFTRMENR s to 4o
2. REEEEZASXXHNER:
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3. IRIEFEEE LU FZEAENH R EREFNEZEEX -
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131



1% B SHIREREF(E 2 FRIR(E

* MIBRTFERESDER

* MIBRTEAE S ERARIC

* BFRZ IR

* RENEESE PIHR)
* FXEY Bucket ¥ &R hRZs
* FRENTEMED ERARIE

* KEFEEDEL

* BNTFEEDER

* PUT FEDESAM
* MEBFEDERD

* PUT #E5 hRAS

Bi% B SR IRER I R IR IE
* SERSERMEE
© _EEERA(HILMAR N B S A BT EY)
© _EARER-BIAN (2 ILMAL (68 F s AR BN TT /9 BY)
* BIBRITR
* FRELHR
* HEAD X%
* ERRER
* PUT 3%
* PUT X&—EH#l
HXER
"HTFE D R TRYIRE"

"X R AT THIIR(E"

A, ERMFAKL HTTP EZRILE

SNMRIECE HTTP EIZRI R R2MM StorageGRID R4tHIIERE, 1RIE HTTP EiZ S EnhiEs
ERBENER, NELBZS M HAER, BESIBATE,

ERI LAE LU R RBIR HTTP SRV REILSS

* =N HTTP &
o SETH HTTP &

132



* HEHTTP &EiZ

FREFZ=N HTTP ER T RSN E
BEREF RN BAREFATHRERS, EHREFEES HTTP EELATITRES, UA TR KN BIEF BT TN
EERITESES. BRIERANELERMNERELR, BRGHERN HTTP EFEREHTARESRZ 10 9
f, StorageGRID TJEE= Bahx FRIFFTAMNERT 10 288 HTTP &,
FHRAMZTH HTTP EZEG U THRE:
* M StorageGRID RFHTELINIT HTTP H5898YE]4552 %! StorageGRID R4TA] LA TILEEE SSA9BY(E]
JRRRALRE X EME, LHIMEEIL TCP/IP 1 TLS EEFERBY 8 A HE,

B TEEFIRITHE R IES TCP/IP 8RB ohE A RIES SUBERRE
* B BA SR P iRN TR S StorageGRID R EIEEAHIERER

- RENEERIT A S KN EEN SIEEREXNISRB NS SFER D I NE AR R RV IER T,

JESH HTTP EZEMME

NTFEERERIEFMET RBVER. MREHTTPERSSMEREINRK 100, BMEHTTPERFSHIIT
ESepch=y il

- ERNFREHTPRSHR KRN BN 7 INEEERA NS S8 EE S RA N RA R RIIER S .
WNFEFPIHSEFET RRERE. REVESHTTPIERZEBUTHS:
* 1f StorageGRID R4z 8L M & EH H T,

PEERTEIAVIETS, MENHTHERNEN, HTTP EERARFIBEREEE. SEFKNARFNEIS
SEISMR HTTP EEN, RAIPITRENMHTE, EXIWESHAERBXNER MERN K,

* AFEFP RN AREFE HTTP ESEREIABRIAZER LDR ARSS.
* AR TR,

FAEEAEP S AR NI B IETE#1THY HTTP SR TE A 2R 5.

NFEFPHSAHTERRSNERE, REFTHERNESEMENFARATEEEFIRETEMIEEER. IR
B P ImERR AR ARG N seRmE LD shpIEdEl. JEhEEA =B,

FH& HTTP EZNRE

BN {RIFS StorageGRID R4IZ 1 TCP/IP EZLTFHBURE, LUSEHHTAIE, MMEEERE. HITER
MREHREINR T ZMER,.

FHAEHTTP EEABLUTMNE:

* GRITHEIR

133



FSLAIRESR), MARFFEMESTTM.

StorageGRID AARILIFITHITESHIRRREESEHE.

ERIRNARFNELZN HTTP &, S3FFIRENAREFUIRNITES, ErLUEFHIEERSFRL
BESNERBEIIERR,

TEMEREFIE TR Z AT, S StorageGRID AARHIN FHAESMERAEFARANEETLE, BEEHE
BRTFHERR, MEHRR, FHEZFEN WAN #RERR, kSSB[MARSSIEELUN StorageGRID R4E52H#F
M AREFIHEBRRER,.

StorageGRID A BEXFEZ N EF RN AREF. THESFIHNBREFFERNRAHRERZRN, NFZ
X—Ro MREBEFHRNAEFESZSMRGEE, BMRHLAES StorageGRID RFEILERE, NAARMNX
LA ZERFMEER. BUTRERT, ErRFEEBHLERNRRRE:
* StorageGRID ZZHVIRFINER MRS A LISHIFHIH A ESMERNRAKE,

* MRFFIGN AR BT HRAERNMES StorageGRID R4AHTRE, NARERERRHLIEE, U
RENESERENEIRTT K.

* YR SEPIRUARFRE StorageGRID RYEY, EHAEBERBEHREE, WBERBIRARS
FEEFIE NI IR HTTP &t

ERILMERRIRE HTTP EEHHITIRER(F, HEHS TN ERNEFERIEEE, BEIRIRE HTTP Eiit
, IERILAB I T S5 H T H,

FRPIHENARFALUSIEOREEIMA (ORE) SEFEELSESMAU (BN WHE. BFIRRNEANESERA
BIRRY HTTP &, RUERILUARES MERAETIRINSENESHIRE.

134



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

135


http://www.netapp.com/TM

	使用S3 REST API : StorageGRID
	目录
	使用S3 REST API
	S3 REST API支持的版本和更新
	支持的版本
	对S3 REST API支持进行了更新

	快速参考：支持的S3 API请求
	通用URI查询参数和请求标头
	"AbortMultipartUpload"
	"CompleteMultipartUpload"
	"CopyObject"
	"CreateBucket"
	"CreateMultipartUpload"
	"DeleteBucket"
	"DeleteBucketCors"
	"DeleteBucketEncryption"
	"DeleteBucketLifecycle"
	"DeleteBucketPolicy"
	"DeleteBucketReplication"
	"DeleteBucketTbaging"
	"DeleteObject"
	"DeleteObjects"
	"DeleteObjectTagging"
	"GetBucketAcl"
	"GetBucketCors"
	"GetBucketEncryption"
	"GetBucketLifecycleConfiguration"
	"GetBucketLocation"
	"GetBucketNotizationConfiguration"
	"GetBucketPolicy"
	"GetBucketReplication"
	"GetBucketTaging"
	"GetBucketVersioning"
	"GetObject"
	"GetObjectAcl"
	"GetObjectLegalHold"
	"GetObjectLockConfiguration"
	"GetObject保留"
	"GetObjectTagging"
	"HeadBucket"
	"HeadObject"
	"List桶"
	"ListMultipartUploads"
	"ListObjects"
	"ListObjectsV2"
	"ListObjectVersies"
	"ListParts"
	"PutBucketCors"
	"PutBucketEncryption"
	"PutBucketLifecycleConfiguration"
	"PutBucketNotizationConfiguration"
	"PutBucketPolicy"
	"PutBucketReplication"
	"PutBucketTaging"
	"PutBucketVersioning"
	"PutObject"
	"PutObjectLegalHold"
	"PutObjectLockConfiguration"
	"PutObject保留"
	"PutObjectTagging"
	"SelectObjectContent"
	"上传部件"
	"上传PartCopy"

	配置租户帐户和连接
	创建和配置 S3 租户帐户
	如何配置客户端连接
	用于S3请求的S3端点域名
	测试 S3 REST API 配置

	支持 StorageGRID 平台服务
	使用平台服务的建议

	StorageGRID 如何实施 S3 REST API
	客户端请求冲突
	一致性控制
	StorageGRID ILM 规则如何管理对象
	对象版本控制
	使用S3 REST API配置S3对象锁定
	创建 S3 生命周期配置
	实施 S3 REST API 的建议

	支持Amazon S3 REST API
	S3 REST API实施详细信息
	对请求进行身份验证
	对服务执行的操作
	对存储分段执行的操作
	对对象执行的操作
	多部分上传操作
	错误响应

	StorageGRID S3请求
	获取存储分段一致性
	PUT 存储分段一致性
	获取存储分段上次访问时间
	PUT 分段上次访问时间
	删除存储分段元数据通知配置
	获取存储分段元数据通知配置
	PUT 存储分段元数据通知配置
	获取存储使用情况请求
	已弃用旧合规性存储分段请求

	存储分段和组访问策略
	使用存储分段和组访问策略
	存储分段策略示例
	组策略示例

	配置 REST API 的安全性
	StorageGRID 如何为REST API提供安全性
	支持 TLS 库的哈希和加密算法

	监控和审核操作
	监控对象载入和检索速率
	访问和查看审核日志

	活动，空闲和并发 HTTP 连接的优势
	保持空闲 HTTP 连接处于打开状态的优势
	活动 HTTP 连接的优势
	并发 HTTP 连接的优势
	为读取和写入操作分隔 HTTP 连接池



