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View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
BN e Sl
objects
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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A\ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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9 The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

Rl IR API &R

£ AP SRR DTHATRVE APHEEY N KESR(E, 15T, FTEHEIRMEIE, FHMIFREC
BEE thEE,

1. 3% HTTP BRELUBERBERIFAE R

2. HELIERELFEHMSE, FINASAF ID. AG, RIXL(E, EAIRFELITHEM AP ER#H#T
A A8, DEREXFRERRIESR.

3 MERBFEMBIUTHIERIEN, WNRE, EAILULE - BS * RTHRETNFRINER,
4. @E A
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o IRFFFMEMSE, WIREFEEIEKRIEN
6. W T
7. BERN A ABEIERES RS

THP SR API hRZSI5H
1P EIE API ERRRAITHIR TP BT AR
a0, 1tiER URL 3E5E APl k7S 3,

https://hostname or ip address/api/v3/authorize

WMRFAMHHIER S BRAS"FRE". NWHEFEEREAPINERRASLZAERIE, MR are compender 5|HARZ
HITTEHR. NEFEEAPIFRBIREAS L ENIE, REANEREIEMIFERIFEE. RGBT
{AIARIBFR B LAY ZE B XT API ARSI TR,

API FYEE R |HhRZs BN
5|8rAERSE 2.1 2.2
5|RRATER 21 3.0

BRZ% StorageGRID #48Y, (RZBRASMIRAERNEFAEZE AP, B2, 7£1F StorageGRID A4REIHINEE
hezsfz, EAhAiARE D — StorageGRID ThEENRZASBYIBAR API o

EERRIEREEIUATARIRENEFA:

* MERZARSL 0 "depression: true"
* JSON M IEX B & "depressioned” : true

MR HRTAR AN ST FPEE API RS
BEALT APHIERIR[EIRZSZH5HY APl EBRRAT&:

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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EEIEREY API RS

eI LU pathBEEEEAPIRRA (/api/v3)TATRR (Api-Version: 3) . SNREHREXFEME, MWARKE
RERRRE,

curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

B EESuE RIERI9E ( CSRF )

E&a] LB A CSRF £ hH1%R{FEH Cookie BB 19I0IE, #EBNBAHLE StorageGRID X
AR IE (CSRF) Kif. MEEERNEF- EEScBMBALtZ2INEE; Hith
AP| & Pima] LUEZREE RN E S B ALEIhEE,

MRREE TR LA M EMIESRIER (FIEIFER HTTP REAR) , N ERBERAF M cookie & H
MELEEREITRERE BHE,

StorageGRID Eli@idf#f CSRF $HEEEBNBALE CSRF K. BAG, 15E Cookie AR MM S S EFTATIT
EEREIESHHNARLE,

BREALLINEE. 1BI&E csrfToken BEUEE N true BRRIERAE, BRIAEN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/Jjson" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNR Atrue. MAAGridCsrfToken Cookie=fFERMENEIZE NMIKEIEEEME R AccountCsrfToken
Cookie=fEFRENEIRE N EREIHFP EIESR,

WNERZTE Cookie , MIAJLUEBARGIRSHIFRABIER (POST, PUT, patch, delete) #ATMEIELTINZ

* o X-Csrf-Token ¥rk. #RLAIEIREICSRFLhEcookieAI{E,
* WTFIESRBRIGIEXMIHES: AcsrfToken RERIDHNIERIESE,

ERCE CSRF RiF, BEA "WMEREIE API" & "THREIE API"

@ % E T CSRFELhECookie ViR 5@ %I SoHE "Content-Type: application/json" {EE1E
KREVFRk. WRFBLEISONIBEKRIEXENIFCSRFIZHEHIZIIMRIR

fEFARMEL S ERR
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mfERFANAR

NRHEFBENERNRE S ERE. WECIZZMEF . ZEFSM—1StorageGRID %
42 %5 —1 StorageGRID %4, EFIEF R, FNNEREFBERLANRFRKE=EE
Szl

I #YStorageGRID Z4E2FHFHY_ssource grid . EHIFEF #IStorageGRID R4 2
BY Destination grid . X MEF KA EEHEREMNKAID. ZFF. RIEHER . FHEEFHNSOENE. B2,
BirtAP &4 BrootBFER, BXFAEE, BEN "HtAaBKFmE" M "EERFHER"

FERERFIKFER "ENRET" FEIBRNRE. RIS LEMABEREF AN AR THBERERT R
[EE—I&_ERVAEN 2 BRI R

b FeFERIFER TR

NRENEF KA BB ERMREKSEENR. BEETEATEE. THMEA. APRNS3iHRZEAERIT
iNpa S

Permitted .
o Sign in to tenant
tenant account on source grid
Yes,
tenant Using No

o Configure same identity

. <4 identity
source on both grids federation?
¢ + Yes, grid

Optional, create
P Create local groups and

Create federated
e . federated groups on .
groups on source grid . users on source grid
source grid
StorageGRID imports StorageGRID clones
\—b federated groups to local groups and users
destination grid to destination grid
e Create 53 access keys 4—‘

Optional: Clone 53
e access keys from source
to destination

UTEILERATPHNEESE:

o EREER

EREREMR (A EEE P RIRE)_ ERIEFPIKF,

e (AIE)ECE S DB S

NREREFKF AEERAB S B MTR IR ERKBEEMA L. BANFEF KA BREF k- EREER
B ROKENRR). FRIEMITMRERE—SMR. ST E=EREANAF. §XiRAE, 521 EHS
HEXE"S
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e BIEAEMAF

BIRABMAFE. BREMEFRRERNEFIE. ANFHAR. StorageGRID =BG H 2 ZE BIRME,
* IR NEA StorageGRID AAHIEFA KA EE T HHEXE. "CIEMEF A" MBHTRSNEKES,
* NRERERKEFMNWIE. "I ZAMA" FAF "eIEAHAF",

o BIES3iAI) A

,‘.ifEEJL)L "BIEEE CBRIRER" NE "CIEEMAF B ER" EIRRASE B ARRIAE L Mg EREED

EXO

e (FIIE) 52 fES3ih 1R 2 EA

NREFBERAWE EEAEEANERNDER. BERME LEZIHRER. ARERAHEF EESEAPIF
G HREEIBRME. BXIEEE, 520 EAAPIZIZS3IHRIE A"

WnfAsErEA. BPMS3IHRER?
BEEAT. THRNEEEFRENRNES BRNSZEZH,. BRMS3ihRE R,

SEFETEIRMIAE LRI A At

BB, A HIEEEFIE BIRMIEE. StorageGRID & BaIFERINEIFE A RN E A4 T £ EIFE
HI BRI

RIGARE A GHEERIGEEN. ANRMSIARIK, BXHEA, BFEN " S3 HFEEA"

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ TERMAE LR A A RNERNERAR . ERARER BATMERIYAEEER. Eit. 57
FEEIRAREERAF. MEEeIZAFNEEE,

RFETEIRME LRI AR

RN ORI AM A Y. StorageGRID 2 BahiEiZzAF =iEEIBirNE. RIsEFR RETEEEHER
HeR. AR&AM*deny access*iIRE., XM MAFPHMETFHRENSE, XA, BE8N0 "SEEAMAF,

HFR2RRE. AHAR BRI ZEBERME, MRAMAF TR BEFME LR EEE. HAKS
HIrootFl F A ZBITE BRI _ERZ AP RIS, BXiREA, BS 0 "EEAMAR ",
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Tenant source grid

Local user
has a password

Create local user —

Tenant destination grid

—J= Local user doned

Local user must get
—»

new password

TePETEIRMAS L IR AYEXEE4E

RISFERKFARESESHER "2RER" M "SHEKE" RELFGE. EERME LAEFSIR(TN)RIE

AR B ER BRI LA,

X MAEAERNIARIEI. AIRMSIAH RS,

NIFEF SRR AH = EEIBREA G, BRERAF A UEE—MR LEEREIERF

Tenant source grid

Create (import) federated _|
group

Federated user can signin

Tenant destination grid

Federated grou
> group

cloned

—1» Federated user can sign in

BILAFoh5e [£S 3110 % A

StorageGRID A= BN ES31iRE R, RAEIEE M LERFRNERA MRS R 2.

BEER MR LBILEER. ERTLITUTE—IRE:

* MREAFBENES MR EABRENE. WA LUGER "eI2EE CrpRER" 8 "eZE AP Ehe) =R

TSR L.

* MRF[EEMAWE LERBRRREA. TR LIREA. AREREFEESEAPIFMEIE "=E

A" BB R
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Tenant source grid Tenant destination grid

Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access
—p

Create S3 access keys — keys with API

()  weBpmmPosIBREgN. BRASIHREHBaREREREM.

AINE BRI RVAN B R A TR E

RAZMEFRYEME R ZIEPRBRME. WNREEFBIBIRMNE LIRS NAMAF. StorageGRID F~
SR X LT 7o P2 [E1FE A BYTR PR

Tenant source grid Tenant destination grid
@ No change 4—— New useror group
® No change 4—1— New S3 access key

/mEEEMIPREVAE. AP MIGRRATRE
QEFCIEMANMARN., Za#iTRE,
SNRIRIESMIPRE—NAR_ERVAE. BAEARER. NFMMHERAF SRS — R,
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

fEFAAPITE[£S315 0% £

SNRIEEVE K BAERPSEGIEZ IR, WA LERTAF EXEAPIES3IHRIZRM
AR S _ERIRE P Fap e 2R B AR RIS
FreaZ Al

* FPKF B E RS A AR

* IRB AR RS B

* CEERBRIAS RS LM SR S Web XK

- BRTABNAFA "SI0 E CHSIE R oot AR

* MRBTREAHA P KIARESA. WA TR S L

(D)  mmmampwssBRERET. BRASHNERHSRNEISTRES,

wfEIEE CHIEIRE R
NRFBIHRF MR LEESER. AILEB SHiARZEHR.

p

1. TEME EEREFEEE. "CIEEECHIARER" HTE . csv XM
2. MEFEIEIRAVTNAR. R BERFIEE APIXXAE

3. 7E*S3 &R, EELUTIHRS:

POST /org/users/current-user/replicate-s3-access-key

~

forgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. [

4. 35T A .
5. £*bodyXZAHEH, FE*accessKey*F*sretAccessKey*HIRfls B B AT T EHM* . csv X HRIE,

BHUESTNIFHRABRRENSIS,
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bﬂd}" % peguired

{body )

Edit Value | Model

{
"accessKey": "AKTAIOSFODMNN7EXAMPLE"™,
"secrethccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0087"

1

6. WNRFTAKTHE, 15 expires*BIR B BB AISO 8601 2B AR NI FERTR(FI0, 2024-02-
28T22:46:33-08:00) o WMRFHRFAIH, BN nul*EA*expires* 5 B BIE (S MIBR*expires* 1 THIEI
HHNES),

TR AT
8. WINRSIINMRIDHN 204", RNEHEMINEIES BT,

SR EL At P IR R
NREMAFBEIHARNME LERS . WA EEEIRIZR.
B
1. RN L ERAE A EIEE. "CIEEMAFNS3IARER HTEH . csv XH
2. NP EIRSRVTNER. IR EBHEINRHIESE APIDIIE™,
3. SKENAFID, EEEMERFEE AP AR,

a. M\*USERS*EBH, LA Fimms

GET /org/users

b. 7%+ * XA *

C. IEEEHRAFREERNTAEE,

d. J&EE AT

e. HIAEREEZIRNAR, ARTNdFRPEGIZEF
4. 7SI EHH, R TimS:

POST /org/users/{userId}/replicate-s3-access-key

I Jorg/users/{userld}/replicate-s3-access-key Clone an 53 key to the other grids. ii

S EEFE A,
6. TE*userld*XAHER, HMMEEEHIFIAEFID,
7. TE*bodyXAKER, & Rflih R 2 N2 R 2RI B B 0z B P BY*.csv R E,
MIEFFTERBERREWEIS,
8. WNRZIAIETHE, B expires*HIRBISZ BB NSO 8601 F3E AR FERR(FIgN, 2023-02-
28T22:46:33-08:00) o WRZBIHPASTHE, BN null*ES*expires* 5% B HIE (S bR *expires* 1 THIA]

20



EHHES),
9. SR * $AAT o
10. WiABRES SINMIREDH 204", RATHE ML BT,

BRI E

NREQIZEP KB AEDE 7 ERRMEXSER R, WA LAEREMEEHEHE

FRRME LB AR BIRME LD Z B BHEFIN R, BRREREIUE—17

[ 7 | L#H 1T,

RS EH TR

I TERECE T ER MR LD R ZEEEEMEERIFMERITHNZ R, TERFATAXESE,

Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version
permanently from source

New object version

— replicated to
destination bucket

Delete marker
—p  replicated to destination

| Object version is not deleted
from destination
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ECEEMEES

EERABMEESZE. BXIERIE MR LRBNEFP KA HEIZERN DR, AR, B UE—11FE
I EREX R NMFED R £ B BRI E Fl,

FaZ Al
* CFEEEEMRERNER, HEL "TAZBEMERES",
* IETERER "SZHFHY Web %S
* AP BEEAMNRBRESER IR, MM LHEFEERNEFKS, 520 "SENRERKEIEED

=il

* BEERNEFPAFEMTRIME L. HEBTFEERNAFA "rootifRIIE"
* MREELUAHMBF SHERZEANBERME, WEFKSBrootAR ENLRE LRNAF KA IRER

5o

BIEM MBERINEE D R
Bt BERESME LAEREF KA HEZER D .

p

1.

2.

MRISER S EEPIE—MIE A, SIB— MRTEMEDEL:
a. ERAHEME EFEF AP ERERIEF K,
@ ﬁD%f&??ﬁfi Dzt B BRI BB, EHIAES K Srootl P ENEH
APt I&EZE,
b. $RZERIBAMITIRIE "OIESITFEDEL"
C. IEIEWNRIGBE A £ L, HR BAMRMRAES,
d. YN A StorageGRID RABA T SIMWRBITE. BN AMFHE S ERBHASIMRBIE,.
e. & * IERTFE D EL *
f3%eE 52
BEXESE. AMEEBRIEEPS— RS EFE—HEF kP AEERN 9 .

2 RESMiE S
ERE—FEDERFINEANRZA. BFARITXESE,

p

1.
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MEEHEXNRHIMRFIE. BA "ENEERER"

a. EREEFHEDERIEFIKS

b. MEBIRPIEFEEFMEDER", JEFFE(S3)>F DKo
C. MERAIEFEFME D ERRIRLUARFME D BRIFAE B H,

d. B MR E BRI~

e. JEF*Enable*, ARBEEENRTI®.
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Grid federation connections

Q Displaying one result
& " Buckets with
onnection
= cross-grid = Last error @ =
name . .
replication @
2022-12-07 16:02:20 MST
Cross-grid replication has encountered an error, Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket'. Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
S3 Object Lock disabled. (loglD 4791585492825418592)
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YR IEFEETE Active Directory , Azure Active Directory (Azure AD) , OpenLDAP E{ Oracle Directory
Server EHMAZHEERFAMBR, WAL AHF EESRRES DS,

FHEZ Fi
s IRRMERERINFAF EIRR "I Web 3 22",
* BETEBNAFA "rootif R AR,
* {&IETE{ERE Active Directory , Azure AD , OpenLDAP = Oracle Directory Server {E B 13112,

() wRBERK5ILN LDAP S RS, BEREAZ,
* WNREIHXIER OpenLDAP , NIATEZE OpenLDAP IRSS 88, 1520 B E OpenlDAP ARS528A9/E NI,

s NREHRIEREHEL S (Transport Layer Security , TLS ) 5 LDAP ARSZ&#H1TIEE, NHHIRHTE
FRER TLS 1.2 81 1.3, B2 N "STiFEH TLS EEHNZEE",
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GRS, MREWHEA"FHEKES TTENERIICES. NEZENIEF B E RIRAIEKS SR,

o This tenant account uses the LDOAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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HEEE "TRRE A B, ST LRt StorageGRID &% 2ILDAPIREFRERIE,
B

1. %8R - BRER * > * BHEE

2. %% BRSMEHE

3. 7Z LDAP ARE5EEE Hh, EIFERCEN LDAP ARSEE,

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

7EHE * HAth * A]A{ER Oracle B R®ARE 2389 LDAP fRZ A E B,

4. NSHEEFET * Hitt * , iFETS LDAP BIME D HHNFER. S, BHREHITTF—F,

° *FAFRMW—ER* . 88 LDAP AFPE—IRRFTHNEMNZIF. LEMERT saMAccountName &M
FActive Directory#l uid 3FOpenLDAP, SNREFZE Oracle Directory Server. IFHIAN uids
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FActive Directory#l] entryUUID %FOpenLDAP, WREHEIE Oracle Directory Server. &N
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* objectGUID, entryUUID 8 “nsuniqueid
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userPrincipalName

* *Azure *. accountEnabled # userPrincipalName
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° SEAF BZRI(ANIE). MRTEBHAERET, StorageGRID NERBIARF BRI
BIVRM - BEAP BRI *, ENUSR StorageGRID TEHEFIRSIKF , ERTUATRARES.
WMANU TR Z—:
* UserPrincipalNamet&z{(Active Directory#lAzure): [USERNAME]@example.com
" KB RBMME(Active DirectoryflAzure): example\ [USERNAME]
* B[ ZFRET: CN=[USERNAME], CN=Users, DC=example, DC=com
55ENNRBT2EE, FEE*

6. ZFERE (TLS) #HH, ER—IRELIRE,

° * {3 STARTTLS * : f#f STARTTLS MR 5 LDAP RSEZSRINBRER L, XN Active Directory
, OpenLDAP Sy E %10, {8 Azure RZHFILEIFEDN,

o *{FM LDAPS* . LDAPS (ET SSL A LDAP) EIN{EMA TLS 5 LDAP BRSBEEIIEE, BNMA
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° *{5/N{#F TLS* . StorageGRID 45 LDAP fREZ 232 EINMEREZ AT EIRIF. Azure REHF
[ligviA L

@ WS Active Directory FRZ3 2852 %!SCHE LDAP 2542, MIARZIFEA * AEA TLS* %I,
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WNFEEE, YAENXEE, RAETERERE. NEERMT LDAP IRSS[MEZIGEMLTE AP 2%
=, M StorageGRID &3 E#HITIIE,
B
138 * MR ~
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° NBEFZEEN, NWEER "Test connection successful’ "jEB. % * 777 * URERE.

o WNRIEIZIGE T, ME R "test connection could not be established” " SHE., %EF * X *, ARG
, FRRFRAIREFHF EFTNIEE,

S MRERMTHERF BN, FRANBUREHKSHF VAR R,
50, MANEBCHAFZNEE. B7NERFARRESEARHFN. Q.

Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection

o NBHEIZFEBEBN, MEER "Test connection successful’ "JHE., 1%EFE * 317 * LUFEERS,

- MPEEGE, BERAAERVREAENEREY, NaSTF—RBSNE. RAFGHEHS
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®* 0lcDbIndex: objectClass eq
®* olcDbIndex: uid eq,pres, sub
®* olcDbIndex: cn eq,pres,sub

®* 0lcDbIndex: entryUUID eq
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.

3. WEHE * gUERAE
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Manage users
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grid.

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other
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2. ERRF B EFED BRIIFARE B H,

BERE
a. EREMPRFEXN RIS DM EFE D RN EIEE,

b. R > MFREFED RPN R
FARESIIE

a. IEFFEIRBITUETHEIFAESR.
b. e MFRTFE D ERFRI R

3. HMIMHBINFHEIERY, EEFMER, WA Yes*, AFEEFOKY
4. HEHMIBRRIEF 18,

No#E:

° IR, FESRIFAEENE ERET—MEBRSER. #EFRTEMFINKRE DL,
c EEREDEFAEEIE L. (RiR) EREFEES BB IEH,
° *(MIBRIR . Rik) HIMTE" 2 ER " TIR 0 BR BARE,

Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have

already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects

O [EBITIRIERY, RIBFEEFHEIEMFN R LUEEHIZ. ARG, EFBERFED RPN R UAME T

2o

EFEHF LR RS, FREORKEROETNRN; B2, BXALRHREERFFRIEAINR,
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6. EFFIIRIETER,
SEFEDERATH. KSEBEER. BEEDERINERE RIS,

Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects ‘
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1 =

Buckets > bucket-01

1 (7 bucket-01

Upload Mew folder Refresh Actions v search by prefix Q

Loglcal space

Name Last modified on
used
2021-12-03
@ 03_Grid_Primer_11.5.pdf 2.73MB
09:43:26 MST
2021-12-03
@ 04_Tenant_Users_Guide_11.5.pdf 1.07 MB
0%:44:24 MST
Select an object or
@ 06_Tenant_Users_Guide 11.5.pdf 125MB ik folderto \.ri:'w its
; N B N 09:44:27 MST
details.
. 2021-12-03
@ 08_Tenant_Users_Guide 11.5.pdf 1.25 MB
09:44:27 MST
2021-12-03
@ 09 Tenant_Users Guide 11.5.pdf 1.25MB
09:44:26 MST
2021-12-03
@ 10. Grid_Primer_11.5.pdf 2.8MB
09:43:27 MST
v
Displaying 16 objects
Selected 0 objects
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* CloudMirrorE£fl: {#H "StorageGRID CloudMirror E%lIiR55" B4FE X R MStorageGRID 72i&5 ER & E|
EERIINEB B o

ggﬁl], eI LAER CloudMirror EFIRHAFER FIE R 1152 Amazon S3 , ZAEFIA AWS BRSS WMEIEHITH

() WRFEESRERT S3HKHE, NFEHH CloudMiror FHl,

* BN fER S EFES BRESMER BE XX RUITIE RIFRNER A EEIFEE R SMBAmazon

Simple Notification Service™SNS,
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ECE XML MIH& T A F 327 StorageGRID F&ARSZH S3 REST API #5541 :

TLRE S3 REST API
"CloudMirror E " * JRENEEDEREH
* PUT EiEDERE

"S@EN" * SRERTEGE D EREH
* PUT EfiE90 BRI

66



TERSE S3 REST API
"EREMN" * REXFE D BT ERIECE
* PUT g B iimEr i E

XLt ER StorageGRID BB E X I21F,
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“{#EFHS3 RESTAPI"

CloudMirror E4I8R5
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SHEIR,

7£ StorageGRID 1, ERILUFRENMFHED RPN REHFZZ N BIREFEDR. Ak, BAEHEE XML F
BB M MNEE BT, FRERE—INREHZZ DK,

ItE5h, 8RR AR R AR AT 6 3R A= 5B 2 2 _EECE CloudMirror £, F R LS ER AR AIEH 2R = hit
AIEHI T ERAEN BT BRI UERRAIZFIFIRRAIZTRIN D ERIERAS. FId, ERLUSIRAEHEME
DEAEENRRSIZRIBREFE D RIIBIR, RZINA. EE A ITERMRAEHBFME D R Z BHITE S,

CloudMirror E#IARSS BIMIFRITHS Amazon S3 IREHNEXIZES] (CRR) ARSZHIMIERIT HIER—MPRIRZE
DEFHNREFABPRERFHEFIH R, MRENBIRFED BRBEHTRAIES, WESH5IMBRTE. 0
REGDERFITHRAIZS, WHFRRS I RASERBRMTICEFIE B AR B BERE IR R

HWREFFEIRFEME D BT, StorageGRID SRFHEAIRIEN replicas o B#r StorageGRID EEDEASH

REFAFCAHBIEHMR, MMPILEEINE IR, EIAIRIEZE StorageGRID WNERIE, FRMELIEEESRE
F3 Amazon S3 {53 BRE BAREYFIA AWS CRR -

@ BFRCRIERBEENXIFEN x-ntap-sg-replicao UWARIERIBHIEZREXFR&, StorageGRID
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CloudMirror BB EENFERIME S3 FEDEENER. BE, BHAURKEFRENMMERS—
StorageGRID ZE K {EA5 S3 #ARIARS.

T R E D EER

IR EE StorageGRID A B 4% Amazon Simple Notification Service (SNS) &RiXH*x
IEESHRER, WATLA S3 FiEDERBRSEME M,

Ta M "ECE S hER BRI E XML 5TRFED BRIAXE, BHEE XML E1E S3 BLEF & BExl
HL9E, HIGEMR SNS TFEE Nim=HY URN .

ST ENEEREENREFEIRLLE, HEXEBmR. MRSEMNRIXENEMHRD, WEIEE
KiZFMBRAHHPAFFHEZ.

FRERIEBAMBE—EMITF. BT ARIERINZATHITANRE, FEIEERRKESIEFREM. BT
EFIH, REFTERIEBT L@ EIREF S REFED R EEHNIRF—X, LEERXNTRETRRE
StorageGRID I BYRF. ERILUER sequencer BAFZHEBUHAERENKRNEMHITF. dAmazon S3
SRR,

SZHRBRAES
StorageGRID E4 @& EAmazon S3 API. BIE1E—LERH!:

* RFEFATFEMEE!
° 83: ObjectCreated: *
° 83: WREIE: ME
° 83 WREIE: 5%
° 83: WREIE: Ef
° S3: ObjectCreated: CompleteMultipartUpload
° 83: ObjectRemoved: *
° S3: ObjectRemoved: Delete
° 83: ObjectRemoved: DeleteMarkerCreated
° S3: ObjectRestore: POST

* MStorageGRID &iZEHEHBEFFERITEISONIZIN. ERAEERLZH,. M EMZRPFERSEE. X
Fr:

RER B R StorageGRID &
EHIR sgws:s3
awsRegion ENEERT
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HEARIR StorageGRID &

X-AMZ-ID-2 N IEES
ARN urn:sgws:s3:::bucket name
TR REERARSS

ﬁg%giﬂa‘%ﬁ:?ﬂ&ﬁﬁﬁ9#%5?%?%!1%&?Eﬁ*ﬁﬂﬁ%, MR LAN S3 FiE BB RIERE
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SUTBELXEBiNER. AR, EAIUEABMRSEHNERER, BEOH, AIRAISEFITARE
R, DITHREIEHMPIRIFEE.

TR LA E AR IE RIS R A =R BT iE D BB BIERERARSS . ERERZBRIFTHRERNEE XML 5
T EEEXN ML RHITIRERITFE D R LU R EER B ARt i T R ECRECE BV,
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S FAMCHAFP TTEYE, StorageGRID =G HEAREMF(EAFRI BT S3 B EMEIELS

@ Elasticsearch . EAZE Elasticsearch UG XLEFRTERFRFE N HEAZENF, 151%R Elasticsearch
WEAH TR FER PRSI FNIRET H B . EREEREMRSE 281, HNIAERS| LERAIESFR
REY, AXIEHIRSIG. TEERS|IPRIEXLEIHIEE,

SYHHMUTRERE, EERERFREEHRALMEEX:

* BRIENR.
* BFRXWR, SIERMEE ILM SRERIE(EMMIFR X RAVETE,
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CloudMirror £l S3
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a0, E4kLE A StorageGRID EHEERICloudMirrorim 238 EURN. EEEFRM s3 FREX urn:sgws:s3o

URN NRE— 1M ZEAFIMRB URI RS EBIREIR.

ARSS BERIR

CloudMirror £l SEER

byl Sns-topic-name

ERERN domain-name/index-name/type-name
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MERER IR Z B FoNBIERS,

AWS ] GCP I EERIARSHY urns
¥ AWS #1 GCP 321K, TR URN 2BMAI AWS ARN , fI40:

* CloudMirror £l:
arn:aws:s3:::bucket-name

* A
arn:aws:sns:region:account-id:topic-name

* BEREM:

arn:aws:es:region:account-id:domain/domain-name/index-name/type-name

@ HFAWSHEERERIFKS. N domain-name MINBENFFFE domain/« M FAT.
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° BRI EE (MREBE)
* 5IR1RER . 15IR1EREE ID MG 1025
* HAR HTTP : AP &M

* CAP (C2SipliT]F) : I&BYRHE URL , BRSVBMNFFIFIES, FRRERUNANENEZEF RS
FRZAEEEIE,

° Z2IEH (WREABENX CAILEH)
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror @ = Type® = URI® = URN® =

-

Mo endpoints found

Create endpoint

2. HE * BIBIRS o
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Create endpoint

. authentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

Cancel

3. WARTREMUEER AR R REAR.

YRR RR TUE LR, BRXFNTaRSEEETERRBMEA. RLELTHEERRHE

EVAELS
4. 12 * URI* FEH, IBEIHRIE—FRITIART (URI) o

BEAUTHEAZ—:

https://host:port
http://host:port

MBFRIEEHA. MiEO443AFHTTPS URL. #EO80BFHTTP URL,

5190, StorageGRID EHEERIZEEEREY URI BJEES:

https://s3.example.com:10443

LRI, s3.example.com FnStorageGRID &I M (HA)ARIEIAIP (VIP)FIBIDNSHKE 10443
RNERHTERIRER P E X O,
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() ERTEEEEERRTESANHAL, LB S,

B, AWS EHEMNEFMEDERR URI AIREN:

https://s3-aws-region.amazonaws.com

@ MR i = BT CloudMirrorE RS . IENEURIF B S 1FEDERZ TR, ERILITE * URN* =
R E &S5 ERR M,

5. HABANK—AREH (URN)
() cmmsE. GTEERIBAHURN,
6' iﬁg * é%é;g * (e}

7.7 BIIIERE * EE—ME, ARBAS LERRENEE.

Create endpoint

@ Enter details e ?f-!_lr:_w.:i:.authentlc.atlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue

ERENEELNEE BIRE RIS MR,
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Authentication
type

EZ

IRE A

HA HTTP

CAP (C2SiAiai]
F)

.

#

.=

- WeRR * OIEARSS SR ¢ RIRIRH LUSRAIAIIIIE SR mAY TLS &,

Description

RN BIRNERBE. (NERTERA
T2 R So

£ AWS R TIEX 5 BARRERH
17BN,

EARAFRNEEN BIRERHTE MR
iEo

ERIEBMNE RN BRERHITH ML
IEo

iR

TEHIIIE,

* 5% EA ID
* NZRIBIR A

* Username

» Password

* B FEHE URL
* k3588 CAIEFH (PEM Xff LE1%)
* BEFIRIES (PEM X LEF)

s BEPRIRTHAZH (PEM X L%,
OpenSSL MNERAHARMEBENEBE
A=)

* BERIRTARAREEE (FE)



Create endpoint

@ Enterdetails — Select authentication type o Venfy :Semer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate .

Use operating system CA certificate

Do not verify certificate

Previous
MEBIOIERYSERY Description
FRABEENX CAIEH FHREEXZSIER. NREFIIGE, 1F1E * CAIER * XKIEFE
HIHAEME B E X L2,
ERRIERS CAIEPD ERRERF L ZENEIANE CA IEBREFEIFEE,
BMRIEIES RIUEATF TLS EEMIER, LETIRLSE,

10. %2 * M FH IR IR R *

* IRAUEREERENNER, WEET—FENER. RASNENERIN— M T RIIES KRR
.

© MBBHAWEEN, NEBT—RESEE, NERBEHHALUEERR, BEE - REIHIHE
S8 HEFILER, A5, HE - I OIREA - .
() wmmknEPkSERTARS. WHS0IRIEAN, 55 StorageGRID BIERE R,
RERSE, EALERE URN BET AR,
kR
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Platform services endpoints

use.

4 endpoints

Display name @ = lLasterror® = Type® = URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443
my-endpoint-2 € 2hoursago Search http://10.96.104.30:9200

my-endpoint-3 Notifications http://10.96.104.202:8080/
my-endpoint-4 S3 Bucket http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. EERENHEEENRR,
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EtEjj%Eﬁﬁﬁ/ﬁnﬁéH{%l%\ﬁﬁo

Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. WEHE * M
* NRAILEREERE NS, WSET—FAINES. RASMETUERN— T REIES KRR
Ei%o
* MRFERIIERK, MEEBTR—FEIRHEE. NRFEENUGRUELERIR, 5iERE * BE * HEHE
Bo Afg, & * MAHREFENR .

RIETERSHR

BRI URET RS IR EEUENERTR, URISEMFAEE. Fli0, ErIaEHR
EH ST AR EIESED URI LUEM&E D Elasticsearch &5 | LU TR TS, 1 EE
P B RRS IR AIURN,

Froh 2B
- ER BRI BRI S Web 145
* ERFAENBAA EIRH Aot F IR

p
1 3&F - 7% (S3) *>* FARSHER *-

IR ERTERSHRNE, HPERT EEENTEIRSHRYIR.
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

PR B RIERIR Ro
B R B i = 1R RS B DU HE

pvirs = Sl o1 Rl




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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S
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use.

4 endpoints

Display name @

£ lLasterror® < Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-2

my-endpoint-3

my-endpoint-4

53 Bucket

0 2 hours ago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. P EMIFRE SR R MW A S IRAE,

NRMPREEERNTEIRS KR, WERLLERBER D ERER

SRAXBKNTERS. £

() AEREROERBERER. MEMERIEAELCH, BIEENEESRERENTE
3IMEMIH URN A1k, StorageGRID SEERIR S AR Al MEHISHIZ,

3. R * 120F * > * BRI

&5 *

70N o

LB 2R — R HIAE S,

Cancel

external resources.

Delete endpoint

This might take a few minutes.

Delete endpoint

Are you sure you want to delete endpoint my-endpoint-10?

When you delete an endpoint, you can no longer use it to access

4. 5 - PIFRIRR o
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BRT IR
g05R7EStorageGRID R 5 FARFiHmRBEN R EHR. WEERLZET—FHES.

EFeaRzSERAEL, RE—MERVIETEIRRESKNER, NRS5iKRTEXE
B RALERS, NA=EREREIR.

HEREREHIR
MREZEXTRREAEEAFERSHERER. HPEESEERBEETERES. EIUEIFERSHRR

EUEEEXEHEIRNEZFMAES.

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

ERRLEETHR—HREZEREFERSHEANENINE,. BEEEFANEIRER, BRITUTERE:
p

1. i EEIRS, RIS,
2 (EESAMEEREL, HEEE . HATENSTIESWENEE, HETESRENNE, a8a
& X Bifmseie € semeE 7 7.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

RERRESINARRME

BMEAAR T REHR, * RE—1HIR * VAR SSE B RXERIR, BEEEHIREE N IR HEIREIREI MK
PHERERRAVIEIR, BHRITLUUTRIE:

IR I% B R = 1R 4 (E B U,
2. WEER R > 7 EERE

privs }LJiitiiﬁ% 51 StorageGRID IIFFERZ R m R FEURE T UERYFIEIEARE. RESM
BN LS — T R RIESiE S EE,

B R R IR

@A) LAE A i ,.\\1¥QE’EI1.:.UJ\EJ:EI’J RE— IR HERBPRESBHRNRE. XLEHIRAEFEERIER
R RERRRIPIEER o 5140, WNSR StorageGRID HF&A IEMRYIIRANPRE IR 2 A B S HAM A A 1410 B4R
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S3 77 E, MAJRES= &S CloudMirrorbuc2 RiR. HEA "HREEMkR TEHBRAR, ", FHAEEN
"AccessDenied” " 8 "InvalidAccessKeyld o " "

NREFBRE IR = UBREIR, WEE * MLHREFENR * =fE StorageGRID WIEEFH/FHYHR, FHHIAR
UERSREERRTE. RASMENERN—MT RIIES iR BER,

p
(pviz=2 )
2. EHAFAMERNEL, BEFE R

3. IRERERERRIE,
4. 0 R > EERE

RA BBV R R

Y StorageGRID WiFF & IRZiEAY, ESWAERNERATHEABNERE, FHRITESNERE, B2
, StorageGRID AR LET & RSZIEVEFAERFIENIR, Fit, WNREESIAERFERS (Fa0 403
For2F ") HIKEIEIR, BNESIimS SRR,
HEER

* "&EI#EStorageGRID (); ¥ TFARSHITHRIEHRR"

* "BIETFEIRSIER"

o "M T & IR SSim = B ERE"

s "RIETEIRSIEA"
BEZE CloudMirror £l

o "CloudMirror E#IfRSS" @ =% StorageGRID F&IRS Z2—, ERILUER CloudMirror
EHRXNRBERIZISME S3 FMED .
FrIaZ Al

* StorageGRID BIERENHEFKFBEF &8RS

* BERIE—IMEESBRUBEERIR.

* ZffECloudMirrorEFIBfANIRR EFE. FEEABEHURN,

* BKERTRANARA "E1EFE 77 B Eirootif AR, EREFP EEREEFHEI R, XENRIBRA
B F 7 B ERBE R PRIS B

KFIES
CloudMirror 23X R NIRTE(ED ERE HIE s = RIS ER BAREIE D Ko
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) BT ssuRMTHEREFHETRSE,

BREFEDERERUNRIMNMAEENEMEE. B3N "Amazon Simple Storage Service (S3)X14: EHI3F%R",
5 % StorageGRID #0fASEHEGetBucketReplication. DeleteBucketReplicationFlPutBucketReplicationfd{z &
BB "MWEED ERITRUIRIE"

NREEENERIFMEDER LEACloudMirrorEHl. MERIFINEIZEFHEDBRIFINR. EFRERZEFME
DERPHAENR, ELTEMAEN RS s L EH,

NREEHIECE XML PIEEFESE, N StorageGRID £ B 15 S3 s RBUTIRIERISERIZE, BirlhRiEy
AFFHEERTFMESL. 1BSERBEITAGHNERERN RN
p

1. RREFESERERAES:

ERXARIESECIRE S3 Efl API FiEERNBAERIFIFHNERIEE XML, & XML BY:

° J&FE, StorageGRID (XZIFEFHIEEMN V1, XEMKE. StorageGRID RE#FFERH Filter Element
EE’J%E)UU\ FHBREVIPE XPPRHRRAEANAE. BEXFAES, FENEXEFIEER Amazon X

° 3 S3 FfE EXim =AY URN X B17.
o WRILAAIN <StorageClass> To&. FHIEEUTHZ—:
* STANDARD: BRINTFMER, MRE LEWMREKRIEEFMHE. WA sTanDparD BEAFHES.
* STANDARD IA: (fRE—AREiIAR, )X FiHRMERRENZEEERENPERIARINEIE. FER

77 i,
* REDUCED REDUNDANCY: RUtFERATFEREAREZEMRTIEXRE. AIEINEHE STANDARD
FiE.

° YNRIETE Role EECEXMLA. ILBHIFHKBER, StorageGRID NMERALLE.,

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. NEBIRPIERBEFMEDR, JOEFFHESI)> FHED R,
3. EHEIRTFED ERRIR MR,

LRI B R g BOIF (S S 0.
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ

®

StorageGRID EIE GG EIRS NS EIE APl A MAFPKF BEFERS. @0
RFREFRE XML BT L4 551R, 15EXR StorageGRID EIER,

7. WIS HECE ST IER:
a. MFEFEIBRRAI—IHER, UWkEERREREENEFIER,
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ENEERERAR, EFI5E14 2020 " LI R
b. HHIANREEHIF BIFFIED Ko
MNFNERR, SFHRFIREBHETT

BXER
"R aRSHR"

FCESE @

BHARS B = StorageGRID F 8RB 22— EBALUIAFMHEDERBABEMN, UEEEXE
EEHRE B REEIZHEF AWS Simple Notification Service (SNS ) BIBARARS
FeaZ Al

* StorageGRID BIERE NP KFBEFEERS

* BERIR— N FHEDERAEBRNIR.

* ZEREEHENBERNEREEFE. HEEABHURN,

* BETAENARYA "E1EFE 7 B Srootin AR, EREF EEREEFMEIRE, XENREBEA
S F 7 B ERBE R R PRIS B

KFIAES

EERMMENE, SHRFEIRTFHIEMNRREEESMAN, SIEMR—TEN, HBEELXEREENR
AREREAARS (SNS) &, BANFMEIRBAEMN, BALIRHNAERIEMEE XML, BHNEE
XML B BER S BAREISEF @R REY URN o

BXEMMENURMAEEXLEENENGES. BERLSH X, BXStorageGRID MAISLhES3FE D ER
BAIEEAPIREE. BSIEXEESIEF ink AIEFYN R,

MRNEEWNRNEFESRBASEMHEN, NNINRFENEEGRITIRELEEN,

p
1. FRTFE D B FRE@ AN .

° EAXAYRIERCIRBA S3 @A APl RIEENSFMHENPARAENEE XML o
° BCE XML BY, IEERFMHEMRRL URN fEABRE>,
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92

<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

HHFEESET, EFFE (S3) > oK,
IR E D BRAI R R,

LB B RFE D BOF 4R1E B 0UH.

R FaiRS > FHEA
prirte sy =YasE AP NI =Bvie £
RERECE XML #NEEISCAER, AEER * REFER o



Bucket options Bucket access Platform services
Replication Disabled v
Event notifications Disabled N

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)
# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.
Enable event notifications
Clear
L Lal
<NotificationConfigoration>
<TopicConfiguration>
<Id>»Image-cregteds,/ Id>
<Filter>
<5 3Key>
<FilterRules
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterRule>
</ 5G3Key>
<fFilters
Lo
< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>
IIIlﬁHHHIHHHH%%IIII

@ StorageGRID EE R HFEH MK EIEZHMIEEIER API A& MEFKFBEFERS. W
RFRFECE XML BY A4 551R, 1BEXAR StorageGRID EIE R,

7. WIER A EIEHEESHEA:
a. WEEFESRPASEE XML FEERML BRI Z RN RAITENE.

FEURAIR. SHERENRE. BESRKEXFEMHER inages/ A%,
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b. #INBRBR SNS EF KR IX @A,

pan, MRENERETITET AWS BEERMARS (SNS) L, MeILORIARSECE AE A EER Y

M8 R IX B FHR o

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

WMREBREDUEER, NRTEERMINA StorageGRID iEHAC & IRTE#E 52 ERo

RS ERS)
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"EFS3 REST API"
"SIETERSHR"
EREREMRS

BEREMARSS @ = StorageGRID F5iRSZZ— ERILIBRALLARSS, LUEELIE, MR
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SR LAEAE P EER R EE X StorageGRID ECE XML N A FEFED ERECE R RERK.

@ HTFEREMRS SN RTHIELXTIBin, HLEEE XML #¥F/9 metadata notification
configuration xml . LEECE XML 5RFERASEHENB notification BELE xml RE.
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<MetadataNotificationConfiguration>

</MetadataNotificationConfiguration> #5ice S NHNERISEMNIEAIAHE B

X MZBIITR ARz StorageGRID R IXEE 3R B TR & X 2 RY B 7o

AT LRI RBFRVRISRTHEN R a0, BRI AEEGRIBRIIMRITEIE inages —MNEIR. HAEEH

SN RIBETEHIR videos F—1. FIRESNRETLH. TIRRXIGHELS, flul. —MERE. HPEE
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description
MetadataNotificationConfiguration  FfF457E s #URIERI AT R A B ARAIFL NI B9 A 234
120

BE—THES T HNTE.

AL BT RRRG H TSR AN S E 2R 5 | FRIX KRB
M EY A ZEARIC
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& 1E MetadataNotificationConfiguration JtZ&

ID M BYE—FRIR T o
BE7E Rule TtEH,
Status KSAILUZ "ERA "N " EER" . FTaNEREAN

MR TESATHRFo
BE7E Rule TTEH,
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Name Description Required
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domain-name/myindex/mytypeo

im AT BRSSP EIE AP #H1TEE., T
AT

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BER MMy THRERECE

FELRBIR, BIESAELRRENMRIMNRITEIE /inages KEF—1BIR. SRR RII RITE
EURIEE— DB /videos KIXEIB—1T BT,

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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98



EERREMRS

SR, MSHRNERETYIERIFEN, BRER RS BB TR LREE
PR ZRERS,
FaZ Hl

* StorageGRID BIERE AP KR BEFERS.

* BEAIBRENEHANBREIZRSIMSIEME D .

- BEREERERRSBANIESEEE. FEEEEHURN,

 BETREENAFYA "EERE S ESrootin|[aE" s FRAF SRR EFMED R, XENRSESA

HEE D ER RSP IIRRIR B

RFUAES
NIFFEDREEERREMRS G, SIZNKRUENRNRITEEIATC AL BREE B RG2S R T
. MRNEESHRNEEIRERERENRS. WAZEHANRENRLIETIHIEEM, EUREHXLE
PREXNR, UHRETSIEE NMNE EMERERSIH.
g

1. EAX AR C)E R B RREMFIRRTEESER XML

c BEENAEXATERERNEE XML BEE.
° BgE XML BY, BEREREMIFES URN /£ B 15,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. FAFEESD, ®EFhE (S3) >k,
3. EHEIRIFED ERRIR R,

LRI B R gD BOIF (S S 0.

4. R TERS * > BREN
o. B R REM EEE,
6. BriEEECE LRI AES, AFEE - REENR
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

@ StorageGRID B G AEAMIR SRR EIE APl A MAFKFP BBRTEERS. NRR
FECE XML Bt A4 $51R, 15BKA& StorageGRID EIER,

7. BIFE R E IR E R REMRSS:
a. MIRFESERAIN— TR, UHRERE XML iR TiEaM A E R,

ERE SRR, FNEEFED R N RE SRR T EE.
b. HINE XN RITTEIEFIRIZH JSON XISE RN E KRR EERRSIF,
Fehl/E
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RIERE, EaUERUTE—AA2RAEES BRAIEREMR:

* 3%&$¥*storage (S3)*>*Bucbes*HiEPFR*Enable search integration*&i%4E,
* MNREEHZEFER S3API, BERMBRS ETTIEERIER. 155 IEXLNE S3 B imi AZFRIMA,

BXER
"7 RIS REE R AR S

"FFIERERAEE XML"
"($EFHS3 REST API"
"BIEFEERSIHR"

HIEREMARS LMY JSON

NEEDERERERERRS G, SRR, EMSBERNRITEIESNIRCH, RAEHS
EM—1 JSON XA H & IXE B iRim =0

R FERT EREEHEN RIS AT REE B AYJSONRA sGWs/Tagging. txt FER AMEFEME D EEFEIE
testo o test FMEDERHFITHRAIZSH]. Flt versionId FFIEAT,

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

TAIRBAI & M R TT AR
TRIIETERRRENGERIZEBIRGRR JSON XEREEHIFTE FE.
NHEBMEEFEDRBR, WRAMMARD ID WIREE) -

Type 512 2 FR A Rl A
FEIRAMNRER bucket: TFETERAIZRTT
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Type T 8 2 RA0 () e
key: MNREARZIN versionID: MRhZA. AFRIRAEHIEIDERPHR

region: U0, BucketXiE us- AR ITEUE

east-1

size: HTTPEFIHAIWAIFMRK nd5: WRIEH

TN TS Jo 28 1)

R Tz metadata: WREFMERFTHRE. (FAREN
key:value

Tags tags: ANREXBIFAIEXRITIC. (FRREXN

key:value

FFARICH AP TE#E, StorageGRID 38 HEAFIEFENFE R R S3 B @E %A

@ Elasticsearch . EAZE Elasticsearch UG XLEF TR AR N HEAZEF, 15I%IR Elasticsearch
PRI TRIAS FERIRET AR ST HHANR . ERLBIEREMRS 2/, HNERS| LEANSFR
BRET, AMXARHIRSIGE. TTATERS | PREXIATIEIEE,

f5FHS3 REST API

S3 REST APIZ#FRRR A E 3

StorageGRID ZHEIEFMRS (S3) API, Z APl {EA—ARTKREEH (
Representational State Transfer , REST) Web ARSS¥E3 5,

BT 3FS3 REST APIRYZ#F. f&Er] LUK S3 WebfREF A B E RARSZHIN B2+ S5 {# StorageGRID 2489
IR RIFFEEIZICR, FEMNEFIHN BERF HFIFEAS3 REST APIABNER# I TR/NEX.

S FFHYRRZS

StorageGRID Z#FLATNHFEMAH S3 Fl HTTP

e version

S3 B _Simple Storage Service APl &%  2006-03-01
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e version
HTTP 1.1

BXHTTP H¥AEE, 55 HTTP/1.1 (RFC
7230-35) o

* ¥ *: StorageGRID F~3%#F HTTP/1.1 Ei&k.

HEER
"IETF RFC 2616 . BXAEwinY (HTTP/M1.1) "

"Amazon Web Services (AWS) X#4: Amazon Simple Storage Service AP| &&"

1S3 REST APISZ###{T T &
kiR, AR
1.7 s BRI "RESE: ZHEMS3 APHER"
s AT IS U BIRR 5SIMN KM ELESHEENZI,

* 0T M4FE FStorageGRIDAYSZ #F x-ntap-sg-cgr-replication-status
GETHRIMHEADM RIEKRAIMARN ARk, LAk PIIRHEENEE BN REFIKE.

* E, ERNGATBERZIFEAENR.

11.6. s EINT FHEAMNZEF partNumber GETHRFMHEADI RiIEKHHIRequestSEL,
* BANT X S3 M RBITEHIBRIAR B IEXFNZE 52 ERR B BIAR L HARR Y SZ 35

* EANT FWEUSZHF s3:0bject-lock-remaining-retention-days REEFHFH.
AFIgEXNRAITFRIRBHAIRSEE,

* BEEANPUtRIZIENRA_Recommended A/NEH5 GiB (5. 368. 709
. 120F%), WRMRATF 5GB, BEHREZHD LE,

11.5 * 1IBINT WEEFME D BRINERIS .
* AT XY S3 WRMEMEFAIBEMMEIERRIZH .
* B0 T MTERRAIE IRV TFGE D B EERMIRR S M REISH.
* o Content-MD5 MTEBE EMIFERIT.,
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hR 2o
11.4

11.3

11.2.

11.0

10.4.

10.3

10.2
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AR
* B0 T WNMBREFMES ERARIS, REEFMED BRATCHMEFE 2 BRARICAIS . X%
R D ECATIC,

* X$F1E StorageGRID 11.4 FEIRMDER, FHFEREINRERARILUAE EER
(EISM5

s EINT WEMEDERBMAIZIF s3:0bjectRestore: Post HHRE,

* MTE, ZEBHEYAWS K/ REIEEFITM, ZED EERFHNENBEHEARANTF 5
MiB #1 5 GiB Z &l s&xE—MEFrILUNF 5 MiB o

o AT ITLS 1.3092 35

* EINTXEREFRMNE (SSI-C) M REUEHITIRSS BIRMNBHIZH,

* IEINT XHRIBR. FRENAIRE 3 LA dn R HBRE (PR B AR IR ) MU 2 1 x-amz-
expiration MIN#R3k,

* BT PUT MR, PUT MR - EFIFIZEH EE, LIRBBESNRMERRSHREDN
ILM #E0 A9 52 0,

* REXETLS 1.1 &5,

BT WATFoEE NN ENRIEIRAIS S, EI1T MELMFED BRI ER AWS
EERLIEARN , RESFMHZAMRBE B, HZFFERM StorageGRID 1E7ER
A B EFE D ER RS,

* EE: * THMEIE JSON/XML F{EF ARN/URN BB /S EHNE, GFEEENX
StorageGRID IhaeHERRE .

T MRS FRHEZ(CORS). BFS3% P imEEEIME T RBHTTPLUR D B &
IR B RIS FF.

BINT X RNEEDEREEFESESE ( CloudMirror £, @%1F0 Elasticsearch F2ZE&ERK
) BUSZE, LEAh, FIEINT MTEE D R RIFC M B LR UNR A BA—EMITHISERN
X

EINT ShRAES], HRUHBTIEEN, REPHEENTE, REERFIUR
PutOverwriteObject IRV ILM 3B 4RI Z #5o

FEANT I RRASIERIBYS o
BN T WHEMFE D EIH R R UR S RIS (LEERMH - EF)) AR
EINTWNEZED L%, EMTERINUERN v4 BHIIERIS .

StorageGRID ZAmx#]Z1F S3 RESTAPI , HaE|Z1FH _Simple Storage Service API
BEhRAA 2006-03-01 o



RESE . XHFHIS3 APHEK

L TIEC 2 T StorageGRID Az 3 FAmazon Simple Storage Service (S3) AP,

L TUE{Y €1 & StorageGRID 2 #5HIS318(%,

(D) EoES MMEMAWSIH, EEBITERNEHE,

BAURIZFSHAIBERIT K

FRIFEAIRA. SUZFUTERURIEZRISH:
* versionId (IRIBWMRIZIENFE)

FRIFS AR, B TERIEKRIRX:

* Authorization
* Connection

* Content-Length
* Content-MD5

* Content-Type

* Date

* Expect

* Host

* x—amz-date

HEXES

* "S3 REST APISEHEF RS 8"

* "Amazon Simple Storage Service APIZ% ;. @R IERIFX"
"AbortMultipartUpload"

URIEBSHHIERITK

StorageGRID <P EASHMRK MFUIER. 1 LLEMIIURIE®SEH:

* uploadId

BRIEX
p

StorageGRID X714
"ZE D ERIRIE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html

"CompleteMultipartUpload™"

URIEIBSHERANERITL
StorageGRID ¥ ERASHARK WMFUIIER. M ELHMURIEIDSE:

* uploadId

JERIEXXMLARIE
StorageGRID Z#FLA FiEKIEXXMLERIE:

* CompleteMultipartUpload
* Part
* ETag

* PartNumber

StorageGRID X4
"SERL S ER i L1

"CopyObject"

URIEHSHHIERIT K
StorageGRID 3 #5iFfF EASHANRKL FFUEIER. MN_ELCFHINARSL:

X—-amz-copy-source
* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* Xx—amz-copy-source-server-side-encryption-customer-algorithm
* x—amz-copy-source-server-side-encryption-customer-key

* x—amz-copy-source-server-side-encryption-customer-key-MD5

* x-—amz-metadata-directive

* x—amz-object-lock-legal-hold

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x-amz-server-side-encryption

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x-—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

* x-amz-tagging
* x-amz-tagging-directive
* x—amz-meta-<metadata-name>

BERIEX
p

StorageGRID 14
"HEXNREN A"

"CreateBucket"

URIZ S EANIERIT R
StorageGRID X#FFH EASEAMRA JFLIER. M ELATFHIINARk:

* x—amz-bucket-object-lock-enabled

ERIEX
StorageGRID 3Z#¥7E5LhERYFHAmazon S3 REST APIE X MIFA B 1B RIEXE K,

StorageGRID 14
"WTEE D BRI TRYIRIE"

"CreateMultipartUpload"
URIEBISHHIERIT K
StorageGRID X #FE BHASHMRK JFFIiER. 0L THII0ARk:
* Cache-Control
* Content-Disposition
* Content-Encoding
* Content-Language
* Expires
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging
* x—amz-object-lock-mode
* x—amz-object-lock-retain-until-date

* x—amz-object-lock-legal-hold
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html

* x—amz-meta-<metadata-name>

BERIEX
p

StorageGRID X#4
N=lEZ e
"DeleteBucket"

URIZ S HFIERITX
StorageGRID Z#FFrE 1EHAS IR o

StorageGRID X714
"W TFAE D BRI TRVIRAE"
"DeleteBucketCors"

URIE IS EHFNE Rk
StorageGRID Z#FFrE 1EHAS AT -

ERIEX

7o

StorageGRID X4
"SHTFAE D BRI TRVIR(E"

"DeleteBucketEncryption"

URIE IS EHFNE Rk
StorageGRID X #FFE BES MR o

BRIEX
p

StorageGRID X4
"SRR BRI TRUIRME"
"DeleteBucketLifecycle"

URIEIHSEMIERIR.
StorageGRID #5FiA EAS MR o

BRIEX
p

StorageGRID X4
* "WHFESD BRIITRVIR(E"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html

* "GIE S3 A an/AHAECE"

"DeleteBucketPolicy"

URIZEIBSHMIERRK
StorageGRID Z#FFH BASEAITE -

BRIEX
x

StorageGRID X4
"B BRI TRUIR ("
"DeleteBucketReplication”

URIZEHSHFNE Rk
StorageGRID #¥FiB EAS MR o

BRIEX
p

StorageGRID X4
"M TEfE T BRI THUIRE"
"DeleteBucketTbaging"

URIZEBSEHFNE Rk
StorageGRID Z#FFrA 1EASHMIT o

BRIEX
x

StorageGRID X714
"D B TRVIRE"
"DeleteObject”

URIEIBSHRANERITL
StorageGRID A @RS ARk WFUIER. MN_ELHANERIRA:

* x-amz-bypass-governance-retention

BRIEX
x

StorageGRID X4
"W R I THYERE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html

"DeleteObjects”

URIEIBSHERANERITL
StorageGRID < #55FfA #EASEHARKL FFUIER. M_ELEHANERIRA:

* x-—amz-bypass-governance-retention

ERIEX
StorageGRID Z#¥7E 5L FHAmazon S3 REST APITE X HIFR B 1B RIEXE K,

StorageGRID X4

"W RFATHRIE" (MRS DRR)
"DeleteObjectTagging"

StorageGRID %#FiE 1@ASEHAIRE o

BRIEX
x

StorageGRID X4
"W R R THIIRIE"
"GetBucketAcl"

URIE WS HFNE Rk
StorageGRID #5FiB EAS MRk o

BRIEX
p

StorageGRID X714
"WHFAE D BRI TRVIR/E"
"GetBucketCors"

URIZE S EHFNE Rk
StorageGRID Z#FFrE EASHMIT. o

BRIEX
x

StorageGRID 14
"W FAE D BRI TRVIR(E"

"GetBucketEncryption"

URIE IS EHFNE Rk
StorageGRID Z#FFrE 1EHAS IR -
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html

BRIEX
x

StorageGRID X714
"N TFAE D BRI THVIRAE"

"GetBucketLifecycleConfiguration"

URIEIHSHFIBERIRK

StorageGRID X #FHFE BES AR o

BERIEX

T

StorageGRID X#4
* WHTFED BT RVIR(E GRENTEME D ER A dn A HR)
* "Bl S3 £ ARAECE"

"GetBucketLocation”

URIE @S EFIFRIR K

StorageGRID 2#¥FrA EASHMIT. o
IFKRIEX

7

StorageGRID 14
"WTFAE D BRI TRUIRIE"
"GetBucketNotizationConfiguration™

URIE S EHFNE Rk
StorageGRID Z#FFrA 1EAS AN o

BRIEX
x

StorageGRID X714

"W FE D B ITHVIRE" GRENFiE D BO@R)
"GetBucketPolicy"

URIEHSERIERIT.

StorageGRID X#FFrA 1EHAS MR o
JBEKIEX

/v

1M


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html

StorageGRID X1
"SHFEAE D BRI TRVIR(E"

"GetBucketReplication"

URIZ S HFIERIT X

StorageGRID P iBASEAIRk o
BERIEX

I

StorageGRID X4
"W FE S BRI TRV

"GetBucketTaging"
URIZEBSHMIFRRK

StorageGRID #¥FiB EASHMIT . o
BERIEX

P

StorageGRID X4
"WHFAE D BRI TRVIR(E"

"GetBucketVersioning"

URIE S HFIERITX

StorageGRID Z#FFrA 1EAS MR o
BRIEX

p

StorageGRID 14
"N FAE D BRI TRVIRAE"

"GetObject"

URIE IS EHFNE Rk
StorageGRID Z#FFrA 1#HAS ARk 3 FLIER.

* partNumber

®* response-cache-control

* response-content-disposition
®* response-content-encoding

* response-content-language
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

®* response-content-type

* response-expires
AR LA M ANiERAR Sk :

* Range

* x-amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* If-Match
* If-Modified-Since
* If-None-Match

* If-Unmodified-Since

BRIEX
p

StorageGRID 14

"RENTR"

"GetObjectAcl"

URIZEIBSHMIERARK

StorageGRID Z#FFRH B ASEAITE -
ERIEX

x

StorageGRID X4

"X R THYERE"
"GetObjectLegalHold"

URIZ IS HFIERIT.

StorageGRID #F¥FrA EASHMIT. o
ERIEX

T

StorageGRID X4
"fFFS3 REST APIECE SR BiE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html

"GetObjectLockConfiguration™

URIEBSEHFNIE Rk
StorageGRID Z#FFrE 1EAS IR o

BERIEX

T

StorageGRID 14

"fFEFS3 REST APIEC B SR BiE"
"GetObject{RE"

URIE S EHFNIE Rk
StorageGRID Z#FFrE 1EAS IR o

BRIEX
p

StorageGRID 14
"fEFAS3 REST APIECES3XM R BIE"

"GetObjectTagging”

URIZ IS EANIERITR
StorageGRID Z#FFrE 1EAS AT -

BERIEX
7z

StorageGRID X#4
"SRRI TR IRIE"
"HeadBucket"

URIE S EHFNERITL
StorageGRID X #FFE BEHES IR o

BRIEX
x

StorageGRID X4
"W FE S BRI TRV

"HeadObject"

URIZ S HFIERIRK
StorageGRID Z#FFrE ERASEANIRL }MFULER. M1 ELUFHImNFRL:
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
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forgn. aNERS3 APIARSS I IR RN 3. company . com” MR EE R NHRA T HTTPSIERINEBAE
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* "ECEDNSHRSS 3" BEFIRATEE5S3iHRNBRLAHDNSIZR. BEERLENERTIER.
NREFFIRERNBTERRSHITER, WNREEREENEBEEF AN A HTERERAVER.

@ BMAHTEREREE B CHIED. HEUTUNENRR#TRE. EHAEBIRFRERS3IH
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MREFFIHEEIEED . UNEEREREENEPMER TMERNENBEXRS[IER,
B2 MR BE "E12 StorageGRID" BXFAEER ...

FERXESRE. B UEAEMMETERRIER,

it S3 REST API fc &

*s3.company.com {EAERELBRBRMERABEENXZIR. M *~.s3.company.com EFEREZ LB

@a] LIEA Amazon Web Services 8 51TRE (AWS s $TRA) M5 RSEMERE, HBIIEEFAIUMER

SFIFEFIE AN Ro
FraZ Al
* MEMTHHRE AWS 6 {TRE "aws.amazon.com/cli’
* 8B 1% StorageGRID &4 GIE S3 P,
* BEAEEFKF REEIBIEER,
3
1. EEBAWSEH $1THRmEIRE UERE7EStorageGRID RFHHBIEAIH :
a. WNEEHER: aws configure
b. I NEEIRAIK P BRI ZEAID.
C. N RIZERIK P BINZ TR 2R,
d. MAEFRNEIAXE, $I90 us-east-1,
e. M ANEFERNERINEEEN, BEE - BN * & JSON
2. QIEEFES R,

HERANRIREEF A T Rin R ECE IR IPHINE10.96.101.17F 55110443,

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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NREMLIREFME DR, WREIEFEIRIUE, MU TRAIFR:

"Location": "/testbucket"

3. EEWR.

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object —--bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

NRFREFEMTN, WIRE— Etag , % Etag @I REIERIGHE,
4. FIHEF#DBENANB U TR E EE R,

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o BRI R,

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

6. MIBRFIED ERo

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket

% #% StorageGRID & ARSS

83 StorageGRID F &8RS, StorageGRID FHF M B LAFIFEZIE S3 IFHED R, (a8
BHBRSS (SNS) IxsIl Elasticsearch S FIMBARS K B MIZIRHIIIRS

TRELETAANTARS UNKATEEXLERSSH S3API

FaiRSS B8y FBTFEEMRSH S3 API
CloudMirror £l RHRMIR StorageGRID ZiE D EREFIZIEEERZ BMESRERIGESR "X
12 S3 FED o FiED ERITRVIRIE")
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F RS =l ATFERERSH S3 AP

BEN BB XIR StorageGRID FED P EHIBERAIZE] BMEEESEEHN(GEER
BEECEMEE@EAARSS ( Simple Notification Service "X 77&4) EEHITHIIRE"
, SNS) I, )

EREMN G TEHETE StorageGRID FE D ERPHIM R RITTER  "PUT ZED ELTEUIEER]
ERIZXE|EEEM Elasticsearch &35/, foE"

cE TR
StorageGRID BE X
S3 API,

S ERRSMEN AL KA SATARS, AE SEEMXERS, HS0 &2 StrageGRID's A, 7
PERRMRERSKE R — M RTTERS NN, BRERS, ATTLSR, FSR @R K
A

BT ARSI

AT ARS 2, TUATRUTRIL:

* NetApp BiY, XFHFE#HTT CloudMirror £, BHMFMILREMAY S3 ER, EAVFRENEFFED 100
o SNSENFEFEEE 100 1, MEJEE=SE S3 B IRIERE T

* YNRStorageGRID RFHRISIFEIEREIRYE A T i dsizhlFCloudMirrorE . MINetApp#2IX B il = B
BRS3TFiED Bk Az, X#%#, CloudMirror EIRLRT LATE L A £ 4 B EIMBIX KR kg2,

* MRFFESBRBRAT S3 WRBE, NAZHEF CloudMirror El,
s MNREEEPEERTERBEASMME, M CloudMirror E5IE LK E 7~ AccessDenied iR,

StorageGRID #{rI3Cf S3 REST API
P imIERpR

Z;F;?“&E’\Jg)ﬁﬁﬁ”ﬁi%ﬁ? (Bla0, MPEFIRENE—EH) UL " &I " AEMEITRE

" BT " FEBYBEIEUR T StorageGRID RAMBITTRLAEIBR, MARZ S3 B iR FFi61RIF.
—

—HNEEB AT DARIEN BIEFIIENR. XN ROVAIAESXEN RERRFMET /AR
Z B —E 1t 2 8] SLEL T4,

BIMBER T, StorageGRID RIEMBIEMMRIE NER—BM. MI5EA PUT ERIMER GET #iG4E05IREN
MENNRIE. WNERRNES, THEENNHMRLARS—H. BEEEBE/NHLS T GEEE,
BRJEEBERE 15 KBTI

MREBEFRN—BMERANFITHRIENE, TUAENTERIEN APHR(FREE -,
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—EUE

—HMEHI SR StorageGRID ATFRENRNTHIEET RZENOH AN, NMEMERATERREK
BYRT A,

BRI LUSTFAE D EREN AP R ER—BUEIERiIR BN A MMEZ —!

* 28 FATRYIENEWEEE. SNERERK.
*r R -2 D RIEFMBERPAEEFAIHERNENGIE—ET.
* RIS RIERAPIEE P AR ENGR—EE.

CREMEN FUANAFNREHREE A BT, ARELANREMREE L, RESTBAEMNSER
PRI BATARZHE R,

* FIA ANERINREREEL . NTSI3EFMEOE. BNEZTERERGIN. MFaaRE®
B BEEENFEDR. HEN T AEFENERRITHEADSGETIRF). S3 FabricPool 7753 ER 32 #¥.

/A" read-after-new-write "#1" available " —2 |4 154

YR head T get IREEA read-after-new-write —E4%#E%H, M StorageGRID FHITZ N T ENEIK,
YRR

* EEAEARE—BHEERNR.

* MRZEHERY. WEET—M—BELREERITZEK. BIRXESEEBTAERN—EIELT I

o

gNRheadHgett@EfEA read-after-new-write’ —ZE#zH]. EXNRAEFE. MWNREHFIBEZRES5RLF/HT
NERN—EERF . BTFH—EMERINBERE P UERRES IR RTHIERA. EtNRE—uh = LR EL
BEFMETRAATA. EAREIREIRES0 TN AEIRS2EHIR.

FRIEREES Amazon S3 R —EUIERIE, TERLUEIDE—BIEITHENREE A " Available" [ LEHSLF0

GET 12EHIIXLESEIR, ~ HH1Skek GET 2EFEH "Available’ " —E4#EHIBY, StorageGRID {UiRHRE—
Hift, EASE—BMELIIRSNERAWAIRZE. REARERTRTEHIENZ P RIEAT R,

79 APl 12 FHETE — BT H)
ZNBEND APHREIE —RUEIEH], LHREMAZFF—REES], HEMSIEIERTEPIEE —BIETH, Lt
TR GET MRIREMN—EMITHNIZE N strong-siteo

GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
Host: host

Consistency-Control: strong-site

(D PUT MR GET MRURELRERIARN—HRILIH,

REESD ERIEE — BRI
ENFEDRIGE TS, EeILAER StorageGRID PUT 757 Er—EMEIE KA GET FEH E—EMiE
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Ko HE, BHOJLUIFEREREERSIEFREIEAPI,
NEESERISE—H MRS, EEETEm:
* IREFEES RN —RMES AT HE N EE D RPN RFEE D ERECENIT S3 1RERERN—EEi=H,
EARREMEE DA SRR
© B AP|HRER — IR H B 2 EE 7 B — 2Rl
* BE. DEBNERABIA MRS read-after-new-write.” HIRIFRTEZEE TIE. ERAIGEEXRNBERE
PIGHIT . &, BEFFIHRUEES N AP BERI—H4ITH, BNIEARE—MAEEFEED SRS
KB —HEIEH,
[[how—sistic-controls-and-ilm-3 & X B 10L& —EUEEHIFIILMAL N 32 B SR S mEE R IP
TERFR—HEITHIF ILM N E M RFEIF A . XEIKE R LIHI TR E,

5N, FENRNEAN—HMEERISEIN RITHIENGEKE, A ILM UERBFNTAZEMTR
BIABIFNIRIRE, BT StorageGRID HBEIFRIM R TTHIREREIHIER A E R FIRIER, EibA—HMERHIHN
HANITER AR RIS BT LR (B 47 A6 SR (RPN B AT TR R MM

ILM FLaT LAER LA T ENIT

* *Dual Commit *: StorageGRID ZRIZEIEIEM REVIGESRIAFHIGHINERBRILE ik, JRAEE, HEIE
ILM FL 45 RE BRI RIS,

© RS IEUE ILM RINRIEERVFR A RIA, A RERRTR[EIL T F iR,

* * 7 * . StorageGRID ZHFEH NG ILM ANPISERFABEIZS; NRTECIE, NEIRIRIEIZAH
RRINRESEF iR, EAENERT, FelE ILM AN PEEREIZ.

@ TR ILM RNEREHANITRZ A, BRE B EREmEREEEEN RGP RXLE

RERFEERER o

—BUEEEIF ILM A0 2R B A9 5]
BIZEE— WL AR, EFEEUT ILM UL TSR NEE:

*FILM FN ¢ SIBEFANMRENDS, —NMEARMIILSR, —MEERIER. A EIFEARREANIT .
o * —BHMRSH * . strong-global (WRITHIESIIEND &ZFIFABILS, )

HEFIRGNREFMEZIMEES, StorageGRID ZEIEM NN RBIAH G THRED LKEIR N LR, AEBRAZEF
iR [B] A 2o

EHANRIERN, ENSRERET2ERF, F5EKR. i, IRFMIERTEHNEFAESR, Minigibs L
MEFENREIENN RTHIENRIA. ENRTEFANR,

SNRECLAMEERY ILM BN strong-site —EMERF, NEBHNREEEFZZRERZE, ERNRT
BED KFNZRRIER ZH], FRIHATESWEEI—FAINER. EXMERT, NRITBIENRIFRSI SR
EORIPR SRR, MRAMIERERNEAAERER, WHRTHIERER. TELRIENR.

—HMLRIF ILM N Z BRI X RATRERE S, WFEHE), 1BEKR NetApp o

BXER

129



" ILM BIEXM R
"SRENTFAiE 7 B — B

"PUT 7757 B —34"

StorageGRID ILM N0 AI EEITR

MR EERCEBEREHFHERE (ILM) N, BFEEM S3 RESTAPI EF RN
ERFHNE] StorageGRID AFHFHIXMNREUE, AG, XLEMNFERME ILM K&, LA
e FEE B B AV RS W R BBV T8 5 N EEAL 2

ILM IR B A HENRIA T A E:
© IR E ¢
HREIETE StorageGRID R (7)) HEFEMANGE,
© * 1FERS
FAFFE REIBMEELRE: FIRNE bR
IR
SRR RIS E R BIRMEIARE: S, ARmEFEE.
* R
FEEBEINHER, WMREUBENEEARN, ERUBURRIPERZSEANARLETWL,
* * HHEERIRIP *

BTFERNEMRIFNREIENS A BPRE (ERTES™EE InGest 1THED) SHeIZFEREIZE (
ERNRIESED) o

ILM AR AT AT IEFADERE N R I FEA S3 HANNER, ILM N ETLURIELL T BUEmEN R -
* HAKA

* Bucket Name
EN T
- B4
© ERIBIEE
SSABRT, XA S3 SRR LUHIREESEHN. MEEHStorageGRID REBA R
ERIBIEBHERETREILMA., MAF R ZAN PSR (85 B2 LR BB BB
(D) APt Bucket' BE—MFBIEMAR. BAZIBOES ER A DR EE)

P EEAPl, BE_ XA EIEFEY, 15 F5E StorageGRID 4EERJRES IR, LHZE
EEENERRHARSET,
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* (UEFRH!
* WRAN
* AR TR
* WRIFIE

BXER
"EREF KA

“EH LM BIENR"
"PUT 4 E& L Rif a)BtE"
POEA T

TR UERRRAIZHIRRE — MRS s, MMLERIMIBFN SR, HAIRTFIRR
MIER X R B R HR bR 2N

StorageGRID RS SLHERRASTS, FHZIFAKZEINEE, BFEE—LMREH], StorageGRID &% #F 1, 000 3t
KA,

IR ATH AT LS StorageGRID 524 dEAMAERE (ILM) = S3 FHSREGAREELESFER. ELE
MEEDERBALINEE, BHARHRERREES. FEIEFNEIHNRESEEE— A ID, % IDH
StorageGRID &Zi4 R

FHHER MFA (ZERSHIKIE) Delete o

()  REEtEEr StorageGRID 10.3 SEAATABIRIEIES B LB FMRASEEH.

ILM FOhRZASIZH

ILM SRESRE N A TR RS TRAE, ILM FEdESFEAEMANSR, HREZE ILM REBEIRTEX L
Ko M ILM RESFAMEBVEMEAHRSN AT ARHNNFIEN R, WMREAThAEH, NEFERriE NIk
7, ILM SR ILM B A F R AR R,

MFEATRAEGR S ERFRISIHR. MRAEH S IFAVFEEIRMER" IEHRIRTE] "F RS E BiERIILMALN(
A (NN B FARB I RARA? ' HEF R R CIEZILMANESHEID") o WREFHE,

HAERIRRARE AIERIARAS, BiF A" noncurrent time "ffikas. A ABIEEIR /IR I RIVTFER
MEIRYERES.

ERZERD LFRIE LITHAREBIIRAY, [RIGARA X R BVAE S BIET B R AR FT R4S eI 2203
@ EfRpRdiE], MAREZERD LIFTaRIEtEl, ARMRBRT, RighkZA<EIIEH IR AIBELL A1)
hRZs B9B 18] R &5 Y El g R

BB "S3 IRAM KAV ILM MUFISERE (RfI4) "

{£F3S3 REST APIEZES3MRETE

YN FStorageGRID RLIEA T £/BSIMRMMEIKE. WA LIEBASIHRBIERNIF R
TN, ERUASITEHEDBRIEERAMRE. WAl NRRTEEREIR
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B

AR EFE S BB FASSX R E
YNR 7 StorageGRID REBA T £/F S3 WRMUEIRE, MAILLERTEIES T IRINER S3 HRIE,

SIHRMER—MAALRE, REELIREFHEDIRNTREM. IRIRE. ERERMAFASIHRH
REo

BNEFEIRBASIHRUE. BERAUTHFEZ—!
* AP EERCIEFEDR. BEN "0 S8 FHEDE

* fEFAPUT Bucketid KM GIiZ1FE D E& x-amz-bucket-object-lock-enabled IBEXIrH, HEMW "W 1F
il ERATHYIRIE

S RMERED BRIRAIZH. SRR EIERLLINE. EREE D RIMRAER, BS 0 WSk
=,

FhED REEOUAREIRE
NEFEIBRBASIHRMER. B LUEENFEDRBRARIMRE. HEERINRERLMEINMRBER,

AUARBIRT
* EEIMET!
° EREREELEBRIZ AL, TTARIBRLIEX &R,
° WREREELE BEARTLUEMN. EREER D,
° ERENZBHAZAEY. TERBRN RREE LB R,
* ERERIT!

° fEABYAF s3:BypassGovernanceRetention XRBILAfEMA x-amz-bypass-governance-
retention: true IERIFKUGHTREBIZE,

° XEER PRI LA R R B B LE B B Z AiM R SR hR Ao
© XL A LB, R D e BRI REVRE B LE B HA,
FRIAREEHAPR
B EFED ERERR LS ERAREHAR (A FE RN EAL)o
SNENR EFED EREIENARE
BiIRBFED RIBIARERE. BEAUTHEZ—!

cBIAFEEREEFHEORILE, BEN "CIE S8 FHEX, "M "EMSIRMEMIARE .
* RREEIR A EHEE AMERNMBIAR B FHHIPUt R EELE IFK.
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PUT WRBIEEE

1@ Put Object Lock ConfigurationiE3k. &R LLIZBENEXNE AT SR BUENEE D ERIEIARBENA R
INMREHAPR, &R LURBRRIECE HBIANR R E,

MR REEENEZEEDER. MENBARIAMFRZIRETN x-amz-object-lock-mode #l x-amz-object-
lock-retain-until-date KIEFE. RINMRBERAFIHEARBELLBHHAIF x-amz-object-lock-
retain-until-date FKIEEo

INRFEHNRIRASIEERT ROARBHIR, NN RRABFRE BIRREAE, FERMBIINMRERHRE
#itH.

WA SE s3:PutBucketObjectLockConfiguration PR, EEAKF rootFl P K5ERE IR,

o Content-MD5 MMTEPutiERFPIETEIERIT K,

BRI
HRBIANEFEDERBRASIHNRIME. HIFRMARERNRENEM. KBERAREHRRIZEN6F,

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

NI RE B0 ERBVRIA R R
BHERSNEHEIRBATSINKRMEAEEMNRBRANEREBER. BEAUTHEZ—!

* FHPEERTEEFEDKR. BN "EESIEFHES R
* )R IRENN RMEECE IF K,
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RN RBERE

1@33"Get Object Lock Configuration"(GREXXI R BiIEEE)IEK. ErILUHE T NFEMHEDEREHE T SIMRBIE.
MREEH. WEERTNEFEMHIREE T RANFZEXTFZHR,

MR REAEENEFEDE. WENARIARBIER x-amz-object-lock-mode KIEFE. FRIANRZEHAR
BFIHBEREEIEHAAIF x-amz-object-lock-retain-until-date KRIEEo

BWMEASE s3:GetBucketObjectLockConfiguration PR, FEEAKF rootFl P K5ERL IR,
BRI

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

MRz 31

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFi1Vgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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NfEENRBREIR

BRTSIHRMENFEDERAIUEE ABENFAAESIHRIUERBKENHNRAS.
MNREAREBIREFNETS3 REST APIRIEE. WENRBIRERFBERFMEDRIEMMIARERE,
ERILAS IR RIBEUTIRE:!

* REENX: MR EE.
* *retain—until—date *: }§EStorageGRID /1R X R kv Z KB ja] 9 B A,

c EEMIENT. NRFRBHIEAHARFKAH. WAILKERMNR. B EERTMFE, REB LA
BILAEAN. 1B aeR MRt B ER.

c ERERAT. BARHENRNAR UGS RERLEARIRE, TR EN RhikA<EIREHAFREIHA
ZAEEMER. eI LUEm. B EERERREBELE B,

*AERE D WNRRAERZAEERENR, SUMMEZNR. FIM, ErERENSFEESERES I
KA SHITERRE. SEARBLIEIABE, EERBBERZABEER.

MNEMNGEFREKESRERANREBHLBRLR. WREDMNRRASTFEEZFRERS. WERAET
AR ERIZAR S

ERAFED RN RRAFIEESINRBEIRE. BEARBER A 'PUT WKR", "PUT WR—EH"3K "
B Zab L5 3FKo
Ol AER U TS
* x-amz-object-lock-mode, HURBEMMHLEE (XD KNE)
@ WNRIEFE x-amz-object-lock-mode. EIRMIMIEE x-amz-object-lock-retain-
until-dateo

* x—amz-object-lock-retain-until-date

° REBLEREAEXSIRANI 2020-08-10T21:46: 002, FSRIFERNETD, BIRE 3 /h#k (5
ERZEW) o FAFEREMISO 860148,

° REHLEREARIAARE B R,
* x—amz-object-lock-legal-hold

MRAFEERBRES (KOKNE) , UFNKREETFEEFRERES. URXATEERE, WASHTE
ERE, EAEMEHSSE 400 #HiRiBEXR (InvalidArgument ) iz

WMREER ERE—FERIRK, FERLATRS:
* o Content-MD5 WIRA. NMHERIRELANNIEIN x-amz-object-lock-* PUTIHRIEKRFIFEIBERIRkK,
Content-MD5 PUTHR-EFIHBiI Z 84 LEAFE,

* MREFEDERERBASIHRBEM x-amz-object-lock-* FFIEIERIFK. IR[EI4005E1R15
K (InvalidRequest)f&iRo

* PUTHRIERZHFEMA x-amz-storage-class: REDUCED REDUNDANCY LAITECAWSTTH. B, WE
ERAT S3 MRYPUENER FTRHNKRENFHEDE, N StorageGRID FIBLHITIIERE N,
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* [R4RIGETEHEAD XS R R0 N 48 B 3EARRR x-amz-object-lock-mode, x-amz-object-lock-
retain-until-date, # x-amz-object-lock-legal-hold(MIREEE)UAMIBREIEXSEEIEH
s3:Get* PR,

] LAER s3:object-lock-remaining-retention-days REEZHXEF. BFRHFIFRATFNREM
KRB HARR.

INMATEFH R RAREIGE
NRFEFTMUERRREANEERERRBILE, AIURITUTHR FHRRIRIE:
* PUT Object legal-hold
MR EERBEN on , WHRBETFEEFRGRS. MREERGEN off , MEUHEERSD,
* PUT Object retention

c RIVEAMUREMERBE(XAKNE).

° REH L AHAEXNIRANRT 2020-08-10T21:46:002, FSRIFERA/NEFD, BIRE 3 i/ (i
ERZED) o FAFEREMISO 860148,

* RN SKRAEENERREDL, NIRBEEMILERE B HNELTERFKN.
e fER EERT
BBEBIAF s3:BypassGovernanceRetention MNRAIGHI ERRERANMNREVENREBIRE, EAMH
PR E N RRBIRIEIHANE S x-amz-bypass-governance-retention: true ERIT, XLERF A
LABRAT LU T M N4 -
* ATIHERX REMIFRZ D RIRIE. UEEXN RIRBHAPREIHEA 2 IMIBRIZ 3 SR Al s
TEMBFRLTFEERBRENNR. GERBUDIKXA,
* TPt RRBIR(E. UEENRRBIRER ZARFN RIRAEAIEAMN B EERNEN.
BARTFRIEAMEME BN EE,
* H11TPut Object{REBIRIELUENN. AL S MIBRI RhRZSHI R B HAMR

HEXER
* "M S3 WMRHMEBEEWR"
* "EASIHRUEFREITR"
* " { Amazon Simple Storage Service FBFP5R: £ S3 WRIUE) "

gljE S3 LA AR E
&R LLeI3E S3 A AHAECE, LUTHI{AIEY M StorageGRID RZHMIFRIFE XN Ro

EFHHRHEERFNEAT S3 £ aARREIAIEHFIMIFE S3 EEDERFMER (IH) FLXREVBYE, 45T
Ry RGN EIRER, BX6iE S3 £ mAMRIENREIFMEER, 1B5BM " ( Amazon Simple Storage Service
FRANGRIERE: WREGEHPERE) " EEE, StorageGRID XZIFEIHRIRIE, AT ERRIE,
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raREmAkE

FerAHECER—HNATHE S3 DERFNREIMN, S MMNESE R RIHBIN R UTX LIS R AV EIHRRY
B (FEREB#E—EXEE) -

StorageGRID E— M EAMEERRSZFF 1, 000 FEGAEHAFN. SMUETUEET XML 7t&:

* EIHARHEA: MBIREAFR, TDAZIETE HEAZOAEEE R EBTHIFRN R

* NoncurrentVersionExpiration : M RLENIERFATRESF G, ERZIETEREEITHFRITR,
* Tmess (AU, 712)

+ Status

* ID

MREERARRENATENFESE, WEEDENEGERISEIRZSES StorageGRID ILM 1%
B, StorageGRID EAFMEDEERN " EIHA " 188 (MARZ ILM) RAEEMPRERRBREN R,

i, BPfE ILM AN FRSERBINERTRE T NR, MR AT MMM, &, RIMENSREVER
ILM REELBRM, ZWNRBARSFRETENER, BXFEAER, HEL "ILM RN REEN LA

NiEfT"

@ FEDEREREREETRTERT S3 NRIUENFHEDER, BIRREMRFMEDERAFFFE
DEE AR E.,

StorageGRID Z#FFER U T EED BRIRIERERE AR E

* MFREFED ERE AR
* RERFFfED ERE S A
* PUT Zfig ERE e E HA

SIZEmAHEKE

ERRIZEmBREENE —F, EFELB—TEES—THEZTHNIEY JSON X+, 70, Itk JSON &
BN, S0FFRR:

1. MU UERTF SRR R categoryl/FHBEE key2 BIE tag2o o Expiration BHIEESTH
2R IR I RIGTE2020FE8 H 22 HF KR EIHR,

2. M2GERFSHIZBIERNMNR category2/o o Expiration BEIEESTHIEFILEMNTRIEIEEN
[5100K 28R,

@ HEEXRBBIMN S RN EEX, NRYFBEEIHN BN XS, NENBAE
mEHRRERE, FIRESIUEIMEFEDRPRRRELEN R,

3. MNBLEA T SHIBLENINR category3lo o Expiration S¥IEEREMIFRIMARAW LA RIGE
HENIFRHIRE50K G Ho
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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RBEmEPREEN BT EED R
SlEEmAREXHE, EaLidd RS PUT D BRERAREREENBTEHEDE.

HIEREZRRAIX AR E s FRAREN A T2 NNFEDTERPHIMNR testbucketo

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

BUITRREMIEERAMREN AT EEDER, BAEREHER RIEFESBRESEER, Fla:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PR ZHEIMRNZ R 1) S 0 W sz FR B A dn A RAEC B

WiEFfE S R E B HRRIEEAT R HR

ERW PUT 3R, HEAD MR GET XMRIFGKRE, ERILAEEGAIEEER 7R PHFIMUEE 4
EMNR, MNRMNER. MEEEIE Expiration kBB TIERIT R MBS EER LK FCEZRY E ERFL NI

@ Hﬂ?ﬁﬁ%ﬁﬁxﬂi TREIEAREEILM. ALt expiry-date BBEMBERMN RAISEFREHER, BXiE
MER, BN "WEHENRIFESZ",

g0, HEPUTHRIEREE2020F6 822K HAY. HEFBRE— TR testbucket FED K.

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FIhImR R RIGETE 100 XfE (2020 &£ 10 B 1 H) I8, #BS%daEEREERNN 2 ITE,

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

{5140, 1t head Object IERAFIREVNIR 2 E PR —HW KRB TTERHE,
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRIOMEN BLHE REVTTHIE, HIETRMRIFGE 100 X, FBSMN 2 [LEC,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

SCiE S3 REST API BIE2IY

LT StorageGRID #Y S3 REST API BY, RO&EU TN

HNREFERRIVEN
MREHNNAREFERREE N RESUTEARTEZNREMRFERRE L. NNEEA" available"—2 %

a;’i]f-ﬁuo g0, MREHNAREFEREIEMIEZA—BUTEMIE, WA "Available’ " —E4E
|

o
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s BAIUEESIECE XML I8N NP sER B BIREE DR, — NRTERE
PEEAIUE IR 21 BInEE D o

* M BIR D ERIEE TP B IR FH P B2 AP H#EER StorageGRID i
HEURN,, &N "B2& CloudMirror 2"

B HTEREE, YIFERESR. NRIELSAFE. WIFIFLUKKEY
F2ICHIL 400 Bad Requesto HHIZHEEAR: Unable to save the
replication policy. The specified endpoint URN does not
exist: URN.

* IBTLEISTE Role EECEXMLA, StorageGRID AMEALLE, MNRIRZE, N&
BERIL(E,

* NRHEREXMLEEIREEZ. NStorageGRID 5§ STANDARD BIAER
T. FiEEL,

* WIRMREFED BRPRIFFN REBIRREFERES, WEXKRERITTAMNT
© MRAEFNRAFEDERZAEERPR. WASERNZNRIFMED
B, WAZEHIE,

° MRIEEEFINRUFMED ERDIFEMIPR, N StorageGRID X EXIHE
#1689 V1 BIERAE Amazon S3 IBRIT A,

MEBEE 5D AT LEIRVEMER tagging AT AEMEPERMEEF —AIRCHFER. RNEHES
ERFRICHEY, 1 EE LIRS
* StorageGRID 1 Amazon S3 AENMEED ERE&ZZ1F 50 MrE,

* SEEDERXBRFICHIEEE—RIRE . — MREBANKERZA]
1% 128 4 Unicode FfFo

* HRCENKERZ AL 256 1 Unicode F1Fo
* BINEXD KNG,
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1BR(F SKHE

PUT &5 ks

IESRHERER versioning BTFIREMBFHED REMRKEFRSHFHER. &7

UERAUMEZ —IRERAIZHPIRES:

PUT WM& BIEECE

* Enabled : ATFED RPN RBAMRAES. ANNEEFHED BRPIFIENER

HEUEIME—BIRRZS ID -

* suspended : AEFEDERPINRRABREIES FINEITFMEDERFRIFEXN

REBZULEIIRZASID nullo

IR R BB SUMIBRTE(E 2 ERBAIA R E R LA BGA R B HAMR

NRELL T RNNREHARR, WIMBXNRRFHRE BIIRRERE, FREAHY
AIAREHARE I,

ES I "EFS3 REST APIFEESSHRIE" T HHFHES

ixiEe
—E

"SRERFFfiE 7 B L oRIA R B ()"
"EFREfE D BRI IR SR
"EEIZHEFIRER S3 #21F"

XTFAE D ERAT B E SR

StorageGRID &4z 157N2) S3 REST APl H B ETF RAM B E X 1750 R i21F.
TRYIHT StorageGRID Sz E X IF S ERIR1E,

EE
RINTFED B —EE

PUT 9 ER—3%

IRETFfiE 2 B L oRIp R B E]

PUT 4B _EoRim1a]EY 8]

MpRTFiE D BT iR BRI ECE

150

Description

REIN BT EREED BRI —EE
Rllo

RENABTRERED RIN—EE
Ao

RENSEFEIREAEEER
ER51R]BY B E #ro

BTERIERFERE RN L
Rip1e) B (8] o

IR S 455 R iE 0 B R EXRY T R
WBAIECE XML o

BXEAER ...
"SRERFF g ER— B

GUEE DY 3

"SRETFfiE 2 ER_EoRIh R B ()"

"PUT 9 E&_E R alES a])"

"MIBRTFAE D BT SR E A EC A



1B1F Description BXIEAER ..

REVFhE D B i@ M ic & REISHEFEDIRXERNITHRE  REFED BT SEEEEE"
BHIECE XML o

PUT D Bt iiE@MicE REFED BRI TEIEBNRS. "PUT FiEn B cdiE@EicE"

FHESIMLEEREEED R EFREAL: BT EBERAE "BFER: FHEAMMEISEREFE
BHMENE R TREREESR. 9"

KEVFE D ER S EFAESXE: REYEWNIAE "BEFEF. GETHEREIE"
g&éiﬁlﬁﬁ%ﬁﬁﬁﬁ&&E’\Jémiiﬁ

PUT EEDERE R4 EFAESLRIE. AFERERIE "EFMA: Put Bucket

|BRREMEFE D ERHEMIEIRE.

BXER
"HiZBEFIRERR S3 12F"

TR TEIIRLE
KTIT4E StorageGRID RGAINEIFT TR LN S3 REST API 21,
TR ERTFRENRIBME:

* StorageGRID "—Z 147" TR I RPITHFIEIRIE, BLUTRIERRSM
° FREXMER ACL
° OPTIONS /
° PUT WREZERE
° MEBENRIKE
© ERWERAA

* HRMEFIRER (WM, ROEFBRENE—ER) K" SR " AEMHEITHRR, "latest-WINS™
THERYEYE]EUR F StorageGRID REHAIRYSERLAEIRRK. MAESIE F infrlBd FHiai(E.

* StorageGRID T#iED ERFHIFMEXN RIFAFEDRFIEEFE, BEHES AP SEMKA IZINR.
* I Swifthl#HEIStorageGRID ZLRIEIET R I/ EBIE S3# TR,

TERNABT StorageGRID gN{rISLi#E S3 REST APl XK 121E,
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1R1F
illEPIES

BIFRZ IR

(DeleteObjects)

HIFR X RARIC

REH &R
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;]
ZRARBHIIE(MFA)FIMR ARk x-amz-mfa A2 ZHF,

TEIBMIBRITRIERAT, StorageGRID 5237 B MFRE 2B B MIFR
b RMFFERIA, WRMIN, StorageGRID &3ZBENAZR F ik @M
[z, SNRFTEEIOMNMBRFAERIARBIZN. BFEMIBEENTAH).
)"'%StorageGRlD XL R A HAFFRBR. AEEE P IniE MR
e

Rl 742

ERPFRISEMRE. BREDIEFHEDERFAIEEHER versionid
FHR, FEREFRBEFXKAMBRIARA, R versionId MNF
MIBRARIC. BNERZATSk x-amz-delete-marker IREIIIGE N

trueo

* BRI RBSAER versionId FRBEEBBIREMEEDER
. BE/MMFRITIE. o versionId XMFMIERFRIS. ERIR[E
x-amz-version-id MARAF] x-amz-delete-marker iR[E]
MM ARKIKE N trueo

* BRI RBSAER versionIid FRBERETEENDE L. ES
AR EFZER " null"hRZS 2L "null"BIBRIFIS. FFERFTEY " null"fl
F##5120 o x-amz-delete-marker IREIFMNIRKIEE N
trueo

CER L ARERRT, —IHRABEEES THERTIC.

158 FHS3 REST APIECES3XW R BiE" T #RINAI7E S BRI Tk
I RhRZS,

ZRZEFHIIE(MFAFIPARATA x-amz-nfa FR3ZHo
A LER—ERERBFRERZ R

15S FHS3 REST APIECES3XW &R BIE" T #RINAI7E S BRI Tk
IR ARZS,

£/ tagging AT MNERPRERFIBEIRICHIF R IR

hR 22

R versionId IBKAKRIEET IS, HIRERMNZIRZAIZHIHY
FE D PRI RV AP RIPRFIE RIS, IR RIHFIARZA
AMpRARIE. MEERARE MethodNotAllowed K7 x-amz-
delete-marker MINFRKIEEN trueo

"FRENAS R



1BR(F SKHE

IRENA SR ACL NRAKFIRME T HERVIHRIENE, IR IR RS E MR A R3S &P
Ec’%ﬁ’s ID, DisplayName f[R, f&RFABEENWNREFTLEIAIRIN
R REERE "{FFS3 REST APIEC B S3X R BiE"
R RIRE "EFAS3 REST APIEC B S3XT R E"
IRENRIRIC f#H tagging FHRBLUREIMRIFAEIRIC.
hie sz )

MR versionId IBRPKRIEEET NS, R IREIZHRZATH
HTEE D RPN R R IREPFAEIRIC. RN R HFIARES
pRtRIE. MEEEARE MethodNotAllowed A x-amz-delete-
marker MMNARKIEEN trueo

HEAD %1% "HEAD X&"

BFEXRIER A RIER"

PUT 3% "PUT X &

PUT W R—E "PUT M &R—EH"

PUT WR&EEIRE "{EFS3 REST APIER B S3M RV E"
BMENRERE "EFAS3 REST APIEC B S3XT R E"
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1B1E S
PUT X &R4rig £ tagging AFRAIBMRRAN—EFICHFERRE,

M RATICRE]

&0 ATE BRI RS ARRINE, A LIEERNEIE TR
A, StorageGRID #1 Amazon S3 X E N WREZZHF 10 Mric. 5
HREBERICHNEEE—IREZE . — MRERRNKERS
BAILAE 128 4 Unicode FF, MiNCEMKERZOILIE 256
Unicode Fff. ZIMEBEXSKNE,

RGBT

R PUT XM RIFICEFH T RAIIRICES, StorageGRID AEEHFHEN
WR, XEREASERLTE ILM MU FEER " HNITH " %I,
BEEREGES ILM #EEHIEL ILM B, EHEANEANRKESE
HER=#H1T,

XEKE. WRILMINIEAstrictingiE I TINEIEIRE. WIETLE
MEFRBEXR(FIN. FHEENUERATR)NASHITEMIEE, BN
EHNRESEBELYFMUE, BRI LUHTArERNAUE L,
R RS
HRIEFRIERGIW. BNEFP RS NE—ZH)E%E" latest-
WINS "B R NE#TARR, "latest-WINS "1 AV E LR
?’;StorageGRlD AAMNTRATIEK. MAESIEFInAItHiGiE
R A<z

WR versionld REUIBERPIEEETTSH. IREIEIRSAM
BZARASITHINEE 2 BRI REVERFTAR A, RN RBYHFIRRZS
FftERFRIE. W=FERIRE MethodNotAllowed AT x-amz-
delete-marker MINFRKIEE N trueo

SelectObjectContent "SelectObjectContent”
HXER
"EERIZ A ERIRER S3 BRIE"

{EF3 S3 Select

StorageGRID X #AJLL FAmazon S3 SelectF4]. #IBERMNIZER
"SelectObjectContent T8 <"

()  FxssmEATE.

BXiEE, 12N "SelectObjectContent”s B> S3 Select BIFAE LS, EEMW EHT S3 Select B AWS X
"

DOBBRAT S3 Select FIFHF MK A BEHITIOE R SelectObjectContent Zifl, 1S I "#H S3 Select A FE
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FIFERERIEL
* char_length , character_length
* B]
* FFEFH
- 51
* LR
fEFARSS 2R Im N EE

RS 2RImMZ R A FRIPE AN R EIE. StorageGRID RTEE A RES X #IEHITINE,
HEERN RIS W EIEH TR

NREBEARSSB[IRME, A LURIEMNZZANERS MR E /GRS E—Em:
* *SSE (f£A StorageGRID EIEREAMITARSS BRIRMNE) * ¢ FEREER S3 IBRIUTFEXN KT,

StorageGRID &{#EAME—RAX M RFITNE . ERZFHER S3 IFRUEENRES, StorageGRID =f#H
ERENZHAM T RHFITHRE

* *SSI-C (EAEFFIRMEMNEAHITIRSR[IRME) * . ERTHR S3 IFRUFMENRE, ERILURHES
BNZER . MERWRE, EAUEBERPREEERNNEZR, MRXHMMNBERLE, WK
1THRE, FREERXN REE.

B4 StorageGRID A R B IEFIE XN RINZEMARZIR(E, BEANNEIBIZHIMEBZRE,

()  RemnEmEATTAEE, IREANEEE, NEERTOTR,

() TR SSE 5 SSI-C HMRMTINE, NAZBEMSRAIMEEIIMELE,

fEFA SS

HE(FF StorageGRID BIEMM—ZHNIWNRHITINE, BFEALUTIERIRk:
x-amz-server-side-encryption

AT RIBIEFFIE A <3k

* "PUT WKR"
s "PUT XR—EHI"
* "BohZEH _LE

fi5F SSI-C
EFEAEEENE—FANNRHITINS, BER=MERIRK:
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JERAT Description

x-amz-server-side EBEMZER L. PEEMXNINA AES256o

—encryption-customer

—algorithm

x—-amz-server-side EBERTFRIWNRFITINZE L BZENINZE R, ZHNELIN 256 (i1

-encryption-customer-key base64 #wh,

x—amz-server-side 1818 RFC 1321 I8 ENMHRZHA MD5 HE, BAFHREMNBZRIPERE
-encryption-customer-key BEHiR. MD5 HERBEXINA base64 LRIZHY 128 {iL,
-MD5

IR 3 R1%{EZ$F SSI-C i5KIRk:

*© "IREXFIR"

* "HEAD 3 &"

* "PUT 3"

* "PUT HR—EH"
* "BEhSEBH LR
" ERERE

< EEEH—EE"

KRS S|IEMES TP RMENER (SSI-C) EEFEANIEEN

EfER SSI-C Z7l, HERM T ETEI:

WAZER https o

&M SSI-C B, StorageGRID SE4ET http KHAVERIBERHTFL2EE, BNEEE
F3 http BINERERZERZ EIRIF. EFZEH, HIREFER.

* MM ARy ETag AR EHER MD5 o
* B EEMEZZRTIN KRR, StorageGRID AEMHEMEZEE R, ERRREAEIHRIBHOMEBZE

o

* NREHEFEDREBBRAIZH], WETHRRFEHNES B CHMEER, BRRRES I RRAERE

PRI Ao

* BTEAEEF R LEENEEN, FtEEsRiEs s LEREREMERIPER, flNEHRARHR.

@ BRI EBRRAKITAZF M. MRERNERSH, WEERENENR,

MR AEEDRECE T EBRMEE SIS CloudMirrorEHl. MFTEMESSE-CH R, HMANRIEREK,

BXER
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"Amazon S3 FFR AGitER: EAZFRMENMEER (SSI-C) ERAMRSRIHMERIFHE"

FEH R
PRI LAfERA S3 GET MRIFKM S3 FE D ERIQEIWR,

REVH RS EB IR

SR LU partNumber BFRBRZHHH D N REVFES HNIEREE. o x-amz-mp-parts-count
MNTTRETHREZDINEM,

TR LUK E partNumber MFDER/ZEHAWNEKMIFDER/AFZHOMR. 9791; BR. x-amz-mp-parts-
count RENBNEHEH D WA SREIMN TR,

P TTE#EREY UTF-8 F7F
StorageGRID F&AEMTEARRE P E X B TTEIER R X UTF-8 F1f. WA EXNTHIERAEEEXUTF-8
FROMRE HRREERFRIRE x-amz-missing-meta MREZABIFHESDEREHTEINFRF. WALR

=}
o

BRIFKAZ 2 HF
AEZFUTIERIRK. FHiR[E] XNot Implemented:

* x—-amz-website-redirect-location

R 42

WRA versionId KIEEFARE. IIRIEGIRENZ RAITHINEME D RPN RIERTMRE. ORI REEHF
R s AfiBRARIE. MSERIRE]" not found "™IRZ x-amz-delete-marker MMNATKIEE N trueo

EREFRMNMEE (SSI-C) #HITARSBIHMBAVIERITX
NRERERENME—Z AN REITINE, BERRE =Rk

* x-amz-server-side-encryption-customer-algorithm: &7 AES256,
* x-amz-server-side-encryption-customer-key:. IEENRIINNZEEZEER,

* x-amz-server-side-encryption-customer-key-MD5: IEEXN RINZEZEAIMDSEE,

@ RN BRRAKITAZFME. MRERNEERSR, WEERENHINR. EEATFREN
BIRARIPHREIBEZR. BEBPRESED AR SEmIIE"

Cloud Storage Pool 31 %/ GET X&1TH
HREEFEMBER "=EEM", GETHRIBRIWITABRTFHRIVRS. BES N "HEAD HR" BXIFMAER:

@ MRENHRIFEERFMEMT, FEEZNREO—THSPMEIABAUT RS, WRERIFNK
REHMMEPIRREIE, ARBNaEFEPRREE.
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M RELEEIT ARV

EEMAFIRRRSEREIN R

WREFTEEREBFE

SEERRIZE DT R R

GET HREVTAH
200 OK

WESSEN:NE PN

200 OK

RERNREIA.

403 Forbidden, InvalidObjectState
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BXER
"EEIZHERIRER S3 #2F"

HEAD %

&R LAER S3 head Object IESRMMRIGERTTEIE, MEFTREINRAES . MR REFHE
EnfEiEtd, MAILAERA head MRIATE XN RBVTEIRS,
head W RMZEBHH R

TR LAER partNumber ATFIRRZED I ERMNRITEB I BITEIERIERSEK. o x-amz-mp-parts-
count MINTTRIERNEEZ DN,

O LUK E partNumber W TR ER/ZER M RIMIEDER/AEZ IR, 9H1; BR. x-amz-mp-parts-
count REDRMRFZIHNEA =IREIMN TR,

P TTE#ERBY UTF-8 F7F
StorageGRID F&AEMTEARRE P E X B TTEIER R X UTF-8 F1f. WA EXNTHIERAEEEXUTF-8
FRIMMR &L HHIHEADIERFARIR[E] x-amz-missing-meta NRZAZMAE B ERRFTEINFR. WA

FRElo
BERIRK R ZZHF
AZFLUTIERIFR. HiIR[E] xNotImplemented:

* x—amz-website-redirect-location

RS2 %)

WRA versionld RIEEFZRR. IHRIEBIEENZ RZASITHIBFE 2 R PRI RV GRIThRZS. R REVHE]
heZs AfiERdRIE. NSERIRE]" not found "IRZ x-amz-delete-marker MMNATKIEE N trueo

FEREFREMHNMEZ (SSI-C) #HITRSJBIHMBHIERIT.
INRMRERCRENE—ZAHITNE, BEAFABEX=TMr%.

* x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,
* x-amz-server-side-encryption-customer-key: f8EMNRINMZZEH,

* x-amz-server-side-encryption-customer-key-MD5. ISEMNRINZBEZIAHIMDSHEE,

@ RN EBRAKITAZF M. MRERNERSR, WSERENHINR. EEATFREN
BIARIPXRYIBEZ A, BEEPRERSI "EARSEHNE"

161



Cloud Storage Pool3t & fhead Xt & MK
MREFFEER "=EED", FREL TERAR:

* x—amz-storage-class: GLACIER

®* x—amz-restore

MR ARk IR T A XN RBohEI aFiEH, AR TEIRATNERSHEERRNIRSHES,

X RIVRTS

HREEH N StorageGRID B FRED ILM #1711,
HEEEEERFEMPRIXT RS E LU IR

SEEEPHINSR, BRRTEITELRIVRS

MNRESEEFTOTRS, BN EEMBEE—
TRl

ﬁ%Eﬁigélﬁﬁiﬂﬁ?E’ﬂﬁ@, Mt _E R TFAEEE]

EEMRARERREERBINR

162

3t head 3R AINEE
200 OK (FREMEA4FHAIMEMNAT L, )

200 OK

x—amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2030

00:00:00 GMT"

ERFNRTEI T ECRIRES 281, NIRHENE
expiry-date IRBARRNENZIZETE, N80
JERSE] ~5 StorageGRID R4z,

200 OK

x—-amz-storage-class: GLACIER
X—amz-restore:
expiry-date="Sat,
00:00:00 GMT"

ongoing-request="false",
23 July 20 2030

M{E expiry-date 188 ARFNENTIEN 8],

AR WRME ERRIARAABIN. FETREX
). MABERBEHR A "EHSER" IERAME
FEBIRIREIA. AT BERIHTI R Ro

200 OK
x—amz-storage-class: GLACIER
200 OK
x—amz-storage-class: GLACIER

x-amz-restore: ongoing-request="true"


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html

I RBVIRTES 3t head R AYNE
WRETERRIEEFEMN 200 OK

x—amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2018
00:00:00 GMT"

0 eXplry date R ARG RFE R RIR[E]
/£$_Lgﬂ/:”klu\o

SEERRIZE DT RN R

NRIE FENRZE DR StorageGRID BF—MAREMNRIFDNZIMXIR, N StorageGRID &i@id B 1%
WNERNBAHXRRBEEZNRESECFEMPIAH, EELEERT. TESEIRMIREHEADMRIFEK x-
amz-restore: ongoing-request="false" MRIELIDETLEILENRIVRE., HETNRIFELES

HEAD X R EE % S il

MREERNZ ... "WREKRE" M "ENEET" ERnBEA. WS3% Fime] LUBT & HHEADX RIERKIGIE
FTROEFIIRE. MR EBIERFE FStorageGRIDAY x-ntap-sg-cgr-replication-status MRk, B©F
BBEUTMEZ—:

P& EHRE
iR * *SUCCESS *: E#lIIh,

* *pending *: MWREHEKEH,
* K ERIERMFAHIMAAKE, BFSORLEEIR

B5 REPRAM: XREMEMIEEH,

@ StorageGRID A3 #F x-amz-replication-status fndlo

BXES
"ERZHEFIRER S3 #21F"

ENERER

TR LUER S3 BN RIERBERERFEECF BRI R,

SFFHIAREE

StorageGRID X2 FEMNRIEFBERRERIN R, EARXZHF sELECT B/RER, #EFREIER
XNotImplementedo

163


https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-overview.html

hiR 42

(FIEMERE versionld MRZMRAITHIIFAED BRPGEMAEN IR MRKIEE versionld. FERMR
HYERHThR S

M RTFEBTRAITEN RERVITA

MRENMWRERECEFELR (FEREXEIEEEMANEEEEREENRNGE) , WRENREPIK
&, ENRERBEREBUTITN. BXFHMER, 1HZSM "head Object " -

@ MRENWRFEERFMEETR, FEZNRE—NHS M EIABAUTHES, WEFLZHE
KIEFRIBEBRFERZNR. Rk, BJLUER GET HRIFEKREEMRAHEIZA,

W RIVRTS POST WRERBIITH

FHREFHN StorageGRID , {Bi#K 403 Forbidden, InvalidObjectState
B ILM # 1 TIEE, HENRAE
=iEfiEMA

CIEFEAPHRER, BRFRTER 200 ok FEFITEMAER.

TERRIRES
AR ERNRERARTRRREZE], EFEFNE expiry-
dateo

W R BT EEIT ARV 202 Accepted FEIEKIEXFHEENRBARE N R AT REIFERE]
oEfEt. ELHAEERE, WRFREZETECRITIAS.

HE. WalLER Tier IBRTERUBMEIRR(ESTRAERIATE]
(Expedited, Standard 3 ‘Bulk) . WIRFKIEE Tier,
Standard BEAE,

BE: NRWKRETFEEIS3 Glaciereep Archive =12 fiEH{EAAzure
Blb7zfi&. NI EEAERE Expedited Bo REI TR 403

Forbidden, InvalidTier:. Retrieval option is not
supported by this storage classo

EEMAATRTRIRSERBITR 409 Conflict, RestoreAlreadyInProgress

HREFT2ERE =FEM 200 OK
VER UIRMNRELREFFTRERE. WA UERHE expiry-date &

WERMEEMAHPOSTHRIERIEK Days. TR BHAREEXFIER
B [B) 21T o

HXER
“EH LM BIENR"

"HEAD X &"

164


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html

"ERZEHERIRER S3 #21F"

PUT &R

ERILAERA S3 PUT WRIBRFGHRANMEIEFE D BT

IR

MRPEFRIER (B0, mIEPIHEEANE—FH) G " &R " AEMEITHRR " &mRE " TEH
BY[E]BURF StorageGRID AZMIBITEMLAEITK, MAE S3 BFF InfIB FFiaielE.

MRA/N

B PUT WRIBIEMIER A _recommended size I5GIB (5, 368, 709, 120 FT) . MIRWNKRATF5
GiB , AEAZE D L%,

BNPUtIRIZEMIRA_supported_A/NJJ5 TiB (5. 497. 555. 138. 880FT), {BE, MREER HEiBd
5 GiB X%, M&fk * S3 PUT Object Size Too large* Z4R,

R JTEEAR

Amazon S3 B&1 PUT i5RIrkF B EX B TEIERK/\RSHIR 2 KB o StorageGRID & F o 3ERFI A
24 KiB o FAPEXMTTEIENA/NSE LI FRA UTF-8 RIEMNESNBINENF TR ZMREEM,

AP TcE B UTF-8 F7F
MBFRMEREAFEXWTHBNEHBMREFES R¥IEX) UTF-8 {8, W=KREX StorageGRID 17

o

StorageGRID F=A#fr St f#R A P E X BT HENZ AR TRERE SR X UTF-8 Ff. HXH UTF-8 F1F
WS ASCII FHF:

* MRAFREXWTHIEE S XM UTF-8 57, M PUT, PUT XREIA, GET Ml HEAD BRI,
* StorageGRID F&iR[E] x-amz-missing-meta R EARMHENERESS FIITEINFR. Wi

Ao

T RATIC PR
SR AE BRI RET A ERININE, el LLBEERNEIIBERNRH, StorageGRID #1 Amazon S3 & NHR

BZX1F 10 MRid. SRR KEMNIFICHTIEEHW—MIRICEH,. —MIEBRNKERZALUE 128 ©
Unicode F7F, MFcEMNKERZALUE 256 1 Unicode . ZIAFMEXHANE,

MERFTE
7£ StorageGRID 1, FREMNRIYAFEDERFIEEKAFIE, BEHIFFMAEKFHERAFIENNR.

SFFRIIERITK
P TERARK !

* Cache-Control

165



* Content-Disposition
* Content-Encoding
}EERY aws-chunked i&FF Content-EncodingStorageGRID AEIEIELL TR
° StorageGRID AEIIUE chunk-signature 3 XIREIE,
° StorageGRID ARIIEEIIRHRIE x-amz-decoded-content-length IR,
* Content-Language
* Content-Length
* Content-MD5
* Content-Type
* Expires

* Transfer-Encoding
NREI. MRS RERIRIY aws-chunked tbIh. ERFERAEROEE R,
* x-amz-meta-. FER—PEF-EN. ZNEERFEXBTHEIE.

NRAFPEXBTTHRIEIEE RN - EXH, BERAUTERMEI:

X—amz-meta-name: value

NRBEAAFE X VIR E AT EAILMMN S E 8, WABER creation-time {EARIEX
KEFIERAVTTEIERI R, Fla0:

x—amz-meta-creation-time: 1443399726

BB creation-time MHEAB1970%FE1 8 1H LERAIFIER,

@ I\LM%EEU/T\'H‘EIEN@FH*}EHFEXE@@UEE?I‘EH*T’E?U%%E?I‘ETL AR REE A R S AR T E
AlngitetTH. BIE ILM FNEHR[E$51R,

* x—amz-tagging

* S3 WRPUEIFRIF.
° x-amz-object-lock-mode
° x-amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold

MRERHIERNEEXENRK, WEERFEIERIAMREIRERITERNRREEXNEREEH LA
HA, & FAS3 REST APIEEES3IWRBIE"

166



* SSAJERATK:
° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption-customer-key

° x-amz-server-side-encryption-customer-algorithm

BEE (ARSI MNERVIERATK]

BRI KA ZZHF
AZFUTIERIRK:
* o x-amz-acl FAEEFEKRIRkL,

* . x-amz-website-redirect-location AXFFEKINL. FHR[E] xNot Implementeds

TFEZIETRN

o x-amz-storage-class Z¥FiBERIRk, FNIERHIE x-amz-storage-class #MHStorageGRID TEEH N
HAERIP A REUER A . A MStorageGRID R ERIN RIFABIZE(BILMIATE)o

MRS BEFHNTRITECAIILMER N XS ENITAEBstricti®lil. A x-amz-storage-class IR
AILUERA LR E x-amz-storage-class:

* STANDARD (BRiA)

° *IRE ¢ IR ILM MNAFNITHIEE T IURIED, WEHANRE, RARILAEIBIZNRE
BINBEHRBED LB EMEET R (WER) - ITEILMES. StorageGRID =HE XA IGESE]
AEENEMNPIHRERR, SN, ATRFEETAEMUECIZFNREIZR. HEFTEREMFISEIE
B &S,

° B MRILMAMNIEE T EFENET. MStorageGRID o1 BISIZEFNIAREEBYFR B &S,
NStorageGRID ZEARERITFAET = _LEIZM MIGES R4S,

AR StorageGRID AJLAIZEISIZILMAN(BZ M E)FIEERFIBEXNREIER. WEER x-amz-
storage-class FRETHo

* REDUCED REDUNDANCY

° *IURAZ * 1 IR ILM ANAFNITAIEE T RIRITIEDT, N StorageGRID STEH AN REISIB—MiE
BElA (BMER) -

° ¥ MRILMANEEE 7 H5ENED, NWRAEHRRTEL RSN FHsENFE R 46T
, StorageGRID A &8IEZ— M IEEYEIZs, S058R StorageGRID RILITRISKRE, MIARSAFEEIE
Fdo o REDUCED REDUNDANCY YIRS RILERIILMIN EE—NEHIBIZA. NRFERIET, 1EX
Fi&ER T, {5 REDUCED REDUNDANCY RIS RENRIEFOIZAMBIPRERIMI R B,

f§8F REDUCED REDUNDANCY FEEMER T, RENEALLED, REDUCED REDUNDANCY IZfNELNHAIE]
WNERBBEBERNL, i, MREVEREDBIRFEETREHRENFET R L, MILFET SREEHRTT
ILM 3, MAJgesEREURE,

167



FEEA—ENERIREF—PBIESEHIEE IR A EZRAING, MREINRIAFE—TES
@ Blds, MEFETREISERHITERRN, ZNREER. EARFHEPIREFR, §F=
B R AN W REVAPI R,

#5%E REDUCED REDUNDANCY {XZIMMBERBAN REFCIBNEIZAE. ERSFMTED) ILM KRG RES 6!
BN REIARE, WASSEEIEE StorageGRID R4 LURRHITTREFFE,

NRETERA T SSHERUERIER TR RYNF ED K. WEER REDUCED_REDUNDANCY it
@ DU 2, MRERNRBNBNENEESE. W= 2R REDUCED REDUNDANCY JEIUR[E]
HiR. StorageGRID FBAHITIIRRHN, MUAFRHESMMEER,
ARS5 R URNINZAYIERIT .
] LUEE R A R IERIT LB AR S BRI B X W R H#ITINE . SSE # SSI-C EZEE /K.

* *SSE* : WMRE(EMA StorageGRID EIEME—Z RN W REITINE, BEAUTIRE,
° x-amz-server-side-encryption

* *8SI-C* : MNRBFEAEIRMNEENE—ZANXNRETINE, BEAAEX=T1rk.
° x—amz-server-side-encryption-customer-algorithm: ¥EE AES256,
° x-amz-server-side-encryption-customer-key: &EH T RIINNZEZH,

° x-amz-server-side-encryption-customer-key-MD5. ISEFH M RINZBZEIAHIMDSHEE,

@ RPN EBRAKITAZF M. MRERNEERSR, WSERENHINR. EEATFREN
BIRRIPHRBUBEZ R, BEEREEEI EAMRSS SEIRINE"

() PR SSE & SSI-C HMGHTING, NRZBETS BRI FEEIIIMELE,

RS2 %1

MR ANEEDERE A TARAIES. MAM— versionId EEMNFATEENRBIRAER, X versionId t
2EAEMNHIRE] x-amz-version-id MRk,

MNERRAIEFHEE . WEENRRAI AT versionId MREFEEThRA. MHiZkAE1EE S,
BTN E R IR
fEMABY Authorization AFXMIBERHAITEMINIEMNIRK. StorageGRID 5AWSTELL T A EBFIAE:

* StorageGRID AEE host EEETEFRRIIRE CanonicalHeaderso
* StorageGRID AEE Content-Type FEEEH CanonicalHeaderso

* StorageGRID AEE x-amz-* BEEEFHFA CanonicalHeaderso

@ ERN—MRERAESE . BIRARXENTBE E7EF CanonicallHeaders AT HEFRENIE@EIIEIE
; BR. TNRHFRXLEATK. StorageGRID A&iR[EFEIR,

168



BXFAER, BB "BRANERITE: FRETKRPIERAH(AWSER RZ4)"

HEER
“EHH ILM BIER"

"XFAE D R THUIR(E"
"ERIZAERIRER S3 12F"
"I ECE R P imiEE"

PUT & —SH!

EEILAER S3 PUT MR - ERIEKABFMETE S3 PRINREIZRIZA. PUT WK - £
BIESHIT GET , AIRIT PUT #21FHERl

RS

ARIEFFIER (B0, MIEPRSANR—ZMN) K" &HAL " ARRETER, " &HmE " ITEEY
BY{BIEUR T StorageGRID ZLAIRITEALAEIE R, MARZ S3 FF IRt ia1R(F.

POE S N

B PUT WRIZIERIRA _recommended_size J5GiB (5, 368, 709, 120 FT) ., MRWRAFS5
GiB , RHAZH D L1E,

BEANPUtRISERIR A _supported _A/NA5 TiB (5. 497. 555. 138. 880FT), B, MNREEIR LEET
5 GiB B9X%, Mk * S3 PUT Object Size Too large* Z1R,

FF Te#3E+EY UTF-8 /Y

MRFRMEREAFEXWTHRBNEHBMRETFES (REX) UTF-8 {8, WSKREX StorageGRID 17

o

StorageGRID N2 HTEU#R A P E X BT HIERNZ AR M EPE S8R UTF-8 FF. 3 XAEJ UTF-8 F1f
WS ASCIl FFF:

* IRAFEXBTEHIEE S XA UTF-8 1, NIERFEMII
* StorageGRID FA&3R[E] x-amz-missing-meta SIRMNERRNHENFERER S TAHTEINFRF. WA
i
SFEFRIERAT K
SEUUTIERIRK:

* Content-Type
®* X—amz-copy-source
* x—amz-copy-source-if-match

* x—amz-copy-source-if-none-match

169


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/index.html

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta-. FER—MEM-EXN. ZHNEEHAFPEXITTEHIE

* x-amz-metadata-directive: FAINMEN cory. ATFEFIXRIMKELAITEIE,

ERILUSRE REPLACE BRI RN BRI B TEE. HNEEMWRITEIE.

* x—amz-storage-class

* x-amz-tagging-directive: EXIAMEN cory. AFEFINRIMABITIC.
SR LI3ERE REPLACE AIEEFIM RN EBZMEIRC. HEFMITIC.

* S3 WRME TRk
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
NRERHBERNZEXENK. WEEREFEEDERMIAMREIRERITENRRFERFREE LR
H. 1E2 N "EAS3 REST APIELES3H R BIE"
* SSAiEKHRk:
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

BB ARSI MEZRIERITK]

BRI R 25
FFFARIERITRK

* Cache-Control

* Content-Disposition
* Content-Encoding

* Content-Language

* Expires

* x—amz-website-redirect-location

170



TFESIETR

o x-amz-storage-class JIREEMILMIMNIEE T NERR - FEHENIT R, WZFHERIRK., HE
M StorageGRID €283 R &A%,

* STANDARD
(BHN) 1EETE ILM FNIER IR RIEIND balanced-option R E €13 8] ZIZSBT 1T IR R E N IR,
* REDUCED REDUNDANCY
FERETE ILM FNE AR RIS, balanced-option BB A8l EFiEIRI 4B 1T RIR R NIERIF.

NREEBATSSHRUENBER TERNRBANFEIE. WRER

@ REDUCED_REDUNDANCY ATV, MRBEHNRYNIBNEMFESE. WEETR
REDUCED REDUNDANCY JEWULR[EI$41R, StorageGRID BHALHITIURRHN, MHEHRE
ARMEER,

7 PUT X & HEH x-AMZ-copy-source —£ il

R RFMED MBI, IBEPFIETE x-amz-copy-source Wik 5 BIRD BMBHRARRE. B REIBIEIARK
EPNEE e

NSRRI BAREES. MERAHM x-amz-metadata-directive tRk$SEN REPLACE. MWNRBTEHGRISGERIE
KRR ETTHIBEHITEN. EXMERT, StorageGRID A=EMBANR, XERMEERR:

* FREEA"MENR-EF" RAUMBIENR. BREEXNRUILENRIMNEZ, WRERM x-amz-
server-side-encryption fRElaf x-amz-server-side-encryption-customer-algorithm fR
3. StorageGRID E4EiEKHiR[E] xNot Implementeds

* AEfERLE ILM ANFHEER " #ANTH " &0, BIEREE ILM #EE/HMTHE ILM B, SRR
AN REEEATH=HITo

XERE. MRILMANERstrictingi BRI TINBIER(E. NETEZREFMEXNR(BIGN. MEENUER
AR)RASHRITEMEE. BEMENNKRIRBELGRIMUE, HERIUHTARAFENMLENL,

AR S5 2R im AN AYIE KAT K
NREARSBHMNE, NERMEIERITKEBRA T RN RES EMBUREE TR RN RINE,
* MRFERREAETFIRMEEZA (SSI-C) #ITIME, MHFE PUT Object - Copy IERFEEZLUT=ME
X, UERTLIREHEBILR
° x-amz-copy-source-server-side-encryption-customer-algorithm: &7 AES256,

° x-amz-copy-source-server-side-encryption-customer-key: {SEIELIEETRITIRHN
INZ R,

° x-amz-copy-source-server-side-encryption-customer-key-MD5. IEETERIEREXT KBTI
HEIMD5SHEE,

* IREBERCRENEENE—EANBTNR (BIF) #ITNE, FEESUT =R
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° x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,
° x—-amz-server-side-encryption-customer-key. A B RIEEMBPIINEZE R

° x-amz-server-side-encryption-customer-key-MD5. I8EHINZZIABIMDSHEE,

@ CRMAINNBRAKITAZFE. MRBERNEESR, WSERENHINR. EEATFRE
HIBARIPNREIEZR. BEBEEFI AR SEHMNE",

* YIREEAH StorageGRID  ( SSE ) EEMME—ZAMBRNER (BlZA) #HITNE, BRUIARLEETE
PUT 3R - EFIERF:

° x—amz-server-side-encryption

@ o server-side-encryption TEABMMRNE. MEERAFEIERIAE server-

side-encryption MMEfER x-amz-metadata-directive: REPLACE.

RS2 %)

WNRREE D ERChRAIES]. MBI LUIER x-amz-copy-source AT EFIRIRAT RAITR, BEHIXRH
BERRAS. HIOEABHIEEEEHIMRRA versionId F& R, MRBINEHEDERESHITRAEIES. MESEF
IREIEMAIARA x-amz-version-id MNARk, IR BIRDERBNRAEEFIEEE. W x-amz-version-id
IR[E]" null &,

HEER
“EHH ILM BIEIR"

"EEZBERREE S3 121"
"PUT W&R"

SelectObjectContent
&R LAEEA S3 SelectObjectContent 5 KABHEEI £ SQL iE@THE S3 WRAINA.
BXBEMER, 152 "EHT SelectObjectContent fJ AWS 14"
Feaz i
* kPP BB S3 Select AR,
* BB E s3:GetObject BEEIHIIITRAIINEER,
* EEHINRRSIKAU TR Z—:
° CSX, AJLURFEFEFER. e UE4EFIGZIPEbzip2)3 4,
o FBAHIR, MEBEAMIRMRIEMEK:

* S3 Select{XZFHERAGZIPESnappy#1T5ITNESE. S3 Select Nt AR W RFHITREAET R
E48.

* S3 SelectFHFFBEAMRKIH, MR HRTUIEE SICSVELISON,
* RAKREFETAKNN 512 MB,
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* B A RIS E R EUERE,

* FeefEAIEMR. JSON. FIR. BYEIZUUIDIZERE,
* SQL REAXHNZRAKEN 256 KB o
* ARG RPNERNERIEAKERN 1 MiB,

()  Fxs#@mScanRange.

CSViEKIE AR
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BAMIRIEKIEZRG
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &5l

IE W MEBAOSHEIERIRBURES AR, 2010 £EAO, 2015 EHITAOQUNRTEE S . XHHIER
SHIE RGBSR,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEWHIHEIL1T. SUB-EST2020 ALL.csv, S1FFIR:
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWSE LT EEATBEI(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

WHXHRIETL{T. changes.csv, Y0 FFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWSER L 1TSREERTHI(EAMAR)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

S HBIFT L iTchanges.csvill FFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

ZER 9 L 1R1RE
T4 StorageGRID W{AISz 15 % R4 E1E 124,
U T&GMFRERTE B4 B2 E:
s —PNEEDEMH R ZIE EEHRRNEE 1, 000 %, ERZEFEESEER List Multipart uploads &Eifj4E
ARERIR B R EEILE R,
* StorageGRID % % 2B{4-ER 452 % S2HE AWS A/NRHl. S3 &P imaAs LB E AT AN :

o ZELSY HERWE MO BANF5MB (5, 242, 880 FT) M5GB (5, 368, 709, 120
F1) Zide

© BIE—HHFLUNF5MIB (5, 242, 880 FT) .

c BE, BMHAR/NNRETEER, B, 3TF 100 GiB WR, BEMEMHRN S5 GB . HFSMEHERRMN
FE—RIR. Rt ERRABEM A FF{EStorageGRID JTEIEFHo

° }FF 5 GIB IR, BEEEEMAIEZED L%,

* MNRILMANGER FE AR HANITH. WHASED WK IZN RS E D URTHZED L
REMNEBNNRHATTILMIT L, SN T RX SIS RMEME R E = E AR

° JOSRTE S3 ZEp LETRET ILM REER, WESED LETME, NREFEIDAIET AR EH
AIRY ILM B3R, EAMRER ERBIEAESHIAER ILM BTG, HHEEBEERNIIE.

° TEFHMEREA BB ILM B,  StorageGRID ZIMEZEFHIA/N, MABMRBIAN. XBHE. WK
ARLEER D A U EEAR A RN REAILMERIUE, Fl, WRMNISEFRE 10 GB SERRINER
#fFfETE DC1 B, MBI REFAETE DC2 1, MTEHARY, 10 &0 2857 LZHE1 1 GB &8
DEBTZAETE DC2 o TEXMITREEMRFHIT ILM THHBT, WRIFABEHEISGIEE DC1

* FRE 287 L1 1%1FISHF StorageGRID —E 1=,
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* R LIRIER EX S35 LB EARS B[R, EfEASSE (RS 28imNN%E 5 StorageGRIDE RN ZEEA).
BEEGHE x-amz-server-side-encryption (XE" Bl Z & LEER"PERERTEH. ENEFIR
HEZAFEH SSI-C  (ARSB[IHME) , EAILUE " BohZH LEER " EENE " EESEHIEK "
IsEMERBN = MNEZHIERTF K.

1B SSHE

5 22 T EB0 "HIHZEE B

BohZEHE LE BEEN "B Z M EE

B BHEN "L

L EEH—E BB " EEE 2"

SERRZ I E BB "I L

ik ZE D EfR 7EFFE Amazon S3 REST APl 1T A F5Ei. INBEENR. BARBIT
B,

HI| =B 7£FiE Amazon S3 REST APl {TA T L, MEFTR. BABIT
Ao

HXER

B
 EEFRARS B INE

St ZER M L%
"FIHZEHF L RSB RE N FES RIEEHRITHZ M £1T
SFUTERSE:

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization
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hiR 42

ZEn LEEERM T, KB, LEEMF, AE EEE UKL EERE. RiTE " 28D LEE "
1RFfE, BEIBNSR (HEERRBR FHITHRAEH) o

BohZ a4 LE
Boh% &85 £ (CreateMultipartUpload 1E B B oI RN Z 5 L&, FHiR[E] EZFID,

o x-amz-storage-class Z¥FBERIRk, FNIERHIE x-amz-storage-class #MHStorageGRID TEE N
HAERIP A R EUER A . MAEMStorageGRID RFEHTZMERIN RIFABIZE(BILMIATE)o

MRE5EHNHRICEBIILMINIFENITAEAstrictiZ. M x-amz-storage-class PR TLHo
AILUEA L FE x-amz-storage-class:

* STANDARD (BRiA)

°* R * L MR ILM RNANITHIEE T MRED, WEHANRE, RAIILACZZNREY
BNRIBHBED R HMEFMET R (WRR) - ITEILMES. StorageGRID ZHE XL IGET R
AEENEMNPIHRERR. SN, ARFEEABUELIZFNREIDR. HEFIEFEMFISEIE
B &N,

° BFME: MRILMMANIETE T EFENED. MStorageGRID F AL BN I AIEE KIFR A Bl 4s.
NStorageGRID ZERERITFAET = _LOIZM MIGES R4S,

AR StorageGRID AJLAIZEISIZILMAN(BZ M E)FIEERFIBEXNREIER. WEER x-amz-
storage-class WL,

* REDUCED REDUNDANCY

° *IURAZ * 1 IR ILM ANAHNITAIEE T RIRITIEDT, N StorageGRID STEH AN REISIB—MiE
BElA (BMER) -

° ¥ NRILMANEEE 75ERED, NWRAE B RRIELRIEI N FHsENFE R 46T
, StorageGRID A& BIE—MIEFTREIAS, MR StorageGRID AILUAITRIZNE , NIATRSKAECIE
Fdo o REDUCED REDUNDANCY 1R 53 RILERIILMIN EE—IEHIBIZA. NRFERIET, 1EX
&R T, {5 REDUCED REDUNDANCY FTR{ESRENRIEFOIZAMBIPRERIMI I REIZS,

fF8 REDUCED_REDUNDANCY FEEHMIER . REINEEMALLED, REDUCED REDUNDANCY IEANENHAE]
MREBERBINL, B9, MREVEENBIRFEERERENFET 2 L, MILFET RREE#HT
ILM &, MrTRemRREKIE.

FEEA—ERNERIEF—PBI A EEHIEE IR A EZRIINL, MREIHRIAFE—TEH
@ Blas, MEFETREISERHITERRN, ZNRFER. EARFEPIREFR, §F=
EIPREN W RBYIARIN R,

$5%E REDUCED_REDUNDANCY {XSMABE /RN RESCIRRIBIZAL, ERSEMEEDD ILM REIT AN RSS!
B REIARE, WARSHEIEE StorageGRID RFH LUIRIRHITTRERITFE,

NREFTRA T SSHERMUERIBR TR RYNF EDE. WA ER REDUCED_REDUNDANCY it
()  wgwms. MEEENRBNBNSAEESE. NS ER REDUCED_REDUNDANCY HITRM]
HiRo StorageGRID RIALMITIURRHEN, UHBRHEE A EER,
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SFEATIERIRK:

* Content-Type
* x-amz-meta-. BEER—MRI-EN. ZNEEHEFEXRITHE

FNRAPEXRTTHIEEER - EX0Y, BEAUTERRI:

x-amz-meta- name : "value’

NRBEAAF E X VLI B ETEAILMMN S E 68, MABEER creation-time {EARIEX
REFICRATTEIRERI R, Fla0:

x—amz-meta-creation-time: 1443399726

B9{E creation-time MHEAB1970FE1 8 1H LERAIFIER,

@ IETE7AN creation-time AFERMRAMEIBA T IHEMMENEFED R ARITERA
FEXBTTEE. HRRHREIHEIR,

* S3 WRME TRk
° x-—amz-object-lock-mode

° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold

gg%&xﬁ%ﬁ%ﬁﬁﬂ’\]’l‘%ﬂ"l‘ﬁtl:'ui%%‘?, N#EFfED BRAIAREIRER T EXN SRR retain-until B

"(FHS3 REST APIEC & S3X R iE"
* SSAIERHRk:

° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
[AR S5 2R Um AN ZE BB KATK]

() %xStorageGRID MAIBUTF-8FRHEIER. HETPUBTRITR,

ARSS SR IR AN BB RARK

TR LUMER MU M IERITKBI IR S SR IHMNE XN ZE A/ REITIE, SSE M SSI-C ETUEE FHY
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* *SSE* . MREEMA StorageGRID ERHME—EANMNREITINEG, BE " BEIZE D LEBEXR " PER
ATt 18701 LEERHERPIEE AR,

° x—amz-server-side-encryption

* *SSI-C* . MREFAERUENEENH—ZANWRHAITNE, BT " BoZSEHELEBER" (UNES
By " EEERMAEKR ") RERMEX= MRk

° x-amz-server-side-encryption-customer-algorithm: &7 AES256s
° x-amz-server-side-encryption-customer-key: {&EMTRIINNZEZH,

° x-amz-server-side-encryption-customer-key-MD5:. ISEH M RINZBZEIAHIIMDSHEE,

@ ERENEBRAKITAZFME MRERMNERR, WERBNHINR. EEAEFRHEN
BIARIFRREUEZ A, BERERSEI EARSSEmINE"

ERIFKAZZHF
AEZFUTIERIRK. HiR[E] XNot Implemented

* x—amz-website-redirect-location

RS2 %)

Lo LEEER EE, R L%, LESRMG, AR EENEEURTR EENERE TRITRENSHEL
Z1REN, RARCEWR (NMREM, EXHITHRAIZH)

HEER
A ILM BIENR"

"PUT H&R"

EEERE

" EEEMG " IR EREE S EMY L AN AR R EEER
FEFRIIERARK

SEFLLTIERIRK:

* Content-Length

* Content-MD5
AR S5 23 Um N2 AYIE S KAT K
WRERRHZEMH EEZIFKIEE T SSI-C I1ZF, WEBRES LEIFIBEKRPEESUTIERIRkK:

* x-amz-server-side-encryption-customer-algorithm: &7 AES256,

* x-amz-server-side-encryption-customer-key: IBELERBIZIH LEBERPIREAERME
=5,
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* x-amz-server-side-encryption-customer-key-MD5: IEEEERNZEHF _LEIERPIRHEAE
FEIMDSHEE,

@ CBRENMEZBRRAXEASFME. ORBAMERR, WERENHNNR. EERTF M
BIARIPXRYIBEZA, BEE "HARSHREMNE " FREEE,
RS2 %)

ZEr LERERM R, 2L, LEEMTF, HE EEREE UKL EEIRE. ERITTENS ML
RREN, RAERCENR (NRER, EIHITREESR]) o

HX(ER
“EFRARSS SRR

EEERH—EH

LEREMT - ERIRIFETFIA MR PRIEBIRE B A BIERR L E X RI—ED.
EFEER - SHIIRIERIZERTA Amazon S3 REST API TA T, MABH. WABTEH.
HIERIZENFI S NS I GEIE x-amz-copy-source-range EStorageGRID R,

SR TIERIT

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

AR S5 23RN EAIIERIT K
MRENBHZ B LEZBERIBET SSI-C ME, MELAEE D LEEH - EFNERPESLUTERIRK!

* x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,

* x-amz-server-side-encryption-customer-key: IBELERBIZIH LEBERDPIRHEAERME
Ao

* x-amz-server-side-encryption-customer-key-MD5: IEEEERINZEHF _LEIERPIRHERE
FEIMDSHEE,

MFRFENREAZTARMOER (SSI-C) HITME, WLME LM - EFIERFEESUT=MRE, XU
BRI AR H E R SR

* x-amz-copy-source-server-side-encryption-customer-algorithm: 87 AES256,

* x-amz-copy-source-server-side-encryption-customer-key. FSELEEIERNRITIZERIINE
%%,

* x-amz-copy-source-server-side-encryption-customer-key-MD5: FERETE QIR RATIR
HIMD5HEE,
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@ ERENERAKITAZFME MRBERMNERR, WERENHINR. EEAEFRHEN
BIRRIPNRIIBEZRT, 1FEE "EARSHEEMNE " FREESI -

RS2 %)

ZEn LERERH R, 2L, LEEkME, HAE EEEEURTHR EERIRE. ERITEENSHML
RN, RASREEWR (NREM, ERHITHRAIZH)

e E S
RN ZEME EEIREET S forl LEREMF RN R Z a0 L%,
fiR PR

MRIFFIRER (B0, MIEPREANR—ZHR) KU " &AL " ARREITRR, " &S " 1THEY
BYB]EUR T StorageGRID RAERIBITEMAEIER, MAE S3 FF IHAIBIFFIAIRIE,

BRATR

o x-amz-storage-class JIREEMILMIMNIETE T NERR HFEHHENIT . WZFHERIRK. HE
Mg StorageGRID BRI R B4 EK,

* STANDARD
(BRIA) FERETE ILM NI IIERZEIEY balanced-option B3R E 8 &R 4SBT TR IS EN IR,
* REDUCED REDUNDANCY
FERETE ILM FRN{EFE IR LIS, balanced-option B3R A Bl HiE) B 4B 1T IR AT EINIZEo
NRETBA T SSHERUERBER FTRERBANFEIER. WEER
@ REDUCED REDUNDANCY ETUG#E AR, MNRBRXNRHNBNSHEFEEDIE. WEETR

REDUCED REDUNDANCY JETUR[EIFEIR, StorageGRID FIALHITIRRZHN, UHARHERE
BAMEER,

@ NRZERD LIERTE 156 RATEAL, NIRIERARICAIEERD, FMRFERMFRAAE XK.

@ ?E ETag REREFZHIEAIMDSZH. MEEERIAmazon S3 APISLHE ETag ZE 73 3T RAY

RS2 %)
IR Z D L. MRANDERBRATRAER. WESTRZ D LEEEIRITRIRA.

MBHEFEDEBA TS, MAE— versionId S BEAFREENRIMRALER, X versionId t
SEREMNHIR[E] x-amz-version-id MINFRk.

NRBAIZFIBEHE. WFENRREIAZT versionId MIRBHFEThRAS. MNZARARHE o
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MRANEFEDRBATRAIER, WTZH0 ERIBERI@MhkE, BEER—NREHRL

@ ERYSERZE 7 R 2 alt. MRENFED BRARBBMAESR], WALkBmZH7 L%,
AEBNE—NRERBHNHTHSE — 1S LE. FIRRAIEHNEFEIR L, RETH
ZE 7 LR M.

24, BRI TEIEERKK

MRAFERSEE 7 HTEZH D LENFHEDEE, NEMEXBNERISOBRIRIERK, Za0 LEHBEHI,
MREEXMER, WEEMEERESRPHWNEEG (SMT) RHER, |RE—TMNEHHEETR "failed to
publish notifications for bucket-nameobject key" " for the last object whose notification failed. (BEEILESE,

BEE TR > FHETR > BN, ERINBEFELREHN. ) BEHERHBIEPIIH
/var/local/log/bycast-err.logo

A AT OB BTN R TTHURE ST I R R RNV E FIEiER. AR UEMRRERNEE, NERETIOE
BB,

HEER
A ILM BIENR"

BRI

StorageGRID &4 #FHFFAERAMIRAE S3 REST AP $41=MN, ItkSh, StorageGRID 32
FEIRZIN T 241 BE X MR,

F 1M S3 API (RS

Name HTTP K&
ACCESSDENIED 403 ERA
BadDigest 400 MEIRIAR
BucketAlreadyExists 409 A3
BucketNotEmpagty 409 A
LAERTE 400 MHEIRIEK
HNEBEEIR 500 NEBARSS 23 EIR
InvalidAccessKeyld 403 B2H
InvalidArgument 400 MEIRIEXR
InvalidBucketName 400 MEIRIER
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Name

InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithmError

InvalidPart
InvalidPartOrder
InvalidRange
InvalidRequest
InvalidStorageClass
InvalidTag

InvalidURI

KeyToolLong
Malformed XML
MetadataToolLarge
FERTER
MissingContent{< E
MissingRequestBodyError
MissingSecurityHeader
NoSuchBucket
NoSuchKey

NoSuchUpload

ARSETE

HTTP X%&
409 AR

400 PMEIRIBR

400 PMEEIRIAR

400 PMEIRIBR

400 PMEEIRIER

416 ToiE#mBIERAEE

400 PMEEIRIANR

400 PMEEIRIEXK

400 PMEIRIBR

400 NMEIRIBER

400 PMEIRIBR

400 MEEIRIAR

400 PMEIRIBR

RAVFEER 405 7774

411 BEKE

400 PMEEIRIAR

400 PMEEIRIEXK

RIKE 404

K3 404

RIxE 404

501 RSLNE
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Name HTTP RE&

NoSuchBucketPolicy KK E 404
ObjectLockConfigurationNotFoundError FxE 404
EHERA 412- AR FHRK
BiEKiEhY 403 EZH

ARs5 AT 503 AR5 FIFR
SignatureDoesNotMatch 403 BEZH
TooManyi#& 400 MEIRIBER
BRZHEITE 400 MEIRIER

StorageGRID B X &R

Name Description

XBucketLifeycleNotAllowed |BhR & #IFiE D A R EME D B A dn A AR
ficE

XBucketPolicyParseException ToERRT U R T2 B D ER SEBE JSON ©

XComplianceConflict RERRB S EMWIELE,

XComplianceReducedRedundancyForZ2F EREBEMNSIIEFMHE D ERAAFRLD TR

XMaxBucketPolicyLengthExceeded THERBY T AFHNRATFEE D ERFEIREK
Eo

XMissinglnternalRequestHeader R/ DREZRIEKRBITR L

XNoSuchBucketCompliance EENEFEIBRREAREEME.

XNotAcceptable N

ARSEhE TRMBIERERE R HERITHAEE.
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HTTP &

400 PMEIRIBR

400 PEHIRIBS

403 BE£2H

400 PMEIRIBXR

400 MEEIRIAS

400 PMEIRIBEXR

K EF 404

406 A1

501 RSLNhE



StorageGRID S3i&X

RERTFfit5) R — B

ERREEFED ER—EMIER, ERLMENBTREFMEDERE—EIER.
BIA— B MEEHIR E DRI R R E NG

TRRRULIRIE, 1545 S3 1 GetBucketConsistency PRSI root o

AR

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Mje] 7

EMmRM XML, <Consistency> BREILITNEZ—:

—E = E Description

el FRE T RERR AN EE, SBNERFRK.

SRAMZEFINEE RIEFTBE LR PFIE &P IRERINE NEIE—E(t.

BRARIIE S RIEE R NPE & P iRIERNE NEIR—EU%.

BEE (BN WHNRREESNGE—EHM, HFANKERRHEEL L.

RIS AMMEBIERIPRIE. BXATAZHIER.

Bz NIRRT REFIREREL BN, WFSIFEELE. BNEEERN
AWM. FFEERMEEWAEENEFHESE. BN TFAEEN
FEAMITHEADSLGETI21E), S3 FabricPool &0 ER AR5,

LGVl
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

EEST]
BRI

PUT 7 ER—5%
B PUT 2 ER—EU41EK, @RI LI EERN AT 3 79 R TR ER —EUE RS,
A —EEITHIS E MR ENT RS NEIE.

FraZ Bl
EBEAtkiefE, 38 S3: PutBucketConsistency PREL K root o

ER

o x-ntap-sg-consistency SHMNIMEBEUTEZ—:

— i Description

il FRET RER I AMHEWEUE, BNIERERK,

SRR 2/HINEE RIEFTE LR PRE B P IRERINE NEIE—H1t.

BRA AL RIEE R AR P imiERNE NER—3H,

BEE (BRIA) NN REEENEE—HE, HANRERRHEL L.

RSP AMMEBIERIPRIE. BXATAZHIER.

E):: NN RN REMRHEL . WHFSIEFEMEDER. BEEERN
FEHR@IIN. FFEERMEEMWEAEENEFESR. BN FAEEDN
FEAMITHEADSGETH21E), S3 FabricPool TZfi# ER A2 45,

*F: *BE, EBMNE read-after-new-write —HMEITHENE, MNRIBERLTEZERE TIE. 1BRAIGEEN
NAEREFIHRNITH. &, BERFIELUSEEN AP IERE—XRMEES, B XMEARE—MTEEER
fE ERRFIG B — T H,
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AR

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: date
Authorization: authorization string
Host: host

EESE
)

IRENTFfiE 7 ER R 1R) B 18]

I IREN T B EARIAIRIEYENEK, TR UMERNENDERERERER T LRIAIRIEE]

EHo

BRIIRE, BB S3: GetBucketLastAccessTime fRPREXME root o

BRI

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

MRz 51
R RENEMED R R ERREIE .

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled

</LastAccessTime>

PUT 9 E&_EXiKIRIES (8]

@I PUT 3B ERBIEIEENE K, ERILAR T D ERERSER X EEH., %
ERipie]atElEFH RS IERE, EEMEM 10.3.0 AESRALIZRFIBFED BRAVEIAL
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B

BRRIRE, EBNENEEHOEEIRE S3 ;. PutBucketLastAccessTime R, HEEZMAHI root BF.

M StorageGRID 10.3 hRF44, FRINERT, FRiEHEMED EREBZEAX _ERIGRFEIREH.
NRIEWTZE D B2 R HARRARY StorageGRID BIEZH, HBEHEESHMEINTHLE, N

() s REHRRE LRSS BN ERHIRBEER. &0 LUSR HE S E ERSRREE

X, P EEEFRY* S>> B LRI E S RESNE A EIEAPIE AR AN RIS
=] B9 1B HY S HTo

MRBRT RS RN ERinREEH, WaNEFED R ERHRIENAUTTA!

* GETHR. GETXRACL. GETHRIFICHHEAD RIERAEHFH _LRiAREE, XN RAZRANEABTFE

BERARERE (ILM) FHBIRATIH,

* PUT R —AXEFHTHIBENEFIAN PUT WRITCIERE ST M LRIAE, R RINEIPAT R LHTT

ILM 31,

* MRMWREFMESERZER T ERIGRNEINER. WRENR-EFIERFZIENREME DR LRI

&, EFBFINRAZRINEREFEDERR ILM &G IR, B2, XMTFER, PUT XR - EFERRZE
#LRAEEE MNREIARFARIMEIPATIRLUHTT ILM 744,

* e SR EZERER LRIBREE, BB RIERINEIPAT IR LIHTT ILM 1F{,

BERRG
LR BRE AEfE D BB A L RIh R B E,

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

R B B R FE 5 Ex By LRI TR B 1E],

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

BXER
“ERAEF K/

WIFRTFiE D BTk E @A A &

I MR E D TR RAECEIER, ErLUBIRIPRECE XML REREMFiED ERAY
RRERARSS .

BRLIRE, BNENEEDEEIE S3 ;. DeleteBucketMetadataNotification AR, SXEEZMKFBY root F
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Fo

BRI
HRAIER T RRAFED BRAVEREMRSS

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

RENFE D E o iR EC &
ERRIR D ERTHEEBMEEITK, EIURRATAZINDREERREMNEE XML

[e]

BRRIIRE, EBIHE S3 . GetBucketMetadataNotification #XFE, ZHEMF 7 root o

BRI
HIERIFH TR NBEFE D BTSRRI E buckets

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

e &7

ML IEX BlFEFE D BT R BRECE, B TiEErECE, BB ENREEFESRUHITERSE
Bo WRLEW, ERILIBIEREMENREREERS, USRBENRITHIERIETMLER <.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
S HiEENEEHE S — M HEZ N, S TRNEIEEHERATR BIXNR UK StorageGRID RFXWRTT
BIEAIXEIRB AR, HIfEA StorageGRID U5 URN $87E B Hro

Name Description Required

MetadataNotificationConfi 45 E s B AN Y3 R A BRI N B9 B 234 =M.
guration 186

BE—NHS N TE.

Al BFRRANEETHRERINEEERS IPHINRA 28
M EY A 2EARIC

BEFZESHIMN.

B2 1F MetadataNotificationConfiguration 7t

ID A ME—FRIRRT o B
&1 Rule o,
Status REAUZR "EBA"H"BE2A", F2NEZAHEN 28%

M HRITIERIHRE,
B &7 Rule TTEH,
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Name

GIE:

Bt

URN

RS 31
BEEZIERIXML

Description Required

SHALERNNRZUMMEIRE, HxfiEictzE =28
E¥sE B17T.

BENERENR, FHEE— TR,

B &7 Rule TTEH,

AN BB 281512, =1
B ATE Rule TTEHF,

RIEXNRTHIBENEFRN urn » RMEEBUTENE =28
A StorageGRID 529 URN :

* es MIAIBE=MITE

* URNBIATEETTEIRI RS IRLBLEE. B

domain-name/myindex/mytypeo

i FEA SRR EPEIE AP #HITHRRE, 1]
B T :

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHECE XML ZRiEcBimem, SNEERFRK
HER 404 2,

urn B EBMRTES.

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> FriEERT U

RAEFEDRECESEREMIHRIIER. ELRAIF. WRTHIERFRKIXE] & NIBYElasticsearchZ 5|

current F#ANnamed 2017 IEETEZ AHAWSIEH recordse
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BEXER
"EREF KA

PUT FiE0 B ciiE @R ECE

i PUT Bucket FTT#E@AECEIFTNK, ERIUARNMEEDIEBREBRERENMRS. &7
IERIEXFRHETHREENEE XML BT EERETHRELAZZ BFERRS IFINR.

B RLRE, BRENFMESERIAE S3 ¢ PutBucketMetadataNotification AR, =& &2 #I root F

o
AR

HEIERMAIEIFERIEXFEETEERNEE. SN oHEENREREE— 1 T2 M. S NESBIEEE
ERTE IR LUK StorageGRID MM R TR & X EIR BT

AR RBMBFIRFIEN R, Fla0. EAIULIZEGRIRANRIVTEIE /inages FI— 1B, UKES
BIZBMIITR /videos B—1

AIRESNEET. ERIPERIES, . —MEE. HRaEa— 0. BTEERZNNR test #
SN, AFEBEIEBHNR test2 R

WfER StorageGRID i B URN 5 BT RERTHIEEMECE . HEBFKURKBIFZ UL IR,

M S ATBTETE 400 Bad Requesto fAImHEE/R. Unable to save the metadata notification
(search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description

MetadataNotificationConfi F§F+87E re#iEEEN 933 KA B AnA RN Y S 234R
guration igo

BE—THES T HNTE.

AL BT RRRG H TSR AN ZHEE 2R3 | FRIX KRB
MEY A ZEIRIC

BEFIZESHIMN.

& 1F MetadataNotificationConfiguration 7t

ID M BYE—FRIR T o
BE7E Rule TtEH.
Status KSAILUZ "ERA "N " EER" . TaNEREAN

MR TESATHRFo
B &7 Rule TTEH,

Required

=i

=i

iyl

=
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Name Description Required

GIE: SHALERNNRZUMMEIRE, HxfiEictzE =28
E¥sE B17T.

BENERENR, FHEE— TR,

B &7 Rule TR,

Bt M BB SRR, =i
&7 Rule TR,

URN RENRTHENBR urn . BAREBLUTESE =Z8

A StorageGRID 529 URN :

* es UIMEE =N,

* URNZUAFETT IR RS IFIRBLEE . R

domain-name/myindex/mytypeo

i FEA SRR EPEIE AP #HITHRRE, 1]
B T :

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHECE XML ZRiEcBimem, SNEERFRK
HER 404 2,

urn B EBMRTES.

BRI
WREIERT AEFEDRERIERER. FEITRAIFR, FAENKRINRTHEIEERFRKEEIR—B15.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEULRAIR. BIESAELRENMRIMNRITHIE /inages KEF—MBEIR. MSAIRLRNN RN RITE
BNAXE—PBEMR /videos KXEIHB—1 BT

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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IR REMARSS £ RLEY JSON

NEEDBRERERERMRSE, SRR, BMIMERNRTHIEHITCH, RAHER—T JSON X5
HRERIXE BIRR S,

R FERT EREZHEN RIS REE B AYIJSONRA sGWs/Tagging. txt FER AMEFEME D EEFEIE
testo o test FMEDERHFITHRAIZSH. Ft versionId 7T,

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

TR P A SR XN R TR
TRIE T BRARRENGEAZEE BRHRR JSON XEFEEHME FE.
XIERMREEFEDERBM, WRAVMARA ID (WIREFHE) -

Type INB 25 Description

FEDEMWRER FiEDER B ERRIR TR

FHEDBMNRIER key WNREFARR

FEDEMNRIER hfixZs 1D MRARA, FAFRZRAIEHRID B
REYITR

FEDEMWRER region SRR, U0 us-east-1

R TEldE size HTTP ZFima] WAV RA/N (A
FR AR

RO TTEE MD5 WNREE
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Type INB&Z ¥R Description

B iR TCEURE key:value ﬂi%ﬁ"]ﬁﬁﬁﬁapﬁﬁﬂg, ERRE
o

Tags tags key:value AN REXBFRBERRITIE, 1EH
BRER

W FARCH AP TEdE, StorageGRID 3 HEAMBE(EANFERRT S3 FHEEZIRLA
@ Elasticsearch . EAZE Elasticsearch LUGXLEFRTERFRE N HEZEF, 151%IR Elasticsearch
WERH TR FER RS FNIRST HEARE . ERCEREMRSE 281, HNIAERS| LERIESFER
BREY, AXIEEBIZRS|GE. TTAERS|IPREXERYIESEE,
HXER
“ERFE

RENFEERIBIRIENK

"REVFEERE AR SAEKS EEERNERESEURSIKP XENES T FHED R
HTFiE S 2o

WP R ELAF 5 ERE PR 0T (4 B BT (S 2R BOGE TAR S5 1 RIK1S x-ntap-sg-usage BWBH. FHIBRE
FAE5 75402 PUT 7l DELETE IERHFIRE. RIBERGEER, (£HEESTRELRITERSE—EN
R, RHRERANHRERN,

AIAMBRT, StorageGRID ZERAEABER—BMNRERIBERER. NRTEENEEF/H —H
. StorageGRID SR ATERIGA — B RERBRES.

ERERIIRIE, &48E S3 ¢ ListAllMyt@ AR root o

BRI

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

M Rz 7 51

WREIERT —MKR, ZIKFERNMEEDERFESENNRM 12 FHHHE. ST EFEIRESRITNR
MARNF TIHIERIE.
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hR s ¥

FHENE NI RRAERFEATF objectCount M DataBytes MNABE, MIFRFIERAFIMEIF ObjectCount
Bito

HXER

— BT

EFEAIAAMMEMEDERIER

&Rl REEEE(F A StorageGRID S3 REST API R EIBFEARAE S MIEIHRESIEM 9.
EFEAMIEINEE

%R StorageGRID ki Zx12tHY StorageGRID S II4EIHEEE FHA, HBE#H S3 WRBIE,
MBEZRIBAT2REAMMIEE, NEATE StorageGRID 11.6 FEHALRE S3 WRIHUTIEE. EREBEREA

TEMENBERTRRTNEESE, B2, ErUIRIEFEMFH StorageGRID S3 REST API éi@&ﬂﬂﬁﬂ’]
|[HEMEED R
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* "{FFS3 REST APIBL B S3X KR BiE"
s "EMA ILM BB R"
* "NetApp 5138ZE: a7 StorageGRID 11.5 B BRGNS MIZE D"

EFANEIMIENR:
* "BFH - ISR EREEIRIE

SGCompliance XML sTTEZEF . LUAT, &L StorageGRID BE X TR B E7E PUT FHED EIER
HYENE XML IEKIEXH, LIEIZEMEFED Ko

* "BERERFRBUEES RS

RIFEDEREMIEBEREFA. B=, ErIUSSERIIERFIMHE Sr1xIE BREMFMHED ERBE M
GBREIRE.

* "EFAHRESRGAMT"

PUT 7‘ EDERGMEBREFA. B2, ErUMSERILEKIENIE RREMEFEDRIGHIIEHRE.
a0, ERILEMBEEEDRE TR RERSHERKEREHAR,

BFA NBREMIEMERFHEDERIER

SGCompliance XML JTtEZBFH. AT, &ErILUELE StorageGRID BEXTTEES7E
PUT FE5 BEKRYRNE XML IERIEXF, LUSIEEMEFMED o

() %40 StorageGRID KRAFRIZ ) StorageGRID BATMTHEEE S, HEMW S3 HRBEEA,

"($HS3 REST APIEC & S3X R FiE"
& ILM BIEWR"
"NetApp £1iRE: #{A7E StorageGRID 11.5 HEIRRG NS MTEIED L

EREBTIERAESMIENER FRIEMEMEIR. MRESHER PUT 2ERIBRESLURESMEERKE!
BHRNEMIER, WERETHIRER:

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

BFA: REFEIREMIEER

RIEFEDRGHMEBERERTR, B2, ERUSSERLIEKKAE SN IEIBRE
MEFEIEERNEMIEIRE.,

(i) % StorageGRID KRAFR1R{iA0 StorageGRID SHUMIHEEEHA, HEM S3 HEKBEIHK,
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"fEFS3 REST APIECE S3X R BiE"
“fEA ILM BB R"
"NetApp F1iRE: #{a7E StorageGRID 11.5 HEIRRG M S MTEIE D EL"

EERIIE(E, &48%H S3 . GetBucketCompliance 1R root o

=Pl
B RANIER. SR UHRE R ANEED RIS MR E nybucket,

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

GIvian ]

MR XML, <SGCompliance> FIH T HEFEIBREMHNEMERE, WRHIMNETRT — M EFHEIBRNG
MEILE, MENKREAREHR, 8THREERE—F (525600 0H) . EHEIBRIRSEER LR
&, 8T HRBE—FEEMER

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEEFED RN ROEREIRRKE, UDHNRAL, REHARMRE

X RBNFIEES FF8,
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Name Description

REMK * true : IEEFESRYMATEERERS. ERFSEREZE. T
ERBRILFE D ERFRINR. BMERREHRREZIHAH R,

* false | ILFMEDERLRIRA T EERBIRT. EFHEDERPBIFRA
TR IR B HAREIEAR M ERo

EEllES * true : EFMED RPN SIGSEREHARZIAN BoollbR, BRIFLLTE
fED R T EERERT,

* false . (REHAREIHAG, A=BEoIMFRLEEFEIRPHNR, WRE
ERFRXENR, BAFRFEMBIER

EIR ML

MBRBEFEERNFMEDEE. MMMEZAHTTPIRZSMEEA 404 Not Found. HHES3HIZFHES
XNoSuchBucketComplianceo

BFA: PUT FEDREMMEERK

PUT FHEDEREMMIBEREFTA. B2, EaIUMSERIIEKIENIE BRENZFED
BNEHMIRE, fli, EURIEEHEDRETEEZRERSIERERE AR,

() % StorageGRID KRAFRI0 StorageGRID SHUMINEEE S, HEM S3 HRMEMA,

"{FFS3 REST APIEEE S3 R BiE"

"EA ILM BEX R

"NetApp £1iREE: {A7E StorageGRID 11.5 HERRGMEMEIEDEL"

B IIRME, 38 S3 . PutBucketCompliance A PRE M root

R PUT FESESHMMERE, SAASHEIEENS N FERIEE—ME,

BRI

IREIEREERZ HNEED RN EMMIZE nybucketo ELRAIP. JRAUFH mybucket MERIRE

(1. 051, 2003%H). MAB—E. MENKREANREFIE, FHEDEREEERLHRE, ’_ARTSRFI—;T‘ 3]
=S ==yl 8
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEILFED RN REFRBHIARKE, UDHARA, REIARMIE
I RENPIFE BT FF 4G,
*EE*HRettionPeriodMinutestE EM{ER. HIIEE — M EFFHATE
BN HEIREHARNE, KEFEIENREHRG. ERER/INZ
B. ReeinizE.
=YV N * true | WFEDERAFIMTEERERS. ERESEREZE. T
AR FEE D PRI R. BMEERBHARE ZIHAtL 201t
* false | WWHEHESBRIRIARLTEERBRS. WEFEHEDEPHXIRA
ATE R BB HAR I HA BT M BR
EhnilEs * true : WWEFED PN RGEREHAREIEAN BohifibR, PRIFLTE

fED BT EERERT,

* false : REHAREIHAG, F=BoIMFREEFEIRPRNR, WRE
ERFFXLENR, BAFRFEMBER

ABIMIRERN—EIERH

HEER PUT FHREDERSMIMEBENRERN S3 FEDERNGMMIRER, StorageGRID ZEIXBHEMIEHZF
& ERBYTTEE. BAUABRT, StorageGRID f£f * 58 - £/ * —HMLFIRRIEFMAHIER LR UKREE
FEDERTHIENFEFET REERNEMMIREFAR R - T—E%,

MRAF—MEER O SSH— i s ERZ N FEET 2 A BMmS 2 StorageGRID /AR B F*—E1ELR
. MIAEZAIHTTPIRE(CAS A 503 Service Unavailable.

SNRULEIEPAR, EATEXRMREERSR, UHRFIFNEFERS RIRATA, MRMBEERTEESNLRR
HEBNEFET R, RAZIGARESIEREBRIRFIMIT * j2ibm * —BMRIIRERKWHIEK,

@ PRAERAR IR EX M, HEETRERLRA AT~ ENER, SUI/75REIFER * 524
= —HMRFRERE PUT FEDESHMER,
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LM RFIPRKE * 3RuL S * BY, StorageGRID RIEEHEMSMIEIRE (NN S PHNEFmEKRKETIR

EE—H%. XEBKE, EEMSMEFE#ETRIYTAZHE, StorageGRID RARGERE I NI EFHE D ERISE
ENF—HENRE, IKEF—HAIESHEIMIBINIITA. Fi0, NREEENFESRETSEAFEREH
SRHIPRIR—BUELRF, MELEHIER OIS AR NaSBRSEFEREMED RIATNEMMEIRE BIEEER)
%, BINRRTFEERBREHROTRERE R LR E AR AP bR, SEWNREBR T BaofibR, A LU

EogHER R R — R IBEMALPUTEMEDERSMMIERHMA consistency-Control HTTP
ERIRKk. WTFFIR:

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

=gE v
* IRKEIBFESERNEFMEDER. WIANAHTTPIRZMAEA 404 Not Foundo

* &% RetentionPeriodMinutes FEIER/NFEEDERBIHBIRE AR . HTTPIREREE AN 400 Bad
Requesto

BXER
"BFA: NAREMEMIERFEDRIEK"

TFiE D A 2H 1 1P SR AR

fERFED MR Ih R 5RBE

StorageGRID /A Amazon Web Services (AWS ) HRBKIES 21F S3 FHFITH X LEF
ED BRI RBVIAIR, StorageGRID R4SLHE S3 REST API SRESIESH— 1 F5&, S3
API BYi5iR] SRE& L JSON HILE No

1) SR EE LA

StorageGRID X #FHfHih R 5L,

* * DERERER *, EF GET 7ERRER, PUT ERSREEHN DELETE 77ERSRER S3 API {E#HITECE. FHEDER
RESFIMNEIEFAE DR, AL, PTUNHEBATEE, LUTHEMEDERFME &K SEMIKS REIE R NFED
BERENZRENR, — MFEDRRBERTR RS — M7 ED K, FEARESZ T4,

© ASREE ¢, FRAEFBIERNEFEIE AP BEE, AREAMMEIKS FRENE, Eit, XERERE
BRARFZANRZKFRENRER R, —MERBRIN—NME#HITERYR , FEAIENSIMEEDR
#H1To

() ammmmis REs2ZENRERAEE.

StorageGRID #i&7 ERFNAREKEMEH Amazon EXBHFEIEZE. BTREPHES —AHRKIED, 8MED
HERUTTE:

*iEAID (SID) (\AMi%)
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-l

*CEERIFEE

* &JE INotResource

* 1RE 1 RIBME
* & (FIE)

RERIEA S EALEEEN, BTIEEMNIR: Grant <Effic> to allow/deny <Principe> to Perform <Action> on
<Resource> when <condition> applies o

B RBEITREIBTHENRE:

Element

SID

I FEE

&R INotResource

1R1F | RIBME

i

Description

Sid sTtEREAER, SID (XAERFNRERER . EaWEE, BFRK
StorageGRID &R,

£/ Effect TRAE RS RITIRLIEERIRIE. ERIERZFFR
f;;:tion Element XEFRBEAIF (FIEL) WEMED RN RHUITHIE

EAILIAYFRR, AMKAHRSERRARITRERF. WMRBRFR
B85 S3 ¥R, WALLBIEEEEST (*) FAXERHITESR A,
BINBERT, REKF root BRGHIEIZIKFA B RIE IR,

BRBEAFMEIRREEPIEEEMITR. X THRE, MINXREEIA
ARERTE.

RFETEATINRD RN R, EEILUER Amazon FHiR&M (ARN)
FARRRIR, MR IFSFEL I FAE D R RBINFR.

BREMMRTRENRR T EME D, HHBFBKRFRY, ENIBHRT
BELIIZE R, FRAEERROENR, SUHRNREHRIES, BRI
fEAETELRE = EMREIR T RINR,

FHTRBANEN, BIFE, ErMERIATILHEE YN AR,

£ Action TR, BEILUERBER (*) IBEFMBRIENEBIERIE. FI90, LiR(ES S3: GetObject, S3
. PutObject #1 S3 : DeleteObject ZAVFRITHET,

s3:*0bject

TEHRRTER, AILUERBER () M (7). ES (%) 5010 HESFHEEN, BS (7)) LEEE

BNFER o

fEPrincipalit® B, AXFHEREET. EIREERIFEFIN RESEME AR TR, Fli, E5@E

& (*) €& Principal B,
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"Principal":"*"

FELUTROIH, ZEOFEANE "M, "FEEK", "#E"M"BE" XK. WRHIERT —PTBNEHE
DERIRIBA). ZIBAER"allow"BIM R APrincipalsBNE 24l federated-group/admin FNAZHIFA
federated-group/finance. FAITIRIEHIMNIR s3:ListBucket I FRBANEMESER L mybucket FIIRIE
s3:GetObject FETZFHESERNNABENR L.

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I

"Resource": |
"arn:aws:iam:s3:: :mybucket",
"arn:aws:iam:s3:: :mybucket/*"

FEDERERBRAI ARSI 20 , 480 F15, MAREHANEGA S5, 120 FH,

REEH—HIHTRIRE

AIAERT, MARBABOTAERTRAHE—HN. ATRBESF, —BARBRRE—N, FriIERAI&E
THRE 156 DA REN. FRINMERT, NEEIRRBETHEANEFRABSRE .

TR LURIEEBEEAF B0 BRERBEHRN —BERIE fIdl, HFRERRA, ErRIERENFME D ERRIEFTIRAY
BHRIREM,

EXMIBERT. ERILIIKE Consistency-Control freh. ELEW AT LUERPUTEME D ER—R AR, BX
LIERE—EEHIBY, HAERE * 28 %, XAIUAEE—HMERERSRIE. ARE PUT EHEDE—K

MIERIITERIEEEAEM—EEEEE, WIIEREEIEL, RN PUT FE 5 EERIRIERISE A EHM

B, NIESRZE, FEIEREERR NG, BTREETR, BEXATREEMIN 8 WA BEE.

(D MRF—EERRNZE RN "all " LERGIFEITFED RIS ERER, BHERETHREFEFEDER
LriErhigBERERRE. S, PAARRNEEDIRIEREER * 28 * 1’E,
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TEERBRIER A ARN

7E5RBRIBAH, ARN FF Principal #1 Resource Element o
* EALUTMIEERSRE S3 RIRARN !

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

* EAUTEEEESMNAERARN (BAMA)

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name

HEEEm:
 EEUERES (*) FRERF, ULREMRBHPIHNENHZINFR.

* BIERREAPIEENERF R JSON UTF-8 3% JSON \u X FF#ITRIB, AZIFE D4R

3,
"RFC 2141 URN i&&"

PUT 775 ERSRBRIRIVERY HTTP iERIESXAIER charset=UTF-8 #1T4RH5,

EREPIEERR
ERBIEASR, A UERARRITRIEEATFIHELNRI T ERII R,

® gf%%lﬁ’jgﬁﬁﬁg MNERTTE, EREHP. HRFEBHITTERT Resource HH.

° Iu\ﬂl’}\ﬁ% 83 J\/ ARN ?EEJQEI 1§IJ§

"Resource": "arn:aws:s3:::mybucket/*"

* BHAUENREAPERRKTE, F90:

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

* FRER] LUETE 82 4A SRR M RN EREE D B
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EE RPN EE
A Principal TTRARRREIBEQ AV / FELIFRIZRENAR, HSEFKF,

* FHEIBRRBINESIREEIHOAEE— N EATR. ARBEPBIRESEGRFEPrincipalitR. B
ZAABIERE N 18,

* TEERB&A, F{KEITZE "Principal , * " 3 " NotPrincipal’ " F&nRRTHEER.
* IAER ID 5 ARN IEEEFIKFA S % :

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* WWRBIERTAF K 1D 27233906934684427525 , HAEIEMKF root MMk HEIFRE A !

"Principal": { "AWS": "27233906934684427525" }

s EHBEIETEK P root :

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

* BRILEE—TMIEREEAP ("Alex")

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* BRI LIEEREREXG4 ( "Managers") :

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* WRILEEER A

"Principal": "*"

* NBREXX, ERILERBAF UUID , MARRRA:

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013
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Bgn. RigAlexE=mH THLRMAF R Alex BMIFR. WMRFBIAIeXIIANT %

BFR#&. MAF RS EIIMEAR T RIGRA P RIR,

* EMMERLUEE R LIBEFME D BRI H N FERE / P&,

TESRBE PR EANR
TEERBEH, Action TEAT A / EENFRINIR, ERILERIEPIEE—HNR, XENRHEITE "Action”

% "NotAction" FRRLUFRTHIFR. HRSNTHREAMGTEGER S3 REST API #£1F,

TRIIE T AT FE D BRAIARR AR N B T 3 R AR,

®
®

AT

PR
S3:
S3.
S3:
S3:

S3:

S3:
S3 .
S3:
S3:
S3:

S3:
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RIS THERNSDE Alex

Amazon S3 I7EFT PUT #1 DELETE 73EREHIHR(EFEHE S3 ©  PutReplicationConfiguration 1%
PR, StorageGRID & MEEFERARIRINIE, XLLENIRSEIS Amazon S3 #SEILAD,

NRER PUT BRIEBE, WSHITHER.

D ERBIRNIR

CreateBucket

DeleteBucket

DeleteBucketMetadataNotification

DeleteBucketPolicy

DeleteReplicationConfiguration

GetBucketAcl

GetBucketCompliance

GetBucketConsistency

GetBucketCORS

GetEncryptionConfiguration

GetBucketLastAccessTime

S3 REST API i&1F

BNTFED B

WIpRTFfED ER

WIpRF(E D Ec S @A &

IFRTFAE 5 ER R AR

BFRTFAED ERE I

FREXSEZ ACL

REVEFHEDEREME (BFA)

RENTFE D Er—EE

PRI BR Az fifies

RENTFfE D N

IRENTFAE 7D ER ORI 1R] BT 8]

79 StorageGRID
BENX

=, PUTA
DELETE A RA[E]



R

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

GetBucketLocation

GetBucketMetadataNotification

GetBucketNotification

GetBucketObjectLockConfiguration

GetBucketPolicy
GetBucketTagging
GetBucketVersioning
GetLifeycleConfiguration
GetReplicationConfiguration

ListAllMy#

ListBucket

ListBucketMultipartUploads

ListBucketVersions
PutBucketCompliance
PutBucketConsistency

PutBucketCORS

PutEncryptionConfiguration

* MIBRTEAE D ERINZR
* PUT EEDERINZER

S3 REST API 1&1F

REEFESRUE

RENFhE D B kdE @A Ec &

IRENTFAE 7 EE R

RN R MERE

IRENTFAE 7D ER SRR

IRENTFfE D ERIRIC

IRENTFAE 7 ERhiR <=4

IRENTFAE D ERE A A1 HA

RENFhE D ERE R

* RENARSS
* FRENTFREfERE

F FEEHSE (FIHNIR)
© KBS
© EXSIER

* FHEE R
* ENRER

IRETZfiE D ERhie s

PUT D EREMIE (BFRA)

PUT #Zfigr ER—Ei%

* MFREFRED RSt
* MNFEDERAE

N
N

79 StorageGRID
BENX

=i

=, BERATRIEME
ERE
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AR S3 REST API 12/F 7 StorageGRID

BEX
S3 : PutBucketLastAccessTime PUT 3 E& L Rk 8] 6 E] =/
S3 : PutBucketMetadataNotification PUT &R B c 8RB R & =M
S3 : PutBucketNotification PUT TZfi# 53 B @ H1
S3 : PutBucketObjectLockConfiguration * EAPUTHEED B x-amz-bucket-
object-lock-enabled: true iAX
FFL(BEESS: CreateBucketi¥fR)
* PUT WRBIERCE
S3 : PutBucketPolicy PUT 7257 ER R E&
S3 : PutBucketTagging * MIBRTEE D BRARIST
* WEFEED ERIRIC
S3 : PutBucketVersioning PUT 1253 kA
S3 : PutLifeycleConfiguration * MIBRTEE D R E ARt
* PUT #FfiE5 B anEHR
S3 : PutReplicationConfiguration PUT FE D ERE 2, PUTH
DELETE B EA[E]
Rz A F 33 RV PR
PR S3 REST API 21 79 StorageGRID
BEX
S3 : AbortMultipartUpload * RIEZE D EfR
* ERRER
S3: BypassGovernanceRetention * MIBRIR

* BFRZ IR
* MENRRE
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R

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

S3:

DeleteObject

DeleteObjectTagging

DeleteObjectVersionTagging

DeleteObjectVersion

GetObject

GetObjectAcl

GetObjectLegend

GetObjectRetention

GetObjectTagging

GetObjectVersionTagging

GetObjectVersion

ListMultipartUploadPart

PutObject

S3 REST API 12{F 79 StorageGRID
BREX
* HIBFITR
* HFFZ IR
* ERRER

MRS RARIC
BFFX RARIE (KRB ERZS)
MR R G REVEFRERRZS)

* FREXR

* HEAD X%

* ERRER

* EBRWNRRE

FRENF R ACL

REHR EERE

RIS RIRE

FRENA RATIE

RIS RITE (IRAVFERRZAS)
GET MR (WRHVFEMRZS)
HIHERH, POST MRIFR

* PUT &

* PUT WR—EH
* ERRER

*© B SEMLEE
* SERR S LR
© bRERH

© HEEH—SH
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AR S3 REST API 12/F 7 StorageGRID

BHEX
S3 : PutObjectLegend PUT XREERE
S3 : PutObjectRetention BEXNRERE
S3 : PutObjectTagging BEXRIFIC
S3 : PutObjectVersionTagging PUT JRIFIE (MREVEEFERRZS)
S3 : PutOverwriteObject * PUT & =0,

* PUT XH&—EHl
* PUT &R
* BIBRFRATIE
* SER S LT

S3 : RestoreObject ERRIER

£/ PutOverwriteObject R

S3: PutOverwriteObject I PRR—FEE X StorageGRID R, EMA7S AES ARSI EHEMTR, Lt
BRAIEERTRE R PR o UBESENRIVEIE, AP EXMTHIER S3 WRITiC.

LA PRAY BT REIS B EI4E
CCART T BRRmOUBEENR. XERINEE,
s deny: BEFIFTLTEBENR. MRIZEEHN deny , N PutOverwriteObject fX R TIERIZINTF :
° MREFR—BEPHRIMENR:
* BEABENRIEIE. AR EXWTHIESS3HMRITIC,
* ETERITREAENRESIREUE, FHREHEIR,

* NRBAT S3 Az, M deny IRERFELE PUT WRATICSMIBRIT RIFIZIRIFEAN R REIE
EOAThRZASHIARIE &R0

° IRABEMENR, HARRREER.
* NRANFELNR, MHRSIKET allow BIAERE,

MR YEISIKBAFEE. FH HPutOverwriteObjectiVfRIGE Adeny. MEFIFTTEB =R
(D) %E BrREXOTRESNSIHE. b, NBER T RILENES B T RE> 22’
B> PEFITR), MiZi&ERFEZEPutOverwriteObjectiNfRAVIRE,

FEERBE RIS
FHRATEXRBANEN. FHREEEFMREEX,
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FMHFERARENETIHE. — M FRUTRAUEEZ MY, SMEFHITUEEZ M REN. FHERERUTE
=

Condition: {
condition type: {
condition key: condition values

ELUFRBIF, ipaddress 14 {FH Sourcelp &4,

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}o
SRNEMHEER

FHBEBEAFIRUATILE:
* string
- W
* /RME
* |P ik

- s

FZHIEERT Description

StringEquals RIER2LR (KOANE) BR5FHBEHITLR.

StringNotEquals BIBEERAR (KOANE) BRSFRHBEHITLR.

StringEqualsignoreCase RIERL LGRS FHREHTHER (BEANE) ,

StringNotEqualsignoreCase RIEDEN LSR5 FHRREHTHLR (BBANE)

StringLike RIERL LR (KOANE) BR5FHEEBITHR. aIUEE * 2
EER

StringNotLike RIESELR (KOANE) BR5FHBEFHITR. 5JUEE * 2
BER

HEsER RIS R 5 R AT,
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FZHIEER Description

NumericNotEquals RIESE LA RS HFEHTTIR,

#4{& GreaterThan RIE KT " LECR RS HEFITIER.
NumericGreaterThals. RE " KRTFHFET " RS EEHRITIR.
BEA) RHE T " AR S HEHITHR,

#{& ThalEquals RE " NFEHEFET " RS EERITIR.

il TR4E "true B false’ " [LECIE RS M/REFITLLR.

|P ik BEEAS P #hikEy IP il SEE#ITEL R
NotlpAddress RIESELACRERS P #ihksy IP MUSEE#ITH .

H}

MELFNIER L TR RS FERGEH.

SRR ER

]l ERANFRMER Description

P iZERF AWS : & Ip R 5 %RF1EKAY P ik TEEER, ATATFiED R
MR IEE

*OERD IR S IBERBEIEETRMMXTIR
LR R T EERARS A2ER, MWIGERFESAFF
#i2sARSS LiREAY 1P HIb#HITELER,

Ok MRFEAEZ=AIEEEAFHFEES, Ntk
238 512 0 H A28y IP b TER IR
& X-Forwarded-For RkEWZBR. ERT
EREEB Y.

RIR | Bin AWS . BFR#& BE5RXBERNEAHTABFRRHTILR. AIBTFE
DEREITR IR

S3: ListBucket S3 . OREF ¥5 GET 9 GET B RIRAIERPIEEN S
PRATBEHITIER,

S3 . ListBucketVersions

PR
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251 ERNEHEA

S3 : ListBucket S3 . mAEH

S3 . ListBucketVersions

PR

S3: ListBucket #1 S3: R

S3 . ListBucketVersions

R

S3 : PutObject S3 . object-lock-real-

retenation-days

S3 . PutObjectRetention S3 : object-lock-real-
retenation-days

EERBTNEE

Description

R 5IRI D B BREN 7 BRI R AR A IE R 5 RERY max-
keys SEHITELE

¥ SIREN D ERBREX 70 B W R AR AS 15 K AR E IR 4R
SEHITEEE

5rhig e RBE L BER#HTTELER x-amz-object -
lock-retain-until-date HERIRLTHIRIBEEFED
CHINMREEARITRSH. UARXLEEMTFLUTIE
KRAVFESEERN

* PUT 3%

* PUT JR—EHl

* BoIEEMH L%

5 PUT WRRBIBKRPIEERREE L HHIHETTIEER
, MHAREERIFISEERN.

TR UERBPERATEEATANKRES. ERIUERERAREEEE Resource PRITTHRMFATHLLIR

Condition Elements

FERBIFR. HTE s{aws:username} BRIFITTRN—EBD:

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

FELRBIA. ATE ${aws:username} BRHFRPEZHEN—I:

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by
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ax
p=4

il

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

S{s3:max-keys}

${*}

${?}

${$}

SR T B R IRAIRES

Description

&/ Sourcelp BIENIREMNT E,

£/ username ZERIENRENTE,

BHFR. BRFHFAINF * F¥.
BHFR. ERFHFANF? Fifo

BHFN. ERFHFAXTE $ Fo

ER%NE TIRSHBIEZEAENRENTE.

EARETARSH max-keys BIEAIRHINTE,

B, REOESIRFHULEMERMEIIFEIRE (FIUNBIEKFE root BF) BREMAINIR, TESREEIOIIE
HAlE], StorageGRID S3 REST API SLhERIPRHIMEEMRTF Amazon , {BTEREITGERIEIRE ™1

ERBER)RLHEIR

B4\ E ST root tkFPHY FHEDER
EAIRER

BERAR | ARNERR A

RIFIMNBIKFARBERNIR FiEDR

RVFIMNERIKF root SRR FiEDER
EfIR

%i#ﬁﬁﬁ)\iﬂ‘ﬁﬁﬁﬁéf’ﬁ%ﬁﬂ

FiEE

218

Policy type

Amazon {759

B BEBISEAE, 1B root FHF
W P{REBFRE S3 fFENERSE
BRI (ERIAR

BB RHIEE

ES% S

B3, BINRENKEERIF,
NFRH S3 EiED ERTRERIR(E
IR PRI =R [E] 405 Method
not allowed iR

B, BXFrE S3 FEDE
REIRERIN PR = SNSRI
root #1F FiR[B] 405 Method
not allowed £5iR

StorageGRID 1759
Gl

I

B, BINRENKEERIF,
MFRE S3 72fifi 77 B ERERIR(E
IR PRI =R ([E] 405 Method
not allowed $5i%

1B

1B



SR A Policy type  Amazon 177 StorageGRID 17/

BEERANREREINIR FHEIEKR B ERHISKHE, {8 root BF 1ER
WA REFIE S3 FiED R

BRI ERIRR
FERERFENAP A FEDER FET 5%
BERZE S3 IZEDER 48 5% i
FEIE— AR FEDER FAETH B
RIZTFTIEFREBKF, (81F FHEIER B MRACEEKFHE BN, WREGFMIERFIES
ERKF) BERNRINR , HEGEMEDEREEBRER, WFPEE. FEIRRERRE
BIEEWF R TERANR ACL o
R RIZF AR,

—REN%i% (WORM) R

&R LLBIEE—RBE N%iE ( Write Once Read-Many , WORM ) 3 EERIRIPEIE, AP EX B RITEIE
S3 W& HriB. EALIECE WORM ., LUESIEF N RHIEBEZSIMIEMERNS. BERILLFTRN S E
2_0

NTHRRBRIDERIESE, EILL

s EMREIEZEH, %3 configuration*>*Security*>*Security settings >*Network and objects, FAfFi%
F*prevent clientf& 2 & iE1E,
* MALTRMA S3 %k
° [ S3 FRA&ZNIN PutOverwriteObject deny 121E
° ¥ DeleteObject deny #21EFRINZEI S3 A&,
° [ S3 MG PUT WK AR,

@ £ S3 HBEHIE DeleteObject iGE A deny A=PHLE ILM 7E777E " zero copies after 30 days™ " 3
R B BRI R

@ BMER A T FRE XL NAREE. ENBTERLEHRBENGESRERA). ENTRIURLLIREFST
RVEE (FZRIERB) -

*BREAD AREN (FRREP)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 ——-—-———- > OK

* 18 B* . IRFERmES (L)
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/mybucket/important.doc

PUT#1

BXER

_______ > PUT#2 ---X (denied)

* "StorageGRID ILM N0 EEXTR"
B BRI

* "HRBRRG"

* “EH ILM BIEXR"

* “EREP A

FhE 5 ER SRR
ER AT HBYRAGI5 EEEE StorageGRID i8] KB,

i BRI A THEE M N ERBR BT ME 72 BRBVIF RN FR, 7250 B ERBRER S3 PutBucketPolicy API #1THC
B, B2 "WEEDEHRITRE,

BILURBR AT <2 AWS s TR EECEFiED R EREK

> aws

s3api put-bucket-policy --bucket examplebucket --policy

file://policy.json

T AFES T AR FED BETRIRIIR

FULRAIF, AFEEESBPERBMEATILEEDSBRFIINR, FXEFEDERPOFAEXNRNIT GET
Object $#21F, FRIAEHMIRIFERIGKIELE. HEE. WWRERETRHNRERIER. AR TIK rootzsh 2B HM
ANENRETFED RS NHE,

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket™, "arn:aws:s3:::examplebucket/*"]
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L R —MKP RSN ATEWNRENMFES R, ME KPR PRSI ARRIGEENFED R

FULRAIR. —MEEKF PRSP ABBAIUSZLMRRERNFED KR, B —MEEKF RS T ARETIHE
& BRFH I LT LR E D ERPBI I R $11TGetObjectiRF shared/ WREARIZ.

C) 7£ StorageGRID 1, FFFIEEKFSIEMINSR (BEERIKF) 3EFEIBRFIEEIKFPFRE. 7
fEDERRIBIERTR XENR,

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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T RSP AMNENFESRFITRIRGE, FAFEEAHRTREINA

FURAIR. RiFEEanonymousTERARIFRE AFIHEFED ERH M FE D ERPRIFME X RATTGET Objectif
E. MRAFAFBTZA Marketing EIREKF . AT,

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
b
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
bo
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

T MRFFHAT IPSEER, WAFSMAMNEESBRETIREAIR

FUREIR, RFEEERRAPERNREATILEED RHNEFERPIAENRIITERNRIZE, 51
EIXLEERRBIEER IPSEE (54.240.143.0 £ 54.240.143.255 , 1B 54.240.143.188 BRIM) o FREHMIR(E
R R, HE P SEELIMIFIEERERHRIEL,
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"Statement": |

{

["arn:

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

aws:s3:::examplebucket", "arn:aws:s3:: :examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

T AFEENBRE AP E2RRENMFED R
FELRBIR. RS AP AlexTE2 718 examplebucket FEFERREITR. €1 "root " TERHIFRE H

BP9 ERRIE 4P G 1R(E, BIF/FE, "root " MASHIEL PUT , Get/DeleteBucketPolicy BIM PR,
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

~ffl: PutOverwriteObject X[

EIERAIF, B ETR Deny FPutOverwriteObjectFlDeleteObjectf &2 M Al Fa{R1E (] ABR R REE Z S MIBR X R Y
IR, AP EXHTEIEMSIMRITIE,
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

AR

ERAT RGN EEStorageGRID i8] 5KE&,

Tl AR EIEERIREARE

A EESEPRMNERIEAER . 0T LUK SRBE SR E A I S G BB MLESIH IR, 1550 "/ S3
HPeIEA",

:federated-

:federated-

(AERBR A FHEEMINNLLSRBRAVARY A IEIMNPR, & Principal t&. FRAEERIN. HRAIFEREFEIE
288 AP #H1TECE,
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* * & S3 4R ¢ BAIAET, WAARBIA R TAGARISIEIR. FRIFEATFED EEREIZ T IHRIMNR, d1RiE
FIGED, MENBRT, RE root AR EETIR) S3 Hilko

* * Qigipie) < o AFRIAP Y S3 FREARBBIEIR, B4, IAFHIAF RIS S RAIREN R
iR, TTEIRMIARG, EELIED R, RIRARIEM JSON FREFEREXSIER, GBI ERELLFR

o

« *SEifin v WARMEFY S3 HBR (BESER) BEER2RRNR. ERIEDGE, STeihinHaRg
By JSON FERFRE B REXEIES, BT EREBILFRTHR,

* RansmansZ &% It RAIFERERIZE all by Efor thistEF., HWATRMBFR AT URITE WigfE. BLE
MB AT X RhRAIESIAY 9 Rk A BRI Ko

AE"SEMEEMES B NRNE - SRR A P A UE S LASR, B SERE DB SIRRHAZEER
P H1EA] AR 2R RS9I (Multi-FactorAuthentication. MFA).

*EEX Y AFHAPFRFEEXSEPREENR,

Bl AR RIBRIFMEEED R
TEMTREIH, BRIE bucket EREZBATRIELS, B[N AVFAPFAEKRMEF KA BB RAE 2 BRH#ITT21h,.

"Statement": |

{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

T SRFAXIFRE 2 EEITRIRIAIR

LRGP, HARFRBERGIERN S3 FRAE RRIAMIR, FRIF bucket SRESEAHEIEL, FlN, LLAFRAR
BT LA RIS R ISR, TR,
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

T ARARIFER R EFED BRI folder " BB T2 AAXIR

LA, AR RBEFILHBREEFEDIRPIFEXHX (BHR) . HEE, EHREEMHAREN

FHED ERRBRBVRRAARY, W& XSRS IR,
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

fidE REST APl %24
&N EE N REST API SEHERILZ 2185, H THRIAMRIPRAZ S,

StorageGRID #1{AAREST APHR L 24
&N T fi# StorageGRID R4 80MA REST API SEHER 2%, S HWIEFIEN.
StorageGRID R LA TR 236,
* MRAAHTERIHREET HTTPS , NEF RS HHTERRSHBERBER HTTPS .

FoEMEHTERE=ET, AJLUEEBA HTTP . B30, EelgeFER HTTP ATtk EMtIFE~E/R. &
XFMER, BB NAEXER StorageGRID HIYiAE,

* BIAER . StorageGRID ERHTTPSSEMET s TR P iRiE S,

AILURREAXLEIERBA HTTP . i, EAEERER HTTP B EMIEE~BN. BXFHAEE,
EE2 A XEE StorageGRID AYi%E,
* StorageGRID 5& Fim 2 [BIAVEE A TLS #HITINE,

* TR HFERin LB ES HTTP 3 HTTPS &%, W8 HH FE2sRSMEFEMET A2 EEE
#=HITINE,

B P im@A A StorageGRID 12 HTTP B{930iE TRk, 7 BEHIT REST API 21,
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RO BNEF AR
EPima] U EEEEIINET R BT A LR T RRESMEET =
EFEBRT, BPIGNAREFEEUERMEESER FEHNEE N ARSEHE StorageGRID REF4ERAIIE
BT TLS EE:
© UEPIGNARFEEINHTEHRRSN, ENSERMATRIDEENEEAHTEHRIG R ENIES

RAPITIIRE, 8N NRSEEBECHIER, IR UEMBEIRR HENBENXRSRIEH, Bl LIEN
REIBREAR B IS TE StorageGRID RAERBIEP,

* ARPIRNAREFERERIFEETRE. ENSERRRERNRSHIED. XEIEPEER
#StorageGRID R AEFMET REMB(BARGIEBMANEER), B EERERNMERHENENEE
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() Fiaf#iSorageGRID 1R {65 T 80N AR ED N5 51 5T B3AR S  T

* FET R, BANAEBIINERAETESE

fid & StorageGRID BY, MWIZEER R LUFERME SRR ML EIR API UITUTHE, R XL B A%
W

1. RO BT ERRSEERR.
BB E R~ REER A H TR, EETREMNXT R LRI HTE2RRSS R ENBIEIERZ M
ERIRNAEFDREFET R, SIZAHTERRR, StorageGRID EERZEEHRLOS, hREn
R HTTP B HTTPS &8, RERIIEmEFmER (S35 Swift ) KRBT HTTPS EZAVEH (W0
RIEA) o SwiftSZHRIXLETNEE "I 2L AL,

2. EERFIEEF IR,

Y0R StorageGRID EERET RHNE P IHRMEERENRAE, WNRUEREFHENSE EEXEREN AR
F 2R tn = AR O _ERINIGERS

3. EEEm T A4,

MREERSET— M HALA, NZNEETRIMAT RNMEIZORBE TEHRMERED, BFIHEE
fEF HA ARV EHL IP tiab#1T,

BB "HA BVEE R BXRIFAER ...
RE: FAREEN IP IR D

& IR AR ER N T R IP ik LR T = EARSS BV Si%#E] StorageGRID » N1RECE T H AL
(HA) 48, MZFIRNARER AR HA HRVED IP ik TiER,

BIEFIHEEFIRNER

TRELE T EPiREEET StorageGRID AR A XU EMEZIBFERRN IP i O, B8R "EF ik
EFZRYIPHINERN IR 1" SiBE R & AYStorageGRID BIE R LU T f# 4= o

BILEENUE &P iR AR S IP 3k Port

HA ¢H R HA HRYEEHA 1P sthiik © B IR R R O
BETSR AEREL T BIET R IP Hik * BT RN i
P K5 £ AEIR LT XTI B9 1P itk © AR RImO
FiET = LDR ERETI =AY P ok BRIA Swift B

* HTTPS : 18083
* HTTP : 18085
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ANl
i Swift EPImEZEIMXT R HA ANaEFeEesinm, BERU TSR URL :
* https://VIP-of-HA-group:LB-endpoint-port

BIan, R HA LHRYEIN IP #itE)9 192.0.2.6 , Swift A Fé28im =i OS5/ 10444 , N Swift 2 P iRA] L
LU URL %#%% StorageGRID :

* https://192.0.2.6:10444
AU NE P iR TEEER] StorageGRID B9 IP #1itEZE DNS Z#F, 1554 HMKZEIERBER,

REMEHA HTTPS 8¢ HTTP i&#&

ER AT @R ETZ P REEN, HAERNLESIEENNY (HTTP 2 HTTPS ) ##1TiEE, B
BHTTPHITE IR EHET mpEE. HIOBAHTTP,

AIMBERT. SEPENAREFERIEFET R, ENGINPIEERERMNENHTTPS, &, EHATLL

BSERRBEARNRZEHHTTPER "AFET /RIERERAHTTP &L fli, FEIFEFHERNRNSEFET
REEREN, BRIRNABRFAIRERER HTTP,

@ AEFERRBAHTTPENE/ VD EAERMMECRE UARINZEN S &R X.
NRIER T NEFET RERBRHTTP EH, WEFIHEXHTTPERNROXNS FHHTTPSEER /IR OARRE,
£ Swift API BCE Frillli i
ST LAEA Swift sn TR EMIRAS StorageGRID £FHVERE, HWIERE I UBAARFIREFE AN R,

FroaZ a0
s BAIE FEFHLE python swiftclient , Bl Swift S <$1T7E P i

"SwiftStack : Python-swiftclient"
* BATTE StorageGRID R4 AR Swift AP BKF

XFUES
MREEKEELZEM. WA --insecure FRIEXEHSHHNEFN B,

P
#51f) StorageGRID Swift S8Z#J= 5 URL :

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/info
capabilities

240


https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/changing-network-options-object-encryption.html
https://platform.swiftstack.com/docs/integration/python-swiftclient.html
https://platform.swiftstack.com/docs/integration/python-swiftclient.html
https://platform.swiftstack.com/docs/integration/python-swiftclient.html

XA R Swift B3BR S IERIETT. BEIFENRHA—DNHKFESE, BASRITHMBI B,

2. BHRBNBRT:

touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object
-—object-name test object

3. FREYAFIIEX RINAE S

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. RIEFIR:

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object

o. fpREES:

swift

-U "< Tenant Account ID:Account User Name >°

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container

HXER
"BIEEFNEE Swift FHFMK/"

"foE REST API &4
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Swift REST API z35mVie(E

StorageGRID £4t7E OpenStack Swift API ISz 155K Z#IR(E. 7R Swift REST APl &
iS5 StorageGRID &2, BEEEIKF, BIMITRIZENIHIFHARE S

StorageGRID A #FHYIR(E
SZHFLLT Swift AP $24E:
* IR E
< AERRE"
* RTRIRIE"
PR 1&ER0E R ATk
StorageGRID R4 /9 OpenStack Swift M RF#E API v1 EX B 2 FHEELHEPTE B ARk,

HEXER
"OpenStack : X% 1Ef& API"

ZHFHY Swift API i

StorageGRID ZHFLAF Swift APl if=: {2 URL , B%5IE URL A17EfE URL .

=5 URL

TR LB A finfo BE1RRY Swift BAll URL & GET 1EKRIfE StorageGRID Swift SEHERITHREFI PR,
https://FQDN | Node IP:Swift Port/info/

FEIERA:

* FODN 2 ZfRETHZ,
* Node IP &StorageGRID M4 E1FMET /o kT3 = aYIPHdt,
* Swift Port T EMET mIMXT = EAISwift APIEZRIR S,

Flan, LUMMEE URL M IP #ilib79 10.99.106.103 EfEAIRC 18083 MI7ZETI miERIE S
https://10.99.106.103:18083/info/

ItEPE Ry B15E Swift SKEERIZORE, FIA{E JSON El#, F /i T AR LUEAT JSON MR LAFAE SSHERIZNEE, FHiF
HRERSFEIRERIZIR,

1B I35 StorageGRID ,  Swift BJ LA B URL #H1TRE BB IUERIIAI0),

B8 URL

EFume] LAGEF Swift S2IRIE URL fENFRF 1K B R # TS5,
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https://FQDN | Node IP:Swift Port/auth/v1.0/

BT RIREEFKSID. AR BMEBIERNSE x-Auth-User M X-Auth-Key BRI, dITFR:
X-Auth-User: Tenant Account ID:Username

X-Auth-Key: Password

EARRITEF:

* Tenant Account_ID f&StorageGRID 7E 8 Swifti 7B D ECRIMKFID, X5TAF EIRRERNE LEH
H9REF 8K 1D A8

* Username 2BEHF EERHEIENEFRBRHEM. LAFXIETES Switt EIBRANRNAE, TE
¥ FH P B9root A P B & S fE R Swift REST AP,

MRAEPIKPER T BEXE, B5M LDAP IRSSFRMIXSBAFANARSMNER, W&, WrATLURH
LDAP BFBYi#=, Hla:

X-Auth-User: Tenant Account ID:Username@Domain_ Name

* Password RIEF AFPNEN, BAEEEEF EERPEIRMEE,
X AZHE SR IIEERAMEN R EIFiE URL M S DIRIESHE, WTFFR:
X-Storage-Url: https://FQDN | Node IP:Swift Port/v1l/Tenant Account ID
X-Auth-Token: token
X-Storage-Token: token
RINERT, SHEEERNE 24 /NTRBER.
NEERFPIKFAERLHE. —MKPNBERLEASENAR RS — MK
7% URL
P imN AR AT LU Rl A Swift REST API RN XTI REifF AT RTS8k, RBENNRIE
E. FEERSKXEFHIIEMNHIREIRTZME URL . LEERKEBTE S MEHIIEERIRERT X-Auth-
Token tR3kF0{E,
https://FQDN | IP:Swift Port/vl/Tenant Account ID
[/container] [/object]

X-Auth-Token: token

REQSEARRAIHE BNFEMNAT K AT E R RRITE LRI RVERS T HERINRFEIRFEE/LSD
A BE R TEX AR,

KA B SRR L NI AT K R B B AR RAITHE BRIRA:

¢ X-Account-Bytes-Used
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®* X-Account-Object-Count
* X-Container-Bytes-Used

* X-Container-Object-Count

BXER
"ECE T ik P AL ER

"I IRE"
"B IIRHE
"WTRIGIE"
MK IR1E
P HITILT Swift API 121E,
FRENHK
IHRERIC RSP MK ERBERAITHE EXEKNEERYIR.
MUTERSE IR
* Account
U IESRARSK A9 AR
* X-Auth-Token
U T ZHFNIEKREISEHE N
* Delimiter
* End marker
* Format
* Limit
* Marker
* Prefix

MBRIHINIT, WSRELITRL, HEZKPRREIBSEHBRGIRANZTHIRE "HTTP/1.1 204 No Content’
"Rz, WRFIEZKF BREEVIRAAT, MiRE] "HTTP/1.1 200 OK™ " MR :

®* Accept-Ranges
* Content-Length
* Content-Type

* Date
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* X-Account-Bytes-Used

* X-Account-Container-Count
* X-Account-Object-Count

* X-Timestamp

* X-Trans-Id

E) v
HEIRPEIEM Swift IR P ZRIKF E B MAIHER.
USRS AT
* Account
LA IERAT K A A R T -
* X-Auth-Token

BRI TSR EI LU TRk, FHER "HTTP/1.1 204 No Content” " MRy :

®* Accept-Ranges

* Content-Length

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
®* X-Account-Object-Count

* X-Timestamp

* X-Trans-Id

EEST]
USSR IR

BRI

1 Swift tIkRFE&RZHF 1, 000 NA28. StorageGRIDIIEEFHITLLT Swift API £
Eo

fipRA 2%

Iti2{ES M StorageGRID REEHRY Swift ik P i — N TE 28,
FELNERSEH:

®* Account

* Container
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AT BRIk FI oA E T
* X-Auth-Token
BRI ITRHR B FARLH E T "HTTP/1.1 204 No Content" PR :

* Content-Length
* Content-Type
* Date

* X-Trans-Id

RENA 28
IHRERIO RS LS 8RR R FIR UK StorageGRID REHN AR FHIHE S TR,
FELTIERSH:

®* Account

* Container
AT RARSK A R
* X-Auth-Token
U T2 HNIEREWSHE L.

* Delimiter
End marker
®* Format

° Limit
Marker

* Path

®* Prefix

FRIRATRAREILL TRk, HER "HTTP/1.1 200 successful" 3 "HTTP/1.1 204 No Content" IRy :

* Accept-Ranges

* Content-Length

* Content-Type

* Date

* X-Container-Bytes-Used

* X-Container-0Object-Count

X-Timestamp
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* X-Trans-Id
IS
LIRS M StorageGRID R0 ERB 41T E EMTEIR,
FELTERSH

* Account

®* Container
BURIEKAR K A9 ET0 :

* X-Auth-Token

RIDHITIER B LA T ARLHE R "HTTP/1.1 204 No Content" MRy :

®* Accept-Ranges

* Content-Length

* Date

* X-Container-Bytes-Used

* X-Container-Object-Count
* X-Timestamp

* X-Trans-Id
N
ItI21EIE 7 StorageGRID R HIMK P AlliE— 1N A Es,
FELTIEREE:

¢* Account

* Container
BURIERAR K A A BT

* X-Auth-Token

I ITRHR B iRk, HER "HTTP/1.1 201 Created " 8§ "HTTP/1.1 202 Accept" (WNRLLIKFA TFTEFE

LEAER) Pany:

* Content-Length
* Date
* X-Timestamp

* X-Trans-Id
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R BRI StorageGRID S AT E) A —m, MNRERSMUTFEHMIKA T, MREIATHRkL: "HTTP/1.1
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* Accept-Encoding

¢ If-Match

* If-Modified-Since

* If-None-Match
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* Range
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* Content-Encoding. REFEHIIE R ZIRE] Content-Encoding BIRE TR

* Content-Length
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®* Last-Modified
* X-Timestamp

* X-Trans-Id
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* Object
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* Last-Modified

* X-Timestamp

* X-Trans-Id

PUT &

LR PR ERIIBEMTHRIE N R, WERINEN KRB StorageGRID R4 FRBIEIEN TTiiE.

StorageGRID Z#FA/NZHIE5TB (5, 497, 556, 138, 880 F1) HIMRKR,
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* X-Object-Meta-<name\> (53 REXEITTEIE)
MREFEA*AFE XN EETEAILMAN B SE Rt E], WHKIRZEFHEEZ AREPE Xink

A X-Object-Meta-Creation-Timeo, FI40:

X-Object-Meta-Creation-Time: 1443399726

B 1970 £ 1 B 1 BELK, FEAITHEER,.
* X-Storage-Class: reduced redundancy

NRSFAHANRITER ILM FNHEE T WEIRIZHFERIBAITH, WIARK SR StorageGRID gIE
BIIS R B2

° *RURAZ * 1 IR ILM ANAHNITAIEE T WIRITIEDT, N StorageGRID RTEH AN REISIB—MiE
BEIA (BMERD) -

° ¥ MMRILMMNAIETE 7I98ENED, W RE YRS EILENSIEAN PIETE BIFRE &2y
, StorageGRID A ZBIE—MIEETEIZA, IR StorageGRID BIHITRIZRE, NIARAFEIER.

o reduced_redundancy MRS RICERILMANSIB— N EFIRIA. NRFERIRE, EXHE
ST A reduced redundancy THREERHNEEFRIZMMFREIMIIREIA,

£ reduced_redundancy EEMER FRENERITK. EAEIEMBNBEEZRITREIERIX
b2, B0, WMRFARFREDBIAFEELREXENFRET R L, MILFET RKREEHETT ILM &, WA
RERERIIE,
EEA—RNERRAEH — P BIESEHREE IR A EZRONL, MRFENTRIAFE—
C) PEHEZE, WEFETRERRESHRTEHRE, ZNREER. EARFEPI
B, EERENRENRIARINR,

. ISR reduced redundancy (NEMENRENN S QIRMEIAY, SRLEMIDEN ILM &
BT T SRR S EIAY, RS SHMIELE StorageGRID RAFLIRIEAITRAIIEHE,

BIhHITEREILL TRk, FH 2R "HTTP/1.1 201 Created " MRIRY

* Content-Length

* Content-Type

251


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/data-protection-options-for-ingest.html

* Date
* ETag
* Last-Modified

* X-Trans-Id

PETER

ETNERZWE R Swift IRSSHIRTAE. EBUERE URL PEEMEFMET REIX T =
Sbh3E,

options 753%
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Swift $HIX 2R HTTP K&

AccountNameToolLong ; ContainerNameTooLong , 400 M&iRIEXR
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InvalidRequest , InvalidURI ,

MetadataNameToolLong , MetadataValueTooBig ,
MissingSecurityHeader , ObjectNameToolLong ,
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EHERR 412- AR FHRIK
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&K HTTP 5k
X-Auth-Token

X-nta-sg-sg-sg-— 1%

EM

BRI

Description

EEZ R TIERAIKF R Swift SHIRIESH,

HEEIEKIIRE, HA true =REXVERF—HM. M false =FKEER,

ERFIE@EINENR.

GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587b£fa9050£29

x-ntap-sg-consistency:

Host: test.com

Iz

MM HTTP ARk
Date

R

X-Trans-ID

REK

K

X-nta-sg-sg-sg-— 1%

M Rz 3 51
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true

Description

MRz B9 B RAFI B8]

SRS SRNERERITFERXH,
BREME—FSIFIRT.

MR, IE XA E
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* 28 . AT RYIEMEREEE, SUHEREEK.
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B AR RERITHEL M, WFSIEMEDR. BNE
FEMERGIW. MFEESRMERNBEEENEFEEIER. XBEXTFR
FERNZIAHITHEADZGETI2(E), S3 FabricPool 757 E8 R 25,



HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT

Connection: CLOSE
X-Trans-Id: 1936575373
Content-Length: 0

x-ntap-sg-consistency: strong-site
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after-new-write —EM4R5CIEF B8
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X-Auth-Token
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Host

Description
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HEFIRENREFMEZIMIEES, StorageGRID ZEIEMMNRBIAH G THED LB N iLR, AEBRATF
IR [E] 2o

EHNRINERN, ENKERETL2RF, F2ER. flM, MRAMELSEHNEFAER, Wini2its b
MFENREIENN RTHIENRI A, ENRTEFARER,

SNRECLAMEERY ILM BN strong-site —EMERF, NERHNRBEEHFZTRERZE, ERNRT
BIED RANZRRBIER ZH], FRHATESWREI—FAINER, EXMERT, NRITBIENRIFRSI SR
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—HMLRRIF ILM N Z BRI X RETRERE 2. FHE), 1BELR NetApp o
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PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com

Mje] 7

MR HTTP #R3k Description

Date 0ie &2 /9 B BAFN B8],
Connection 5RSBBENEREITHIER XA,
X-Trans-Id 1EROE—FEZIMERR/.
Content-Length M R 1E XA,

e iz 7= £51)

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
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