fERAEF KA

StorageGRID 11.7

NetApp
March 07, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html on March
07, 2024. Always check docs.netapp.com for the latest.



H=x

Ed==Eislaliva
fERMEPIK,: B
WA B RS
T AR EEREER
AR EIE API
AR 1ERE
EIRAMAR
E18 S3 IhinZ A
E1E S3 FED R
B8 S3 FEIRS

SN RN

10
15
26
42
47
65



ERHEF KA
EdaLisVali Y /ons

PP AR ERERZERS (S3) RESTAPI 5 Swift REST API 7
StorageGRID A FHENNENR.

=N all ks
SMAFKFHEECHBaNAMA, AP, S3 R Swift FRURIMR,
BAKF AR TFRARREREEENRR. fid, U FE—ERBERYaERS MIP KA

* > AR * WIRTERIFER StorageGRID 48, MMEBIXNRIFERRESWARFRIARERIFRE.
f5len, FIREEFTEEHRER ], FASHHEN], ANRIFEEIIFHEAKS,

RMER S3 BB, MEATLUSA S3 5 B EEBER U hHE 2 12 RSt
() & CEEBREROBEKE, ESNTHRI SIS RIS BRE BX¥EE
g

* * IRSIRMEAG: * MRRSIREEEEERA StorageGRID R4, NIMI&HI XN RFME R RESIRTE A 1Z7ZE
HARBESEEDIR. Fla0, AIEEFEELRRA, AT B, A7 C FHHEFAK,

Sl K
TP IKF QIR RIS EI22260 StorageGRID WA EIZR", BRI IKAE. MEEEBRIEENTAA!

* BAER. BFEEPRM. P inE(S38Swift) M Al EFHEEC &,

* FHPKABIR. BISIEF K 2SR LIERSITAARSS. EEEBCHE MR, (£MAS3 Selectal EAM
BXERIERL

* FHP B rootif B R. E{REURTF StorageGRID RSB FERAMANBL . BPHEEERESE
R(SS0)s

Ite5h, 313R S3 P IKFREMNGEMENR, MIREERAILLA StorageGRID £4tEA S3 WRBMEIRE. B
F3 S3 WRBER, FiF S3 HFIKF A IZMEESMAITFIED Ko

fcE S3 P
E2ZfE "EE S3EFIKF", ERILIAREF EERSEURMITUTES:

* RESMEEFRIEFRENBHEE)

* EEANAR

* (ERMASEXERHITIKF e PR ES AR 2
*© BIE S3 AR EEA

* BIEFMEIESIEFMHE D


https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html

* FAHS3TAIRS
* f§5F3 S3 Select
s BIETEEERER

BAREHUEEER SRR CENEIESIEMEOE. EXNNEASIEFIHRMENEENR, 15
£ "FAS3 REST API" TEIFH(EB.

BoE Swift FH/
EAZIE "BeE swit lEPMKF", EalLUBREF EER UITUTES:
 IRBEMBES(RIEEMESMISER)

* EEANAR
© BEEFEERER

Swift I B root HIAKUIRA BE IR BIRS, B2, rootBIEANIRR A0 TERRIST
ST "Swift REST API" SIRERTRATR, APUAEE Swit BIR RIS £ Swit
REST API #1518,

A ERANEH

ERIEFEESE
& e] LUBIS 7R R A= Hhis NFE P BV URL SRIARIFE P ETEER "2 H5HY Web I 51
ez Al

- BEWRBEERER.
s MAREIERIEERT —NBEFiAREAEIERENURL, URL BEMFUTREIZ—:

https://FQDN or Admin Node IP/

https://FQDN or Admin Node IP:port/

https://FQDN _or Admin Node IP/?accountId=20-digit-account-id
https://FQDN or Admin Node IP:port/?accountId=20-digit-account-id

LEURLIAZL GBIEZ 2 RENZ (FQDN). EIET mHIPHII S EET SHAAR EINIPHINL, ErIsEFR EiEin
OS. 20fF KA IDEXRE .
* MRURLAEIEFR P R920IMKFID. MEEB LK D,
* IRIETEfER "2 Web H%E
* BT Web JI%23H B R Cookie o
TEFTRAENARA "SEIHIENR",


https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/creating-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-117/swift/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

TR
1. [BEh "SZ#FH9 Web I 5528"

2. FENSER3RUstbAA= T, MNATFIHRFES EIEERHT URL o
3 MRAGHRTHETREER, BREANSENZEDSLEIES.
4. BRIEFEEER,

ETNEFREIATEEANURLUNES B HStorageGRID EZE & 52 & F(Single Sign On. SSO)s


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

KfEMSSO
R StorageGRID K fEHASSO. MEERUTREZ—:

© MR EERERIIE, EFHFAER

M NetApp StorageGRID®
Grid Manager

Username

Fassword

Tenant sign in [ Metipp support | Metfpp.com
———

c P EERERTE. KA FRAIBEETM, MW TR,



M NetApp StorageGRID®
Tenant Manager

Recent
— Optional —

Account
64600207336181242061

Username

Password

Metipp support | Netdpp.com

- WNRKBRMEFE 20 fUtKF 1D, HEE

ID o

- MNP ZMEWE,.

HEECER

I BRI B E B R

RITIKA T RPERBBFIKA R, HEBAKS

v. YIREULET Bt NBIRIIREED, 1B USERNAME > B IS LURIP IEHIIK P

fEFSSO
1R StorageGRID IE7E#EASSO. MEERUTEREZ—:

° IRALRRISSOTIE, fld:



Sign in with your organizational account

someone@example.com

|3355-:-|:~rd

WMNEITESSORIE, AEERER"

° fHF &8 SSO ERMH,

M NetApp StorageGRID®
Tenant Manager

Recent
53 tenant 4
Account

62984032838045582045

NetApp support | NetApp.com

I WNRKETEFEY 20 IHKF ID , HEFRREKF FIRPETREFEF KSR, HERNKS
ID o

i BEE R,
. fE/R4A4RH0 SSO BRTE HEMREMIE SSO ERER,

LB R B8 P EIERME B AR,

EHIE P B2
fERAE A EEETHIR(FE. BUIUEHEUBRREENN AR T AhEStorageGRID %



4t. TRIENDIZE Cookie 1RE, KHAN KB AIRBETEREM ARG FIEH,

p
1. #HEAFRREA LANAFZ THYIR.

Change password

User preferences

Sign out

2. EFBEP R, SARERESign Out,
° YR FKMER SSO :
TENBET ST, WEEREPESERERTE,

() wmReEESNS EESA, NAAMS SN,

°c NRFHET SSO :

TEMEELEMNMEEETRPEH, K2R StorageGRID ERMNE. ENINIRIAITEF MK ARY
BRRTE * EHANK S * FRIZIRPIINRGARTR, FEREF * 0KF ID*

() WREAT SO, HACKBERIMEERS, TN EHMGEEREA TR SSO .

THP SR ERR

P EESRE EIREENAEF KA VEE UK 73 B(S3) A 28 (Swift) PRI REHA
MxiEE. MREFEEERH. NitESIREERECERANEHE UKREIRIVECTE, 1
KREESHPKAEXNEAER. XEERREREERR L.

@ "ERTE " EEEITHE. XEGIHERBNNIE, WEERNT RRSHIRM,

EHXRE. EERRGEMUTATRA:



Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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A Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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e The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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* BR: BTEEIMNBSIRUKRFEDEXRAN AR EBAR(F
* X3 AFHEEAStorageGRID ZAECE 7 P XIERTIRE,

* S3: BT EEMERF B BS3IREARIRIF

* S3-object-lock: WEFESIHRYMEIREHNITIRIE, BFZFHEMIE.
* BF . BTFEENEEAF B RF

IRFIFAER

BHE AP 2/ERY, TRJUERIHE HTTP 21, imm= URL , HAXEHANESHMTIR, ERERE (0
RFEE) UKLFIREHIMRN,
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

A A AP iEK

@ fEF API ST DTATTRYES APIR(EIS A SKESIEME, BER, TEHEIRMEIRE, ERamFRE
BRI E bR,
p
1. 3%&8% HTTP B ELIEFRBERFAER.

2. BEIFERELFEHMSE, FINAKAF ID. A, RIXE(E, EAIEFERITHEM AP ERHTT
A A8, LEREXFRERRIES.

3. MERABEMBUTHNIEREN, MNRZ, EBEILUEE FRTRERETFRNER,
—t *

N
;;;@.-
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5. IMHFIEMTAISHK, WREEBERIERET,

6. ERE * HUT * o

7. BEMNABUBEERESEHN.
TH P EIE APl fRZIZ 5
FHP B2 AP| R RZASIE SR Z1F TP AR
N, 1HiER URL 55 API BRZS 3 o

https://hostname or ip address/api/v3/authorize

WMRFAMHHIER S BRAS"FRA". NP EREAPINERRASLZERIE, MR are compender 5|HARZ
HITTEHR. WEFPEEAPIFABIREAS L ENIE, RENEREIEMIFERIFEE. UTREEB TN
{AIARIEFR B LAY ZE B XT API ARSI T,

API FYEE R |HhRZs HrhRzs
5|8rAEFRE 2.1 2.2
5|BRARTER 2.1 3.0

BRRE StorageGRID 48, X2 BARMREHIAFEIE APl , B2, 74§ StorageGRID FA&EIFTINAE
k7S, &halifiaE/ D—1 StorageGRID IhaEARZSHYIHAR API -

B EREES LT ARIRCHERA:
* MERZARSL 0 "depression: true"

* JSON MM IEXX S "depressioned" © true

HaE H a4 ST 50RLE API hRZS
BERLT AP ERIREIZ 2150 APl EERRASTR:

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

13



EEIERM API s

(BT A path BHUSFEAPIRRA (/api /v3) AR (Api-version: 3) o MBERIEEKFME, WHFAE
BERREE.

curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

FhLEESuL 153K {8& ( CSRF)

&R L@ A CSRF S hEIER({FH Cookie B 1I0IE, #EBNBHLE StorageGRID X
ERIERRIE (CSRF) Wi, MKEESMEF EER=EciBAtZ£I8E, Hith
APl B Pimn] LUEREE RN ES B AILINEE.

MR EHE TRl A HMIE SIER (FIANER HTTP REAM) , WAILHEREERAF M cookie &
MREBRFITRERR L,

StorageGRID mli@idf#H CSRF $hE#ERIPSLE CSRF ik, BRARE, $5E Cookie AR NN SFEIRATIF
EEREBIENSHHNARLE,

ESHILINEE. 1BISE csrfToken BHISEN true BHWIERRE, FRIAMENRN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNRAtrue. MHAGridCsrfToken Cookie={ERMENEIZE NMEEIREZIER AccountCsrfToken
Cookie=fEFREHEIRE NS REIHFEER,

YR TE1E Cookie , MBILUERRFIRESHFRAEIER (POST, PUT, patch, delete) #AMEIELUTINZ

* o X-Csrf-Token #ik. #RKAVEIRE NCSRF<L R cookieMI(E.
* WFIESRPERIBEXMIRSR: AcsrfToken RERIDAERIEX S,

EfgE CSRF RiF, B "WEEIE API" & "THREIE API"

@ 8B 7 CSRFZHECookieFIiE R W aFISER "Content-Type: application/json" {E{Al1E
KEGFRL. WRFBLISONIFKIEXES X CSRFEERIEIIMRIF
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& A MSEX 5%

e fEHFAMAF

MEMBFPBEREB NS S ERE. WECIZZEFE. ZHEPSM—1StorageGRID %
S EHE|5—1StorageGRID 2%, EFIHFGF. FMEEHEFNEAEMAF & REE
B,

RAEIZ2FA F #StorageGRID RZE2FEFHY_ssource grid _, EHIFH P #IStorageGRID ZZ 2T

B Destination grid . X NMEF KA EHHEENKAID. ZFF. RITHER . FHEEFHNESHENE. B2,
B R ErootAFPERE, BXEHAER, B8N "TARKF RE" M "EEAFHIFEF"

FERERFIKFER "ENRET" FEIBRNRY. R L ERBERNEF AN AP TERERT R
[EE—I&_ERVAEN 2 BRI R

K SePERYFE A TIER

NRENEF KA B ERMREKSERNR. BEETEATEE. THREA. APNS3HREAERT
Npag

Permitted

o Sign in to tenant
tenant account on source grid
Yes,
tenant Using No

e Configure same identity
source on both grids

-+ identity
federation?
* + Yes, grid

Optional, create
P Create local groups and

Create federated
e . federated groups on .
groups on source grid ; users on source grid
source grid

StorageGRID imports StorageGRID clones
federated groups to local groups and users

destination grid to destination grid

° Create S3 access keys 4—‘

Optional: Clone 53
access keys from source
to destination

UTRIERFNEES R

o BRI

ERERRR (AR BIRE) ERFRF KA

9 (&) RES RIS
NRENEF KA BB ERAB SN MRNRRERKBANMAR . BRFEEAKANBIREFIKFECEER
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BB ROKENRR). FRIEMITMRERE—SMR. ST E=EZEKBENMAR. BXNA, BE2R EA
SHERE",

e BIZAEMAF

BIRABNAFE. BREMEFBRERMEFISE. ANFHAR. StorageGRID =BG H2ZE BRME,
* YNRNE 1 StorageGRID RAHFAFIKFEE 7 HHEKS. "CIEMEAH" MBHIRSNEKESH,
* MRERERHKEFMNWIE. "CIEMBIAMA" PG "eIEAMAF",

o BIES3iA i) Z1A

Ay "R E 2RI R SE "SR EMA A BRI RN B AR _ LA RS ERTFAES

234¢)

e (BT3tk) SIS 335 R4

NREFEEZ LRI EEEERIFRIZAN DR, BERME LSIBIhRER. AREREF EEBEAPIF
G HREEIBIRME. BXEEE, 520 EAAPIZIZS3IHRIE A"

snfarsefEsE. AP AIS3IAFIRIEA?
BELXT. TROAEEFRMENER B ZEREA. ARMS3EREH,

FEETERME _ERIZER At

I, HIGHEHIZ BT/, StorageGRID = BEIRHIERINEIE A RN E A MA T ERIFE P
HI BRI

FRIgARE = EEAHEERIGEEN. ANRMSIARIK, BXHEAE, FEU " S3 HFEEA"

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ RN LSRR AMARNERNERAR . ERAREE BTN AEETER. Bit. &7
FEIRARNEERAF. MEEeIZAFRhERA,

FFETERME LRI At A

ERME R4S, StorageGRID 2 Bz =R BitMg. RisAFRREREEGER
2%, BFR&H*deny access*iRB. X MNEFHETFHEENSA, EXRAE, F80N "EEAMEAF",
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HFR2RE. AP EBASER BRNE. SR - RER A1) B AnAE LEHE S EIEeE. FHEIKE
HrootFl P AZE BARRIAE AR AP ARINEE, BXIHE, 550 "EEAMER,

Tenant source grid Tenant destination grid
Create localuser —Jp» Local user cloned
Local user 5 Local user must get
has a password new password

SEFETERMAE L IEREXEEA

RIgFEBERIKARESESHER "2RER" M "SHEKS" RELFAE. EERME_ EAEFSIR(TN)RIEK
BEF B RMER B RS LRI

X MAEAERNIARIER. ANRMSIA R,
HNIFEF IR RAH=EEBIREF G BXBERF A UEE—FR EEREER,

Tenant source grid Tenant destination grid

Create (import) federated |_| ) Federated group
Eroup cloned

Federated user cansignin | » Federated user can sign in

A AFEh5epES3iAIR R
StorageGRID = BnhFefES3iaER. EA@EIES MR LERTENEZRI URSRE .
ZEER IR LIARER. G RITUTE—IRE:

* MREAFTENES MR EABREE. WA LR "eIZEE CrpR&EA" 5 eZE AP Ehe =R
TSR L.

* MRF[EEMAWE LERBERER. sTUTERME LIZEA. AREREFEESEAPIFHEIE "= E
A" B BRI

17


https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-sso
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation
https://docs.netapp.com/zh-cn/storagegrid-117/admin/grid-federation-what-is-account-clone.html#account-clone-identity-federation

Tenant source grid Tenant destination grid

Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access

Create S3 access keys —+—p ceys with API

()  weBpmmPosIBREgN. BRASIHREHBaREREREM.

AINE B AR RYAN B A A2 TR

MNP EME R EZIEFP BB, NRERFNBERME LEIZHFNEAMAF. StorageGRID &
SR LT 52 P 17 - BYIRM AR

Tenant source grid Tenant destination grid
@ No change 4—+— New useror group
® No change 4—1— New S3 access key

/RIBEUMIFREVAE. BPAIBREATRE
SEECIBMANBRN. FR#iTREE,
NRRIEHMPRE—RIE_LRVAH. AP EGRRER. MM EAR R E RS — R,
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

fEFAPIZEf£S31h R 25 $A

SNRIEEVE K BAERPSESIEZ IR, WA LUERTEFR EEAPIES3IHRIZRM
AR g _ERIRE P Fap e 2R B AR RIS
FreaZ Al

* FPKF B AR A R

* PASBX SR IEER S BEE

© CEERBEREEF FFE LN SR8 S0 Web 4

CRTEBMNAPA "E2EE SHS3ERroot HIRE"
* MRBTREAHA P KO ESA. WA TR L

()  smmmmPmSIARETN. AEANSSHNEHHaRNEERER,

RfEEE CRIAIRER
NRFBEIFRIR N LBER DR, BT E B SRiERER.

p

1. TEME EEREFEEE. "CIREECHIRRER" FTE . csv XM
2. MIBFEIRERAITRED. SRR BIENRH IR APIXXH*,

3. 7E*S3*Eb R, EELTIRR:

POST /org/users/current-user/replicate-s3-access-key

~

. Jorg/users/current-user/replicate-s3-access-key Clonethe current users 53 key to the other grids. [

4. 3F%F XA,
5. TE*bodyXAHER, IF*accessKey*Fl*sretAccessKey* RISk B B N E T EHAY* . csvXEFHIE,
BESWESNFHEABRFRENGS,

19


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

bod}f * reguired
Edit Value | Model
{body )

{
"accessKey": "AKTAIOSFODMNN7EXAMPLE"™,
"secrethccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0087"

b

6. WNRFTAKTHE, 15 expires*BIR B BB AISO 8601 2B AR NI FERTR(FI0, 2024-02-
28T22:46:33-08:00) o WMRFHRFAIH, BN nul*EA*expires* 5 B BIE (S MIBR*expires* 1 THIEI
HHNES),

TR AT
8. WINRSIINMRIDHN 204", RNEHEMINEIES BT,

mIEHEMAFIAIRIZA
NREMAR FEIHRRNWE BRI E. NeT e IA R,
gl
1. fERMAE L EREF EIELE. "CIEEMAFBS3IHRER" HTE .csv X
2. NP EIRSRMTNER. IR EBHEINTHHERE APISIIE™,
3. SREXAFID, BHREIERFEEMAFILRIZ A,

a. M*USERS*EBH, EFEUTiRR:

GET /org/users

b. 7%+ * XA *

c. IEEEHAFNEFRANERSEH,

ORI i55 Sl 7AK

e. RAEREHERANAR, ARTidFRPEFIZHF,
4. fE*S3E R, IEELUTIRR:

POST /org/users/{userId}/replicate-s3-access-key

Jorg/users/{userld}/replicate-s3-access-key Clonean 33 key to the other grids. a

5. 4% * A
6. #E userld"CASET, KEEEHRIAID,
7. FE*bodyXAIESR, R EIAIREE A AR SRR BRI E A 00 oV I E,

BSVEFTRABERENSS,

8. MNRZEAIETHA, 1E¥ expires* RIS BEIRAISO 86014UER B R WFRFR(FII, 2023-02-
28T22:46:33-08:00) o WRBIHEASTH, BN null*EA*expires* 5% B HIE (2B *expires* 1 THIA]
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EHHES),
9. SR * $AAT o
10. WiABRES SINMIREDH 204", RATHE ML BT,

EIEEMEE

NRFQZEP KB AEDE 7 ERRMEASER R, WA LAEREMEEHEHE

FRMIE RS ERANFE P BRI BBV R Z Bl B e EHIR R,
[ 37 | L#H 1T,

MR EH TR

SR EHIPTUE—1 T

TERECE TERTNE LD R ZEIEEENREFMERITHIE. TERFEANEXES R,

Tenant
user

Create versioning-enabled
bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication
for only one bucket

v

Add or modify object in source

bucket I
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Grid federation connections

Q Displaying one result
& " Buckets with
onnection
= cross-grid = Last error @ =
name . .
replication @
2022-12-07 16:02:20 MST
Cross-grid replication has encountered an error, Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket'. Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
S3 Object Lock disabled. (loglD 4791585492825418592)

2. PUTETRINAVEME, B30, WREBIREFHED R EEERAES LUATTEME SR, BALFEDRER
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ERASMEREGRLUNREFANABRIRERE, FAFEARBFEAAENERERE
P,

MNP EEREE NS

WNRIEFSEBTE Active Directory , Azure Active Directory (Azure AD) , OpenLDAP g§ Oracle Directory
Server EHMAZHEIREHEFAMAR, WAL AHEF EERERES DS,

FeaZ 7l
s ISERAERIFE BSIRRE "SR Web 1528,
* BEFABHNAERF4A "rootih AR
* {&IETE{ERE Active Directory , Azure AD , OpenLDAP = Oracle Directory Server {EA B 11112,

()  mEEBERERFIL LDAP V3 RS, BERRRAZH.
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FAAER TLS 1.2 3% 1.3 o BB "SiH{EH TLS EEHER"

KTFUAES

REALUNEFEESHEKSRSIATHEAKPRNSER. BHEFPRSEZANREERIERN S (KX
GRS, MREHA"FHES TTEHNERILES. WEEZNIAFRE SRS S0 TR

o This tenant account uses the LDOAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

#NELE

HEEE TRREXE B, ST LRt StorageGRID %1% 2ILDAPRSEFRERIE,
B

1. %8R - BRER * > * BHEKE

2. %% BRSMEHE

3. 7Z LDAP AR5 EEE S, EIZFERCEN LDAP ARSEE,

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

e Hth * AJAfERA Oracle BRARSS2EHY LDAP AR5 2RECE(E,

4. INSHEEFET * Hitt * , iFHTS LDAP BHE O HHNFER. S, BHREHITTF—F,

°*HAFPE—RT . 85 LDAP AFHB—IRIRFHEMMRIR, LEMERT saMAccountName &
FActive Directory#l uid 33 FOpenLDAP, IR EFAIE Oracle Directory Server. IFHIN uids

° *FPF UID* : B4 LDAP FBIKAM—IRRTFRIEMERNREIR. LtE4FMTF objectcuID &M
FActive Directory#] entryUUID XfFOpenLDAP, SNEREEIE Oracle Directory Server. &N
nsuniqueido. 8 TAPEEERMPHNETRLIAZE— 32 U+7NHFIET, RA 16 FHHFRFBEE
N, HPZEEFR.

o * AM—FIR* . BF LDAP AM—IRIRFTHEMMRIR. LWEMERTF sAMAccountName &M
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° * 2 UID* : 818 LDAP ARYKAM—IRATTHEMENEZFR. LWEMZFMT objectculD &R TActive
Directory#] entryuuID 3 FOpenLDAP, WNREFAZE Oracle Directory Server. iFHIA
nsuniqueido. B MAEIEERMFRIELINE— 32 i+ #HFIETF, KA 16 FHHFFEER,
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o * U * . AT EIEE LDAP BRSEZ28AVIR .
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3F Active Directory , fEE R LUIEERESBE R B IR E AR TR,
EENAFGMEEYIHAMAF LUKIAE T EERRIR:
* sAMAccountName 3 uid
* objectGUID, entryUUID 8 “nsuniqueid
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* memberOf 3 isMemberOf

* Active Directory. objectSid, primaryGroupID, userAccountControl, I
userPrincipalName

* *Azure *. accountEnabled # userPrincipalName
° *EZRG ¢ 1 SRR XEED,

o * tHEA DN* . EIEZRAM LDAP FIBIRI 2 #2FR (DN ) BIEEERRIR, 7E Active Directory R~fill (
MTF) &, TRPHBFRAEXNFEA DN ( DC=storagegrid , DC=example , DC=com ) BIFFEHYE]
FREBX &4,

() - ae—a - EELFES * 54 DN RUARK—H,
© * FPERL DN* | EHERAM K LDAP FINASHEH (DN) BSssE,
()  mrw—aw - EEEFEN AP EE DN RARRE—H,

° SEAF BZRI(ANIE). MRTEBHAERET, StorageGRID NERBIARF BRI
BIVRM - BEAP BRI *, ENUSR StorageGRID TEHEFIRSIKF , ERTUATRARES.
WMANU TR Z—:
* UserPrincipalNamet&z{(Active Directory#lAzure): [USERNAME]@example.com
" KB RBMME(Active DirectoryflAzure): example\ [USERNAME]
* B[ ZFRET: CN=[USERNAME], CN=Users, DC=example, DC=com
55ENNRBT2EE, FEE*

6. ZFERE (TLS) #HH, ER—IRELIRE,

° * {3 STARTTLS * : f#f STARTTLS MR 5 LDAP RSEZSRINBRER L, XN Active Directory
, OpenLDAP Sy E %10, {8 Azure RZHFILEIFEDN,
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° *{5/N{#F TLS* . StorageGRID 45 LDAP fREZ 232 EINMEREZ AT EIRIF. Azure REHF
[ligvAi

@ WS Active Directory FRZ3 2852 %!SCHE LDAP 2542, MIARZIFEA * AEA TLS* %I,
RAZR{ER STARTTLS 2 LDAPS o
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, FRRFRAIREHEFINNEE,
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
Test username

myusername
The username of a federated user,
Test password

........... ®

Cancel Test Connection
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.

3. EfE * elEEA

RS
TR LI A A S T NEX S 4,
p
1354 Al TR LI AN, SE R * BAGA * IR UM R ERN SRS NE.

gN5R7y StorageGRID ZLIEATERER (SSO0) , MEFAMANAF BT EERIEAEESE, Bt
IR LURHELEAR PR E A & P im T2 E IR F B R

2. BNEM B,
o * MR ¢ L MANRRBHE—RN. ERILHEHREEREM.

@ MRENEF KA BAEERMNBKEERNR. FHEBIRME LEF BEFEERAT 1
—2W MeREREHEIR.

o *EXEHH * . WAM—RFR, X TFActive Directory. M—RIRE5XKEXIRZFR sAMAccountName B4,
3t FOpenLDAP. H—RFFESXKEXIIZT uid B4,
3. IEE ARG

EIRANR
AN RIEHI A P AR P IR A EEAPIRHITIES.

I
1. 3¥F*Access mode*, HEIEFUTIEIRNZ —:
c ZRE((EN): BRYUERIBFREESRSHEEERRE,
o * CiF * . AP REEEFRENINGE, ML EEIRF EERHEF SEAPIR B TEMEREHITEM
121E, AMRFAPATUERESHNER,

@ MRAFPETZME, AEEMAKRENRR, WAFPKNAEEEIRENIEAR R
AR,

32



2. PULAEEFE—NH LS MR,
BEI HPEENR
3. B 4REE
1% B SIANEE
A RB& T A TE A PR A TRLE S 3 1A R

p
1. EFE2 AT IARIERER,

LAEERR Description

T S3iAi8] Bk HLARBRAF TAUHIRISIHIR. FRIFERFMED BREREIZ T 11
AR, SASRIERFULETR, MEINBERT, REA root BFZEEIR) S3
HiRo

Ri%i59] AR AP X S3FIRRE RikiARNIR. Fa0, LtHPRIAEFEILL

FIHMRFA RN REE, TTEIREMIRG, ERIETE, RIRARK
BY JSON FAF &R B RAEXAER, BT AMRmEBILF 1R,

eI BRI A P X S3FR(BIE D R BB T 2IHRNIR, EEFIIETE,
FEE A KRR JSON FRFBRFEREXNSES, BT ARmIBLIT
T ERo

LI EUSEEE RBIZEEIEA7R allsrEfor thistAF . LHAARRIAFRTUITER

1B1E. BEZEMNBRTWRRAERIFI D EFXABERTR.
BEEEMEFMED B NRNEAF B AR 1 B S LA R,

BEEFMEIBR"NRRTIAZEERR. HERRANERZEAZSH
IR3IE(Multi-FactorAuthentication. MFA),

BEX AR A P RIR T IS E XA AERHEE IR,
2. MREE* BEX *, BRANARR, SMRBROANREIN S5, 120 F1, BATENBEH JSON
B F TR
BXRARBIFAEE. BIEFEESEENTA. BSL AR,
3. WNREFCIZAMA, BT ~ Hher~ . REQUEEKSH, HEEF ~ eURE M * 5T * -
AR ((NRZsHLE)

TR UMREAMARNNAR . R LOERRNEREFENAMAR,

SSRAEAORE P B BB PUR B SIS AR, NTEVRRIAS L IR A b AR AR O A 75
O SHSIEMIER TS BEERR. Bit, BEANERDR. MEEoRRS s

33


https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/example-group-policies.html

p
1.5, AEERE—PHSIEMAR,
2. JE4E * GURRAE RO * SERK o
T 2NAR B RTEATIRF,
NRERVEF KA BEERMREKSEE IR, MEUTFEAFURME L. WHER 22 EITE A BB ARR
Ko BYIN* R NAFARE S STE R BER " ER 0 R B TR PR T

79 Swift 1 83248

| LXLLv)\E?EAQE_EﬁULZIKﬂﬂéEEE EIE Swift fA MK BYIAENER, E/DBE—NEN
TEE Swift EIEANIE, XE2EIE Swift KPP AR RFANEN,

() AswitErBmARFOSFERA. HERREARHR.

FreaZ Al
c BRERERIEFEIEEE STIFH Web 3
* BETAEEARFA "rootif[RIALPR",
* MREHVNSNKBRA. WEE ERESMHES", HECEENSHRFEEFTZKELSA.

hEeIEEES
p
Bk, InReIREARF.
13EF - pREE > H
2. iR QA
IR ST
A A2 AHIZB S S NEX S A,
TR
T34 Al < TR LR AR, SE R * BAGE * IR UM EREERN SRS NE.

YR StorageGRID RABRHTESEF (SS0) , NEFAMANBRELEEREEAEESS, Bt
1A ARIBAAN R E AR R P in i AR S 12 P AV R.

2. AR E R,
o * AR ¢ L WARRBHE—R. ERILHEREERET.

o *BXEHH * . WMNMEE—RFR, XTActive Directory. M—R IR 5 XBEFIRIR sAMAccountName B4,
FFFOpenLDAP. M—RZIFESKEEHIZT uid B4,

3. MERE kg

34


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

EIRANR
AN PRIZHIF P AITEAE P B RSN E P EEAPIRHITRIES,

-
1. 3t F*Access mode*, FEFUTIETTZ —:
c FEE(FN): BRYUUERIBAFERESHEEERRE,

Qg . BRREEEREMINEE. WX ATE, EEENEF EEAPIREITEAERERITERA
181F, HRIAA AILIEN B SRER.

@ MRAFPETFZME, HEAMAKRENRR, WAFBNEEEIRENINEREARE
AR,

2. NRBAFFESTRIEAEIERHEFEEAPL IFiEP* rootifia)* EikiE,

1% & SwiftZH 5RER

SwiftFl P FEEIEAINRA #Ei@id Swift REST API B IIER BB EAN R,

1. IRERF REEMSwift REST APIREEFSBMIR. 1HiEH* Swift administrator S i%4E,
2. NREQEAMIE, 1FEF ~ PL* . MRECIERIRSA, H%EF * A M~ Tl *
AMAR (XRAsH4A)

TR LURTFAMARNNAR . W LUEFERIEREFENRAF,

PR
1.5, AEEFE—NHSIEMAR.

NREARSIEAMAA . WAIERFIE ERARMEIBR, 550 "EEARMER
2. e QUERAA M TERR Yo

T 2AR B RTEATIRF,

T EIER

T, AZE, BEREDEAZARNNR, HAEENRATHERF AILUERA
FEERNEEER AP HUITHES. —TAPHUBTF—THZ1ME. MRAFRETZ
NH, NARBRZRTRR,

EERIBFAEERAEHEEFREEAPI, BRPHXABTELVEE—MURMNAE, FRIERUERNEFYRTH]
T ES:

* EEERER
* EEHCOHNEE (ERTAMAR)

35



XTFFAENIR, ARnRERIVKERHRERR SR UERISEHRITIRE, NERSREEEFEXIREMIIEE

o

@ ?g%ﬁﬁ)ﬁ%:ﬁ%/ﬁéﬂ, HEEFAIRENRE, WAPBXAEEEIREMINEER RRiAIEN

BRI UARA DB TR, iEFE, S3 A Swift HF ABERRERIANIR.

R Description
root i 1A PR RMUXTHF EIESRMIEF EIE AP T2 IARINR,

AR SwiftFl P AR Brootif R RA BEE R EIFHF KA

m
H
pali

IR Swift /7. RMEXFULIEAIKFRY Swift FLEF N REITTRIHENR

* i * Swift BRPIASR Swift EXERAXRA BEEER Swift REST API HiiT{E
fel#{Fo

BIEEECHIS3EIE AVFRAFRIZMMPRE 2 S3 ihiRER. LELNIRINAFR BERE*storage
(S3)*>*My S3 access keys*ERIEI,

EEREEFMEDER * S3HF: AVRFEAEF EESRMER EIE AP SIZMMER S3 FHEDE,

?#"“éiﬁﬂ)*‘ WA FRFRAE S3 FESERBNIRE, MAE S3 Fifn BReA RS
o

BB AR A P BB ER S BED,
* Swift /7 A1F Swift B ERTEFEIE AP IEH] Swift F2E—EELRF.

SER: BRI BIZAPSWIA S B BIRFTE 59 B IR, B
FRTF BRI AT R S B Swiftd,

Eim S AVFBFEREFEIERNEF EEAPIRERFET SRS HE. XS A
{EStorageGRID F& IRZHIB T

A RB A A ERE T RS IR R SRR IET,

EASEHAEENSR SEEMBEEHEIBRNRESERN. RIFAF MEFHED BRITEIHIRI AL S31EH
8. EAINREREE "EEMAFMED R INRHA A NE EESMEAKRS3E

I
iR
ERIERA; HEBANBIR. NR. REEMAF; EF4H; JMPRE,
FraaZ Al

- ERERERIA BRI " Web T4

36


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

* BRTFEENAFA "rootifRIR"
EEHwIEA
TR UEENRES MENEREENIFAER.

p
1 &F *pREE > A,
2. A TIE LREMER. EPFIL T A KA BFRE 2B MEXEARERER,

NRMEPIKF AEERAMBESER R, FREETEEEF RS LA, NESFEERR. NRE

RAESMIERE A, EARAMIERREET IS — MK, BSR "=EEFAMAR

3. MNREFCHMZTR:
a. EFRAN NS IRE,
b. 3&#ZE * 181 * > * RIBAR * .
C. BNHRF,
d. EEFEREENR *
4 MRETEELSFMERHHITHMEE. BRITUTRIEZ—!:
° EIEH R
o AR WIS ENE, FAFEIEF Actions*>*EFHIFHMEE"
S. BEWMARED. HPERTEMNMNUTER:
° BRBHR
° ME—RFR
o Type
° AR
° R
° S3HKME
° LLARRRIAE P2
* REF KPR AR EANBKSERE NREGEEEEEA RS LAA. WRMUTFEE:
* RPRIRE I ERIK
* BEEIE. RNEESMFRICARN. R ENT=ED B EH MR,
6. IRIERBREAICE, FEN "/ S3 A CIZA" M " Swift THF A" BXBAABTHIFHESR.
a. TSRS . B EEEZMERIEENRENEREM #H
b. T AMNPRMET R L, BHNIR, AGEFEREENR
C. EMARBRNATR b, #HITIEMIEN, AREEFEREENR
" IRERIES3AH. ] RIEFEZ IR HMS3A RIS N B E X REEIIISONF R &,
* MREBRIESWIftdH, PILOEERIERPIERRSwiftE IR 58 1EE,

37



1. BER—ARENUEAARRMEIA. FHRITUTRE:
a. FEEAFE R,

Manage users

You can add users to this group or remove users from this group.

Username = Full lame = Denied =

sults

User 02 User 02 Managers

b. SR
C. EEFEMINIMERR, AREERNAR

A LEABETR—FHIER.
8. EMARBRAAL . BERITUTIRE:
a. EEA PR,
b. sE&FMBRAF*,
EREERBRIEAR, ARIEE*Remove Users *
EERABER—FHIER.
9. WINEAB N EREOIERE T REER

EEMA
TR UERIIMAH. UERMEIEHNA,

® ?%WMEF%FﬁﬁﬁﬁM%ﬁAJ%WR\WWMEFMIM%EﬁT AMA. MIE4HIE
4R35 S R IR P B9 B ARG

1

SRR B > A,

B AT R A AAE

R RE > EHIA

BB " S3 FPAIEA" 5 " Swift TP IERA" BREBANBHEAEE,

EHE  QUERA ¢

—_

.U":b.WN

Bipr— S A
TR LR — PR Z N, XETERMREANTRAR R ZBEREEFA EERNERELK

38




@ NRENEF KA BEERMREKSER R, MEREETENH. NStorageGRID A= MIFR
B— 1M ERMERNAE, MRFEFRFIESEL . WATMIEDRIEPRIERE—4H,

1 3%TF *peBEE*>* A,
2. AP ERPRT AN RS IR,
3. 1%&E#E*Actions*>*Delete group**Actions*>*Delete Groups*s

LB B R EIA IS IEIE,
4. G MIPRAE IR

EEAHAF

e gl At P H R Enfidsa i, DIREXEA A A LURRHLEIEE, P EIE
BEE—INMEXBAMEF . A" root. " RIAEE LURINFMIBRASH AP . {BAREEM]
B&rootFH s

@ WNRFIStorageGRID RGEA T ERER(SSO). MNAMAFR KL EERIEFAEERNELE
EAPI, REMTALARIBEANRERE A imN AEFIREFBHER,

FHAZ AT
- ERERERIA B S Web T4 2%
© EERF RGP oot AR,

* NREVEFIKF A ERNREKSERENR. NEEEENTERMEESEI "REAFHLANAR", &
REREMEF RN,

B4~
TR QAR P H R EDRL— TS T AA, DUEHIEILIENR,

FERFEMEANSISAFATEEEENIRNNA T S3HK, XEAFREBIFHEI R T S3 #iEn
E2in Rl R

T FEMERISwift I P 2B BIEN R Swift B 255 1RIA R,

HReIZAFRAS

p
1. %8 * JpREE * > * AR o

NREEFEF KA AEERMBEKSER IR, NESEEETX SR, RIS, EELRE elZE
EAth R P ER G e R BIE R Y 55— T g,

39


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

Users

1 user

grid.

View local and federated users. Edit properties and group membership of local users.
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BE * EAAMARF s3:BypassGovernanceRetention WRA]LAERR
x-amz-bypass-governance-retention: true IBRIRLLEL
S RBIZE,
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1. EAXARIERE I ZFTRAIXML,

REBIERT AT R S3 FEDERE CORS B9 XML »  EXMLA M E IR AFME D R AIZEGETIER. B(X
AV http://www.example.com AFAIXPOSTHIMIBRIERAIE, AIFERAEIERINK,

<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

£ X CORS A& XML WiFAE R, EE M "Amazon Web Services (AWS ) X#4: { Amazon Simple
Storage Service FF & ARIEE) "

2. NMEBIRPIERBEFMEDR, JOEFFHESI)>FHED .
3. NERAHIEERDERZ,

A B R1EE S BRI AE BT,
4. M TEEDERIFIRMET £, &R EREARHLE(CORS) A&,
5. Ef* B FHCORS*Ei%1E,
6. ¥ CORSEIBEXMLELME R SZASHER,
7. R REEN

{EC4CORSIE

S8
1. EHXAEFHCORSEEEXML, THiEiF*Clear*EH 4.
2. TR REER ¢S
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* MREFEDERAEE "EEASSHRIE", WERGERTE_yrees K& FRHF Deleting objects: read-only,

@ EAS3MRMMEMFHED R REFREFENR: RS, BEIRFRERNKRNREBEAH
BIFRERSERE R LE,

* BIBRXNREY, FEDERFPRESMEFENR: Rk EXMIREST. EREEREFMED BRI R,
* MERFAEXNRE. FEDERBRIFIRBRT. EaUBRITUATEREZ—:

c FEEoBRMEATNERN. HFERATHNR
° MEREFREDER
° REFEFESROTRIFRI. URBHEIZIMARERER

* IRFEDERBR T WRRAITS. WEAFRXESRER, BFENREERSMEREFED BRI ERBIPRR

8o MRBEMFFFAENREMBRDRASFED R NABMERER EFERMERTIC.
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Faz Al

TR ERERIIEF EIESE "S215H) Web I 55238"
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2. ERRF B EFED BRIIFARE B H,

BERE
a. EREMPRFEXN RIS DM EFE D RN EIEE,

b. R > MFREFED RPN R
FARESIIE

a. IEFFEIRBITUETHEIFAESR.
b. e MFRTFE D ERFRI R

3. HMIMHBINFHEIERY, EEFMER, WA Yes*, AFEEFOKY
4. HEHMIBRRIEF 18,

No#E:

° IR, FESRIFAEENE ERET—MEBRSER. #EFRTEMFINKRE DL,
c EEREDEFAEEIE L. (RiR) EREFEES BB IEH,
° *(MIBRIR . Rik) HIMTE" 2 ER " TIR 0 BR BARE,

Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have

already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects

O [EBITIRIERY, RIBFEEFHEIEMFN R LUEEHIZ. ARG, EFBERFED RPN R UAME T

2o

EFEHF LR RS, FREORKEROETNRN; B2, BXALRHREERFFRIEAINR,
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6. EFFIIRIETER,
SEFEDERATH. KSEBEER. BEEDERINERE RIS,

Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects ‘
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1 =

Buckets > bucket-01

1 (7 bucket-01

Upload Mew folder Refresh Actions v search by prefix Q

Loglcal space

Name Last modified on

used
2021-12-03
@ 03_Grid_Primer_11.5.pdf 2.73MB
09:43:26 MST
2021-12-03
@ 04_Tenant_Users_Guide_11.5.pdf 1.07 MB
0%:44:24 MST
Select an object or
@ 06_Tenant_Users_Guide 11.5.pdf 125MB ik folderto \.ri:'w its
; N B N 09:44:27 MST
details.
. 2021-12-03
@ 08_Tenant_Users_Guide 11.5.pdf 1.25 MB
09:44:27 MST
2021-12-03
@ 09 Tenant_Users Guide 11.5.pdf 1.25MB
09:44:26 MST
2021-12-03
@ 10. Grid_Primer_11.5.pdf 2.8MB
09:43:27 MST
v
Displaying 16 objects
Selected 0 objects

B1E 83 Falkss

framTaRs?

StorageGRID F & /55 A FEESME BT RKIZFHERN AR SIH R R TTIHERIR 4.
MTEEBN &SR & = A&,

RENEF KA ATFERTAMRSS, WEINER S3 FiE0ERECE MU TIRS:

* CloudMirrorEfl: £/ "StorageGRID CloudMirror E%IARSS" E4FE TR M StorageGRID 7ZEiE EX IR 1% E]
FEERIIMNEB B Ao

ggilﬂ, &R LUEA CloudMirror E SIS ER P IER5H &3] Amazon S3 , ZAEFIHE AWS IRS W EEEHR TS

() NREEESBEAT S3MKME, WK CloudMiror EHl,

*EH: ER S EFED BREVSEMMERN" FE XN RAITR ERFRE A KX EHEERIIMBAmazon

Simple Notification Service™SNS,
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S3 WRMUWETHE (BIEFREBEAPNGERERS)

* MREMRS: £/ "EREMRS" FSIR TR &KX A ERA MRS EH PR D TIEERE
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Fan, ERILOREED RECENR S3 WRITEIEAIZERIZ Elasticsearch ARSS. #ATG, ERILUERA
Elasticsearch BETFiE D ERHITIER, HANMRITIBIRPFENRIVAITERBIZ .

@ BATUERAT S3 WRYUEMIBR T EFME DR _LECE Elasticsearch &%, B@MES
FARAZEEXNRH S3 WRMETHIE (BEFREHRLAPNSERERS) -

BT FaRFHBEIRLERE T StorageGRID FEF, FILFERSAIUANERMIERINIFERR, @A
ARSS AR ERHEIR TR BN 0 A AR 55 P SRE58 R THREM & %o
AILIA—1 S3 FiE D RECEE AT aMRSSAS. FI90, EFILIFE StorageGRID S3 ##iE7 R LECE

CloudMirror ARZ5FEAN, LUER4FE X R 75 F) Amazon Simple Storage Service , [ERESE =7 WiEN A
FRIEBXREMILENRAVER, UFEBEERE AWS X H,
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror @ = Type® = URI® = URN® =

-

Mo endpoints found

Create endpoint

2. HE * BIBIRS o
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Create endpoint

. authentication type
o Enterdetails ————— VI

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

Cancel

3. WARTREMUEER AR R REAR.

YRR RR TUE LR, BRXFNTaRSEEETERRBMEA. RLELTHEERRHE

EVAELS
4. 12 * URI* FEH, IBEIHRIE—FRITIART (URI) o

BEAUTHEAZ—:

https://host:port
http://host:port

MBFRIEEHA. MiEO443AFHTTPS URL. #EO80BFHTTP URL,

5190, StorageGRID EHEERIZEEEREY URI BJEES:

https://s3.example.com:10443

LRI, s3.example.com FnStorageGRID &I M (HA)ARIEIAIP (VIP)FIBIDNSHKE 10443
RNERHTERIRER P E X O,
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https://s3-aws-region.amazonaws.com
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R E &S5 ERR M,

5. HABANK—AREH (URN)
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7.7 BIIIERE * EE—ME, ARBAS LERRENEE.

Create endpoint

@ Enter details e ?f-!_lr:_w.:i:.authentlc.atlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue

ERENEELNEE BIRE RIS MR,
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Authentication
type

EZ

IRE A

HA HTTP

CAP (C2SiAiai]
F)

.

#

.=

- WeRR * OIEARSS SR ¢ RIRIRH LUSRAIAIIIIE SR mAY TLS &,

Description

RN BIRNERBE. (NERTERA
T2 R So

£ AWS R TIEX 5 BARRERH
17BN,

EARAFRNEEN BIRERHTE MR
iEo

ERIEBMNE RN BRERHITH ML
IEo

iR

TEHIIIE,

* 5% EA ID
* NZRIBIR A

* Username

» Password

* B FEHE URL
* k3588 CAIEFH (PEM Xff LE1%)
* BEFIRIES (PEM X LEF)

s BEPRIRTHAZH (PEM X L%,
OpenSSL MNERAHARMEBENEBE
A=)

* BERIRTARAREEE (FE)



Create endpoint

@ Enterdetails — Select authentication type o Venfy :Semer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate .

Use operating system CA certificate

Do not verify certificate

Previous
MEBIOIERYSERY Description
FRABEENX CAIEH FHREEXZSIER. NREFIIGE, 1F1E * CAIER * XKIEFE
HIHAEME B E X L2,
ERRIERS CAIEPD ERRERF L ZENEIANE CA IEBREFEIFEE,
BMRIEIES RIUEATF TLS EEMIER, LETIRLSE,

10. %2 * M FH IR IR R *

* IRAUEREERENNER, WEET—FENER. RASNENERIN— M T RIIES KRR
.

© MBBHAWEEN, NEBT—RESEE, NERBEHHALUEERR, BEE - REIHIHE
S8 HEFILER, A5, HE - I OIREA - .
() wmmknEPkSERTARS. WHS0IRIEAN, 55 StorageGRID BIERE R,
RERSE, EALERE URN BET AR,
kR
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"B2E CloudMirror E"
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=G UEREIEENERIATE,
FHaZ
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KXFIES
StorageGRID ARIIIEXLEIE RS B A IEFHAIANR,
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1. %&F*FE (S3) *>* FERSEHS * o

mRAVER, UIEBIRRRERSFEUK

R R TaRkSERIE, HRERTEBEENTARSERTI®R

use.

4 endpoints

Display name @ = lLasterror® = Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 S3 Bucket
my-endpoint-2 € 2hoursago Search
my-endpoint-3 Notifications
my-end point-4 S3 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2

2. ERENHEIEENRR.
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B3 B R im = I E S B DU,

Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. MEE * MIERE < o
c MR LUEREERENANRR, WEET—FENER. RASMENERBN— T RIEIES KRR
Ei%o

* MRFERIIERK, MEEBTR—FEIRHEE. NRFEENUGRUELERIR, 5iERE * BE * HEHE
Bo ?.’?Si: PR M HRFEL -

WIET ARG HRR

BRI RETF RIRZHANEEUERE B, URIE _JZET&W#QHM E. 5w, ,.ﬂ:—Jﬁbg'?E
E?ﬁEﬁHHE’J‘E?E_EEE& URI LI3EME 17 Elasticsearch ZR5| LUHITIRESTE, EAEE
T EIRS HABURN,

FFoaZ Al

s R ERERINAFEIEE "SI Web 35

s MEFEEMNAFAE "E1EiE S oot B E",
PIE

1. %8~ 7tE (S3) *>* TERSHR
R R TakSEmIE, HRERTEBEENTARSHERTI®R
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

PR B RIERIR Ro
B R B i = 1R RS B DU HE

pvirs = Sl o1 Rl




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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« 3F CAP (C2S I SHWIE, BHISHEIR URL SEREEF S AEHEREE, iR
BB LRI BABIX
()  =PBEREALARA OpenSSL MEHEXRAMEE BT

d. IRIEREE A TRIEARS B %,
o. W * MAFHREFEN * o

c IR UEREERENNER, WEET—FENER. RASAENERIN— M T RIEIES KRR
.
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use.

4 endpoints

Display name @

£ lLasterror® < Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-2

my-endpoint-3

my-endpoint-4

53 Bucket

0 2 hours ago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. P EMIFRE SR R MW A S IRAE,

NRMPREEERNTEIRS KR, WERLLERBER D ERER

SRAXBKNTERS. £

() AEREROERBERER. MEMERIEAELCH, BIEENEESRERENTE
3IMEMIH URN A1k, StorageGRID SEERIR S AR Al MEHISHIZ,

3. R * 120F * > * BRI

&5 *

70N o

LB 2R — R HIAE S,

Cancel

external resources.

Delete endpoint

This might take a few minutes.

Delete endpoint

Are you sure you want to delete endpoint my-endpoint-10?

When you delete an endpoint, you can no longer use it to access

4. 5 - PIFRIRR o
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AT B BRSS IR IR
gNZR7EStorageGRID RIS FARSmABENAERHIR. WESRLZET—FES.

EreRsSnRuEL, RE—TERVIETEIRLESKNER, NR5IKRTEXE
RURRALER, NA=EREREIR.

HERTREREIR
MREIEXTRRNAEEAFERSHERER. HPEESEERREETERES. EIUEIFERSHRR

EUEEEXIEHEIRNEZIFMES.

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

ERRLEETHR—HREZEREFERSHEANENINE,. BEEEFANEIRER, BRITUTERE:
p

1. i EEIRS, RIS,
2 (EESAMEEREL, HEEE . HATENSTIESWENEE, HETESRENNE, a8a
& X Bifmseie € semeE 7 7.

86



Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

BIfEfR 7 RKEHER, * RE—1HEIR * IEARSSEERXERIR, BEEEHRIRERNHRHEIRIGETIMER
FHIFREARREEIR, BHRITUTERE:

p
(RpvizeS )

LB B i = 1R 4RSS DU,
2. R R > NRERE

2R * MIRESR * K fE StorageGRID JIEF S ARSFZiH RS FEURERE A UERASIEERNE. RASM
BRI — T RIIESEREIER,

fiB R = R
TR LMERIRRIFAEEIIE LN * RE— 1M EIR  HEREPHESHERNER, FELEHEiRTEEERIER

R BERRIRIBIEEA o 5140, U0 StorageGRID BT =8 WYL RS AR Z R E LA A1 18] B AR
S3 FiEER, MAIRER KR4 CloudMirrorbuc2 iR, JHEN "HEEMHEREREEBRGE, ", FAEEN
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"AccessDenied’ " 3% ""InvalidAccessKeyld o ~"

NRIGHEERIE I = UBRTEIR, WER * MAHREFENR * 2 StorageGRID WIEEHEIRR, HEHIAR
UERYRIEERRE. RASMNENERN—MT RIIESiHRBER,
p

(pviz=S )

2 ERRFAEESNEL, ®FEE .

3. IRIEFRERERRILE,

4 FHE  ER > EERE

RA R RYIn = 1

¥ StorageGRID WiFF&iREmmY, ESMIAGRNEETATRABTERR, HRITEAIRKRE, B2
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BXREESEREFIUSIMAIERENEMEE. 152 "Amazon Simple Storage Service (S3)X14: EFIXE&",
& xStorageGRID {32 HEGetBucketReplication. DeleteBucketReplicationF1PutBucketReplicationfJ1s &.
BEEN "WEME D BRI TRVIRIE

MREESHRHEFMES R EEMACloudMirorEH. MEEFIRNEIZEFEDREVFINR. BERASERIZEFHE
DEPHNENR, ELTEMMENRT stk EH,

NREEFIECE XML PIEEZF(ESE, N StorageGRID £ BT S3 in RHITIRIERIZERIZE. BirikmRiEY
DFFEERTFMEE. BB REBIR ARG HN R ERN RN
p

1. WEFED B RER:

ERXARIESRCIRE S3 Efl API PIEENBRAERIFIRHNERIEE XML, & XML B

° 15¥E, StorageGRID (XZFEFHIAER V1 ., XEBKE. StorageGRID RZ#HER Filter Element
EE@?E)UU\ FBREVIPE KPR RRANAE. BEXIFAER, FENEXEFEERN Amazon X

° f£F S3 FE D EIR =AY URN 1R B 1R,
° WAJLUAIN <StorageClass> 7o FEEU Tz —:
* STANDARD: BRAINTFMEZ, WMRE LEWRREKRIEEFMHESE. WA sTanparD BEAFHES.
* STANDARD IA: (fME—AREiIHRE, )X FiHRMEREENFEEEREN RIS RIAEIE. 5ER

izt =
* REDUCED_REDUNDANCY: FUtFEEAFEFMETRIZEMRTHERE. FIEIEIE sTANDARD
i,

° YNRIETE Role EECEXMLA. IHEHUIFHKBER, StorageGRID RMERALLE,

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. NMEBIRPIERBEFMEDR, JOEFFHESI)> FHED .
3. WEHEIRIFED ERRIR R,

LB R B g3 BRI 4RME B DUE,

4. @EFE FARS * > EHl
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6.

%

P ERER EIEE,
RKEHECE XML #IEEISCAES, AEER * REFER

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>

<;Repl1catichcnfiguratlcnﬂ

®

StorageGRID EIE RHAEAMISEIRRINEERE APl A NMEFIKFBATERS. W
RFEFHCE XML BY R E551R, 1BEKAR StorageGRID EIE R,

7. B ERIECE RS IER:
a. MFEFEIRAI— IR, UHEEFREREENEFIER,
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b. AN REEFIZIBInFED Ko
MNFNERR, EFHRFRREHET

BXER
"BIBF RS IHR"

FeE S @A

BHIARSS B = StorageGRID F&IRFZ Z—. ERILUINTEME D EREREH, L,U@l-rﬁ X158
EEHHRE B RIEEIZHF AWS Simple Notification Service (SNS ) BIBRIRSS
FreaZ Al

* StorageGRID EERBE ALK BAFERS.

* BERIR— N FEIERRAEBRNIR,

 EREEHEMNBERNEREEE. HEEAEBHURN,

* BETARENARA "E1EFE 7B Srootin AR, EREF EEREEFMEIRE, XENREBEA
B fFE ) ERERBE R BIIN IR IR B o

KTUAESS

EREEMMENE, SHRFEIRTHIEMNRREEESMAN, SIER—TEN, HEELXEREER
RIVERENARS (SNS) £#l, BEAEFHDREAREN, “HNEIRHNAEMAENEE XML, BAEE
XML & fER S BIRRE @RS URN o

BXEMMENURMNAEEXLEENNENES. BERLSH X, BXStorageGRID MAISLHES3FE D ER
BHEEAPIRIEE. B2 NA XEHES3E A ink AR,

MRNEESWNERNEFESRBASEHEN, NNINRFENEEGFRITIRELEEN,

p
1. FRTFE D B @A .

° EAXAYRIERCIRBA S3 @A APl RIEENEHENPAIRAENEE XML o
° BCE XML BY, IEERFEMHENIRRL URN fEABRE>,
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

HHFEESET, EFFE (S3) > oK,
IR E D BRAI R R,

LB B RFE D BOF 4R1E B 0UH.

R FaiRS > FHEA
prirte sy =YasE AP NI =Bvie £
RERECE XML #NEEISCAER, AEER * REFER o



Bucket options Bucket access Platform services
Replication Disabled v
Event notifications Disabled N

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)
# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.
Enable event notifications
Clear
L Lal
<NotificationConfigoration>
<TopicConfiguration>
<Id>»Image-cregteds,/ Id>
<Filter>
<5 3Key>
<FilterRules
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterRule>
</ 5G3Key>
<fFilters
Lo
< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>
IIIlﬁHHHIHHHH%%IIII

@ StorageGRID EE R HFEH MK EIEZHMIEEIER API A& MEFKFBEFERS. W
RFRFECE XML BY A4 551R, 1BEXAR StorageGRID EIE R,

7. WIER A EIEHEESHEA:
a. WEEFESRPASEE XML FEERML BRI Z RN RAITENE.

FEURAIR. SHERENRE. BESRKEXFEMHER inages/ A%,
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b. #INBRBR SNS EF KR IX @A,

pan, MRENERETITET AWS BEERMARS (SNS) L, MeILORIARSECE AE A EER Y

M8 R IX B FHR o

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

WMREBREDUEER, NRTEERMINA StorageGRID iEHAC & IRTE#E 52 ERo

RS ERS)
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eI LMEREF B2 8 B E X StorageGRID FEE XML A FEFE D B RECE R REM.

@ HTFEREMRS RN RTHIELXTIBin, ELHEEE XML #¥F/9 metadata notification
configuration xml . LtECE XML 5T ERASEH@ERB notification BEEE xml R[E.

BB B XN S3 B IR AEFIIREE" BXRUTEEX StorageGRID S3 REST AP 12 {ERYIFAE R -
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* REFfED BT IEERECE
* PUT D BT i@ MicE
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AT EREMVECE XML
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<MetadataNotificationConfiguration> #l
</MetadataNotificationConfiguration> #5ide. S NHNERIEEMNIEHIZE B
AT R ARz StorageGRID R4 XL 3T R BYTTEIE A 1X 2 RY B AF.

B LU R BB IHIEN R, Fll. EeIUREAGRENNRNTHIE inages — 1B, HAEEH]
SR RIBETEHIE videos F—1 BIRESNERELN. TR WELS, flil. —MEE. HPEE
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description
MetadataNotificationConfiguration  FfF457E s #URIERI AT R A B ARAIFL NI B9 A 234
120

BE—THES T HNTE.

AL BT RRRG H TSR AN S E 2R 5 | FRIX KRB
M EY A ZEARIC

BEFIZESHIAN.

& 1E MetadataNotificationConfiguration JtZ&

ID M BYE—FRIR T o
BE7E Rule TtEH,
Status KSAILUZ "ERA "N " EER" . FTaNEREAN

MR TESATHRFo
BE7E Rule TTEH,
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Name Description Required

EIE: SHALERNNRZUMMEIRE, ExfiEitE =28
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BENERENR, FHEE—TTIR.

B &7 Rule TR,

Bt M BB SRR, =i
B &7 Rule TR,

URN RENRTHENBIR urn . BAREBLUTESE =28

A StorageGRID 529 URN :

* es UIMEE =N,

* URNZUAFETTEIERIRS IFIRBLEE . A

domain-name/myindex/mytypeo

im AT BRSSP EIE AP #H1TEE., T
AT

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

AR iR ENRE

LR ABIR. BiESTARTRNMRIITRITTHIE /inages KXE—1 B, ME5AIRTRNMRIIITRITE
ENRIXE—PMEMF /videos KIXEIS—T BT

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HXERE
"($EHS3 REST API"

"FCEEEA R A SR R T EE"
"HIEREMARSS AR JSON"
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FHEE, BENREERETIHIRIAFICH, EREMRRSTSEXNRTHIELAIEZTE
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FreaZ Al

* StorageGRID EEGZE NP KFBEAFEERS

* BEREENERNAREFIRS| HISIFHE IR,

- ERMFEERENRSEMNEREEE. FEEAEBHURN,

* BETABNAFA "EIERE 7 ESrootif AR, FREFEERILEEFMEI RN, XENREESA
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REXNR, UBRETHIEE RN BERERERSIF,
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1. EAX AR 02 B REMFIFERTHIEER XML

* FEIAEXATERENNEE XML EER.
° BCE XML BY, IEEREREMRRI URN fEAB R,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. FHPEESTR, EFEFHE (S3) >R
3. WEHERTFE D ERRIR MR,

MBS R B i 57 B F 4R S DUE,

4. FE - TAmRS * > IEREN
o. i BRI REMN EEE,
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99



Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

@ StorageGRID B G AEAMIR SRR EIE APl A MAFKFP BBRTEERS. NRR
FECE XML Bt A4 $51R, 15BKA& StorageGRID EIER,

7. BIFE R E IR E R REMRSS:
a. MIRFESERAIN— TR, UHRERE XML iR TiEaM A E R,

ERE SRR, FNEEFED R N RE SRR T EE.
b. HINE XN RITTEIEFIRIZH JSON XISE RN E KRR EERRSIF,
Fehl/E
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RIERE, EaUERUTE—AA2RAEES BRAIEREMR:

* 3%&$¥*storage (S3)*>*Bucbes*HiEPFR*Enable search integration*&i%4E,
* MNREEHZEFER S3API, BERMBRS ETTIEERIER. 155 IEXLNE S3 B imi AZFRIMA,

BXER
"7 RIS REE R AR S

"RATFEREAEE XML
"EFS3 REST API"
"BIETERSHR"

IS REMR RS £ R JSON

NEEDERERERERIRSE, SRR, EMHBERNRITHIESNIRICH, RAEHS
E R — JSON XA IFH & IXE BRiR =0

R R T ERZRANN RN AT B4 B RIJSONTR seGWs/Tagging. txt R NHTFHEDERHEIE
testo o test FEMEDERFRHITHRAIZ . Ft versionid FRiEAT,

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

TUEEEA P e S B R ITELE

TRIET BARRENEAZERBirm=0 JSON XiEFE2NE FE,
NEBMEEFMEDRER, WRAMMARD ID WIRET) -
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FHEDBNNRER

key: MWRZEFABIR

region: 540, BucketXig us-
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Tags

10 B & #RA0 n) @ A
bucket: FEDEENBIR

versionID: MWRRA. BTFRRAIEHIFIDERPEIXR

ARG TR

md5. WREH

metadata: WREFMERFTHIE. (FAREN

key:value

tags: AMREXBFABENRITIC. (EAREN

key:value
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@ Elasticsearch . EAZE Elasticsearch UG XLEFRF R FRFE N HEFTENF, 151%R Elasticsearch
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