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DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 18B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0.600B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

08/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

4 MNEETS. "HREZAS EHEML WNRERX BRI RHME—IRIRRF(UUID):
a. FRIIMETR:
i NI TF®%: ssh admin@grid node IP
ii. SMANAFFIHAZERS Passwords . txt X
iil. NI T anSt#Elroot: su -
v. ENPFIEBIZERS Passwords. txt XHFUroot AP BMBERE. IRRFHEMERN $ to 4o
b. B NEZATFAENBR. M ...cd /var/local/audit/export/
C. i3 grep IREXMREKR (OLST) HHZHE. WA ... grep OLST audit file name
d. ig THEHREEH UUID &,

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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- fF ObjectByUUID < LURIRIRFF(UUID)EHXMR. AGRHEHMIBEESFENXI,

a. Telnet 3 localhost 1402 LLiA1A] LDR 1£&14,

b. %\ ... /proc/OBRP/ObjectByUUID UUID value

EE—NREF, 2R UUID 926026C4-00A4-449B-ACT72-BCCA72DD1311 FIH TRMIE,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {

"PAWS (S3 protocol version)": "2",

"ACCT (S3 account ID)": "44084621669730638018",

"*ctp (HTTP content MIME type)": "binary/octet-stream"

by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\ {



"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'}1,
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EEZNREIFH, EXNR UUID 926026C4-00A4-449B-ACT72-BCCA72DD1311 FKRYNHFMAMIE,



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. &% /proc/obrp/ObjectByUUID B9, FREVFERAVIRIE:



AR 250
RILEIFR ("error" : ™) MERRFLENR, MREFEE "error" © ™,

MRRIENMHNR, ERIUEE * ERBNR * HHRLUBRER.
ERDI RETR IR EWA EMIFF.
fIg >0 MRMEPHIET —EAE, N * WREK * BIRABENIRK.

HBIANREE. ERBLPIILEIT R ID MXARZHIAN R M
UFFIHME.

(FIREP R "[EE I RAREERIIN R NMBNAERAT R ID B
EWEET R )

MRNEREE, BAUEE * ZREINR * HERLUBHRER,

fir% = 0 RS PRTULEFE, MLHRTERER, TAUER 12
R P L PUT ST 2

RAXF AR BEREHERT EEETEREMERESRE . 55
WEXNER "EAMBEERESERNREE" M "X REUEER
BEFEE"

BRAERATEERFINR

ARESHEHEREMEL " WREKL (BEX) "EiRfl " HREL " ERALEEHERGE
EXRBIR,
FreG 2 /i

* BABHRRNEAERXTRBUUID "HEEXIHTR",

s f&48HB Passwords.txt X

KXFIAES

TR LR RIR D B AR EMUBEERERNRNEFBIE, ERZHBERT, HAEERIHNR, B
B, EXREERT, WMREZENREUER, NAEEBIHREIHEREZRNEH IR,

()  EBRBASRURGEXIRESE W,

p
1. FEET A, BREZAEUEAENNRE:
a. FREIMETIR:
I MIANLAFE<: ssh admin@grid node IP

i. FANBFHBER Passwords . txt X
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iii. AL TSt EIroot: su -
v. ENPFIEAIZERS Passwords. txt XHFUroot AP BB RE. IRRFHEMERN $ to 4o
b. B ANEZATFAENBSR: cd /var/local/audit/export/
C. fEMgreptREY "SR RER AW R AN HIZHEE" HIRELXFHHXH. HA ... grep uuid-

valueaudit file name > output file name

f5an:

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. {5/ grep MILHIE XA HIRERERAMIE (LLLST) ®HIZHES. WA ... grep LLST

output file name

fBlan:

Admin: # grep LLST messages about lost objects.txt

LLST BZH S R MUTF U RELE R

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL (UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI®64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UIG4) :7086871083190743409]]

e. 1£ LLST JEEAH#E| PCLD FE#H NOID FE.

WREE, N PCLD WENHE i/ D EFIFREIRNTEERT, NOID FER XN REIAH
LDREIT = ID,

MR RUE, ERIRERERBEFRIZTR,
a. HE S DRTRIDXKEKMEFHET R, EMREESRF, %« XH > TR > Nk . AR

% *, Data Center_*>*, Storage Node *>*,

JLJI::)RHE%E’\J%,#\IDﬁ:_l:ﬁ“j“,#\%,%\i%ﬂlﬂo EEEITHEFHETRNER, BERHREREL LDR EFETRA

2. BENRERUTHZHEERIETHEET R L:
a. BEREIMETR:

L INLLTFE<: ssh admin@grid node IP
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i. E NFBF|HMIZRS Passwords . txt X5
iii. N T ap iR Elroot: su -
V. B NFFHEAIZERS Passwords . txt X5

Kroot R BMERRE. ITRFRHEMERN $ to 4o
b. HEXNRHIXHFBRIEZREFTo
MNFRROXHFEERE, EFEA LLST B EEHH PCLD {E.
fplan, A

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG"

@ LR, RN R BRZAES|S5RER LU XEMFHRFT.

" NRARHEIMREIR. WNRKEER. TEERRESE ER, BERARRARZ .
" IIRMEINREER. BRERIT T —D. G URHBREIRRIERE StorageGRID .
3. MRHKFIWNREEZE. BRI RIEREStorageGRID :

a. MNE—NMEETRFP, ERRRXXEHBFEN, LUERED StorageGRID #1TEE, HIA ... chown
ldr-user:bycast 'file path of object’

b. Telnet Zl localhost 1402 LAiAi7] LDR #&EHI&. N ... telnet 0 1402
C. 5N ... cd /proc/STOR

d. #IN ... Object Found 'file path of object’

fplan, A

Object Found '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgAS#3tN6"’

& Object\_Found BA I RMEBEBNNRIUE, EXSHEENN ILM K&, ZREESIRIERES
s E SR E BRI

WMRLEIFFRIFEET S A TFRVURES. SR ERI TS FENIRESHNEET
= BRRMEEIENEET SAYEM /var/llocalirangedb BRH, AR, [RIEH#EIA
Object\ Found i<

" MREEEREIMR. M object\ Found KM, BBRERTAZIF,

* NRWNREMINIEIRE] StorageGRID , MR R—FKINEE, Fla0:



ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’
M T—5,
4. IR RBEMINEREStorageGRID « ERIER BB IEHIE.

a. &N ...cd /proc/OBRP

b. 38\ ... ObjectByUUID UUID value

LU TFRAIER UUID 9 926026C4-00A4-449B-AC72-BCCA72DD1311 IR B MIE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBR0O00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by



"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"
by

"AWS3": {
"LOCC": "us-east-1"
}
bo
"CLCO\ (Locations\)": \][
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"

\'},

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. M LDR =HI&E . WA ... exit
S ZEETRA, HRMWKRH ORLM HIZEEMEZAE, UHIMEREHARERE (ILM) ERIES
HEEIZ,
a. EFRIIMETR:
i AL T#<: ssh admin@grid node IP
ii. SMNAFHIEMZR Passwords . txt X
iil. FNLATErS IS lroot: su -
V. ARTIERIERD Passwords. txt XHLroot R BMERE. RNFFEMER $ to 4.

b. ERAEZAEMRENBESR:. cd /var/local/audit/export/
C. {£F grep BE5XNRXBMEZH BRI EMEXHH ., WA ... grep uuid-

valueaudit file name > output file name

40

10



Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

d. &5 grep ML XA HIREGSMUEHE (ORLM) EBHIZHE, HIN ... grep ORLM

output file name

f5an:

Admin: # grep ORLM messages about restored object.txt
ORLM ER1Z%7H SR T LR BIH So

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEEIZCHE FHE LOC FE.

WREE, NE LOM 8y CLDI{EAT = ID MeIEXREIENE ID, IWEEERENA LM, #A
EBEMERIENMLE QIR I REZ,

6. "EFEEZRMEXRNWRITE EMREEREDR,

HEH RRMRKBITRITER

7XiAZ& StorageGRID RAHWIEFIBIERNERFMNREBKABZRIEENERERZG
, BAIURERFNREENEEENS,

42 B

- RS RIS SR 5 Web K2,

- SN EA R AR,

EFHAS

EE M T~ NEEE E AT S

> TE > IR > US> TS > LDR* > * SIRTEHE < > A > 1 -
x> TR > RUEIEH * > B > TS _* > ¥ DDS* > * SUETEE *> * HR v >+ *

MTHBHETR T AMEM * LDR* > * $3B770E * DIEE & 1T 5188,
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TR
T8> XF > TH > Wk~

2. WFHI ™ WREK " iRk " BX " ERNFETR, BF MBS > FETR > FEETR >
HiEEhE > BRE

3. ;F * EEERRMMRITE

Overview Alarms Reports | Configuration |

Ivigin Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

4. BE - MAENR .
EROMNRBUHREEN 0, HE * WREK * EMMELERGEIR, XATEFE/LDHRIEEL
o T, MAIEERIRAERNNRIZPAIGEEEEMAXEMEE,

a EFE* IR > FETR > Y LDR* > * #ERYRE > * BCE ¢
PR * EEIRERNGHL < M EERNEIRBRITRIASITHEL .
B NAER .

EE IR > FEETR > DR > Y RE > Y LB o

e & * EERDINRITER M * EERFRNRITE

f NREHEFFTERLENONSR, ATLER RIREIRERIN R

o

a o

ERaRIERAIEHINREIRITE, KeIZRENNR, EAZHIERT, StorageGRID ZHNE
IR R, FETURMBIREENNR. B2, NREE * WREKX * BIRIEXRER, KK
XFFR R EINRRENNR.

g BE - NAER
Bl VAENR &, JEFER/LOMHIESEEERM.
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