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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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WIS E IR API fEF Swagger 1R APl £ &, Swagger et 7 — 1 "EMMAFR RE, FALZARFTIEFAAGRE
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AP| documentation
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3. EEFFITRAVIR(F,
BFT AP i21EBY, fZRILUIERIAIARY HTTP #2E, fI%0 GET, PUT, UPDATE #1DELETE,

4. R HTTP RERIEEIERKIFMER, B35S URL , TAMKBHAIESHNTIR, BERERH (R
FE) UKAIRERIImA,

10


https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/tenant/index.html

99090.\‘9“’

groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .
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() iFIREALE AP AT B

* WP BT EEFMEEA KA IRE. SECIERIKF ML RL ERP BTFMEERE.
* iR BTIIHEIER(ESRRS)HREEXMRETTIRNE S (BRI ERNT RERRSHE )RR

Fo

* alertsFLIER . WEMRIVEIRMITIENE,

* BikEWE: ERENEWERIEEFHE).
* EWRAN: HERANAITIRIF,

* EfRmE SiREEIETE

* Bk WERRITIRE,

* audi: FHAEHEZECEBIRE.

* auth: RITAHFRIESHIIERETE.

WIREIE AP ZIF AR AFH SHEBMNIRIES R, BEER. BESHIKRIEIERINISONEXFRERAF ZTER
F3(Bl. POST /api/v3/authorize) o MREAFEMRINEZTEHHRRIE, MSREI—1MRZEShH, S
WAIIEFRSE AP IEKEVARRRATEM ( "Authorization : bearer token" ) o

@ 9N ) StorageGRID REBA T BRER, NHTHITARNTBHITHHIIE, HS "
EERESEREN APl #ITE M, "

BXRSEMNEIELEMNER, B HLEBERIERNE .

* client-certificates: FTFEER P IHIEFHVIRE, U EFRIMNLLEE T ARSI 0)StorageGRID,
* config: S5MREEAPIFF RAITHRAIARASHERBVIEIE, ErI LT HiZARAS T FHI M E IR API B AR

AMEBMZA, FEAIUZREFAN API b,

* *DEactive-Features *: BT EEHTREE EHANINEERIRIE,

* DNS-SERVERS: %S A2 A0 & RISMEFDNSARSS 28RVIR1E,

* endpoint-domain-names: 5!t #1584 S3im =33 & BIIR 1,

* AUMYRES: XAl MRS AL B ST RYIR .

*TRB T BREERR).

T RERTR TEREREMER).

* VRS TBIREGERR).

* *GRE-NETWORKS: FtHF1EEe4Grid Network ListAyi 1,

* GRIDZEHS: WASZ L EIRRIE,

* H: BT EEAHMMSEIRGH KR MIMNBLDAPARS 2310 REX & MIS S 18 S 4 VI 1E,
* B BFEEINBERUKRFIED BXERAN P E SRR
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* LM BXEELHAREE(ILM RIRME,
* license: ATIZEMEHFHStorageGRID HFAJIEAYIEE,
* logs: AFUWEMTHHBEXHrIRE

* metrics: XStorageGRID fEARAVR(E, BIEERE—BTERRIBNBHEREOME—REEREEERE
o FIREIE API /8 Prometheus RYIIE T EIFAEIHIIER. HX1E Prometheus TWIIER, 15
201 Prometheus Wik,

@ BIERVIEIT private HEXBEAEEH, XTI fERTE StorageGRID FRAZ Bl &2 %
B, MABITEA,

* TRFEMAMER: W RIFRE S RITRVRNE

* TREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T RTEEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)ARSS 230912 1E,

* R AR RITEIBRITHRE,

* B MERIETRE BRI

* MEE: BT THMERGENIRE,

* X RTFEEMOIRXIEAIRIE.

* s3-object-lock: ME£FESIMRBITEI&RERITIRE

* server-certificates: /A FEEBNEHGrid ManagerfR 3 23E HBHIIE(E,

* SNMP: X L4aISNMPEZ B HITHIRE,

* Traffic Classes: 25 LKAV,

* FEMERFIHME: WAREEF WS E E R THVR(E.

* AP ATEEMNEEGrid ManagerfA P HYi2E,

IS EIE API hRAIZH
AR EIE AP fERARASIZHIRSFF TR AR,

g0, LEIESR URL $87E API higas 3 o

https://hostname or ip address/api/v3/authorize

MR BIRASHEHITT * FRE _* BN, WHAFEBE AP NEBRAKLEEE, R * 5IHRERS _* i
1T7ER, NBFEE AP BUREBRAR A ERIE, RENEREERNHE RGBS T REIREAT I
EIRIEFA M EECARIZE XS API RRZAS TS

API SEEIA RS IR #hRAs
Clleliz e 2.1 2:2
SIRMRATRE 2.1 3.0
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BR%EE StorageGRID BHFEY, X=BRARMMRANMIEEIR AP, B2, £H4E StorageGRID FYFTTHEE
RRZSBY, EE LA ZE D—1 StorageGRID IhEERRZSAYIHAR API o

ERIUERMISEIR AP| MBS SISI0MRAS, XSS, EE M Swagger AP| XA4HHY
©) config * T, EEAFATIAETE AP B/ BRI, GHEBHRIBRANS

EERRIEREEIUATARRENEFA:

* MgRZAR3k A9 "depression: true”
* JSON Mz IEX B % "depressioned" : true
* NMS.log F2AIM— N EFHANES, fiu:

Received call to deprecated vl API at POST "/api/vl/authorize"
ff7E HBThR AN SZ FFH0LE API hiRZR
BEEALLT APIERIREIZ X H5HY APl EERRAT X!

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

1EEIEKHY APl fRZs

(EET LU Fpath BEGEEAPIERE (/api /v3)BATE (Api-Version: 3) o MBFEBHIALXFME, WATLME
SEEREE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

Fh LEESuh 153K {91& ( CSRF)

&R LUEIE A CSRF S hR%3R{ER Cookie IS HI0IE, #EBNBHLE StorageGRID SEIEE
hRIERE (CSRF) Kifi, MEEESRMNE-EIES<BERAItT2INEE; Hith
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API B imA] LUAREE RN EE B A LLINEE,

NRKEHE TR R M H MG SRNER (FIMIFER HTTP REAH) , MR ERBERBAFH cookie &
RUREBRETRERR L,

StorageGRID mli@idf# CSRF < hEEBIFSIE CSRF K. BRAG, 15E Cookie IR M S ERE T T
EELEBIESHHARLE,

EZSHILINEE. 1BIRE csrfToken BHIEEN true BHIWIEHRRIE, EKIAENRN falseo

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

MR Atrue. MAA GridCsrfToken Cookie=fERMBAEIZE NN EIREFFIER AccountCsrfToken
Cookie=fEFENEIRE NS FRIHP E1EES,

WNERTFTE Cookie , MIAJLUEARGEIRESHIFRAEIER (POST, PUT, patch, delete) EATMEIELTINZ

* o X-Csrf-Token #ik. #RKRVEIRENCSRF<LEcookieBI(Es
* WFERRPRIGIEXHIHSR: AcsrfToken RERFIBHIERIEXSH,

BXEMTOMIFAER, BTSN API X1,

@ KB T CSRFZhECookieViE R R 5aHISChE "Content-Type: application/json" {EEiE
KEVARSL. WRFHEISONIERKIEXIENIFCSRFBEERIZIMRIF

MREATERER, HEA API
MRBATRRER, EER APl (Active Directory )

WREE BREHERERER (SS0) "WNMRE[EA Active Directory EJ SSO it
2R, MADF—ZRS AP IERKFITREEAR 2, DERE RIS EIR API Siii - SI1E
AP| BH BRIGIESHE,
MREATERER, BERE API
WNERE(EF Active Directory {E8 SSO BB IHIERF, MLATFIRBEER,
FFeG 2 i

* [&HEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,

* NREIFRFAFASIE AP, ERLEHEFMHEF D,

15


https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/configuring-sso.html

XFILES
ERWME RIS, AIAERUTRAIZ—:
* o storagegrid-ssoauth.py PythonfflZs, fiiFStorageGRID ZEXHBRH (. /rpms XIFRed Hat
Enterprise Linux@CentOS. ./debs i&HAFUbuntuggDebian. # ./vsphere i&FHFVMware),
* cURL iEREVRBIZIER.
MRPITRELE, WEHTIERAESEN, EAESBIUTHEIR: A valid

SubjectConfirmation was not found on this Responseo

(D 6 cURL TIBRFRRIPERT KBRS B,

MREFEANRURLEERFEHER . WAgE=EBEILLTHEIR: Unsupported SAML versiono
3
1. EBRUT AR Z — RS D IIEShE
° {#fd storagegrid-ssoauth.py Pythonfiizds, ®EFSE 2,
° &M curl iIEK. BEFPE 3,
2. MNREFEM storagegrid-ssoauth.py M. FHIAEELPythonfBRE 3 HITITHIZS,

HIETRES, MAUTSHRE:

° 8SO Fif. H#iIN ADFS 8 ADFS .

° SSO AF#&

° 2% StorageGRID BYig

° StorageGRID RYiiiiik

o BifnfAFPEIE AP FIFEFMKF ID o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e e e

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

W IZET StorageGRID ##X$H, WE, ErILUGSEATEMIER, RUFERFER SSO BEA
API B9 A=,

3. SNREMEA curl IBK, BEAUTRESE

a. EHRERFIFEHNEE,

16



export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Fihin) WS EIEAPIL. 15(ERH0{EY TENANTACCOUNTID,

b. BIZFIWE R BMNIRIEURL, [RIZHEIR EEPOSTIERAIXE /api/v3/authorize-saml. FMIILZH
PR E tJSONZRED

IERAIERTHEE R SHISIEURLAIPOSTIER TENANTACCOUNTID, ER¥EE#E python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIBER 24— URL RIZAE R URL , BREHEEISMNY JSON TR,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1s/?SAMLRequest=fZHLbsIwWEEV%2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#7F SAMLRequest MIARARIREY. LUEEESHSHER,

export SAMLREQUEST='fZHLbsIwWEEV%2FJTuv7...sS1%2BfQ33cviwAS3D"

d. MAD FS REXEEEFihiEK ID RI5EE URL -

— AR ER LB HRY URL IERERKRE,
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

PR SR P IRIEK 1D ¢

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e REFMMNPHEF AKX ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. BT ERERIXE E—ImA AR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS iR[0] 302 EE M, HEMERERENMER o

@ R SSO RABAT ZERRSMWIE (MFA) , MERPEAHEREEE_NEN
B EEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth M HAYcookies



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. A SHIIE POST Y Cookie ¥ GET iR AZEIHEEME.

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

MMNARSKREE AD FS REER, MEBEEHRNMER, miuiIEXR SAMLResponse [RiEE— 8

B FERH,

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store
Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8
Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin

for more details
Set-Cookie:

SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA37ZjkzYw==; path=/adfs; HttpOnly; Secure
Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;

path=/adfs; HttpOnly; Secure
Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. {RTZ SAMLResponse TEfRRFEEH:

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response 4 StorageGRID &{75%
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UL RERNIE K,
BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34E B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

EIMERT LUER MYTOKEN MW FHEMIER. HIUTFREASSORERAPIEYA .

MRBATRERER, BEHEAPI

MNMREBERESER (Single Sign-On, SSO) , MMM —FRF AP IEKFITIE) @R , A BEFHMIEE
2 API P EIE APl . WNREER Active Directory /E/9 SSO Bt ftizr, ML TiHERER
XFIES
MREE, Er]IMALRE S FEmE A, LUEHEStorageGRID APl, 3#&, S LUM StorageGRID fit
EBUFH (SLO) , XEEBMH StorageGRID < H,
PIE

1. BEMBZEHEIER. 1BE1E cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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R[BELETH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. R1FE5 URL -

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D

3. [A7EHE URL RIXIERLUfEEL SLO HEEMIE StorageGRID o

curl --include "$SLOGOUT REQUEST"

R[] 302 MRz, thEE MBS T4 AP EH,

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. fHiP& StorageGRID HAZH SR,

fliB% StorageGRID AHFH LI TIEA XS AER SSO MEl. &M cookie "sso=true" SARKIZH. M
FIFP £ MStorageGRID FiEH. MASFEMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETAFIEESEHE,
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HTTP/1.1 204 No Content

MRERTRERESR, 15FEA APl (Azure )

MREH "EEREHEAERER (SSO) " Azure 7 SSO R IZFRY, ERILEL
FERAMNREIASKIRET N EIE AP SFEF EIE AP BRI B HKIEShE,

IRBAT Azure BRER, HEERE API
SNRIENER Azure 1E)9 SSO Bintefitizrr, ML TRAAER

FraZ
* &H0EE T StorageGRID AP AMIEXE BB SSO B FHE 4t FZRE,
* MNREFRFAFPEIE AP, EEEHRFMHES D,

XFIAES
BRI HIIELHE, STLMER U TR

* o storagegrid-ssoauth-azure.py Python iz

* o, storagegrid-ssoauth-azure.js Tim.jsflz

X NI EB (I F StorageGRID LEEXHFB R (. /rpms ¥ FRed Hat Enterprise Linux8{CentOS. . /debs
i&AFUbuntusDebian. 1 ./vsphere iEBFVMware)o

BREEECHSAzureBIAPIER. 180 storagegrid-ssoauth-azure.py flZds, Python HIAA=EHIER
StorageGRID X EFMEK (B KB SAMLRequest , AIGEFEUENSHE) , REHESTERA Node.js fiizs
5 Azure XE LIHAT SSO #1E.

A LUER—RY AP iEKRHUIT SSO 121E, EXHFMHREE, puppeteer Node.js HRIREFIEBR Azure SSO %
Ho

NREFEANRURLAER REHER . MEESEELTHEIR: Unsupported SAML versiono

ps

1. REFTRHKMKR, NTFIR:
a
b

- &% Node.js (IBZEM "hitps://nodejs.org/en/download/") o
REFIZER Node.js 3R ( puppeteer # jsdom ) :

npm install -g <module>
2. %% Python BIZs{E#45 Python FRFESRLUTITIERIZS,
SAlE, Python BIZ<}5IEAERAY Node.js BIZS LAH11T Azure SSO KX H,

3. HIFERAY, WMAUTESHNE (HERSHEEXLE)
° BFERE Azure BY SSO EBF MRt
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° StorageGRID AYiik
o Bifa AP E1E API FIFEF K ID
4. HIEREY, MANERD, HEWENERENESRE Azure 321E MFA #R1%

ey storagegrid-azure-ssoauth. py sso-email-address userfmy -dosain.com
ocom --tenant -account-id @

(D LERIZSBRE MFA 218 Microsoft Authenticator T2RHY. F 0] BEEEE A LA I H s
NEIMFA (150, SNTEXZSTH B R UREIRIERD),

W PIRA T StorageGRID X< hE, M1, ERILUBLEATEMIBER, RMFERMER SSO FHEA
APl 197530

MRERTERRESR, 15FMH APl ( PingFederate )

NREE EREHEARERER (SS0) "WMRMER PingFederate fE/5 SSO RiftizF
» WA —FRT] AP ISKR#ITIE A 38, DERENIMMEEE APl 5~ E1F API
BRI DIIELH,

NREATERESR, BERE API
WNRIE(E PingFederate 154 SSO SRR, ML TiHBEER

FHAZ Hl
* {&50E/EF StorageGRID FIF4AMEX S Y SSO AR AM%E,
* NRFHEFEFEE AP, EEIEFHEFKS D,

KXFULES
BIRIE DL, AJUERUTRAIZ—:

* o storagegrid-ssoauth.py PythonfflZs, fiiFStorageGRID ZEXHBZRH (. /rpms X FRed Hat
Enterprise Linux2%CentOS. ./debs &R FUbuntugiDebian. # ./vsphere EHFVMware),

* cURL &R TIET.

NRHPITERETD R, NEMTIERREREN. RSB THER. A valid

SubjectConfirmation was not found on this Responseo
(D) w6l cURL THEAF R BRI WAL B,
MREFEANRBURLIEEREHER . WAgE=BEIL THEIR: Unsupported SAML versiono

p
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1 EBBUTHZEZ —LIREN S B IIEShE:
° ffM storagegrid-ssoauth.py PythonfilZx, #ESE 2,
° B curl IEK. HEDSE 3,
2. NREMFA storagegrid-ssoauth.py A, FHIZAEIELEPython iR HITITHIA,

HIRTRES, MAUTSHHE:

o

o

SSO Ak, ERILUEAN "pingFederate’ " BY{E{r]ZE{A ( PNGFEDERATE , PingFederate %) »
SSO AF#&

L4 StorageGRID Wi, HFEEARFT PingFederate » &7 LUGH &% sk N E{A{E,
StorageGRID AYithik

EiFafAF E1E API B9FEFIKF 1D o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
S e e S L e S S s

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

W AIEH T StorageGRID EIXSHE, WE, BAILUESHEBTEMIBER, FMUFERFER SSO K{FEH
APl 950

3. SNREMEA curl IBK, BEAUTRESE

a.

b.

24

ERERENTE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Fifn] WA EIEAPIL. 1EER0{EN TENANTACCOUNTID,

ERREZ BHIIEURL, [AEHER 151§ POSTIERAIXE] /api/v3/authorize-saml. FHMIELNZH
fHBFEMISONZRED,

RAIERT— POST 35K, BTN TENANTACCOBTID 2% Z B30I URL , EREFERE!
python -m json.tool LAfIB& JSON 4%,



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 824 E—1 URL RIZRVE R URL , BEFREHEEISMNY JSON HiZE.

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R7F sAMLRequest MIRZFIREX. LAEERELHSHER,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHmNF cookie , FHIFMANHITEIE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B "pf.adapterld" {8, HIMANHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href B (BRERIAT/) , HIERRITEER:

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'

g- | "act" f&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. &i% Cookie LAz EiE:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

. R1E SAMLResponse ERREF R

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response 4 StorageGRID &{75%
UL RERNIE R,

EFTF RelayState. BEAHEFIKFIDHMREEZS R IIMEEIEAPI. BEFEAO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E14E B A 3IE < héo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOKEN M FHEMIER. KT REASSORERAPIFIA .

MRBATRERER, HEHAPI

MNREBBERESER (Single Sign-On, SSO) , MHIAX—ZRF AP IEXKFITIE) R , A BEFHEMIEE
1% AP| SRFEFP BEIE APl , FNREMEF PingFederate fE9 SSO SR MH12RF, MLATiRBEER

XFIAES

MRFE, EIUMBALE SFHIEEH. LUFHStorageGRID APl (&, & RILIM StorageGRID fif
RESFHE (SLO) , XEEBFWH StorageGRID $h4,

SIE

1. BEREZFHEIER. BEE cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {R173E%H URL -

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. [AEE URL KX iER LA SLO FEEMIE StorageGRID

curl --include "SLOGOUT REQUEST"
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iR[E] 302 MRz, LEETERERER T4 AP £,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. iR StorageGRID HAZH SR,

ffip% StorageGRID A LN ITEARXSAEA SSO HE. &M cookie "sso=true" HARKIEMH. N
FIFP £ MStorageGRID FFH. MASFMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETAFIES £,

HTTP/1.1 204 No Content

fEF8 API {ZFEThEE

S LUMERAMIREIE AP| 52212 StorageGRID R MIFELETHEE, FRAENIIEERS,
REENEMA D EHITSIZIHEEE X BMESBINR,

KXTFULES

ERNTIEERZ A IFEELETAR) StorageGRID RAHRRIELTNEE, FERAENIHEERRLE root BFZAS * root
IHIEAR * WEIRAFBI A F e E R 1ZIhsERIE—75 7%,

BT RRILINERNE BRRE, BEEUTER:

_Company A B—XIRSZ RIS, @I eIEEF KA TABE StorageGRID AFAMEFEMHEARE. AT HRIPAPXR
HNLe, ARBFERFECHRITEBEKRS, EXETFEEHERBEILKS, _

_Company A B]JLUBE EA MR EIE API RRVERATHRERAREIIL BT, B2 FRANREESERN - B
PRAEFIRERES * IhRE (UIFIAPI) , QB AAUBREMEESAF (84 root BRHETAS * root iR
R * HRVAF) &R eeEEMRBAF KB root AP EIER

T
1. 5 RI AR E IR API B9 Swagger X1, iBES 0 EHEMKEEE API"
2. ¥ EE IR =

3. EFFENMEF root ZIFINEE, BRI TAIRME APl RIXIEX:
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{ "grid": {"changeTenantRootPassword": true} }

BEXRTENE, EXEARZEERRER. ARPRETAEET * EXFEAREN « EENR, SiHEN
P IRZRIRIES AP BRI, FHER 403 ForRM . °

EMAUEEFRRIIIEE

AINMERT, ERILERMNRERE AP ENHEEFEANIIE. B2, MRBHIEEHRAEEFHATIEE, N
FILUSR * BUETHRE * ThREER S

@ TR EFT B E activateFeature*ThEE, WREREFEHILLINEE, IR, BB T EEHEE
FREMEERANINEE. BEXRRERELNINGE, BHMBEAFRARZIF,

T

1. JFRI AR B2 API BY Swagger X4,

2. XEFRAThEELR =

3. EEMAUEFIETIRE, BRI TAIRIGEX RIXE AP :

{ "grid": null }

IERTERE, BFEECAER root BHITHREFENRIFR B IIREER R ERAUE. TiE, " EXFEFPRES " E1E
NRBERERFARES, WRAFAES * RIGEIR * 3 * BB REDS * EENR, WEAEER
REZRDRYER] API FEREBIG AL,

E—ROREHHE al EEFNINGE, MBEMEEER, MREMETRSEMRES, MK
UE PUT ARBBEHISEEN. Bl, BEMSEERES oot BRMELFMAERERRIA
() e wx PUT X

{ "grid": { "alarmAcknowledgment": true } }
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