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System Metadata

Object ID
MName
Container
Account

Size

Creation Time

Modified Time

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

2020-02-19 12:15:59 PST

2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path
9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

*TYPE™: *CTNT", |

“CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAR",

"HAME™; “testobject”,

"CBIDT: "exSB2IDEVECTCIRSlE",

"PHHD": "FEABAES1-534A-11EA-9FCD-31FF@ACIE056",

"PRTH™: “source”,

"META": {

"EASE": {
“PAWS": =27,

NEREFE (FEE) WE
FRTRELNEEFEI NS THRERE. WREERITAEFES.
EEINBES MM ANNREFHEES. WREHETE T8> SRR > & - TENES.

10



Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors




UBEEZER "EXEIMFETRINFAEE". BREUTSBRIZE:

1% ¢ ¢ > TR > * PR
2. R bRt > TR > LDR > TR > A > E

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e
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RRWNRIE— MBI, WRQEML, WSHT ILM TGRS A MIRE RN RERRI S,

SARIEIENEEFHET R EHNNR, EFSREANTRREEFEBPHNR, WROTBEBIMXR, 7

REF1T/E B3Ik,

EEIELIESRERIZTT, FTHEBRAER. TEFLERREIE. BR, MREMNREFEEH, NETLiR
BEAWIER, UEERMIIEEFET RBIRE.
5EEIFEXNERMER ((X5)

?g%%éﬂﬁiﬂﬂ?ﬂ%ii BB RSN R(EA BT IELERINZNR), L NERIRF AN RE

MREEEIERTHRAES - EIAMEEZE RN R, M=% Objects Lost*ER,

EEREIE®RE
MREEOMIEREN, TTINERE AW EREEHET & LSS K RIBEE,
FHEZ 81
© EEFIE R BIIR S Web 1452,
© R EER IR,
XFUES
EAU BT R TR ARIENRIEESE:
* Adaptive : BIARE. UASBTFRIBRERSH 4 MB/ B3 10 PHR /) (WEBTERE) .
* high : 7EHERIBHERE, RETELHBEMRIED,
G SRR A ST A A S RITN KRS, FE/ B WIEE, BRAREARERRE, ¥
SN B E B A BB
ST
1. BER * 4+ > - TR >~ WIEIE
2. Y42 * FHETIR 0> LDR* > * WIE .
3 MR RE X,
4 BF DR > WIE "> BRE > X",
5. {EEAWIET, W% WIEBEE "> * 5 * o * WIEEE * > * BB,

13


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

6.
7.

14

Overview ' Alarms \ Reports | Conﬁgurathn\

Main

@ Configuration: LDR (.~ w ) - Verification

Updated: 2021-11-11 07:12:00 MST

Reset Missing Objects Count O

Background Verification

Venfication Rate | Adaptive i

Reset Corrupt Objects Count 0

Quarantined Objects

Delete Quarantined Objects O

Apply Changes *

() BRIEERBENSSEENAIME VPR WIFEE) SHZR,

B MAER .
BEEFRMNRNEEIIELER.

a BRECTR > "FHETR _ > WR
b. 7EIIEERH, T * PIFIR * 1 * RITRARIFTR * BIE,

NREESWIERME RN RIS, W * HFBNR * $5IRREE, StorageGRID FEIHMEHEH
RIS ATIART, S0 TFFR:

* PNRAT LR RATIRRT, StorageGRID 2B A REIECIZE— 1 F&EIZ4S, RJLUTE StorageGRID
KGR EIED ILM SRERRVER(E SR FT RIS,

* IRTERBMNRIMRAF(ENEERTHS), WESRFMNRAKRIRF EEREE, FiLk ERNEIRIR
AR R ER,

C. NREZMEFINNRIEIEHIF, BRARARSFUBERIFRRLZERR -
BT AR RN RERWIELER.
NRE QIR EFRRID I REIERITH ER, M NEIBRITH ERBMEREE, StorageGRID @I TER
—FET R E R ERSIFR A EBRRIME.
a. JEF*3ZHE > TR > Wigiaih * o
b. %F * FETIR _* > * LDR* > * #ERIRET * o
C. FIIEEREH, mIFERNEIRIFAA (ECCD) Bit.
7 StorageGRID 24t BEIERITFHINR G, EEHIFHTRITE.
a EF*3ZHE > TR > WgiaTh * o



b. &R * fFETIS _* > * LDR* > * W * > * BRE *»

C. i * EEMFHIMRITE * .

d BE*MAENR

10. INREHEARATERRENR R, A LUEERIBR,

C) @%ﬁﬁj*ﬁ%?%i%ﬁﬁﬁi(w%%%)E%ﬁ,ﬁﬁiﬁﬂ% EifrRERX R
EEBNAIR KRR AR =it RS,

a BRI > THE > MREih

b. % * IFfET = _* > * LDR* > * IGiF * > * B2& *

C. HE * MIFRPREAIMR * o

d. &8 * RAEN .

AR EREENE?

MNREFENEARIEFET R LS EFEFE TSR NN REIRUNRETURMEDHIF R, WREFERERS
IIENSEERS (FRIIERKIE) ; Rk, ERURE—FIGEF#ERETELNSGE, LTHETRMVE
HHEEHER A] RE R MR B IERIIER .

S58mITHNEERIERR, EURFBNREFEREIFIL,

MNRFENEZIRIVFAETE StorageGRID FHIBMWRITHIE, HRIEREFEEHIBIXNRBI AT LM
RIS R B (ERERKAVEIER LU T A U E:

* ERIREIA L MRRDBEFINREIENEIA, StorageGRID ZEME A EREFHEERFEMAIERE
APREIA, FHETRED LM THEETRARAE, ZHMERBELN RABATEEH ILM RE8, EAiR
DHE—PEIR. RASEMHBRE—MHBIALUARERFRRVEDD ILM RE&, LHTEIZAA] BRI ETEFAEER
KEIAHE—IE,

* BRI Y . RBRMERRRIEN R, StorageGRID 2 BM=EINERARIRA BER—FHET =
FRAUSZRRAA A . IRTEAEERVIFRENEZRNVAERZ). ILMERHAERN RS —TE
7. ERUERIZEIAERFRIE S BFRRIDRI A RO

BITHNREFENE

—REIBHBIT I HREFERERL. IZELE, ERUEEERIENEFET /NS, ST UuElER
— M,
FaZ Al

s BRERERIIMBEIEEE "STIFH Web 5"

* IWEBHIPEL root 1 RIIR,

* BEMREBNENEFET RLTEARS. &F * Tx  LEETREK. BRELENTRNTRANET
RETREMERET.

* BFEMRELENT R L * K " BTUTIE:
°© WY RLGRINEZET =
° FHET RIEA
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° MEREHIENFiES

° B ARSI TNEE L I PERIFETI =
° EC EfTE

c GBTAE

EXEIRER, WRETLREFSREERANGESR.

KXTFULES

RIEMRPRNREE, EEFET RMEUNEE—BMEEH], TRNREFELRERLAIES
B —RRBEBITT—NMMEL, EBRIUREESMET RS,

p

7K

1.
2.
3.

16

WERR ¢ LR > RS T > WREFERE
PERE ¢ QMR * o IERETREIBNREERERLRAS.
ERESBERIINENT R, BEFMERINTR, HEFIIFEF Node name* EiEiE,

ERILUR T R A MRS ROH TR

S

[

SRR EAREREI AR T Ro

WERR  AREE <

HIRFHBITREFE—NHZ N E, BRIUERFEESRS T REMERS,
BNEENETTRIERIES. BEFIITEFRFiEE ERE,

R ARG

WEEREAL R — B,

—HIHTRIRTHEN REFERLEFMMERNNRTHIER 22K,

° *ERUAR * 1 E—NAR ERIERM A TEUERIA,
c* R -2fF . BNER EAERNTTHIERIA.
crEkr BRIN) L BN AR ERFRE = T EUERIA.

BX—BMENRIFRES, BERRATHRGRE.

WeRR AR
&

EHEERNERE, EaILUEE * E—F * DEIRSHH E—F UEHMERaEE,
RS ERHBITHREEREEL, BEHRUTERZ—:

° YRl FERK.
© HIFHEUHEELL, ERIUMEBEFHEL. BFRaEMREEIUEIEL,

BRI

o fRlk(RLE, HEEIREA * WREENEEFEL * ERk. BRANERIEENEERIEHITIENE.

° fRIARIK, % * WRFERERW * Ef. RBAERIEENEERIFEITERF



© WFPEER " RSTAA " & WERSREIE s T HE, —HHE, MERENSSEEIEL,
()  CIRERESANREEREREEE RS,

10. FERWIETTRY, &F * ARl * EH+, HiZ TRV REIREE,
IERTRO—IHZTHEBRNEFRINRNZTAURRDI T RBBI R E K
MR MERYER DX REBIAEAT 100 , MAJREFEFMET REFHERYREHEA -

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
‘ H-isr;i\;g ﬁ.l.lic.ctcoui-c.-s.a.ercctc& 0 0 ’_‘I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node = Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,12 Data Center 1
DC1-53 0,1,2 Data Center 1

N Rl SEmfE, RITIEMEMFRFRE:
° IIRMBIER DM RBIE AT, NARLIEAPR. THEHAITEMEE,

° WIRMBER DR RBIFSATFE, HEKRME * WREKX * Bk, WRSKSEBEFMARDIEIZ. WIE
BECEIEEMEARE, UBLERRN I REIAIS T,

© MNRLNEER DB REIFZATE, HEEME * WREX * ik, NWHIETREMAIRESIR IR, BE
BRI o

o e LAEAgrepiREXLLSTERIZEERIAEERZRNMREIA: grep LLST audit file nameo
IR EP B RXUTFH HAEELNHR", BEXNFEERNIREIZE LLST AR OLST.
12 NREREEZR T BIES—HEHEE /TS, BERFAN=FAURSTEIE—SE, RAEEER
& L EMETIEL,
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9NE StorageGRID BEEIAELHFBEENT RMELMTHE—HLERR 4, WEHSETIELTESE
IRHERFRIRENRAMNREID, HEBMRAREPEMIREIAR, WEFEITELFIRERERXLRIA,
a. &R P > WREFERE * > ELAFIER .
b. HAEMPLEAE B ERT EMIEIT:
i BE * LRE 5, BE=AfsTHEL,
i, 3 FXLEAEL, FFE—ET PP RRRIE R SR 2 P,
C. R EEIMEITHNE MR NAEIRE, AFIEE Rerun*,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
Ifyou have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
|l J
—
Nodes (valumes) Missing object Consistency . )
JobID Stat - — e Start ti End t -
= e o IR = -] copiesdetected @ ~  control - i@ S L it & ]
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53(3 {3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
DC1-53 (2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) [i] Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

d ZEMETEIESH, EEEETRMEUR—HEES.
e ERFENEITRLE, BkE * EMET .

HEB R B AR EART R, EHERRIPRE (R ERISTE RIS m BV — BRI TR — MELEIETT. FAER
oy * AR FL * FEIIL T RIGRLEIEL ID o

SERIE
RGN HIETEEEMUE, 1552 * 35 > TR * > * Mg "> x> Z#ETHxR _*>*LDR* >

*IOE > BCE > HIRERIEEARE, FRRIESKNEME EFMENREERERYE, HEELI
EfARE, RIREMAHES BE T A FHESIEZERBIREL,

X SIME I RA/NAKREHREITHERER

WMRBF ZIHITHIEZ ER 53 Put ObjectiR(EiBiZ S3A/NRHI5 GiB. M=t %"S3 Put
Object Size Too Lig"Z4R.
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FHaZ Al

c BEERERIIMREIRR "Ti5H Web J 528"

* BB "HEILIENR",
FAEMLEP EAARTS GBRIXNR. UEER URE L Hi@kl,
gl

1. 3 Z|*configuration*>*Monitoring*>*Audit and syslog server*,

2. MREFFHEANER. HHRHEZEE:

a. #IN ... ssh admin@primary Admin Node IP
b. #NFFIHIIEERD Passwords . txt X

C. WA Tar<tI#EIroot: su -

d. SAFRFIHRIERD Passwords . txt XM

Plroot AR BMMERE. IRTAFEMTR S to #

€ BN ...cd /var/local/audit/export
f. W E WA P IETEFERAATS GBI R,
i. 3N\ ... zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]*[5-9][0-9]{9}"

i. WFERPHENFIDES. BEE s3a1 FRUREHEFIKFID, #AESFNEMFERESF
i TFAED BRI RERBIIPHIL

(¥ Description
SAIP JEIP

S3Al #HFID
S3BK FEDEE
S3KY R

CSlz RNEFTI)
HiZzAEE R
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3 MREFIHEANFREE. BERAERTEF IDFRIFRES

a. ¥F|*support*>*Tools*>*Logs*, WEEIRPFHET RNNAEFEE. BEZREIF157 %,
b. IEEXX 4 H#E bycast.log:

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. EHEHRHEE method=PUT HEFRER i clientIP Fo

Tfilbycast, log

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S$CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. BHFEFZRAPUTRA/NAS GiB. HXHAT5 GBI REA L7 L%,
o MRNARFEEN. BRRER—F,

X B KM ERBIN REETEHTREAR

X ERFNERR BN REIEHITHEH R R

AJLUETFEMRFAGENR, SEMEFIENAEFRREARK, NEFIIIXNREERITE
SYIIE, LM BFHEIREEE T RIRE AR R R TR,

StorageGRID RAMEMARRTTHIBFRIIE R BRWEMBMIBRZTHR. MRETBERRIIFRHOE
&, NRFRERNAARNEBUBERRZHRNB— I, HIRE LM REEE—FAN, BT Rz
KORF P RES B,

SNRULICZRATI, StorageGRID RAFFE MR VAN REIE, BN, RERMEL * WREX * ik, WTFFIR
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* WFEFWEIE, MRLTECRESZ—TEIE. WSBHERMAAER. HREER,
* T EMBREIEREIZA. WMRTEMTEMERREIE, NWESHMEMUBEBRREIRZA]. SRNEHRT
BYBIZA(ECOR)BIERIEM—T o MRKRIEIHMBIA, NZhLER,

NI EMEEMRE * WREKX * SR, UAEERNRAERE , AHENRESNHAUTRAEET /503
TRAP, HEIMERESFATH. BFEL "HEERFIHNR"

MR ZBRITHINRBIEERR, WAEFEMERRAE . B2, BUMEEERNRITHRE, UMLEBNER
XN REREAFBIERN R, BSN "EEERMEREEI RITER

BEERNIITR
SR YmBERERN, STUNEFAE. BEREMWRIVEBHEKRRRAZ .
Fraz Al

* ERRERBREIFIR IR S0 Web K5
© EURAERERSINR,

* ININER Passwords. txt X4

KXFIAES
" REK " EHRKTR StorageGRID IAAPEFLENREIE, BUERTEEXKAER.

TEMAEERNNERER, ErIaeRERIGERUMLE#H—PHIERR, ERELEERT, NREILENREEE,
M AT REREMSIR R BRAIH Ko

p
& TR
2. R FHETR >R
3. BEENWNRITHERPETRHNERTRIVEE,

L F RRULPIAE T RTEE StorageGRID £ HH0NEIR DI R Z 8. Z{EE LDR # DDS ArS5 K
EEREAFIERNRIT R 2.
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DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 18B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0.600B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

08/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

4 NEETR. "HHEZES BREMR WRERERONRHE—IRRTF(UUID):

22

a. FRIIMETR:
i NI TF®%: ssh admin@grid node IP
ii. SMANAFFIHAZERS Passwords . txt X
iil. NI T anSt#Elroot: su -
v. ENPFIEBIZERS Passwords. txt XHFUroot AP BMBERE. IRRFHEMERN $ to 4o
b. B NEZATFAENBR. M ...cd /var/local/audit/export/
C. i3 grep IREXMREKR (OLST) HHZHE. WA ... grep OLST audit file name
d. ig THEHREEH UUID &,

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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- fF ObjectByUUID < LURIRIRFF(UUID)EHXMR. AGRHEHMIBEESFENXI,

a. Telnet 3 localhost 1402 LLiA1A] LDR 1£&14,

b. %\ ... /proc/OBRP/ObjectByUUID UUID value

EE—NREF, 2R UUID 926026C4-00A4-449B-ACT72-BCCA72DD1311 FIH TRMIE,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {

"PAWS (S3 protocol version)": "2",

"ACCT (S3 account ID)": "44084621669730638018",

"*ctp (HTTP content MIME type)": "binary/octet-stream"

by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\ {



"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'}1,
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EEZNREIFH, EXNR UUID 926026C4-00A4-449B-ACT72-BCCA72DD1311 FKRYNHFMAMIE,



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. &% /proc/obrp/ObjectByUUID B9, FREVFERAVIRIE:



TCEHRE i
FIKEIXR (error" : ™) INRRIEINR, NIREFHR "error” @ ™,

MRRIENMHNR, ERIUEE * ERBNR * HHRLUBRER.
ERDI RETR IR EWA EMIFF.
fIg >0 MRMEPHIET —EAE, N * WREK * BIRABENIRK.

HBIANREE. ERBLPIILEIT R ID MXARZHIAN R M
UFFIHME.

(FIREP R "[EE I RAREERIIN R NMBNAERAT R ID B
EWEET R )

MRWREFE, EEILUEE * FRONR * HHLUBRER.

fir% = 0 RS PRTULEFE, MLHRTERER, TAUER 12
R P L PUT ST 2

RAXFARSBEREHERT EEETEREMERESRE . 55
WEXNER "EAMNBEERESERNREE" M "X REUEER
BEFEE"

BRATRAIEEERRBINR

AEERIIHEREME " WREL (BEX) "EiRMl " WREX " ERALEEHERTEE
EXRBIH R,
FFaa 2 Fi

s MEBFHRMRNEAEERXNRBUUID "HEEXHHR",

s %488 Passwords.txt X

XFIAES

TR LR RIR D B AR EMUBEERERNRNEFBIE, ERZSHBERT, HABERHR, E
B, ARERRT, MREILENREERE, WrAIREREBHREIFHERERNIER R,

(D) BHARRSBLKGEXIRESE KW,

TIE
1. ZBEET R, EREZASEUEHTENNRAUE:
a. BRI =
I MIALATFA<: ssh admin@grid node IP
i. E NFF|HMIZERS Passwords . txt X5
iii. ] NA TSI ) root: su -
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V. BN HEER Passwords . txt XHLroot AR BMERE. IRFHIEMER s to #o
b. EANEZAEAENBSR: cd /var/local/audit/export/
C. i grepiREY "SAIEEERRIIM R KBV EIZLER" FEELXF ML XH. AN ... grep uuid-

valueaudit file name > output file name

a0

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. {FH grep MILEAIHSXHAHIRERELME (LLLST) BHiZEE. WA ... grep LLST

output file name

fB4n:

Admin: # grep LLST messages_about lost objects.txt

LLST BZH S R MUTF U REIE S,

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL

SM]
[ATID(UI64):7086871083190743409]]

€. £ LLST ;& 274k 2 PCLD FE&H1 NOID FE%,

YNR7EZTE, W PCLD KYENHE LR D EFIMNRBIASHTERZ. NOID RFIEZFAIREHEIN REIAR
LDREYTR IDo

NRFLEFIWNRUE, EEIRERBIERIZITR,
a. HESILDRTIRIDXEXIFET R, EMBERSETD, %R * X5 > TR * > Wighit . AR

1%&¥E * . Data Center_*>*, Storage Node_*>*,

LDRERSH T RIDMUTHREERT. EESIEFHETRIES, HEEHREIEL LDR NEFHETRA

2. HENRERUTHIEBPIETHEFETRL:
a. FREIMETR:
I MALLFE<: ssh admin@grid node IP

ii. FNFPYIHAEDD Passwords. txt XM
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iii. NI TSI Rroot: su -
v. S NAFHAYZES Passwords . txt X

HrootAP BIERGE. RRFRHMEN $ to 4o
b. HENRHIXHRZREF Lo
MNFNRIIXHERE, BEEMA LLST BHiZHEHR) PCLD {Eo
a0, HA:

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'

()  meom BAsRRXHRERES|S3IRRINE T ARHTH.

* NRRHEIMREBIZ. WNRKEEKR. TEAERIRESE ER, BERARARZ .
" NRBEFWREEZE. BRERIT T, EFUSRREHREIBNRIEZRE StorageGRID o
3. MNRHEIWREE. BRI RIEFEStorageGRID

a. MNE—NMEETHRF, BERNRXXEHIFEN, LUERHEED StorageGRID #1TEE, HIAN ... chown
ldr-user:bycast 'file path of object’

b. Telnet Zll localhost 1402 LAifiA] LDR #E41&. N ... telnet 0 1402
C. BN ... cd /proc/STOR

d. % ... Object Found 'file path of object’

fFgn, N

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%S#3tNG"

& object\_Found B8 RAMBENNRIUE, EXMATEINN ILM K&, ZREESIRIERES
FREVIETE BB EfthE 4N,

MRLEIFFRIEET 2 A FRVURES. BB REH ZE RS FEANIRSHEET
= BXWRMEEENIZET =AE[A /var/local/rangedb BRH, ARG, [B)dHEA

Object\ Found fi<,

" MRTEERFMR. W Object\ Found BFLEM, FHARRAZ
" IRV RERINERE StorageGRID , MEER—FKINER. F140:

28



ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’
M T—5,
4. IR RBEMINEREStorageGRID « ERIER BB IEHIE.

a. &N ...cd /proc/OBRP

b. 38\ ... ObjectByUUID UUID value

LU TFRAIER UUID 9 926026C4-00A4-449B-AC72-BCCA72DD1311 IR B MIE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBR0O00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by

29



"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"
by

"AWS3": {
"LOCC": "us-east-1"
}
bo
"CLCO\ (Locations\)": \][
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"

\'},

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. M LDR =HI&E . WA ... exit
S ZEETRA, HRMWKRH ORLM HIZEEMEZAE, UHIMEREHARERE (ILM) ERIES
HEEIZ,
a. EFRIIMETSA:
i AL T#<: ssh admin@grid node IP
ii. SMNAFHIEMZR Passwords . txt X
iil. FNLATErS IS lroot: su -
V. ARTIERIERD Passwords. txt XHLroot R BMERE. RNFFEMER $ to 4.

b. ERAEZAEMRENBESR:. cd /var/local/audit/export/
C. {£F grep BE5XNRXBMEZH BRI EMEXHH ., WA ... grep uuid-

valueaudit file name > output file name

40
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Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

d. {8 grep MIELEIHE X HFREBSAMMEHE (ORLM) BH#ZHE. ¥ ... grep ORLM
output file name

f5an:

Admin: # grep ORLM messages about restored object.txt
ORLM ER1Z%7H SR T LR BIH So

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEEIZCHE FHE LOC FE.

WREE, NE LOM 8y CLDI{EAT = ID MeIEXREIENE ID, IWEEERENA LM, #A
EBEMERIENMLE QIR I REZ,

6. "EFEEZRMEXRNWRITE ERMREEREDR,

BEERRMERKAIN RITEL

T1AZ StorageGRID RAAHWIEFIBIERHNERNREBEXKAEZKRUARENERERZE
, BRI ERNREBMENEZERENZ,

FHGZ Al
© IR TEREREINREIRR 6 Web 55",
TR IR R.

XFIAES
TR UMUA T E—TIEEEERRAINRITEREE:

CrXFFr>r TR > WRRh > v ihm > FETR > LDR* > * BiEEME > R > £
CrEFFr > TR > REIN >R > FETIR > DDS* > HiEEME > BiR > £

U TFREAETR T OAM * LDR* > * #iiE7FhE * DIEE & ITEEs.
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View the list and status of sites and grid nodes.
Q Total nod
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ = -
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Storage Options Storage Options Overview

1 - e 575
Pl Updated: 2021-11-22 12:57:51 MET

Configuration

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks
Description Settings |
Storage Volume Read-Write Watermark Override 0B |1
Storage Volume Soft Read-Only Watermark Ovemide 0B |
_Sterage Volume Hard Read-Only Watermark Override 0B f’
Metadala Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 8082
CLB Swift Porl 8083
LDR S3 Port 18082
LDR Swift Port 18083
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

Han, RIREFEFEESRIIRKENZEN 10 GB , XEHRIAME, IREETRTHNENEEE LIRS
10 GB , NI=fitk SSTS Eik, MMREAERE 10 GB HEANTATIE, NAEHEAEZER,

NREMM%A SSTS TR, EAILURIRLI T BEE IR T R0 il iR

p
18R~ 28 > Bk (FR) *> HEiER
2. MBRSS5IH, E4ES SSTS EMRXBMEUEF L, TRMRS.
LB R RS IR DTE . EHRET R EREE T MRS BUERNE R

| overview I Alarms ']Li Reports || Configuration |
4 1! L kb

BRI

| Main History

Updated: 2018-10-08 12:52:43 MOT

' Alarms: LDR (DC1-S3-101-195) - Storage

Severity Attribute Description  Alarm Time Trigger Value  Current Value A
tnsufﬁmnm Free 201%-10-09 tnsuﬁ'lment Free |nsufiicient Free
-
—lm SS8TS (Storage Status) Space 12:42.51 MDT Space Space
~ SAVP (Total Usable Space 2018-10-09
O o) Under10%  wapsympr 7% P %

W_-____—
Apply Changes *

LRI, BEEMEMMA SSTS (FMRE) M SAVP (SRA=E (BAL) ) Bk

@ BE, SSTS Bkl SAVP EiR=Fifit%; B2, EERNMAXHENEREURTLL GB

ABRMUBKENREM B D LR SAVP ERigE,

3. EMRELFRIATIEIE, 1Bk * LDR* > * fZiE * > * #hk * , AEHRFSTATE (STAMP) B
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| Overview H! Alamms

Reporis

"-I: Configuration '

Main

v

Overview: LDR (DC1-S1-101-193) - Storage

Updated: 2018-10-02 12:51:07 MDT

Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164 GB B
R e st B
Total Usable Space (Percent): 11.937 % mHS
Total Data: 133 GB B
Total Data (Percent): 84.567 % B
Replication

Block Reads: 0 |
Block Writes: 2,279.881 Z
Objects Retrieved 0 =
Objects Committed: 83,582 |
Objects Deleted: 16 = |
Delete Service State: Enabled =
Object Store Volumes

D Total (Available  Replicated Data  ECData  Stored (%) Health

ooog 4.7 GB 2593 GB i 462 GB M0B ) 84.486 % Mo Errors = ]
0001 547 GB 832 GB 4463 GB Mo0B fH 84644 % Mo Errors =59
nooz 547 GB 836 GB | H 463 GB OB 5 84.57 % Mo Errors =17

ELRBIR, WEETDSLE 164 GB TEFRE 19.6 GB AlA, HEE, SIHER=TMNEREMEN * /1A
*MEZHM, ZFrLftA SSTS £, REAX=AEFHEEFHNES NS ATE/NF 10GB,
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b Reports (Charts): LDR (DC1-51-101-193) - Storage
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Aftribute: | Total Usable Space il Verfical Scaling: |« Start Date: [2019/10/09 12:00:00
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Charis Text

o Reports (Charts): LDR (DC1-S1-101-193) - Storage

R - " MOIMMIDD HHMMSS
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104 51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104 .20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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WERR * SFF > TR Y > W o
prirs = I

IRAIEREMA SVST Eiko

IhR > FETIR > SSMF > RS > Bl > £ LIETRER.

_ ﬂ"__mi“.'_..l Blarms | Reports | Configuration
#ain Histary
* Alarms: SSM (DC1-S3) - Services
Updated: 2014-08~14 162538 POT
;“-WES:!:_INEMH mmﬂﬁfﬁ—’l#mu Mot Rufining - NotRunning: r

"SSM PR E T " TIEIEE Cassandra KRiE1T.

Alarms | | Reports

| Configuration |

5
| Overview I
| hain

Updated: 201703-30 00:53.53 MDT

Overview: SSM (DC2-S1) - Services

Account Service
Administrative Domain Controller

Distributed Diata Store (DD'S)
Identity Service

Keystone Service

Local Distribution Router (LODR)

Server Manager

Operating System i
3.16.0-4-amdi4

Services

Service _—

10.4.0-20161224. 0333 803cd91
10.4.0-20170329.0039.8800c ae

(ADC)

4.6.12-1.byc.0-
ekl 20170308 0109.ba3598a
Content Management System (CM3) 10.4.0-20170220.1846.1a76aed

10.4.0-201703259.0039.8800c 2=
10.4.0-20170203.2038.2457d45
10.4.0-20170104.1815.6e52138
10.4.0-20170325.0039.6800c ae
10.4.0-20170306. 23039649 af

Running 5@ 7

mH0002% M 12MB [
Running 5] @) 52 F9014% [63.1 MB

Mot £

Rﬁmmge,u 0% o8B e
Running 5 € 18 90.055 % 59206 MB 19
Running 51 104 F§1.301% 76 MB [
Rumning &) 6 0% [B75MB §
Running & 5 EHO0% E§7.77TMB 6§
Running 5§ & 109 10218 % &5 956 MB 5
Rumning 218 4 [358% 9191 MB

3. [[restart cassanda_from'the _Storage_Node]|=i{ M\TEiETI R EFf B shCassand#i :
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BRI
L AN TRY:

ssh admin@grid node IP

i. MNPHIEAZE Passwords. txt X

ii. %5 N AR 8p 2 £ Elroot -

su —

V. ENFFIHERIZERS Passwords . txt X&FLroot AP 9%

b. A ...
C. YyE Cassandrakiz{T. BEHBE:

/etc/init.d/cassandra status

< RTRTTRMER S to #o

/etc/init.d/cassandra restart



4. YN Cassandra REHFEHN, IBHE Cassandra BExFZKAtE], R Cassandra EXHEE 15 X, N
WNEE Cassandra $#U3EZE,

@ RPN EZ P CassandrBIEERSZ EXA. BERAKRASS . HEFRBREHITIUATE

Ko

A LUBIE 4 %) Cassandra BIRE{ZEE servermanager.log X{43RHME Cassandra B X% K],
5. 44| Cassandra B3R

a. EF*FF > TR > WikHhih * . AFERE R > FETR > SSMF > RS * > T iRE
*>rERY,

b. %% * B * > * BRS: IR - Cassandra* ,

C. WF * FFEEEE * , BRWAELET LR 16 RBIEH. XTF * EREH *, WAHFTELE.

d gE B,

e. WREFRER Cassandra XHE 15 K, 1EER Cassandra #IEE,

U TERTRFIET Cassandra EXHAZED 17 X,

vervigw | Alarms | Reports 1'-; Configuration

Chartz Taxt

Reports (Charts): SSM (DC1-S3) - Services

. O DD HA MM BS
Attribute: |Sem1::es: Status - Cassandra j \ertcal Scaling: [ Start Date: |2[}1M[]?;1.—.1. 16:49-35
Quick Query: | Last Morth =] _Update | mewpst End Date: [2014/08/14 16-49-38

Services: Status - Cassandravs Time
2014-07-14 164538 FDT 10 2014-05-14 15:42.35 FDT

Runring

] L | 4 Il L !-.

Mot Running-H f } } } } 4 }
Jul 15 Jul 15 Jul 22 Jul 27 Jul 21 Aug 4 Aug 2 Aug Lz
Tlme (cays)

6. BEEFET = _ERY servermanager.log X1+

a. FREIMETIR:

i MALLTFE<: ssh admin@grid node IP
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i. E NFBF|HMIZRS Passwords . txt X5
iii. N T ap iR Elroot: su -
iv. S NFFHEAYZD Passwords . txt XELrootBR BMERG. IRTRFTEMTH $ to #o

b. i\ ... cat /var/local/log/servermanager.log
AT 2R servermanager.log XHFRIRA.
1R Cassandra BEXFiBid 15 X, N servermanager.log X#4HEERUTHEE:
"2014-08-14 21:01:35 +0000 | cassandra | cassandra not

started because it has been offline for longer than
its 15 day grace period - rebuild cassandra

a. HRILE 2N BB ERB S B HNIHBBRIXERN BN Cassandra BIBTE] MTFET R EHEE0
Cassandra.
Cassandra AILIEZ 1M &E; BRI EIRHNFE,

b. 41 Cassandra EXHFiBIE 15 X, MARERE Cassandra HIEE,
BXUHA, B8N "BEET S MERIXARESED 15 X"

C. YNRERE CassandreiT FERKABIF. BERRRIRA .

CassandaNEF A B IR(SMTTER)

9N:R Cassandra #EEHMAFEREHIR, WA SITEHSH (SMT) BiR. MRRERER, BFRARAE
FFLUER )R o

KTFUAES

YN Cassandra HIBELKERNGEFEFEHEIR, WSCIEHEEE, MMASEHSH (SMT) iR, Cassandra HRTE
ARBEHBIZITEOSEM 1 6

PIE
1. BEREN, BER~XZF > THR > MG~ > &,
2. I9F Cassandra 3 EAEAREBIZITHEST N 1 HES-

ERILL B2 1" SREVE X WA HEPRSHTENNE S

3. %E /var/local/core/. [E4E Cassandra.hprof FEEHRXLFHALZIE,
4. BIEEMIED Cassandra.hprof X, REHEMFPMIPR /var/local/core/ directorys

XA ERARNE 24 GB , RERG EMFR AR 8l

O. fRRIBREHIAR f5, W Cassandil HRFAEIEIRTHAR Reset EIXHE, AFERE * MAER *
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WNRIEEZIAFER Web X288, S3 3¢ Swift FF ima M EpLsIT T BiE$%E! StorageGRID

AR EFIEHREER , WNQELES,
ETFUAES

S ERAMKEIESS, MNREIE AP, HREESHEF EIE APl E1%E StorageGRID BY, IEHEIRAIGESH

MEAERRA m#. FXEEE S3 5 Swift TR IRIIMNINIETAN, AR EIEHHEIR.

NRECBERIMBMIE IP tibFR MR EER N B, WEREUTEERN, NiEEEERIERHE

%, FETEGIILEIR:
* BB EXEEZEOERRFI .
* BRI UM B E X EREZEEBEREIFINRS 2IEHo

UTRAIERT BEXEEEMIEBIHNAIERHEIR:

& Privacy error X 4

[ C O A Notsecure | admisgexamplecom/grid/#/server-certificates

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection, Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged

You cannot visit adm.sg.example.com nght now because the website uses HSTS. Network

errors and attacks are usually temparary, so this page will probably work later.
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NBFRBEAZRARSSIIEBRW ML, BARSIEBEPEEIRRN, FitL EEEONRSSHIEDI SR

EEREFRIEE#TIMNG Prometheus $EEBY, IEHIEIRAIAERH StorageGRID BIBEIE PR E P imHIEH
SR, HEFIFIEBERLIEARN, itk "iEH " TE LREN * FRHEDEIE * ik,
i
NREWEERIEPBES N ERER, BHRERFAER: . EFBE > ReW > iEf, AEE
F EEFEMENAYERIEIR",
1. RBIEBNERE. +—EWebiX| B3I S3 T SWIftF P s A& H MBI 398 K AIIEH.
2. NRIEPELHAFEGI R, 1B L ERERFIER,
° BXRSB[BIEH, BRUNSE "AWMEEESNEAF ERREE B E RS HFIER
s BXEFIRIES, BEEINPRE "IEEZFIHIER
3. W FARSIIEHEIR, BRI TE—HLFHEED:
° MRBIEFRIEPMERESASE (SAN) , H B SAN 5EEEIINT =Y IP #tksfENE LA,
* RGN EAERE EREE StorageGRID :
L RINEIET SR P i, MAREE, USSEEERHEMEEIES,

ii. FERIASEIREE, EF ECE > et > iR Y, ARRE AEENAERET R RER
B B R SO B a4k 4 A BUIAIE B

iii. 7EEE StorageGRID HiBAR, FES MNP RE "AWEEEEME - EEEILEETE RS IES

o

YEETRMAR R @R SHEHITRERRR
BRI LT Z IS KEBNFE S B8 T M0 StorageGRID F F REBXAR BRIER TR,

BRI
NRETEE REStorageGRID EETRENGE$HIR. WENARFEAIGeAEEENREER "SMHKSHRE". A"
PWERIZERE" BY "B ). fERRRVIRIEHER "EIE T R AR5 8K " Cassandfil #UHEERY R EEA" BIEEFE
TRt
FHAZ Al
* f&38E passwords. txt X
* BT SEILIRIR",
XTUIES
MREZAERIEETRNEIUTEAERER, EEEUTHREHRREN:
®* Your credentials for this account were invalid. Please try again.
* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. HIANQins-GWHRSSIEFEIETT # service nginx-gw status

9. [[use_Lumberjack_to _collife_logs. start=9]fEFLumberjackli&EHE: #
/usr/local/sbin/lumberjack.rb

MR BHIIEESERM, &8 LUER -start #1 -end Lumberjack FIZs &S E3&E LAY ESEE, B XX
EIMAFER, 1EER lumberjack -h o

KippVihisT BSAIENERIIE,

10. [ review logs , start=10]] ZEUTHZE:
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log

° /var/local/log/nms.log
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1.

12.

13.

14.
15.

° ** /*commands.txt

MRETEFREEETRET TEEHIEJFE@LW?EL , BPITUU T E—ds 7%5%&7“”5’]15,.5“J:ﬁﬁltt ADA Ak

SH=TEFETIRE IP ik, 8%, XEFHTRRER LRENFI=MEETR

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

BEETRITSMNIIEIREREAL ADC BRS
MNEEBT=F, FRERERN P tiERIE ADC FET =,

a. MALTF#<: ssh admin@grid node IP
b. #NFFIHIIEERD Passwords . txt X

C. WA Tar<tI#EIroot: su -

d. BMANPFIEAIZER Passwords. txt XHF

rootAAFP SHERRGE. IBAFHRMER s to 4o
EEMET R LIETTHAERSERES: storagegrid-status
HafR idnt , Acct, nginx 1 Cassandra fRE¥HIBEIETT.

BEE PR /A Lumberjack WEHTE M EE5HS EEFETRLHNEE,

If you are unable to resolve the issue, contact technical support.

RisEn BERMARAS . ZBEBW "BEXHESE"

F P 5 Eia)
FHStorageGRID {4/5. Ui EIRAE A P EIRAR M0 A P 5 E o AL AR AR,

p

1.

HRREMERRR "STHFEY Web %S

@ N 2325 s =M1 StorageGRID kAW ARRBMAFMARE. HINEERRTI Y2
AJStorageGRID kA1,

BbR Web 55284877,

SR
SZ G

BIREAFRMIFRSTRIARZSEY StorageGRID BIHFTEEAIEIZER, HATHF REBRERET. Xt

BA, 7SI Web |55 83A931,
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1. NETRMEERT SR, ERAERIIMEEIRE 2R Web %
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5.
6.
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[ overview \| Aams |

Reports

',! Configuration \
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TREBATAEET RIS,

F

| Idain

Overview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:81 EST

Operating System: Liruix
3.16.0-4-amdb64
Services
: 10:4.0- : = T g T
Audit Management System (AMS) 30170113 2207 3ecZedn  RUMNIng 5§ s2 0.043 % F935.7 MB
CIFS Filesharing (nmbd) 242 14+dfsg0+debB2 Running =% 1 0% §55MB I
CIFS Filesharing (smbd) 247 14+dfsg-D+debBuZ  Rumning =& 1 0%  F145MB 5
CIFS Filesharing (winbindd) 2:4.2 14+dfsg-0+debBu2 gﬂ‘n ing 290 H0% Hos H
: : 10:4.0- : — = 5 e
Configuration Management Mode (CMN) 50170113 2207 3ec Zed0 Running £ & 52 0.055 % 9413 MB
Database Engine £.5.53-0+debiu Running )% 47 [H0.354% 11,3368 iy
. e 10:4.0- ;
Grid Deployment Utility Server J0470449 2198 c47Eapp  RUMRING =&Y 3 0% F§328MB B
Management Application Program Interface 10.4.0- Mot = e 3
oot J0170113.2136.07c4997 Ruming | D20 HBO0% [B J
; : 104 0- ot - 7
) o
AR Eieshanog J0161224.033380%d91 Ruming H@C H0% BB B
10.4.0- . = i
NMS Data Cleanup 20161224 0333 B03edgy  Rumming @ 22 F§H0008% 524 MB
10:4.0- . = T 5 )
NMS Data Downsampler 1 20161224.0333 80%cdgq  Running He 22 0.045 % [ 195 MB
10.4.0- : :
NMS Data Dewnsampler 2 20161224.0333 803cdy|  Rumning BH% 22 [0009% FH157MB B
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5
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~

o
"422: UnprocessableSZ{A "§Ei2
H1%422: Unprocessable LA gExEARRIRERMEI. HEHIZEEMURESHn&HER NERE,

NREEDFIHMNEIRERZ—, BREEINARF

HIRER R& £ RE FEERIE
WNR7E(FFHE Windows Active Directory (AD ) ECEH
422: Unprocessable Entity MEBERNAFRERSE (TLS) i&EF * FEH TLS*

WEI, MAIge=HILLE S,
Validation failed. Please check

the values you entered for RS 33R5I1T LDAP B4 69 AD BRESSSMER * K
5P TLS* M B0 TLS YEHZ * 550

errors. Test connection failed. STARTTL* ¥EINER * {5 LDAPS* 3T,

Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839
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422: Unprocessable Entity

Validation failed. Please check
the values you entered for
errors. Test connection failed.
Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

RRERE MEIERE

MREZHFEREARZT IR M StorageGRID 2 H
FIMRBEHEFEANIMNIRARIFRERSE (
TLS) &, W=ERLER.

CEINBRFIRMNEZLD, RAMNAFEREF—
"StorageGRID Z#HFHINNE /A" FFEHTLSERE.
INEEStorageGRID i BB FiRo

[[INROTY_MTU/ZER]IMEMLEMTUR LA E R

NRMAEMLEIED (eth0 ) BEAEHETT (MTU) REEMBFIHNEINTRZEENRA, Wik © W
WL MTU RILED * EiRo

KXTFULES

MTU G EMEFOIRERA, E& (BHIEFA) eth0 NMBEE T ERM, NR MTU K/NARLTEAF 1000 ,
METRE = IR ERE WL ERER] =,

p
1.
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B
7K.

FILFIBE T =k eth0 B MTU IR &,
° EFAMREERPIRENEIA.

° SMEl primary Admin Node IP address/metrics/graph HHIANUTEIM:
node network mtu bytes{interface='eth(O'}

2. "EEMTUIL E" IRIERERRFTE T = LRI MEEEC (eth0) RV EHEE,

o WFEFLinuxfVMwareBI T s, BRI TE<S . /usr/sbin/change-ip.py [-h] [-n node]

mtu network [network...]

* il * . change-ip.py -n node 1500 grid admin

AR EETFLnuxEI TR E. MRFBPFMEFAFOMTUEBIS VRO LEEENE. WA
RBENEORENEBAEFENMTUE. AEMEMA change-ip.py BT BB EFREHIMTUER

iilki N

FERUTEEERET Linux 3 VMware BT = LB MTU ,
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-h, - help

-n node, --node node

WM& iZ S IR(NRegR) 1R

StorageGRID 5 W& 7 [BIRVEZ DA A BE2 S MEIZWEIR (NRER)

Description

EIGER MTU . #4707 F 1280 E 9216 Z[al,

ENA MTU IR, ST S S ML

Description

BREEHESHIRE.

TRe FIAMBEARHTI R,

FIRENATARR NRER $HiR. SIRIBIRKBIF. IFHITRINGVEE.

XFUtES
5 StorageGRID & 1ZRIMLETEMS H I LA T iRl @ AT BE
* EBEEBIREIE (FEC) , BREFRS
* ZXHEAIHOF NIC MTU RELED
© BERERIREIRS
* NIC A X G

p

253 NRER &4k

1. IRIBEAINKBECE, X NRER BEiRNFTEBERERITHRERIFD R,

2. RIESEIRMRERE ITU TR

Tik. ERERRT, THEFH
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B MIRE TN AR TR,

REFNFECIKE UEAAANRERER, 158 THfRTEStorageGRID 1& & R&EIZFHY “5EiEAC
B TIE SIS SR E N Auto B R (IESIA18 & 1548

= "SG6000"
= "SG5700"
* "SG10041SG1000"

d. E NGO EMFECIZEE, SNERAJEE, StorageGRID & &FIHOSIAEH FEC & & LUITALD,

a. #
b. 1
.0

C

& i%TEStorageGRID 12 & LECEFECIRE. #HR, KESZHAMHREEPMERRISHA KO
FH FEC &, WNRIRFISEIAER] 25 GbE 5 100 GbE MLZIRE, NIHRAH NIC RIRETEHE
WA FEC IRE, MIFREEAMN FEC I8, WAREIRE] "no-FEC " #1. WNRAKBAFEC.
NEEE R 52 I B IEE 5 R FHIRAIRN,

@ StorageGRID & & X4 4RE3(FC)FIReed Solomon (RS) FEC. {BARZFFEC,
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BfiE] "HEEIMENTPIR" 3 F =4k StorageGRID &2, E/77EF FWindows Server 2016
(D) #9Windowshi EEEFWindowsHial(W32Time)iE%5. FHANRAN) Windows EBIBTIEIRR S5
M, Microsoft A3z #%F1E StorageGRID HFEfaEIMEHFERH,
Linux : M£5EERI&R

1EAIBESE D) Linux A EFEEM StorageGRID P& T 2 B LRIERE R R,

MAC it 52 fg
AERLEBRT, AILER MAC it Se 2SRRI, NRERANZEMNEN, BETREEXHFFES

MLEEY MAC it Fe fEZREREIRE I "true” o LLIRE R {F StorageGRID A28HY MAC it EHAT MAC it
ht, BRIETSEEBEXMG. 152 IAER "Red Hat Enterprise Linux 8 CentOS" 8%, "Ubuntu 5§ Debian",

SURRBRMEIMLAEED, LU Linux THURERGER. NREERE SIMSBRERER
() EZER, M Linux TNURERSAR StorageGRID B 286 AN EOI A2 (EEHIRIE
AT K,

EXEHAMACTEEMIFMAEE. 152 IR "Red Hat Enterprise Linux 2 CentOS" 8%, "Ubuntu 2§ Debian",
BHET

MREREFEAMACHIILZIE. MEAHEAFARZROZAE RISV EEZF 2 ERIMACHIIERIEIE.
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* WEHERNEIRTES.
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* BRI A

p
1. WBERSTIFHENMITRNAS, EERAFTHENERFEXEINEHATER.

2. I root B fEAEE sudo RAIMK F EREE Mo

3. ZRBITUTHSERBHITSR: $ sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172

MRV RBEMIL, MRS

Not starting ORPHANED node DC1-S1-172-16-1-172

4. 7£ Linux B, FIER2E5IBUREAIEHIEFE#ET 2. B30 sudo docker stop --time

secondscontainer-name

EATF ‘seconds' F. MIANBEEFFRREIEMFECER R157FIELRE), Flu0:

sudo docker stop --time 900 storagegrid-DC1l-S1-172-16-1-172

S EWERmIT A storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux . 3 IPv6e X THEHERR

WRIETE Linux EHL EZET StorageGRID T, FEFRFIHKIZTEAAT "B 2898 IPve ik, NITTEERE
EHEAZFBA IPv6 ZHF,
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© R XEF > TR > MR . AR, EE*; node_*>*. ssm*>*FR* . MREHE IPv6
doik, MIEMHEETITE * MLt * BR3RY IPv4 It 75,
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1. B root BA S ERARE sudo PRAIHKA EREEN.
2. IB{TLAFA< . sysctl net.ipvé6.conf.all.disable ipvé
root@SG:~ # sysctl net.ipv6.conf.all.disable ipv6

HERNA 0,

net.ipv6.conf.all.disable ipv6 = 0

@ NRLERAZE0. BFENEATERHRERFRISEHITEN sysctl RE, AT, BIESE
BN 0, AEBHER,

3. #i\StorageGRID T =& 28: storagegrid node enter node-name

4. BITLAT&<L: sysctl net.ipv6.conf.all.disable ipvé
root@DCl-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6
ZERNA 1,

net.ipv6.conf.all.disable ipv6 = 1

() mRERFR1, NHEESE FER. BRREAIIS,

S IRHAEER: exit
root@DC1-Sl:~ # exit

6. LlrootFIFP B1p4RiELI T M. /var/lib/storagegrid/settings/sysctl.d/net.confo
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sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7. HEILCFRITHBERERIMS. ARG, REFXERX .

net.ipv6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipvée = 0

8. BT TS EF/B 5N StorageGRID A28 :

storagegrid node stop node-name

storagegrid node start node-name

xohER &4t B iSRS 28 1T PE HERR
TRNAT INBRS B SRS SRR B HFIH T BRI

BIRHS ()R AR ATIRE
TR EA R THARSGHERS 2R MAD FQDN TAMEIT 7 1P ik,

1. RERANNENEZ, WREANTIPHILL. FHRIZMIIEERHIPHY
HE. RAw.x.y.z ("R HEE") R R R

2. 1% DNS RSB ESREIEH.
3. WA NI RIYE]I518) DNS ARS328RY IP it

BRI L LSRG AERS /R TCP X TLS iEE. mIeEEBIRSEMIRTEN
B9 TCP 8¢ TLS %[, &P ASERIREIETEFE LR,

1. WEEHRSGBEERS SRR FQDN ¢ IP ik, HOMMINES

1Effo

2. I\ RS AERSHENEEBTRIFEERON RS A ETIFH
2o

3. AP MERSELEMT SR RLEBERS (M 1P MmO
TCP/TLS &R,
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ALHERSBVBATEEFMLE GIHNTERTENE, EERHER
U IP IR F) o PRERAENLES, EXREEIXN RS HERS
%% MAC ity ARP i&ESRBIMAIRL,

1. *ﬁﬁ jj%éf‘ﬁlu\ﬂﬁ%%%iﬁﬂ)\ﬁq FQDN g _JZ P iﬂlijtnE's IEE%O
2. BEBITRABSRSNENZESEER.

E',Eﬁtl_ﬁ TCP/TLS &#%, BR4H TR 2K EREMERIPERL,
BEFERAREF I ABERRXEAMUNERTEFRE (8
FHEE%) 0

1. EENFRSHERSSB[HAR FQDN 5 IP ik 2 E .

2. WFHFIHMNENT =, BREMBNEFMTIR, SEMEFMTIR
MEFIHMEW X, LB XL O R & /958 A 48 ORI R & (N
%, EEREFmERERHBIRADERSRE. RARERSHIE
BT X L4 O A X 3518),

3. ARG AIERFELEM T E T 2B RS HERRSS 2810 IP FimOiA1R]
TCP/TLS %%,

ERIIEILS RS HEMRSS R/ TCP &, BHEEXH. RERGEEHE

* REHERSRAIEEEN B BB E.

* TRMAZAERS B EIEEBARRER TCP/TLS igE,

* HriElBp NI RTRELETE R AN ERY TCP &%,

* MIF RS AERS[IHFOANIFRF B ERS B OIEE X AEE,

a. ﬁ TR ZSAERS2MNRY FQDN B IP #itk, iwOFM Y
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