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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]

ERINE T, BHRASXEPNEIE ST 5 AIREERE, EaILUER "Audy-i#i2 TA" LUREVEZ B EHR
HIZOE SRE IR, ErRILUER "audy-sumTE" B45IERT S 0B AN IR BRI IE LU OX AR R A AY
B iElo

fEREZERETIR

TR LAMERA audit-explain ATFREZATHEZE RN S THEMNEINRT
B,



ez Al
* B EBRERIRRER,
* WA SE Passwords. txt X
* B AEEEET SR P ik,
XFIAES
o audit-explain TEETR HRHENTARIEEZAEFRHEFEZESNEMHE.

(D o audit-explain b THFEMREAZIHFEHRIERFREIERRIEIER, EELIE audit-
explain BHAIER HAAECPURIE. XA gE=® MStorageGRID #£1E,

WRFIRRT PEEEEE audit-explain TE, XU "SPUT" #NER MK IDF92484777680322627870
BYS3THF EAS3 Putid K eliE & bucket I ERHENIZ D EERM=1M R, WEEMBEIZES.

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

o audit-explain TEBHITUTIRE:

* B EEEEEREZBE. Fl:
audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* AR S FiIun:
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/audit/export/*

* ERREEENERA. XEERLUERTMEMTLIERN grep sp P EMA N, HI40:
grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

AT HEZEAEURIFEAEFIMEERIE. EERUmEBEEENSTHIE KT EEE audit-explain
ﬁ'ﬁTE%ASUﬁFo



o audit-explain TEAFERFEEXHENEERN. BREERENXMG. BUGLITSH
@ FRHRHEXHE. HE®RA zcat BFEBEEXHHNIR, Fi:

zcat audit.log.gz | audit-explain

fEM help (-h) EMUEFRTRED, F90:
$ audit-explain -h

PR
1. BRI TEET A
a. AL T®H%: ssh admin@primary Admin Node IP
b. MAFFIHME Passwords . txt X
C. AN T <t Eroot: su -
d. MAARYIERIERD Passwords . txt XM

KrootAAFR BMERE. IRFHEMEN $ to 4o

2. ANUTFES. i /var/local/audit/export/audit.log RREDTHI— NI Z SRR FRFIML
=1

$ audit-explain /var/local/audit/export/audit.log

o audit-explain ZTERERHTEMEE X HHFIEHEERATRAER,

@ AT HEEBEKHARS RS, BRIANBER TA2ERNEE, NMREEEMEE. 15FERTE
B (-t)1kIm,

{#F audit-sum TR
SR LAER audit-sum BFITES A, EEL BESLAMIRREZE BRI BN EE S
BRIEREMNER/N. SRAMFESEE AN I A,

FHaZHl
* B BB ERIARIAAR,
* BWIAR passwords. txt X
* BB EEET R IP Hilk,
KXTFUIES
o audit-sum FEETLR ERMUNTASETIERNE A, EEARIMBRZERIEE U KOX LR ERR TR RIBTIE],

@ o audit-sum b TRFEMHEAZFHFEREHRSIERREER, EELE audit-sum EifjA]
BERHAAECPURIR. XAIBERF MIStorageGRID #:1F.

EERBIRR T FRYBAYEIH audit-sum TR, RHIERT hi3RIEFmRAYBTE,



message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

o audit-sum TEAEEHZBERRMELUTS3. SwiftflILMEEZE 2891+ EKFNeTE]

(A8 Description BEER

ARCT MBI "ARCT : M=ERZER)IE"

=B A FEE SR "SCT . [IER=E"

RIR ILM Initiated Delete : 123 ILM FFIaHIBRIISR  "idel : LM E=snlExR"
FPUEEN

SDEL S3 delete : IERMIMBIESUMPRITRIEZEME "SDEL : S3 delete”
PE%

SGET S3 GET : EEHINES R RIEHIH "SGET : S3 GET"
FEDERRRI R,

Shea S3 head . IR ESUKNERSFEX "Shea : S3 #lk"
RYTEEDERo

SPUT S3PUT : iERMINNESLUCIEF N REFE "SPUT . S3 PUT"
EDERo

WDEL Swift delete : IBRIIMES LRBEHRIZA "WDEL : Swift delete”
750

wget Swift get : IERAINNBSURERNREHIE "WGET : Swift GET"
BRI R,

WHEA Swift head : IERHMIINESZUKRERSEE "WHEA : Swift head"

WRE B2



(AT Description Ean

WWPUT Swift PUT : iERAINEISESLIBIEF M RE  "WWPUT @ Swift PUT"
Ao
o audit-sum TEBEHITLATEME:
© REEESEENEZAS. f:
audit-sum audit.log
audit-sum 2019-08-12.txt.gz
* ERAEZ M. Fg0:
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*
* BRREEERA. XEERLUERHMEMTCERN grep saLHEMA. HI40:
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

I TERNMERREEXHEAEERN. BREERENM. BUBLTSHRREESH
B, HEMEA zcat BTABESEXANIE, fl0:

@ audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

TR AR IR FAE D B EFRES R LRREDFHITLE, NERFESRZM, HEKRIBR
REGHESREHRITHH, INER T, BEETRN. RAMFIGIRENE. BERILUER size (-s) BIE
EEEWNERK.

£ help (-h) EMUEFTAIED, 5/40:
$ audit-sum -h

B

1. BRI ETEETS:
a. WALIT#<: ssh admin@primary Admin Node IP
b. #NFFIHIEERD Passwords . txt XHF
C. ML T ap <tk Eroot: su -

10



d. NPT HEAIZE Passwords . txt X
PlrootFF B8 ERE. IRTFEMER s to #o
2. MREDHSSN, LB, HSLARBERREEXNFEER, BRITUTEE:

a. WALUT#L. HEA /var/local/audit/export/audit.log "RREBEATH—PHZ N XHBIRTR
MUE:

$ audit-sum /var/local/audit/export/audit.log

ERBIERT VA ET audit-sum TR, WWREIERT iR EFERRIBTIEL,

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

EIRfGIh, SGET (S3GET) 1RENFIIERERIE, 79 1.13 7, {8 SGET M SPUT (S3 PUT)
RENRIFBEREEIENRE, 981, 770 F),

b. ERREERIEMI10METIRIE. 1BEMgrepis SIUEERSGETH B H MK HIED (- 1) AEIERR
BRIZ:

grep SGET audit.log | audit-sum -1

HEREIFRE (WRIDER) MBRE, EILLEIIEEREFRZAER RIS XL ENRIEXAE
ftiiH S

11



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ EILRAlEE T, ERIUER, =P RI1EH S3 GET IBEKRHMMEKRNNH 5 GB R R, ZK/INEZEK
TFHMHR. REESHEEF ORI ERE,

3. MNREHEBEMEPRAMLRIIR KA\ B sizelET (-s)

audit-sum -s audit.log

12



message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

274

213371

201906

22716

1771398

0.000

0.001

0.000

5000.

10.

5000.

000

504

000

FURAEITR, SPUT BIFIIXERA/IVINF 2.5 MB , B SGET IR/ NEXRRIFZ, SPUT HERIHREITZ
=T SCGET HEMNHE, XRAASHHNRKIEFAZHILERE,

4. MRBHEFRILTEEZTIRE:

a. 7N EZBE LERREER 65<HERgroup-by-timel® (-gt). FERETEIE(FIIN15M. 1H

. 108):

grep SGET audit.log |

audit-sum -gt 1H

13



14

message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

count min

20142

57591

124171

420182

1220371

527142

384173

27591

.011

.011

.010

.013

.021

.015

.011

.012

.010

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

.290

961

867

290

511

961

228

290

867

XLELER B R S3GET REE 06 ¢ 00 1 07 : 00 ZjEhiZsilg, XEertial iR A FEYeTatBEE

®e&, FEFZMEERENIEMMEHIEM, XRATECBLHEMIE, FJREREEMSEHR, B

TR IRIERAIBESIHo

b. ZMEMFRE/NRENTIRA. BERMsizeikIn (-s)2l6s

grep SGET audit.log

audit-sum -gt 1H -s

A
<.

NS =
RexE



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

XLEEERREE, YRAORAERINEKAER, SRE—LIFERIIRE,
c. EEEELIFMES. BEMA "Audy-ifiE TH" BERZIEBAMNFIESGETIRIE. BHITUTERME:
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
NRgreprs THRBN AZIT. BRI less L. —RBR—R(— T RER)NEZASEXHRS.
5. MREMEFMIEL LK SPUT IRIER T LR SPUT 121FI8:
a. BB -go X, AT DRI NRMFMED ERIRFRVES#HITHA:

grep SPUT sample.log | audit-sum -go
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message group count min (sec) max (sec)
average (sec)

SPUT .bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

HZRETR, FEDREY SPUT BESMREY SPUT 1#1ERBRERIMERERHIE,

b. BT MLFEDRIISPUTIRIERIE. BER —gb EH. AFREMEIBRINESHITOAH:

grep SPUT audit.log | audit-sum -gb

message group count min (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046
1.571

SPUT.cho-versioning 54277 0.047
1.415

SPUT.cho-west-region 80615 0.040
1.329

SPUT.1dt002 1564563 0.011
0.361

C. EMEMLIRBISPUTHRA/NERAR. BERAXHE -gb M -s HEB:

grep SPUT audit.log | audit-sum -gb -s

1770.563

1736.633

55.557

51.569



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

HIZHERR
HROHBRE: Bk

1% StorageGRID R4HAIRBIEHIZH S BIEFAEH S EAITAER B RIS AR S =4
AT ER R,
INBREEOWER S LG MBI TARR, B2RATUT RS RN EMER.

TERAEEREFRZBEXAFREZE R R

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

BT HFHESMEE —TRBUETEFNH. BNFHEABLESEER (1 1) FEFTEFHNETEETRE
BRLUTHIE:

*EEBESH ]

* HFRFEB5|N AUDT. RTEHIZHE
* BIRRHEDRET (BESHTHK)

* HIRITRIRLE \n

BT RREEE—TEMEAE, —MEUEREUL— A TRIIRSEHE:

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

17



HEPHNEETEHMENRT EENEHRE, BETRASREMEEINFSIH.

UTFFIRNET XERM TR

* ATTR EFREBMENEF AL, FERUENTRESEEESHESEAN, MEMBEENHNE
* type EENREHIELENNFFRRAN. fla0ule4. FC32F, IREBRIESIERERX ( ).
* value EBMENRE. BEAMRFHANNE, BHRLFR—TES (1) » HIERECSrRERNGISHEE

;Eu "
o

HiEEE

ERAARNESIERER E S FHEERZHEEF.

Type
ul32

Ule4

FC32

iPad

CStr

ML AR

Description
THESKEH (32141) ; EAUEFEMHE0RI 4, 294, 967, 295 ZElfI%FE,

TRESWKEL (64 fi1) ; ©oElLIfFE 03 18, 446, 744, 073, 709, 551,
615 Za|IEE,

MFREE,; 2(ULNFSBHE. RA-AEPDASCIFR. FU"ABCD"

BT IP ik,

KERTZHNUTF-8F R, AILURRUTAENFRIHITEN

* RFHTA N\

* \EEFA

* WEISA "

* BITRE (BR1T) 79

* FRAUBERAE7OHRIFRI (B \XHH , 2R HH @ RRZF AR+
HE) o

HiZAEFNES TN HILHEHIIERETE T RAAFHHIERE.

EFRWFIRE [avDT: BFRIRNERASHNASE. T—ABMREEXFEIERFAREHIURERIERE. UT
THIREER T XEREM:

2018-12-05T08 : 24 : 45921845 [AUTT : \[RSLT\ (FC32\) : SUC\\[Bf{al\ (Ule4\) :
11454\\[SAIP\ (IPAD\) : "10.224.0.100"]\"S3AI\ (C3CSST\") : ": "KST" (S36599") :

o ATYP Element (TERfIFHE THL)BFRRERESNEMSH. RFIESEE "Shea" JHERB(ATYP

18



(FC32): Sheal]).

HiZHERRE TR
FrERIHR A S BARR.

(%Z]

ey

ANID

ASE

ASQN

Atid

Atim

ATYP

RIFIER

RSLT

RTER

Type
FC32

ul32

ule4

Ule4

ule4

ule4

FC32

U132

FC32

AR ZNBYSSHSKIB R E ALY,

Description

EEB‘EID FRUEBRIRIRI DB FIFARIR N . XRRERFEIZE SR
X o

Node ID : DERLERERHNRSHMET R ID ., FEEM LR
StorageGRID &4y, RASNE MRS DEE— 1 HE—BIIRRRF. TiE
EMIEID,

BEIZRIEINRRT . EERREAF, aERTERSBHEVIBRILEZRA
Zpyedia)l, LEEEMER BIR1ER S Epoch (1970F& 1 H1H00: 00
: 00UTC) LURLUHFY REMIMER,

c A IERRBER, TEETREREEH.

FHItHEL: ERRIiREH, MFMETR (ANID) EERES N EZH
B, s sEl, AERSEMEINEENS,

c A IETREBER, FTEETRERZEEH.
ERER ID : ABENFEHMAN—AEEHERIRFRN,

timestamp : Rt ABEIZHENEHBTE, LURERY Epoch (
19701 H1HO00: 00: 00UTC) ZEHtfb e, i&5+=, A
FiEaT a1 BE% 0 23t B #AF0 AT Bl AU KR 2 80m] B T A =R A E R,

AR EMIC RO BBHITENRER, BREPHZEEFLAH
A FIEEEYBTIE] audit. log fileZ1SO 860118 RIATIME %, HEAFNAS
8RN YYYY-MMDDTHH : MM: SS. UUUUUU. HA T B— 1P XFFER
fB. AFIER BRI AR, vvuvuu AHFD,

Event Type: ZIERMFHNNFIRIRN. XFEEEER " BRAEH
"WRAE: BanE.

version : B HEMARZS, BEE StorageGRID HEMN AR, HhRZsHIAR
ZRRERTEHEIZIRETRIMNTIEE, BEIULFER, RILUTE AMS RS HSE
mMEERERAM, UEFRABRARSHGES.

result . B4, BREFFSNER, IRS5EELX, WA none
MAR SUC , XEMASEINGIEZIZHEE

19



B iZoH B
EEILIES T EICEE PR EFAER. FiE & REMEAERAIEI.

TERAIEEREFRRAIBEZER audit. log X!

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDFEF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32) :12872812] [AMID (FC32) : S3RQ] [ATID (UIb64) :1579224144
1025304357 ]

HiZH RSB XFEREMANERURBXFZHEEZHER.
EWEFHEBIERNES, BERATYP BYE (REETRETA)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP BMRIEN SPUT ., "SPUT" RRS3 PUutE . ZEBZBXWRMNE NIEREIFHEDET,

UTEZHERE S ERSNRREKBTFED R

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381a87d6cc216adcd963fb6£95dd25a38aa2chb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q2"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb64) :

0] [AVER (UI32) :10] [ATIM(UIG64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UIb4) :157922414

41025304357 ]

BRI PUT BHLERNE, EEESEZEEFLERNARE (UTC) REag. WERHEIZHEERS
RIATIME MR BT SRR 2 |
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) : SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

Atim = URHF A EAIIER B UNIX Epoch A8 LUREIATIE], TERFIP. J{E 1405631878959669 4192014
F7TH17THEHRME21: 17: 59 UTC,

HIZHEMNREnE A

RIBTEREZER?

BRYN, BRIAMFNRAEBENFIZES. ERILLBIEHRFET APl (S35
Smﬁ)%$&ﬁ%f$ﬁﬁu$ﬁﬁim$ﬁ

HiZH S BEE S MY T ARRRRTHITHEHE,

iy (A5

FEiZ S3 1B1E S3BK (§°3}). S3KY ((AR)=ME
551 Swift 121F WCON (&28). WOBJ(MR)HFHE
HEENERRME CBID (M RBINBFRIRTT)

B 1%ZH S RYAT{E]

HTMETRZENNEESR, WRANNMLEREFRR, NERSEMBFEZESNIRF IS A TIRGIH
PRI B,

JEVERENY
AT R AN EFER AR I RBERERN—RIFEOH R SERET RBEMU, R2%E SCMT (7

EXNRER) HE. WFRRIBENENIED, RAZEM ATCE (Archive Object Store Begin ) #
ASCE (Archive Object Store End ) jHE.

JAIRETI RMINERIIETFE R GO RN REEREN E RN —RIIFEIZCHE SFET R, RRAESTRREIRIX
SEIERIZEM T ARCB (I RIGERFIE) M Arce (JFTEMNRIERER) HE.

YT RMIMNER IR TERE R G BRN REGRIS E R —RIIFIZCH B SFHET BRI, RERE Srem (WK
FHEMER) SR, HESMRFRFEREE—F AREM (JFEHRBER) HE.
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WRENES

TR LB EHISETF APl (S35 Swift) HEIZHEE, EHRZATHHRERFIREA
F5,

TRINL T EHANSZ SR ERBHIFIEFEIZHES. XESREHNESAHIIHES.

S3 HANHIZER
] Name Description REr EEN
SPUT S3PUTE% S3PUT HAESERIT CBID , "SPUT : S3 PUT"
o S3BK ,
S3KY
ORLM FEXRMAN SHIFRHE ILM KEE  CBID "ORLM : RF&XKRAM"
Ko
Swift ENEHIZER
RWiE] Name Description Rz EEN
WWPUT Swift PUT &  Swift PUT EANFESE/I5E CBID, "WWPUT : Swift PUT"
E=1 o WCON ,
WOBJ
ORLM TEMRMN BEXHXRHEE LM RKigE  CBID "ORLM : RF&F&RAM"

o

il 83 WRHAN

TEHN—RIIEZEEETE S3 EFWRNKBANEHETR (LDR IRSS) HEMRFREFRIFEZESHEHEZHE
BRI

EUMRAEIR. SERILMERBEEIE" G20 BIZ"ILMAR N,

@ EUTRAIPHRTILE SR EMBIFIEREIZERS. X7IH5 S3 HAES (SPUT) BXH
AL,

HERAIRIZFRIE R S3 FED Ko

SPUT : S3PUT

LEETIGERR SPUT JHE, BIEREXLE S3PUT £, MUEEREFMESBEFEENR,

22



2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : &K
ORLM JHEHETREMIEFRRFE ILM REEK, HWEEBESXRA CBID AKNA/ ILM FNEYEZ R,

MNFEHINER, "LOC" FEREEWRAERN LDR TI= IDFME Do

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] ]

WTFUMIRII R LOCSF R BFELU M 4mADEC & X4 IDFI LU M ZRED4HID

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

RIZFEEIE S3 FED EMEAE R Swift RBRMMRER, BEEURTAIERR AP,



2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

X RBIBRESS
ERILLEBS ERAFET APl (S3 7 Swift ) BYERTZHERIAE FHixASHINRBIERSE

5o

TRIG T EMPFESEARI LB HIFFTE RIS XESREMIRESFAFIIHES.

S3 MFREIZER

K Name Description IRiz =)

SDEL S3 MR BERMEFEDEFRFFENSR, CBID, "SDEL : S3 delete"

S3KY

Swift fHIFRE1ZE R

e Name Description R HEEN

WDEL Swift & BERMAEHEBFMEENY  CBID, "WDEL : Swift delete"
o WOBJ

il S3 WRMER
Y S3 ZFIRMEFMETI R (LDR ARSS) FRERMNRE, RAZER—FHEZEEHRBEREIHEZAEH,

@ Egﬂgﬁ%i%ﬂﬁI‘H—JEEJZE’\J@&‘}%%#%%BEL){"Fa_'\fﬁ'JEF'ﬁ'JH:'uo XFIH5 S3 MFRrESS (SDEL) #8
gé ‘;;B:o

SDEL : S3 #ifz

HEFimE LDR ARSZEMFBFXNRIERES, MRBIFRENFIE, WHEEERTMEENREFED BRUANRBTIR
IR RH S3 Z$Ro
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

MERIMEKRES
ERILLEBI ERAFET APl (S3 7 Swift) BYERIZHERMEFZASHHINRIELRSE

5o

TR T ERRESHEIERNHIFMEFEIZES. XESREORESAHITHES,

S3MERHIZER

RwiE] Name Description REx EBR

SGET S3 GET BERMIEEDEEFHRETR, CBID, S3BK "SGET: S3
, S3KY GET"

Swift WEHIZES

W] Name Description IRIE EER

wget Swift GET BRMBESETIRENR, CBID, WCON "WGET : Swift
, WOBJ GET"

il S3 JRIEE
Y S3EFPImMEFMETI R (LDRARSS) MRWRE, RAREM—FFHEAREREFEHZAER,

FAR, FIEEESHEEMNAESEEREEUTRASRTH, NP5 S3HEES (SGET) BXHIM

SGET : S3 GET

HEFimE LDR ARSZKIFRENRIERE, WRWREFR, WHEEERTRENRHNFED BRUNBTIR
IR RB S3 Z$Ro
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

MRTFEDERRBAW, FRRAJUERRRNTR, HEMEMBEAKFARENEEIRPRENR. HIZHE
BEEXEFHIERMEENEFIKFIER, UEERURERXLE R IFERMEKFIEK,

FEUTRAERR. R ETTNEETIEEREFED RPN RLKIEZGETHRIEK, SBAI #l SBAC HIERIE
REFESBFIEENEFIKS ID B, X5 S3AI Hl SACC HIZRMIFAF K, ID MZFF HE AR,

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]

Tl 3R _ERY S3 Select
Y S ERPImMENTREH S3 Select TflY, RASEMBEEEHEEFREIHZBAER,

BAR, HIEESESHEERNPEBEIZESHELTRASTIH, XFIHS5 S3 Select £ (
SelectObjectContent ) HHXBIAFLNA,

SN EHMIERREHILER . —FATIENSS SelectiER(SISRFEIEE N "Select"). B—FATFEIEH
B8] NTFfiE R REER R ST EGE TR F.
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

TCEIEEITHS
3 S3 FF I BTN RAITEIEN, RASEMFILHE

S3 THIEEMEFIZHS

R¥iC! Name Description R BEEBR
SUPD BEH S3T L SIFFHEMEHANER CBID, "SUPD : BE#T S3 TiiE"
s HYTTEHERY S Ao S3KY ,
HTRH

5. S3 THUEERM
IRAIERT EHRINE S3 WRITHBERNIMINES.



SUPD : S3 T#UEEH

S3ZFimiER(SUPD)EMIEEMTTEIE (x-amz-meta-*)o EULRHFIH, ERIFKEEEFE HTRH A,
NEBERENFEZDNIRK ("™ EE > 5iE "> EZNAGAERSE ) o R RERIZHENAEE
B5"

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x—amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5vI7mgioJwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0t"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk

tl"]

[S3KY (CSTR) :"testobjl"] [CBID(UI64) : 0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM (UI64) :1499810043157462] [ATYP (FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) : S3RQ]

[ATID(UI64) :8987436599021955788]1]

BHiIZHR

\

LIPS TIW T RGUEEIREZESFMRH, STEHEERIE—T&RP, &&
?E*E?é“ﬁ%‘ﬁﬁﬁi%ﬂ’]éu AMEFH B HTHH, XEDANT T HRERZIEMNEE
RSP R R B IZH B imk L B E R A Ao

HIZH B ESRHEN N FHNABNFEIRFTH, @Ik FE7R. EUEREXEERENER.
AEPERANEFHABREHEZERPRNATYP &, U TREESAR:

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64):1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNT] [ATID (UI64) :94457363265
00603516171

BXIGEHEZHERG. ENASERURERIIMNIARSKA SRS FRNEZESNER. EEL "LEHIZHE
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BRBZET
ELALISES]
RAEILHE

BTREHEZRFNFILHEATSHEZRAAES. MET RIS, RETEEESEN(N
BAESS MRS B IR IFERBEMF,

(e JH BARERAD n) @R BB
ECMC TR DRI RID SR A ER . ROMIBNER D Ufsmigdh "ECMC : &/ MERRZRIERY
BHER BUEH ER"
ECOC Erasure {RE3EUEH EEIF . RTOMEIBRIREIDEIRE "EcC : E[RRIEEUER &
FE&IRIF, 2N
ETAF REEMHWITFLEN: BiIXEREHRERZSE (Transport "ETAF | £ 5HI01F%
Layer Security , TLS ) H{TEELML, "
GNRG GNDS 7Ffft: BRE7E StorageGRID AL EMZEM "GNRG : GNDS A"
TEXBEWNEE,
GNUR GNDS i¥$4: FRESTM StorageGRID RAFERE  "GN-R : GNDS jH54"
GTED MIRESBELR: CMN IREETHMIBESHNIE, "GTed : WREEELE
GTSt WMIRESEREE: CMN RS EF A IEMEES, "GTST : ERTIMRES"
GTSU BIRXMIEES: BERMEESIRRE CMN RS, "GTSU : BIRXMIRE
Azn
73
LLST Location Lost : HEMIBEKREY, EMIELEZE "LLST . UEEXK"
Bo
OLST HREKR: FTIETE StorageGRID RFAFHIRENERMI "OLST : ZGIQNEIESk
£ FFR"
Sadd BHELeEZ. EXAEIZEEREIES. "Sadd . BHEZE®EIZ
Sade BRZ2HE%Z. SHEREIERELR, "Sade : BAZEHZ
SVRF WRIFMEIIEERM . NBIRIGUEF TR, "SVRF . WRIFMEIEE
ne"
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%z

MREFEHILHES

B SRR B) R

M RIFAEIOIERR . AN REFEPLNE DI R
£ 7

TREL: BigKXH.

TRIFLE: RSEERFL.

TREH. RSERR; HEFERT ERXHANMNE

o

B2

"SVRU : WREFMICIER
%Du

"SYSD : TE{ELE"

"Syst . T RIEEFL"

"SYSU : TiEEoh"

BT REFERIZLEINNFIZEE AT 5StorageGRID RAFNIM RIFHEMEIRBEXMNE
fro EREENREENLER, METREIRET BRI,

(CE]
APCT

ARCB

Arce

ARCT

AREM

ASCE

£—1R

ATCE

AVCC
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Description

MNBEFRFE: BRI REIEE MM TETT
ERFEFMBR, ZRFET S3 API E#EEF|
StorageGRID .

JIREIFRIGTRFFIE: ARC-Service FFIEMIMEBIAETFE
RGN RN R,

IR RICRER . WREUBESMIMNBIIFER S
IO, FH ARC-Service RIREMFTIZIEIINRTS.

ME=BORITE: VI REIBMINEB IS EFE RS
RO, ZARSHET S3 API %2 StorageGRID o

VIR RIER: EMIMNERIIETFE RGN AR
IR AR,

RN REFHELER . ERRNBIRE NIMDIEFER
4, F B ARC-Service RIRET NRIEIIRE.

ITEFREE: NREBFHEIIIMEDIEFERL,
ZAGEIE S3 AP| 1% El StorageGRID .

g%ﬁ%ﬁﬁﬁﬁﬁé: [=SEan CIRPIN-IE SR EPNAES

VIR RECE . RIEMKAMEFEDRIREEK
THEOUE B R B IIRIIE

BEN

"APCT . \=EEMRIH"

"ARCB : FB)ARIE
%u

"Arce . YA RILERLE
%Il

"ARCT : M=EKNET
=N

"AREM : 3433 R MIpR"
"A"SCE I RIFAELS
"SCT : JAFEHERE"
'{'\%\TCE: FHRARNRE
i

"AVCC . VAU =EED
Eu



%z
BEIARTR

CBSE

CBRE

CRR

EBDL

EBKR

SCMT

Srem

& FIRREEZH R

Description EEN

FREDERRIBAER: FHEOBREFEANTIRHRIRE "BROR:

Lo X

MWREIELR: REATTR T NET REIMET R "CBSE :

RS R(F

MRFWER . BIRKRAETR T METREIMNET R "CBRE !

NS ST (N

EWEEHIEK: StorageGRID EiXITEMEES] "CGRR:

#BIE. UEEMBEKSERTHNIRZEER TR,

AEFED BRI ILMBEEFREREESRPIEE "EBDL:
BIBRPAE X RAIRAITEFE D ERIRCE)o BR"

THEEK: ARARETITASXATSERINEKRED "EBKR:

TER D B REUAZLEMIBR ISR )o

MRIFMERR . ABRETEFENIIE, WAETLL  "SCMT:

BXRo X

MRIFAEMPR: EMRNBTRFBERASTIR, TEB  "Srem !
BiEIBEK,

FEDERRIFE

MR KX R"

X RIFUREER"

BERIAE 2 HlEKR"

B EED B

=5 BER"

MNRIEFERRRIE

R AEMER"

2 S3 5 Swift FF RN ARFIERIOENREY, RAZIEREFF nRIEZHES.

(%:Z]
S3SL

SGET

Shea

Description FERAA

S3 SelectifFX: 7£S3 SelectiFKREIFIEFIHEIER S3 B iR
el S3SLHERLIEIEEIRE MBI E
Bo MiERBIRERIN.

S3 GET : iERMINNESZLIERMRITIHFMEDER S3 BFIK
FRIT R

*IRESHFRBRAITIEE, WEZHER

BEFKR S3SR,

S3head : BRHINFESUNERSHFENRIE SIEFRK

BE0

"S3SL: S3ikFE
iﬁ*u

"SGET : S3
GET"

"Shea : S3#]l
%u
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i Description {ERA

wget Swift get . IR ESLENRETIHERF  Swift B In
IR,

WHEA Swift head : IERMINEZUKERTHFENREE Swift B G
280

EFRIRENEIZHE

3 S3 B Swift P iR AIEFIEREIZBIEATRE, RES

Rwi] Description

OVWR WRER: BR—ES, UMEERAS—INRES
— PR,

SDEL S3 delete : IERMINAIE S LUMIBRI RBFME D ERo

c R MIRESHFRBRNITIRE, WEZESR
BEFE S3SR,

SPOS S3 POST : iZREXEKRM AWS Glacier FEXRE =
FE MR RINES,
SPUT S3 PUT : IERAINAIE S LIS I R 1F(E 57 o

cE NBRESWHFEBRRITIRE, WEIZDEEE
BE5FE S3SR .

SUPD S3 THIEEEH: IERMIINESUERNERRI
1FiE D BRI T IR,

WDEL Swift delete : IEFRINNES LRGN RS 25

WWPUT Swift PUT : BRI ES LEIER N R B8

SEEIZES

"B " RATRRAFIBRIEREIEE AP,

32

fERAA

BB
"WGET : Swift
GET"
"WHEA . Swift
head"

BREFP IS NEHIZHER.

BEN

S3MSwiftEFixm "OVWR : 5

S3 B

E

S3 B

Swift Z i

Swift & F i

%%u

"SDEL : S3
delete"

"SPOS . S3
POST"

"SPUT : S8
PUT"

"SUPD : B¥E#
S3 FTEE"

"WDEL : Swift
delete"

"WWPUT :
Swift PUT"



%z
MGAU

ILMIE{EEIOER

BFILMEZE

(%2

FRIR

LKCU

ORLM

HIZHESZE

H SRR a) R BEN
Management APl BEiZHE : AFPIBERBE, "MGAU : BIEFZ
HE"

SHIREZHE BT SEREEmAHEE(LMIRFEXIEM .

H EARRLA] o] FE AR BEEN
ILM Initiated Delete : % ILM FFiaHIB& T RAVSIERS, SERMILE  “idel : ILM BERELS
BHZOE Bo i p&"

EBEENRFE, AR EBENNRUBRKEHEZENESE "LKCU . BEWR
BRI ERTZOH S i

FENRMN: FERBILMANEEN S VFENREIEN. FE "ORLM | FEXR
BRI R ZOH B AR

APCT : N=EBRIIMY

MiEd S3 API 3

/ﬁ:%\o

(%Z]
CBID

CSIZz
RSLT

SUID

E$%E| StorageGRID FIFMERIATFRE RS MFR I REIER S E R

FEG Description

NAR ID ERFRHIANEIRBYME—IRIR AT

REAR/ MROAN (UFTHARA) » 18LRME 0,
LR REREIN (SUC) SifEimiREMIHIR.

FHEE—RIRTT  MPRERNRNENE—RIRRT (UUID) o

ARCB : FHRIIEMRILER

FEIBERLRITEIN RETE LRI RS ERLILER. RRIERIIZAILE, B
UEHHF, UIRSMEHFLMENT IR,

(% E]
CBID

FES Description
RAR ID 2 MINEB IR EFE RSN RRI AT RIME—TRIRT.
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Qe FE Description

RSLT #R ERBHIENIIENER. SREXHIEN: suC . BREIRAE
RAHFRFCER,

LR ZOE B A FARC IR RS El, BT 2R, &AL ZE S SN Arce End JHR#ITIRES, LUARE
VEVELvEN:NESEEANEID USSR S A

Arce : JAEITRIOTRLE
HFIET RE2IRAMIMRIEFEARARORENREIGEN, BEMLIUERE. R, WIHE

BIETEMNIEMUETE ISR REE, HERNEIE RRARIENREES,
XEBERTIXENIE KRS

15 FEg Description
CBID HNER ID EMIMNBIIEFER IR AT RV E— IR IR
VLID BIMRRT HIEE IR ENIRIRNT. WRRILFINBN)IEMUE. MREEID
0o
RSLT QERLER VRl ELvESUE =L DRIy e
* SUC : FIh

* VRFL : KK (FRIIEKRK)

* Arun @ K (SMERUIRETEFEERARETA)
* BUH: KM (BBUEKREIZIE)

* GERR : &M (—AzEiR)

B E B 5N ARCB JHE#TILE A LU R IT) IO RAA B AT E), HEEIRTRERETHII, MNREK
K, MFIEROERATREVBLERR
ARCT : N=EBHRFRFIHY

iéiéii S3 API E#£%! StorageGRID BIZMER)IMFE AR R AT RIIEN S E KL H

(s FEG Description

CBID HNAER ID ERRRENABTRIME—IRIRR,

CSliz AR MROKN (UFTRHEM) o WENERFEINCE.,
RSLT SRS REIKLN (SUC) SEimRkEEIR.
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(¥ E]
SUID

B &)

FE

FREE—RIRTT  SMNBAREERRRME—IRRET (UUID) .

A &)

AREM : 3433 & Mks

" VAR RBIER " HAZOH SRR E NI T S ETARBR A B IREARAIIMFEA T IR, NREE
RATh, MIIET R ERINEMINBIEFERS StorageGRID ERBNRIUE. WRE
S MINBIAIRTFREREFRREUR T RGRE R HECE,

(%E]
CBID

VLID

RSLT

FE

RER ID

BARIART

4

ASCE : JR4xi Sz fitis
IH SR TAINDAEFER AT NATRIIEIFELS R,

(% E]
CBID

VLID

VRN

MCLS

FE

RBERIFIATT

SRR

BEERIE

Description

BRSO IR, UL

Description

ZMINEBAE T R RS RRI A TR ME—TRIR .

T3 R BRI EBIRIR T

AP IZBITEROIRTS |

* SUC : I
* Arun : KK (ONER)ARSTERERGEAAT )
* GERR : &l (—h&EIR)

Description

FETESMD A Z R R LB RAVITIRRT

R REIES NEIBY) I EBIE—IRIR AT

ETREANABTRIITIVIE. HrIENXRIEN:

* vena : EBBYIE
* VDSA : EEZRHWIE

—PFRE, ATFRRABROECEIN TSM EHEE (WMRER) -
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Qe FE Description
RSLT “ZR BRAMIRENER, HREXNEN:

* SUC : AIN (V3tidF2RTh)

* OFFL : XM (VItHE R

* VRFL : KM (MRIGIERK)

* Arun @ K (SMERYIIETEERAARATA)
* GERR : &M (—AzEEiR)

IEZHRRTIEENABTRES NIMBAREER T WREARM, NERFRMHEXKELEMENES

BEHRES. AXIAEBENEZIFMES, 5SS StorageGRID Z2LFRAE T REE.

SCT . IEEFETRE

BRI REGEEERINT IR EFERANSERLER, ZRAET S3 AP EiZE
StorageGRID .

1Hg FER Description

CBID RER ID ERREINATREME—ITIRT.

Csiz RBERN MREGAN (LFTAEBA) -

RSLT SR R[ERELN (SUC) Si/aimikEBIHIR.
SUID FHEME—IRIRAT EFREABTHZENE—FRMRTF (UUID) .
B8] B8] BRSO, LR B

ATCE : FHI8)AIRX RIFE
I B R R EFRMEINBIIEFES AR F R,

e FEE Description
CBID W& ID BIRIRNBIREME—RIRTT o
VLID HIRRTT RRBREANFNEMNMHE—FRRAT. MRZBERK, WiREE DO,
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Qe FE Description
RSLT “ZR BTRRAREFRNER, SEIEXER:

* SUC : BiTh (ERTHFIEREIR)
* exis . BB (WAREEE)

* ISFD : R&EthfE (HMEZERE)
* ster : KW (=& CBID BYHiEE)
* OFFL : XM (VItHEREHL)

* GERR : &K (—RR5EIR)

AVCC : AEIIERREE

IS Cloud Tiering - Simple Storage Service (S3) B#rXRMEEIREN, S4ERILE

I%\O

(s FER Description

RSLT ZERHE REIKIN (SUC) HEimRENEIR.
SUID FEE—IRRTT SEIIIERIMDIEFE RS XER UUID .

BROR: 7Fi#ERRiRIENK

HEEDERHANTORE QBRI LDRIRSZEMILLEZER. Hla0. MERFIEXNR

B, FED B HANRIRET

(e FE& Description

BKHD FHEDERUUID 2 ERFRIA,

BROV FHEOERIFEE FHEIBRRIEENRIERSER2FEFIRIPRE(N =RiE. 0 =3ERiF),
KIE

Bros. FREPERRE BEEIBRISAHZEHIFERFRIERESHER, FIa0. emptyBucket.

S3Al S3FFIKFID  RIFBERFEFKF D, SEXRTERIHIN.

S3BK S3FEDER S3 & ER B R

CBRB : WRIZWFTHA

FIEE ARG E(ERE, BEXERNLE, EFRNRE, ATRIEFTRAT R ZEHFEE
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o ERMKATRMA— TR RERIS— TR, BREFILEIEER,

(CE]
CNID

CBID

CTDR

CTSR

CTD

CTSS

CTES

RSLT

FE

BERRIRTT
RERIFIATT

(53 EvalC

IRSLA
BtRIR(E
RIaF T

1@}32%%%75']11'

5

RIS

Description

TRETRIE / EENE—TRRT.
BRI BIREME—RIRTT,

571 CBID el @HiX B e 2hiEzh:
push @ KELEFRIEHIEE

Pull : USRS R LR,

CBID f£5aRvR (RiX75) BTR D,

CBID fZHigyB47 (=) MW= D,
ERBRNE—NFIITER. RN, FEMILFET T E,

ERERBERNFTI . WMRERAT, WEKEILFRHEE, %
BN E TR,

R IR AR
SUCS : ERMEENEH.

IEHEZHERTEN —TRBRBH T RET RUUELEIRE, ZAREREIERBTRIMRFTHAITITN. ZIRF
M " FHERFIER " B " FRERAE R RS I " IR EE. REMERT REIET R ID #1THRR. ERR
BT RERRAGHIER, IRSEFEFESESHER, NATRIERIAITER.

CBRE . X®R#ZWLER
ABRMN— P RERES— I T RTRE, WWEERBHBBREEEL T,

(A¥T]
CNID

CBID

CTDR

38

FE

BERRIRTT

RBERIFIATT

RHI73 )

Description

TRETNRSIE / EENE—TRRTT.

BEMHNABTREME—IRRM,

571 CBID fFladiX Bt 2 hiBzh:
push | KIELAKBREHIRECE

Pull : $FWESLIKIERERIR(E,



Qe FE Description

CTSR TRSAA CBID fZipViR (Rix7) MWW= Do

CTD BARSSA CBID fZhaRyB: (EUWER) HT= Do

CTSS aEItE RS ERRIRE T

CTA LPRERFEYIIT R EREIERESIS. NREFERFTIIHES FEFEY T EMER
% » HEERERRKY, WASTHREREE,

RSLT (R EIEEES RRIRFNER (MRELENAEERE) .

SUC : fZHIRThIERL; BRIXIFEKIFAERETITEG

CONL : fEiafREEEER

CTMO: EirsifeiaiRialEssEny

UNDE : F&EBRBRTR ID

CRPT: HTFENEIRIFSTHEIE. FRES
IEERIZE R R T R BT R SRR FE T, WIREMERMT), MIZREFRRKEEM " FFIaFFIIHE " 1%
WE " KIRERFTIITE " . AEMERTRBTET R ID #1758, WESRRATFRERZARIIER, UKE
HERIR, WEIRHITHIRM M. SEEFERERESEAN, &8 UATFRIERIA T,
CBSB : MR&RXFIA

FIEE ARG E(FRRE], BEKERLE, EFNRE, ATRIEFRT R ZEHTFEE
o ERMRKATRM— TN RERISZS—ITRE, REESLZHIEER.

i FEE Description

CNID ERARIRTT TRETRIE / EEAE—TRRN.
CBID RBERIMAT — BEERNRNBREE—IRIRN,

CTDR (s 57R CBID Rl X Bt = HR N

push : RIXFTIKBEREHR(Fo

Pull : ZIRSARIERE R Fo

CTSR IRSE(R CBID fZHiBiR (%ix7) TR D,
CTD BFRIR(E CBID fZfigy BT (&) MT= D,
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%z
CTSS

CTES

RSLT

FE

EInFFIT R

iﬁﬁﬁéﬁﬁf?’iﬂﬂ'

54

RTINS

Description

ERBRNE—NFIITER. RN, FHFMILFETIT TS,

ERLERBRFTITE. WMRERMAT, WEKEILEFRIHEE, Lt
BN E TR,

R IR RIS
SUCS : EmZhiEahfEi.

IEZEERRTEN—TATRBH T RET R BUEERIRE, ZRBREBIHABTRIMATHITIA ZIR(F
SN FHERFFITER " B " SRR R F S " IR EE. AEMERT REIET R ID #1THRR. ERA
BTRERRAGHIER, WRSEFEFESEGER, NATRIERIAITER.

CBSE . W&RAIXLER

ARRABTRMN— T RERES— I TRE, BREZLZLILER.

(A¥E
CNID

CBID

CTDR

CTSR

CTD

CTSS

CTA

40

FE

BERARIRTT

RBERIFIATT

(53 valC

TRIA

BFRIR(E

EIaF T

SERREE R
5

Description

TRETRIIE / EEE—IRRT.
B RIRNBIREME—RIRTT,

57~ CBID Rl X Bt 2 AR Eh:
push : KELEFRIEHIEIE

Pull © EWSAEREERIE,

CBID f£#iRYR (RiX7A) BTRIDo
CBID f¥impyBER (W) TR Do
TR RBIRE I

ER ERINERNFETS. MRKFRERFT IS FIERT )RR
, FEEWERRMT, NAIIHREREE,



Qe FE Description
RSLT THaER ETHIRENER (MERELRFENRERE)

SUC : fERIRINTER; BREBERIAERFTIITE.

CONL : fEimfAlElEZEK

CTMO: EirsifEHiRiaEEigny

UNDE : E&iAaBinTiR ID

CRPT: BIFENEURAREMEIE. Fmes
WEIZH B RTT R EIT R EURERIRIFETR. MREWERMT), WIZRERBEIEM " FFaFTItE " £
WE " LPRERFTIH . RRFIFWT BT H T A ID #TIRR. s R AR TRIERSAHIER, UkE
HEIR, WEIRBITHIRMO. SEEFICERESMERN, FoUBATFRIEREIA T
CGRR: BEMEEHIIER

2 StorageGRID ZiXFEMEE FliE I EEMAREX R IER TR R ZBIEGIRET. RKERILE
HEB. RBEBRKAKRME A = RIZHIZHE(ERNERR),

185 FEE Description

S3Al S3HFKFID  HBEMPERIXREEFHES BRI IKFRIID,
GFID MIREXSEZID AT EMREHINMEEKSEZNID,

I CGRI&{E SIRAVEE A S R ERVEEY

* 0 = Replicate W&
* 1 =EEZIAWR
* 2= Replicate deletetrizd

S3BK S3EFEDER S3 TFiET R B,

S3KY S3 &$A S3 ZIARM, FEIEEFHEIRZT.
VSID hRZs 1D [EEERIBI I RAVES EhRASHIRRZSIDo
RSLT RN IR[EIRLTH(SUC) S —RZFE IR (ERR)o

EBDL: BE7iEoRMIR
ILMBTFERE PP HER T 20850 B R IETEMIBRFRE IR R (AT F 0857 BARF)o
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Qe FE Description

CSIz FHERA)N MR (UFT RN -

Bz SITFEDER/ERTR S3TFEDERBMASIE AR,

SEGC A2 UUID EDBXRNAEMN UUID . RELMREDERR, EA TR,
UuID WRAM—1RIAFF  StorageGRID R4 I RAFRIART,

RSLT BIFRIRIERIZER B, REHFSHNER, MRSHEELX, WAEMEMA none MAE

SUC , XFEMAZEINGIEIZHS.

EBKR: THERIEK

HHBRETRAP &KX T I FERAZEFE D BRAEREMFREFE D RN REUFLE

K)o
1Hg FER Description
BUID EFEDERUUID DERHIRIR.
EBJS TRESD BERTEMTHBRECERNISON,
EXJSONEZE
S3Al S3MFIKFID  ARXIFERWAFPHEFIKS ID, SEXRTERIAE,
S3BK S3 FEDER S3 FED B,

ECMC : T/ MEBRRISEVEIRF ER
L EZCE BIE R AN 2 iR DI 2 i 4piB BV SR F ELo

illiZS0)

(s FEG Description

VCMC VCS ID BETRDEVREY VCS BB TR,

MCID XiR ID TR/ DA ZmES A B BIARIR T o

RSLT & LEFEERIEARN "L "o RSLT- B—TMMEERFE, B5ISEHEET

Ko B "X " MARZ "CSU" , RARRImELHER,

EcC : EIRGRISHIRH BRIRIT
It ER1ZH B R RGN EI 2 A 4R RVERIE F BRE 5T
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%z
VCCO

VLID

CCID

RSLT

FE
VCSID

% ID

XiR ID

“

ETAF | 2 5HKIERK
MRZIRERERELT L (Transport Layer Security , TLS ) #{TEELRNK, MSERK

HEH S

(% E]
CNID

RID

RSLT

FE

ERARIART

BFR&H

[RERE

Description

BEBMIFKRM VCS BIB T,
BESHIFRIL MRS A EREY RangeDB %o
BRI BYEL I4RE3 F B RIARIR T

HFEREEN " T "o RSLT- B— T MEHEFE, BESHSEHRST
Xo A" X" MAR "CSU", AFRKMELHES,

Description

BIRIER AT TCP/IP EHERYME— R AIRIR o
&zt P S BIARS B RATIRRT

KMAIREA

SCNI : RLEERIIKM,
CERM : JEH#HRK,

IER: IEBE.

cere : IEFHEIH,
CERR : JEBE#H,
CSGN : JEBZEZ T
CSGU : IEREBZERH,
UCRM : f/LAEF iR,
UCRI : AP &K,
UCRU : AAVERAR &R,
tout : BHIRUEEERT,

TES5FEA TLS NRERSBILERRE, RARFER TLS BEXHMARS PR ENEMEERIIERELARE
#E. MIRILBMIVEFRIERHEEL, BHIHRAFMRM, WRIERFZLERS. XFAUERRERNIS
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RIEH AR EMS T2 KATERZ R,

E BRI T RRELANEER ERIZ XA AR RELTHHFAITNEEMSEL. NSEIIEZER,
A NIAREZFEIGR ) BRI IR 1R

GNRG : GNDS ;A

INRFEARSSTE StorageGRID REHEHBUEM T HEXBEHNESR, MW CMN ARSFER
LEEERIZH B

(AeE FER Description
RSLT S EIMaERNER:
* SUC : BIh

* SUNV : IREZARAIA
* GERR : Hfthigrs

GNID T=ID B EHIERIARS TR ID o

GNTP RERE MM RAVIRE RS (40 LDR ARS5HY BLDR) o
GNDV REHESRA 7R DMDL 4 E MR T Rig & i SRR F R &
GNGP ‘H Wig T RFERAE (ERERAAMRSEITHRIFRR) -
GNIA IP ik MR T =By IP il

BUHMETREMHENETREFNZER, BMIEMIES.
GN-R : GNDS I

INRENIRSSEM StorageGRID ZEFECHEMEXRBEHFHIER, W CMN ARSKERILL
HIZH R

Qe FE Description
RSLT 4 EFERILE
* SUC : RiIh

* SUNV : RSSARIAH
* GERR : Hfth#kpz

GNID TR ID B EFMERIARSHITIR ID o
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GTed : WIRESBLER

IHEIZCHE R CMN RSZESERIEEMRESHNIE, HERBIESEBRERER, IR
58773 SUC , ABRT & Rolf , MI&R/REMNAY Grid Task Started BHIZHE ., HMMERER
BH, LEMMSESBILIEMEKTFIA,

(s FEG Description
SID £%5 1D LB I ME—FRIRE RIS (ESS, HAWFER N ES AR MEES
HITEE,

* AR ES ID BEERMRESHOEN, MARERRESH
DEH. LEMBESHRESRERZR, EXMHERT, "£E5ID"
FRARUM—IHZERR, EFEMEERIFEIZHER.

RSLT #R PIRESHIRLINSLER !

* SUC : BRIhFemMRIES,

* ABRT: MItESBELLE. BRAELIREIR,
* Rolf: MSESELLE. TATREIR I,

* BUH: APERIIMEES ZaiEBUELES.
* expr . FMINESTERSIZEIET .

* IVLD : W&ESTH.

* auth © KIENRIEES,

* DUPL : WIS {ESIIELAEET

GTST : ERIMIRES

tEERZOH 248 CMN RS BRI ERIMMRESS. X THRAEBMBRESRRSE
shFEFE B AUERIMRESS, EREERRRENBESRIEEZG, WTiREXE
"Pending" &ABMRIESS, AR BoIMBESZEMILER,

] FEE Description
SID £ 1D It FEE A E—IRMRE RIS ES, FARAFEESHNENEGEIPRAMNE
HITEE,

* AR *ES ID BEEMMRESHOERRN, MARERRIES
DEH. AEMBESATRESRERZR, EXMMHERT, "FE5ID"
FERARUM—IHEERR, BFENEERNFZHEE,

RSLT #R #£R, FRIAF—1E:!

* SUC : ERINEsINIEES,
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GTSU : BIRXMWIRES

IEEIZOH B R ERMRES R E CMN ARSS.

53 FER

SID £ 1D

TTYP fEs xR

B 5 kR

TDSC ES TR

VAT B EE
M

Vbts eI pAcTE=]
%

TRC B

ACTV SER

RSLT sEm

idel : ILM EEohfib&

Description

ME—FRIRERRIRRESS, HAWER N ESAARNZESHITEL.
*FE: ES D BEERMRESHOEN, MARERRESH

DEH. LEMBESHRESRERZR, EXMHERT, "£E5ID"
FRARUM—IHZERR, EFEMEERIFEZHER.

PIRRIESSRIEEL,
HETRMRESREBIERF.
PIMEIESS YA P PIRIR) AR o

WIRESREEMMETE (M 1970 £ 1 B 1 BFEH UINT64 4FD -
UNIX BE]) o

MIRESERHERFTTE (M 1970 &£ 1 B 1 BFFAR UINT64 157D -
UNIX B¥j&]) o

* TXTB : MEESBURZXARPF @i StorageGRID &4
89,

* W WRESEET R ESRIARS R,
AUERE:
* Auto : BRRIRMRES ABE,
* PEND : MRESERREFERT. X=E TXTB RIME—rIaEM,.

* SUC : BRIERMEES,
* fail . ESEEEBRERER.

ILM FHEMIBRYT KRBT S 4R LLHE R

EUTE—BRTEHER idel JHE:
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* W FEM S3 FHEDERPRINER * 1 H ILM FEBERRNRAIIEN, RASERLER, BRZNR
MRBHRESH (RiEBABEIMIRREBEXHSERE) -

* AT AEM S3 FHENERE Swift BBPRINER * o ILM FERBFNRAIENSERILER, ERESD
ILM SRS B E IR E R NER T I R

(A%:Z]
CBID

CMPA

Cmpl

CMPR

CTME

DMRK

Cslz

LOC

B

RSLT

FE

RBERIFIATT

B Bnhil
23

B AR
[=va)

[==]

B REH
R

B AR
ia]

MIBRARICARZS 1D

RERN

&

S3 FHENER I &
$HEY Swift 2 /
POESID)

“

Description

XESRAY CBID o

ERTFEM S3 FHEIERFPHINR, 0 (false) 21 (true) , &R
ifmﬁ%&ﬁ%ﬁ%&%ﬁﬁﬁ%ﬁmEEJJHHIJ[‘,%, BRED BT EEREBIR

I8N0

OERTEM S3 IFEDERFHIMR, 0 (false) T 1 (true) , &R
FHEIPEHTFRE AT EERERE,

}ZEFHEF%%H! S3 FHEDERPHINR. WRRBHRAVKE, UDHHNER
o

ERTEM S3 FEDERFHIMNR. WRHHNE, ERILUSREL
R (UD$hRR) FMEILE, LAFBRE R LUMTEFED B PRS

o

MARZAIZEH BT E 3 B P IBR X SR B eI RO BRAR IS BURRZS ID o FAESD
B EERFR B AL FER,

HROKN AFTHARMA) o

M REETE StorageGRID ZLEHFHEFMEE, MRMWKLEMUE (I
, B#ER) , MIEMREER ™o

CLEC : WFETAUMRSHIMR, NATFHREGEALUMRIZEE X HF
ID FN2UM4mE54E ID

CLDI : XFEFIMMER, LDR Tz ID MIFRIUERS Do
CLNL : A REFER W RUBENIMN TR ID o

?k3 BN ER R MR S3 BIARIR, BX Swift BIFBFRA Swift I RIFIR
Jo

ILM 2 /FREE R

SUC : ILM #2{ERZIN.
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Qe FE Description

A MRNAREE * WIREM S3 FEDRPHIE N NERRAEREHAIRETHIMAK B shl
bR, MtFEA=,

* IRATFHAKBEEMNATHRORERESTIRERNR, WikFE
RETRNATHRORE— ILM AT ERE,

SGRP ihe (4R) MNBEFELNR, WEEEENLS ERBRIENR, MAREEPH AL
MFRAVIEE

UuID WRAM—RIO%F  StorageGRID R RAIFRINAT,

VSID ks ID ERIBRRIFERASHIARZS ID o FARZhHRAEIEN S BRI ERFN 3T

SKPITHREA BT F .

LKCU : BEXNRFE

9N StorageGRID Mif& T L EEFEUBRKERETEINEBENR, NSERILLEE
% S3 Ff Swift FFP RN REAEEEXN RN, WREWES. BrEIESEH0E

[Ea#1T,

(aeE FEG Description
CSIz AAAR/ WRHEAN (UFETREBM)
LTYP TEIEZEAY _ERERER,
LUID EMIpRITHR EMIBREI R BIFRIRRT o
UuID
Rz S3 FENER /1 % S3 1FfEN ERB R S3 HEARMR, o Swift FEZZFRA Swift I RIFIH
fAsk Swift 28/ o
KR ID
SEGC A8 UUID BESENRIBLEN UUID ., REHWNRESERRY, WEATH.
UuID WRAM—IRORT  MEENNRIIRERT. IEEEKRBRE RS, EATH.
LLST : MIBEEX%

BHEAENRBISHAIE(EHHMRFRRD ). HMEMILES.

(s FER Description
CBIL CBID ZEIAM CBID -
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Qe FE Description

ECPR AMBIBEEN AT IIERREHINREE. PRRLRRISECESHEIID,
F
LTYP (VA= CLDI (Bx#l) : BFERINNKRHE

CLEC (BX#l) : RFEIAMRITRIX REHE
CLNL (f%k) : BFIIEERINNRHE

NOID R ID ERMEMNTR D

PCLD EFXNRNRE FERNKREENHEEUERNTERZ. XE LTYP BEXN CLDI (B1, Xt
FEHBMNR) B3AR[E,

KA
/var/local/rangedb/2/p/13/13/000Js6X%{h{U) SeUFxXEQ@

RSLT #R YRR AT, RSLT- B—TMMEHEFE, B5IEE TR, A none M
=E SUC , EItARTmIELHES.

TRC fih & B User . BBFf%
Syst . RFEfA

UuID BAME— ID StorageGRID A#HZ &M RAVFRIRRTo

MGAU : BEIEHEIZHER

"EIE " KRR IEKRIEREIEIE APl ., XF AP, #3E GET = HEAD i&RMED
EREBFIER— MR, EFEE APIAFR, IPFMIBEREE,

av e FER Description

MDIP 1R IP ik ARsses (BAR) Pk,
MDNA o ENEZ

MPAT BERERE BRI,

MPQP BREASH  BRNEESK
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(¥ E]
MRBD

MRmd

MRSC

MRSP

MSIP

MUN

RSLT

OLST : &%

FE

BERIEX

BRTE

e Rz A

Ml IE 3T

JE P bk

FAF URN

“

MEB|FERITR

Description

BREXHAS. BARINBER FRIERMYIEN, BEXLERERT, W
RMWVIEXAZT, MEIBRIERIEX, BFMNEXRRREHUTES,
EtZ M LT POST 757ARVERIEXFIREUX LS B .

* * POST Authorize * RRYF A& FHKF ID

* * POST /grid/grid-networks/update* Y3 FMEZE

* * POST /grid/ntp-servers/update* 9% NTP AR5 28

* BEFIBRE 28 ID L F * POST /grid/servers/decommission* HA

© kD BUREEWMER (5140 S3 ipiRERIA) HAESEK (FlunE
B3) o

HTTP KA
T
. PUT

* MER
 patch

LG VAR =R

RIAMBERT, RASRERMNNARE (MNEX) .

coE: rBREREMER (B0 S3 iiRER) SAESFR (flE
B3) .

FRE GR) 1P ik,
RIFERBAFH URN (F—ZREM)

R[ERELN (SUC) SifaimikEIHEIR.

INERDDSAREZ7EStorageGRID AZ A ZI N RIEMARIZA. MSERILER,

(RCZ]
CBID

NOID

50

FE

RNBERIFIATT

T=ID

Description

ELIFRH CBID

ERMNENRE— N EMNEERIOLNUEGIRATH), NREEERTH
, MBEEFERTS ID MAMERE D,



%z
B2

RSLT

uuIib

ORLM

FE

S3 gD | &
£AEK Swift 28 /
& ID

#R

BREE—ID

%D

D AR

Description

SNRETA, MK S3 FHED BRI S3 AR, E Swift FEFRR
1 Swift W RIFIRT.

It ERBY(EN none o RSLT- B—MMEHEFER, BS5IHHEELX. &
F none A& SUC , Bt FRETmIELHES.

StorageGRID R EKITRAVIRIR T

NRETA, WAERKHNENERE—INEAUENFET RRIET RS
ID o

INRMREARER ILM ANBFEERINEFENESR], NWSERMLHEE.

®

(REE]
BUID

CBID

Cslz

LOC

RSLT

WRFBEPI S —ZHNERT R K/ NERTFiESS, NEARRIAR Make 2 Copies N IHTE(E
FWREFARSER ORLM JE S,

FE

S ERITE

RBERIFIATT

RBERN

g

S3 EFENER /1 &
§AEx Swift 28 /
R ID

#R

Description

FiEDE ID FE. BTRERREME. NHRHEUEN PRGD B4 .
JEAY CBID -
MERBAN (UFTHREM)

M REETE StorageGRID ZLHFHEFMHEUE, IRMSLKEMUE (U0
, BHIER) , MIEHREER ™o

CLEC : MFEILUMBEINR, NATFIREIERLMRISECE X4
ID FN2U M 4mES4E ID

CLDI : XWFEFINIMKR, LDR TS ID MIWMRAUEBENE ID,
CLNL : VAN REER W RAERNT = ID 6

;3 FREERBMRA S3 ZIARMR, BL Swift FEFRIFH Swift WRIFIR
Fo

ILM 2 1ERYZER,

SUC : ILM 2{EREIN.
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%z
Il

SEGC

SGCB

uuIib

VSID

FE

MRNAREE

A2s UUID

A 88 CBID

Status

B ME—TRIRRT

k&7 1D

Description

AMNATFHRE ILM AR AT ETRAT R
BB RIAE UUID . RESNREDR, WEA AR,
BRI RIALER CBID . IENERTFESBRMZIBOMR.

ILM 2 1ERTIRES,

Done : ESTRHIIRAEY ILM #1F,

DDER : X&REMREAFRE ILM EFfiT(h.
PRGD : LtXREM StorageGRID RZHHHIBR-

NLOC : 7 StorageGRID 2FHHARNITREIE, LIRS AIRERTTR
IRBVFR A B AIgER LT B,

StorageGRID R#4H M RIVIFIRFTo

ERIRAIZFINEFE D ERPEZBIFH N RAVARE ID o MARZIREEED
DEFHNDERMMRRITHIRENEEL TR,

MNFEMHR. AIUZREHORLMEIZER . Flil. SEREUTEGHZ—R. Hakdiltan<:

* JREY ILM FNAE KA HEo
* It Epoch BEEXRAY ILM M,
* ILM AR E IR Ko
* EERIEIENE S FIHN N RIIBNRIEEHRIF, StorageGRID RASHIT ILM Tk LABHRIRIFRY 3T

Ko

BXER
* HRHEANES"
* "WRBIERES"

OVWR : XRES

SNRIMNER (BFIRIERRAY) BAESFH—IHNEREI—TIHNRES, WERIHEE,

(% E]
CBID

CSiZz
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FE

RBERIFIART (
#iE)

FERIR R A/

Description

TR CBID o

BESINRIAN (UFTTHEM) o



(¥ E]
OCBD

uuIbD

OuID

B

RSLT

SGRP

FE

RBERIFIART (
£—M)

Description

+F— 3R89 CBID

;EFH”’E— ID (3 StorageGRID RZHHWNRMIIFINT,

EAM—ID (LA StorageGRID &ZH E— MW RMIFFIRRT,

AIAY)

S3 8 Swift W& AFE—IHRIMIHRAY S3 5 Swift WREKEF

B

LERAED

ih (48)

S3SL: S3iE&iFIEK

IH 2 =7ES3 SelectiF iR [EI4AE Fim/a1E K 5eM. S3SLER A UBHEEIREBMEIR
RESFAES. MIEKATRERAI,

(%:Z]
BYSC

BYPR

BYRT

Ei)

RERT

JOFI

FE

BT T

BEAENF T

RO FTIER

IBRBEAE

R[EHVIER

AL EFERk

WNERBEESNER, ERBLRN:

SUC : mIh

MRFERSE, WREEENER ERREBENSR, MASEEPRH
ANIEEBEX RV R

Description

MIFET R (BB = T8

MR RHITESE. BYSCHIBYPRAJGESEFAFE, WMEFNREE
%\ NMBYSCRABLZIEENF i, MBYPREERMERENF
o

BAERF T, $577°S3 Select!Fll SEFRMEEME T 2 DFTTH"ER
WFETE

S3 Select{FIVR[EEIZF F iRHYF T 5
S3 Select{Fl NTFAET RUREIRVIE R T TE.
S3 SelectfFllR[EZIE A iRV R HATE.

$8/"S3 SelectfElL BB E TN IE, wNRIL{ENfalse. MIELTE5T
. HEBIRFEFAREESHE ERRAEEREIHIER. HEIR
KEELER,
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Qe FE Description

Reid EK ID S3 SelectiEKAIATIRTTo

EXTM HATRY(E] S3EIE AL ST TR BB BN (ARD 9 B 4L)o

ERMG HIRHR S3 Select{EA & REAIEEIRIE B

RE HIRRR S3 SelectEl & AV FHIR IR,

iR Stacktraceffii®  S3 Select{El 4 pAYStacktrace ¥,

S3BK S3FHED R S3 FETERB Mo

S3AK S3ARIEIA ID  RIXIEREVAFRIS3EIRZERID,
(BEREHAN)

S3Al S3TFIKF ID  RFERBAFEFIKS ID o
(EREHAN)

S3KY S3 & %A S3 HIAR/M, FEIEFEDEBT,

Sadd : 2L ®EHZ

WHEETRARERS (TR ID) EXHEZHEEAEER; FTHWREIEEHFEZHER.

Rwi] FEg Description

AETM BRAE RBTFER®EZNG %,

AEUN RF#& WITE S URAEZASIERNAR 2.

RSLT #R = EERIEDT none o RSLT- @— MMEHEFE, EB5ILERLX. &

F none A& SUC , Bt FRETHIELHES.

IHERTAMESAASIER, BUEEER, B8, REEHERNARA ZERLINERES RS,
FEEEZ G, BIERERFEZ (SAade) , FHKAELZRARZIINGE,

Sade . BAZEHZ

giﬁ%i@a—ﬂi@ﬂﬁ% ("= ID) EXRREREZERATIER; EEBRBENEEHEZE
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Qe FE Description

AETM BRAE BTFER&EZNGZ.
AEUN BR#& MITaLUEABEZASIERNAFR R,
RSLT #R HEFERBIER none o RSLT- B—MAMEHEBFE, BSIERTX, £

FA none M2 SUC , EILFRIFIELLHE.
HBRTRAMERMATIER (Sadd) , BNEEER, B%, REEHEHNBETREMIIERRES
RMERE. EHEEDZE, HIEIRE, MRAEZNEERBRAMLL,

SCMT : HEREFMHERR

MRABERX ZAAIARL AR NEEFE (XERECERAEH)  FAEFEN

QQE%éEAmﬁ,#Eﬁﬁﬁ%%%gﬁﬁﬁoHW@%&Q@@%N%E&%%

ez FEE Description
CBID RBERIFRATT R FKAFENARB RO ME—IRIRRT,
RSLT SR R RIFEREE AR

SUCS : WREMINTFfE,

IEBRTATANBIRETEEFMMIIE, MERTLUER, ErBTFRERFREIER.
SDEL : S3 delete

HS3FFim & LMIFRESH . RAZBERBIFFIEERNN RIFMED R, HERIERFMHED R/
WRFARF. WREFSHT, RS[|IERBIER.

(s FEG Description

CBID ABIRIRIRRT EROABSRAME—FRIORT, R CBID k51, MItFEEIZIEEN 0, 7
i R ERRMER B FEL,

CNCH —HEEARE  INRIBERPEE—REES HTTP IERIRLHE,

CNID EIEITIRAT TCP/IP EZHIME—RFAITIR T

CSlz BEANIN EREEFRRBAN (UFTRENM) . FESRENREREELFE,

DMRK MBFARICARZS ID  MhRZSIZ IR TFAE 57 ER P PR 3T KRBT 2 BIMBRARICBIRR AR ID . ZfiES

B LR ER TR,
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(¥ E]
GFID

GFSA

HTRH

MTME

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

SBAC

56

FE

PIMEX S IERZID

WAL EE S TRIbK
FID

HTTP 3&K45k

ERAECRETE]

LR

S3fFKF ID
(EREHEN)

S3 IAAZEER ID
GEKREHEN)

S3 FiE R

S3 A

S3 F&EIR

SRRVl VaE=i
(EREMHAN)

IP st (3BRAE
HAN)

S3 fHP K & FR
(TFEDERFRE
)

Description

S5EMRE IR FRERREXBIRMREX SERIERZID, XEETEBIRMRE
BEZBEH,

RIS T IR E GIRERERVEFIKFID, XEETEBIRMENE
ZBEHR,

FIHECEHAEERRBIER HTTP B RAR KR FRF(E,

"X-Forwarded-For"
MRBERBPEFELSH. WEEBESHESE xX-Forwarded-
For' {ESIERAHATriiit (sATPEHIXFEL) FFE

x-amz-bypass-governance-retention MIRIBERFPEE. NEHGH
BE.

Unix B{a18, LURED BRI, BT ER ERERNRBEEL,

MIFRESHIER, ERBEN:

SUC : mIh

RXIFERIAFPREFIKE ID . TEXRTERIAE,

RIXBERVAFPHIGE S35RER ID . TERTERIIE,

S3 FETERB Mo
S3 TIARME, TEEFMEDREBF. FHEIREMREREELTR.
BREHIBRFNDBRINRFRERE (NREA) -

RXBRHAPBAR KRS 2R ERIFRNZ,

R HIERNE P RN AR 1P ik,

FED ERPIEERNEF KA 2. BTIRREKA HER .



(¥ E]
SBAI

SGRP

SUSR

B &)

TLSIP

uuIbD

VSID

SGET .

S3 GET

FE

S3 KA ID
(FHEDERFRE
)

b (48)

S3 HF URN (
BEREHN)

B8]

RS TS
IP Hhik

B A ME—TRIRET

k7 1D

Description

BinEtED EFREENEF KRS ID . ATFARREBIKFHE S AR,

MREFELNR, NEEEENER ERERENSR, MARTEEFHAL
T RAVIE o

AHERNAFEFIKS ID MBFE. BREUERtAR, BeIll
7 LDAP AR, fign:
urn:sgws:identity::03393893651506583485:root

ERIFERN=,
BRSO, IR B

IRIEREMREENE 7 BAHTERKBR, WHRHTEEN P
Hohk,

StorageGRID RFH X RIVIFIRFTo

EMFFX RBUFERRABIMRZS ID o X RZhRANEER D ERAFRY 7 ERAN XY
SKPTHRER BT,

HSIFFIHAHGETESM,. RARIEROENRIFILEFEDERPINR. HERSFE
EDER/NRFEIR. WRFEFSHY, RSBF[/LLUICER.

AV

CBID

CNCH

CNID

CSIZz

FE

RERIRIRAT

— MR

ERZATIATT

BRI

Description

EROABTRAIME—FRIART. SR CBID K%, MEFEEIFEIEEN 0, 7
D ER FEIRER BB F L

MRERPEE—HEIEH HTTP IFRAFEHE,

TCP/IP EZME— R AR T

@%ue«m%a@m\ (UFTREN) . FiEDREFIREREELLT

EXO
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(A%
HTRH

Bk

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

SBAC

SBAI

58

FE

HTTP i&K4r3k

LR

S3fFKF ID
(EREZHEN)

S3 A% ER ID
(GEKREHEN)

S3 FiED R

S3 #A

S3 F&EIR

S3 A KA B
(BEREMHAN)

IP ik (GERE
*A)

S3 fHP K & FR
(TFEDERFRE
)

S3 A MK ID
(FHEDERFRE
&)

Description

H|HECERRIEIERMBEIER HTTP & RARL B FRFAI(E,

"X-Forwarded-For"
WMRBEKRPEFELSH. WBHBEELESE X-Forwarded-
For' fESiERAM ATt (SATPEIZFER) RE

ERTEEREUE(E, fERIERIRBNFTHECEE. 1T (/) FE
BEETRENHREIR .

GET ESRER, ERIWEN:

SUC : mIh

RIXIFERIAFPREFIKE ID . TSEXRTERIAE,

AIFERBAFP RIS S3 iARER ID . EEXRTERIAF,.

S3 FiE R &R

S3 TIARME, TEEFMEIREZF. FHEDREMREREELTR.

BREH IRENSRINRFRR (NREA) -

RXBRHOAPBAF KRS 2R ERIFRNZT,

R HIERNE P imN AR 1P ik,

FED ERPIEENEF KA 2. BTRREKAHER .

BfFED BB ENTEFIKS ID . BFIRREK, SKER 7.



(¥ E]
SUSR

B &)

TLSIP

uuIbD

VSID

Shea .

FE

S3 FF URN (
BEREHN)

B &)

QIR
P it

18 A ME—ARIRTT

hR7s 1D

S3 Mk

Description

AHIERNAFEFIKS ID AR . BREUEARtAR, HaJll
= LDAP FF. fimn:
urn:sgws:1identity::03393893651506583485:root

ERIERN=,
BEREVEL RS 8], AR B

NRBRZBHEREENSE 7 BAHTERBAER, WK TFEE IP
Hodk,

StorageGRID RZFHXRAIFRIRET,

FRBRMN RV ERARIARES ID o MARRRAEIER D ERFHITERAN XS
SIITHRER BT K.

3 S3 FFmA& L HEAD £58, RAZBERUEREFENRAEFHEI R, HOREX
MRHTTEE. WRFEFHIY, IRSFFLLUICES.

(X E]
CBID

CNID

CSIZz

HTRH

RSLT

S3Al

FE

RBERIFIATE

ERZATIRTT

RERN

HTTP i&K453k

LERAED

S3 fFKF 1D
(BEREMHN)

Description

BEROABTRIE—IRIAR, 0% CBID k%, MIELFERIFELKEN O, 7
DB ERNREREEIL T,

TCP/IP EERIME—RFIMRATT.

KRERRHOAN (UAFTHREEMN) » FEIEENREREELFE,

HHECERRIEERMBEIER HTTP & RARL B FRFAI(E,

"X-Forwarded-For"
MRBERPEFELSH. WBHBEELESE X-Forwarded-
For' {BES5EKREMHFAIPHIYE (SAIPEIXFER) RE,

GET E5HIER, HERILN!

SUC : FXIh

RIXBERVAFPBEFIKS ID . EERRERIAIE,

59



(¥ E]
S3AK

S3BK

S3KY

SACC

SAIP

SBAC

SBAI

SUSR

B &)

TLSIP

uUuID

VSID

SPOS :

FE

S3 ihiRlE A ID
(EREMHAN)
S3 FEER

S3 &%H

SREilall yak=Eul
(EREMHFAN)

IP st (GBRAE
HAN)

S3 fHP K & FR
(TFEDERFRE
)

S3 A ID
(FHEDEFRE
#)

S3 FHF URN (
BEREHN)

B &)

BBV E SR i
P itk

B AME—RIRTRT

hRkZs 1D

S3 POST

Description

RIXBERVAFPHIG S3 HRER ID . TEFRTERII,

S3 FEDERB .

S3 ZARM, FEEEFEIRZN. FHEIRENRFFEELEFR.

RXBREAPBAFP KRS 2. ERIFRNZ,

R HIFRNE P iR AR 1P ik,

FED ERPFEERNEFIKE 2. BTRREKA HER .

BFEED BB ENTEFIKS ID . BFIRREKF SHER AR,

AHIBERNAFBEFIKS ID MBF &, BRELUEDRtAR, WaJll
= LDAP FF. fimn:
urn:sgws:identity::03393893651506583485:roo0t

ERIERAZ,
BRSO RS E], LU B

NRBRZBHEREENSE 7 BAHTERBAER, WAKhHTFEE IP
Hst,

StorageGRID ZZAH I REIIRIRRTo

PRERM REVFERRASBIRRZS ID o X RZRRAEIERI 73 B HY 77 BRANRS
SIITHRER B F K.

3 S3 FFmA& L POST MRIEKET, WNRFFIN, RSBFFALILLHEE,

(A¥E
CBID

60

FE
RBERIFIATT

Description

EROABTRIME—ITIRTT. 0R CBID KA, MIFERIFIKEN 0,



(¥ E]
CNCH

CNID

CSlIz

HTRH

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

SBAC

FE

—HMEERINRER

ERARIART

RBERN

HTTP i&K453k

ZERAHT

S3 A ID
GEREMHN)

S3 ihiRlE A ID
(BEREHN)

S3 TFiET R

S3 &%H

S3 F&RIR

S3 HHF KA &R
(BEREHN)

IP st (3BRAE
HAN)

S3 fHF K & FR
(FFEDERFRE
)

Description

NRIBERPEFE—BETE HTTP IBERIFKAIE,

TCP/IP &1z — R AR

WREBIXRIAN (UFTARM)

FIHECEHREIAENEIER HTTP 1B KARK B FRFE,

"X-Forwarded-For"
WMRBERPEELSH. WEBHEELEE X-Forwarded-
For' {ES5IERAMGAIriit (sSAIPEIXFER) RE

(SPOSREE),

POST WRIARIFERNER, LERIIBEN:

SUC : F&Ih

RFERBAFPREFIKE ID . EERTERIAE,

RIXBERNAFPHGE S3 HRER ID . TEFXTERIIE,

S3 FETERB Mo
S3 ZARM, FEEEFEIRZT. FHEIRLENREFEELFR.

BAEH MRS RINKFER (WNREA)

¥F S3 Select ##1E, IRE N select o

RXBREAPEEFP KRS 2. ERIFRNZ,

R HIERNE P imN AR 1P ik,

FED ERPIEERNEFIKF 2. BTRREKA HER .
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(¥ E]
SBAI

SRCF

SUSR

B8]

TLSIP

uuibD

VSID

SPUT :

S3 PUT

FE

S3 KA ID
(FHEDERFRE
)

FRFERE

S3FEHF URN (
BEREHN)

B8]

A {E RS
P ik

A ME—IRIRTT

k7 1D

Description

BinEtED EFREENEF KRS ID . ATFARREBIKFHE S AR,

ERIES.

AHIERBAFPREFKRE ID MAFRR. BFRALEAMAR, WALl
% LDAP B3RP, fjgn:
urn:sgws:identity::03393893651506583485: root

ERIERA=,
BRSO, LU B

IRIEREMREENE 7 BAHTERKER, WHRHTEEN P
Hhit,

StorageGRID RZH I RBIIFIRFTo

PMERM REVFERRASBIARZS ID o MNARZHRAEIER 73 BB ERANRS
SKPITHIRER BT TR,

HS3FFim & HPutESH. RERIBKREZFNRIFHED R, HERFFFEDBR/AR
FHRIR. MRFFY, RSF|FRLLHE,

(A%:E]
CBID

CMPS

CNCH

CNID

Cslz

GFID

62

FE

B RIRIRAT

BHMIRE

—HMEERINRER

ERARIART

RBERN

PIMSEX & IERZID

Description

ERMNABTRE—IRIRTT. 1R CBID K, MFERFIEERN 0., &
& B ERIRER BT TR,

BIREMED ERIMERN SR E (MR EREFE D BRIEKPEE) (B
FIE11024 1N FH)o

WNRIGFKPEE—BMEES) HTTP iERFL891E,
TCP/IP EZIIM—RFITIRT

*%%%UE’\JR?%E’\JK/J\ (UFTRE) . FEDRENREREELT

EXO

5B E RN E TR KRR G ERNERID, (NESTEBIRMS
BYEZBEH,



(¥ E]
GFSA

HTRH

LKEN

LKLH

LKMD

LKRU

MTME

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

FE
PIAEEX & TR K
FID

HTTP i&K45k

MNRYPECEA
MW RPE G AR
&

X R EUE REBIE
*

MNRPEREBE
BHHA

ER{ECRET ]

LR

S3 A MK ID
(BEREMHAN)

S3 AAEER ID
(GEKREHEN)

S3 FiED R
S3 A

S3 F&RIR

Description

RRIE BT MR EHREIBERIBFIKFID, (XES7EERMARRYEH
ZBEEHR,

HHECE BRIEERMEIE R HTTP IERARL B FRFI(E,

"X-Forwarded-For"
MRIFKPEFELSEH. NSEHESSE X-Forwarded-
For' fESIERAMGAIpilt (SAIPEIZFER) RE,

x-amz-bypass-governance-retention MIRIERFPEE. NEHGH
BE.

1EKIRLHI{E x-amz-bucket-object-lock-enabled($IRPUTSER
IEKRPEFEE)o

JERIRLHIE x-amz-object-lock-legal-hold(SARPUTHRIER
hEFEE).

JERIRKBIE x-amz-object-lock-mode(WIRPUTHRIFEKRFIETE).

1EKRIRLHIME x-amz-object-lock-retain-until-date($IRPUT
MRIFBKPIEE)o

Unix B{al8, LURED ML, BT ER ERERNRBEEL,

PUT E3HVER, ERBKN:

SUC : mIh

RIXIERAFPRFEFIKS ID . FEXRTERIAE,

RIFERBAFP RIS S3 iARER ID . EEXRTERIAR,

S3 FETERB Mo
S3 TIARM, TEEFMEDREBF. FHEDREMREFBELTR.

BREH IRENSBRINRFRER (NREA) -
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%z
SACC

SAIP

SBAC

SBAI

SRCF

SUSR

B &)

TLSIP

ULID

uuIbD

VSID

VSST

FE
S3 KA &R
(EREMHAN)

IP st ((BR%E
EIN)

S3 fHP K B FR
(FFEDERFRE
)

S3 kP ID
(FfEDERFRE
&)

FRIFEE

S3 FF URN (
EREHN)

B &)

G R
|P ik

& ID

B A ME—IRIRT

k7 1D

ARASFEHPRTS

Srem . JTRIFHEMIFR
MK AMEZERREBEAREAHILER, HEXTEEETEN APl #1175,

64

Description

RIXBERVAPBEFKE B ERBERAZ,

R HIERNE P imN AR 1P ik,

FED ERPIEENEFIKE 2. BTIRREKA HER IR,

BinfFtE D ERFREEEF KRS ID . AFARREBIKFKE R HR,

M FRIFECE (Bl9ET 1024 NFFT) o

RAHIERNAFHEFKP ID MAFRE. AFRIUERMAR, e
7 LDAP B, fign:
urn:sgws:identity::03393893651506583485:root

E&ERAZ.
TERATBAIERTIE, LU 1,

NRBRZBHZEENSE 7 BAHTESRRBER, WHKhHTEE IP
ik,

REETEATRSEMG LFIRIER SPUT JHRH, RTPIESMHIIE
EEFAE,

StorageGRID RFH M RBIIFIRFTo

ERIRAIZHINEFE D ERPEIZBIFH N RAVARE ID o MARZIRAEEES
DEFHNDEMNRRITHRENEEL TR,

FHED BRBVITIRSIZHRIRTS. ERAMMRES: "EBR'HEEE" MR
BEREEIF R,



(¥ E]
CBID

RSLT

FE

RBERIFIATT

LR

Description

MK AT ERRIFREI A B IREIME—ARIRTTo

STRRBMERRIERIER, H—EXKEN:
SUC : MKAMEFMEFRERIIAS

IEZCHERTEMNT KRR A ERBTIR, TEBEEZFNK, WHEBABATRERSHERFFRATHIR.

SUPD : B & # S3 jT#E

3 S3 B iR EMFTH AN RBYTTEER,

MRS 2R = A HILH S

(% E]
CBID

CNCH

CNID

CSlz

HTRH

RSLT

S3Al

S3AK

S3BK

FE

RBERIFIATT

— M ERINRER

ERRARIART

RERN

HTTP i&K4nk

LR

S3 A MK ID
(BEREMHAN)

S3 A% R ID
(GEKREHEN)

S3 FiEE

Description

S3API ZEMILER. WNRTHIEERL,

ERIRNBRIE—ATIRRT, 1R CBID KRH, MILFEEEENO0, 7

g B LRI ER R TR,

EFEDERNEIMIRER, MRIERPEFE—EIHZE HTTP 1EK
RLBIE

TCP/IP &1z — R FIRIR R

*ﬁ;?%ﬂﬁ’ﬂiﬂ‘%ﬁ’\]ﬁd\ (UFTREL) . FEDREREREETLT

X o

FIHECEHREIEFENEIRR HTTP IERIRKBRIFF(E,

"X-Forwarded-For "
MRBERPEELSH. WBHBEELEE X-Forwarded-
For' fESIERAM APt (SAIPEIZFER) RE,

GET ESRER, ERIWEN:

SUC : BIh

RIFIFERIAFPREFIKS ID . TSEXRTERIAE,
RIFERBAFP RIS S3 A& ID . EEXRTERIAR,.

S3 B R & Ro

65



Qe FE Description

S3KY S3 & S3 ZIARM, FEEFEIRZT. FHEIRLENREFEELTFR.
SACC S3 PP R RIXBERAFPIEFIKA &M ERIBRAT,
(BEREMHAN)
SAIP IP iyt (GERE AHIBERNZFFIHNAEFH IP i,
#A)
SBAC S3ITFIKF R FEDRFIAENEF KA 2R, BTFIRREKA HER R,
(FEDERFRE
&)
SBAI S3FEFIKF ID  BEAEFESRFIEENEFIKS ID . BTFIRMREKAHER .
(FEDERFRE
&)
SUSR S3 AF URN ( ARHiHKREIAFEFEFIKS ID MAFS. ARAUESHAR, hafkl

BREHN) 2 LDAP AR, filgn:
urn:sgws:identity::03393893651506583485:root

EZiERAZ,
B ig] B iE] ERA SR IBET(E], LATRHAD A BB,
TLSIP AERETERE NRERBHZEMENE 7 BRHTEHSRBHEN, WG TESEN P
|P ik Hitik,
UuID WRAM—1RIAFT  StorageGRID R4 I RAIFRINRT,
VSID fRZs 1D EEMETEHIRI N RENFERRAHIARA 1D o IHRZHABEEN D EEH

B3 BRI R TRYR A BFELLF B

SVRF . W RTEMEIIERK

BERNBRIIBIRRNEY, BRZBIER. SRMEEIRENEE NEHIBIX Rz
, BEITEZHELIEMTRBMNE, URRAXGIFRAPIRES&IHNRRREIE
e, MREPEEA—THRNEXRY, RASEMRERANEGNREYE, UMLLES
RIQFZ IR

(eE FEG Description
CBID NERIFIRRF FIER MBI A B RAYME—FRIR R o
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Qe FE Description
RSLT SRR IOIER MR :

CRCF : B iRiE (CRC) KK,

HMAC : EFRHIHERSMIRIERE (HMAC) HEXK.
EHSH : ESMIMBRARER.

PHSH : BEIMIRIGRAEREH.

SEQC : W& ERYEIEIRF 7 o

PERR : BAENHMEHTE.

DERR : W& 5HiIR.

fnam ;| XHRHEIR.

() ommsmitEe. WERIEAI ARG & BT,

BWEMMREARL THE, B3 amid (RIRID) FEREIE, FIW, SVIIE EXRTHEZHEFMHEIIEE
FIEIRERR, BIEEIIE, STor RVEERBEINBCRMARN.

SVRU : MRIFEIIERA

LDR RRSBVFIEA A SR RIFMERERIBIN RIERIFT R EIZ. WMREMRFE
RN EHRINREIENRMNBBINBIESHRESEIREER, NWRHIHES.

e FEg Description
FPTH XHERFE BIMNR BRI AR,
RSLT & IEFERHIEAN "X "o RSLT- B—MHEHEFE, BSHEEELX. &

A" X" mAE"CsuU", AtAREMmiELiES.

FEIAESVRU: MEEHIIER NSNS, KBNS RIS B O SR
() mik CUBEERMER. UREXERARIFRE. EOCAERTEE R RS

BEO
SYSD : =Lk
NRARFIERFLE, NEERILERELIESREIFEKXA, BF. REEERELENRIEA

SREMWHE. BATEXANAZBREZHENY . MRRSKREFMBR, BEREX
I FIFFIaEY &% SYST JH R,
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Qe FE Description

RSLT TR KM ESEil:Nl Ao
SUC : RAFBER2XH,

WHEBASIERESEEFLEENRSSE, NRIETIRERS. SYSDHRSLTEEET"SFE"XH. ENZHER
X" F 3" KAE R

Syst : TRIEEFLE

MRIRBEREELE, WSERIER, MIsREiERXH, HEWREEBEXAF
5, Syst AITFHERSEENMEIRS ZHIERXA (5@EERSEHBIEAIZN
SYSD RME) o

(eE FER Description
RSLT TEeXHA KA

SUC : RAFER2XH,

WHEEARIETESERFELEENRSEE, XSETIRGRS. SYSTHESHRSLTABARGEET " FE" X,
FiZH BN " RN E .
SYSU | TTREH

EMEMRSE, RASEMIER, LIERERXARERXH (BAkhaH<) E=2E
R (BS9KHED)

7/

Qe FEE Description
RSLT SR XA KAIBIMER

SUC : RAFBER2XH,
DSDN : RFRFTEX Ao

VRGN : T%%E (REHLE) RSBEERBEHERT.

WHEBAZIETEEERMENMRSE, X kRERS. WHESTRAT:

* KM EEZER R AR ES M
s MERSETTHIE 2SS HIMMKE (Af StorageGRID RN PDHATAHEAI fESH S XLEHIE) . Server
Manager = BhEH B IR MBIARS -
WDEL : Swift delete

3 Swift P iR& LRIRESE, RAZBERBIREENNREETE. WRESH, AR
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SR HIHES.

%z

CBID

CSIZ

HTRH

MTME

RSLT

SAIP

SGRP

B &)

TLSIP

uuIib

WACcc

WCON

WOBJ

WUSR

FE

RBERIFIATT

BRI

HTTP 3&K45k

ERAECRET ]

LERAED

EREFHE 1P
3k

iR ()

B &)

A ST
P it

B ME—IRIRTT

Swift i 1D

Swift A28

Swift W&

Swift ik~ AP

Description

ERHASRAE—IRIRTT. 1R CBID K, MEFERKIEERNO0. &

2= LRI ER R TR,

EREFHRIAN (UFTHEL) . B ERIREREELTR.

FIHECEHAENERAEIER HTTP B KRR KR FRFI(E,

‘X-Forwarded-For"
MRIERPEZLSEH. WEBohEELEE  x-Forwarded-
For' fESIERAMHAIPHINL (SATPEIZFER) KRE,

Unix B{al8, LURED BRI, BT ER ERERNRBEEL,

MIFRESHILER, ERIKLEN:

SUC : FKIh

R HIERNE P RN AR 1P ik,

MREFELNR, NaEEENER ERERIEXNSR, MABTEEFRHAIL

I RAVIE o
BRSO, LR B

IRIEREMREENE 7 BAHTHRKEE, WHRHTEZE P
Hhit,

StorageGRID R#&H X RBIIFIRFTo
StorageGRID RGAIEERIME—IKF ID .
Swift 2§ & #Fo

Swift WRITIRTT. B3 LANREREIELF K.

AFHE—RRRITESHE P IR Swift (kP RF B
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WGET : Swift GET

3 Swift EFiRA&th GET £330, RAZBRURNR, FHBFFPHMN RIS LK~ R
B ER. MRFSML, RSBR/AHILHES.

aeE) FE

CBID ABRIRINRT

CSlIz RAEKN

HTRH HTTP i&K45k

RSLT ZRAHE

SAIP EREF IR 1P
Hhht

BYa] At ja]

TLSIP S EFgs
|P bk

uuID 1B A EE—RIRET

WAcc Swift 1K~ ID

WCON Swift 28

WOBJ Swift IR

WUSR Swift B~ A

WHEA : Swift head

Description

BRI BRIE—ATIRRF, 1R CBID KRH, MILFEEIEEN 0, Xt
b A B SRR THREA BT F .

VREIFMREIAN (AFTTRENM) o WIKPABBEHRITHREREE
It Eo

H B ECE BRIEERMEIE R HTTP IERARL B FRFI(E,

"X-Forwarded-For"
MRIFKPEFELSEH. NSEHESSE X-Forwarded-
or' ESIBERAMG AT (SATPEHIZFER) RE,

GET £5HI4ER, HERIEEN

SUC : FXIh

A HIERNE P RN AR 1P ik,

ERAVEAIERT ], LARED AR AL,

NRBRZBHZEENSE 7 BAHTERBBER, WHKhHTEE IP
ik,

StorageGRID RZEHX REVIRIR Ao

StorageGRID RFt1EERIME—MKF ID o

Swift FEgB Mo KA IRIEREIEILLF R,

Swift W RIFRT. KA A BRITHIREREE TR,

ATFHE—RRRITESE IR Swift tkP A B

3 Swift EFim& th HEAD £58Y, RARIBKRNEREFEKS, FHEINR, HOR

70



EAERTTE R, WMRFFMI, RSFHFEILEHES.

(R FEE Description

CBID RBRITIRRF EREABTRAME—ARIRFT. W3R CBID K1, MEFEEIKEN 0, 3
KA MBI HI TR ER G FEL

CSlIZ NN KRR/ RIARN (UAFTHEA) . WEKANRSFHITHRIEREIE
b B

HTRH HTTP iEKARL  FIHECEHAENAERIEIER HTTP iEKAR K B FRHI{E,

‘X-Forwarded-For"
MRBERBPEFELSH. WEEBIESHESE x-Forwarded-
For' {ESIERAHATriiit (sATPEIXFEL) R

RSLT HRAW HEAD ESHER, ERBEN:
SUC : AkIh
SAIP Lﬁﬂﬁ%)ﬂ ImAY 1P RHIEKRNEF N AERFR IP ithit,
B iE] B gl KRB S IEETE], LARED 9 AL,
TLSIP AEREHTEE WREREHZEENSE 7 BHETERBEMN, WAhHFEENIP
P it ik,
UuID WAM—ITRRT  StorageGRID RFEHI RAIFRIRRT.
WAcc Swift 1k 1D StorageGRID RGAIEERIME—IKF ID .
WCON Swift 2% Swift BEERR. KAIRIEREIELLTFER.
woBJ Swift JR Swift W RIFIRTT. WKFAMBIHITHIRIER BB T
WUSR Swift (kFFF  ATH—IRRRITESHNEFHA Swift tkFR AR &

WWPUT : Swift PUT

3 Swift EFiRA&th PUT 58, RARIEKEENPIMN RSB MRESMI, RS
ZRRHIHER,
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%z

CBID

CSIZ

HTRH

MTME

RSLT

SAIP

B &)

TLSIP

uuIib

WACcc

WCON

WOBJ

WUSR

72

FE

RBERIFIATT

BRI

HTTP 3&K45k

ERAECRETE]

LERAED

ARE I 1P
Hutit

B &)

B R
P it

1A ME—ARIRTT

Swift #F 1D

Swift 528

Swift 3&R

Swift ik~ A

Description

BEROABTRIE—IRIRRFT, R CBID KH, MILEFEEEEN0. &
2B EIRFRE BT,

RRINHROAN (UAFTARN) . BELNREREELFE.

FIHECEHAENEREREIER HTTP 8RR KR FRFI(E,

"X-Forwarded-For"
MRIFKRPEFEELSEH. NEEHESISE X-Forwarded-
For' fESIERAMH APl (SATPERIXFER) Al

Unix BS{al8, LURED BRI, BT ER ERERNRBETEL,

PUT ESHV4ER. ERIBEN:

SUC : FIh

ZHIERNE P RN AR IP ik,

EREVEAIERT ], LARHED AL,

NRBERZBHEREENSE 7 BAHTESRBBER, WAKhHTEE IP
Hodk,

StorageGRID AL KRIITIRFT.
StorageGRID RFt1EERIME—MKF ID o

Swift 258 Mo

Swift MRIFIRF, B LANRIER BT,

ATFHE—RRRITESE IR Swift tkP A B



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

73


http://www.netapp.com/TM

	查看审核日志 : StorageGRID
	目录
	查看审核日志
	查看审核日志：概述
	审核消息流和保留
	审核消息流

	访问审核日志文件
	审核日志文件轮换
	审核日志文件格式
	审核日志文件格式：概述
	使用审核解释工具
	使用 audit-sum 工具

	审核消息格式
	审核消息格式：概述
	数据类型
	事件专用数据
	审核消息中的常见元素
	审核消息示例

	审核消息和对象生命周期
	何时生成审核消息？
	对象载入事务
	对象删除事务
	对象检索事务
	元数据更新消息

	审核消息
	审核消息：概述
	审核消息类别
	审核消息参考



