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StorageGRID dashboard actions |
~  You have 4 notifications: 1 @ 3 A
Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
v
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications; 1 @ 3 A ’ \
Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard
Cruarview ' Performance . Storage . L ' Wodes . + Add tab

Tab name

Qverview

Select cards |

5 M L M L XL
Health status @ Data space usage breakdown @ iy
0 3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename § Data storage usage o Usedspace 2% Total space &
Data Center 1 0% LTIMB 1.247TH
Data Center 2 0% 521.11 KB 526.62 GB
Heima Data Center 0% 790.21 KE 526,62 GB
7|< =+
BETRIE
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Nodes

View the list and status of sites and grid nodes.

e Q Total node count: 12
Mame = Type = Objectdataused @ =  Objectmetadataused € = CPUusage @ = 8
StorageGRID Webscale Deployment Grid 0% 0%
A DC1 Site 0% 0%
€ bcrapmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
Ay DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaaB-9c7a-4901-8074-47054aa06aeb
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Metwork)

Show additional IP addresses w
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Alerts

Alertname & Severity @ % Time triggered & Current values

-

Low installed node memory [

o Critical 11 hoursago @ Total RAM size: 8.37 GB
The amount of installed memory on a node is low.

LRt BFEER T RIERRE
EEBHETF
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DC3-S3 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

E R AR EIERE, HEFERNER LAEGZ— ERUERERA 1 /08, 1X, 1F%1 1A
METARES. EERILUREBEXIENR, LUEREE BHAMESEE.

BEEECPUNRARNNEFERBRANFAEE. B rETE TNER L.

Memory Usage ©

100.00%
2020-05-20 14:08:00
75.00% = zad (%) 44 . 70%
Used: 11.30 GB
S000% = Cached: 6.55 GB
- Buffers: 14256 MB
25 00% = Frea: 7.28 GB
= Total Memory: 2528 GB
0%
13:50 14:00 1410 14:20 14:30 14:40
== | [ged (%)
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"R " EER " TRERS " BAETTRNBEEER, fINTRERN, KB, IDMERRS. Pt
7§|J13E@¢E’a§’|\i’@ijtﬁ’]¢§El B, WMRFR:

° *eth* ! [REMIL, EEMEHEF KM,

° *hic* : 8% EM— MR 10, 255 100 GbE 0, XA USEE—IE, FHEED
StorageGRID M&M4 (eth0) MBEFHMLE (eth2) o

° *MTC* : & EH— I8 1 GbE Ix0. — N3 Z 1 MTC EOE4E, LI StorageGRID EIEM
#3ZO (eth1) o BAILUREEM MTC 20, LUESIEFOMEAR A RIGEHHITASIER,

DC2-5GA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10z f0890e03-4cT2-401f-2e92-245511a38e51

Connection state: Q Connected

Storage used: Object data ™9
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2dd)

IP addresses: 10.96.106.21 - eth0 (Grid Network)

Hide additional IP addresses ~

Interface & IP address ¥
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) feB0::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity a =2 Time triggered % Current values

ILM placement unachievable 5

© Major 2 hours ago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

"ERAR " ETRREY " ER " B0 R T R EERIE R,
3. W * Bt * AIEEAXKIRENFAER.
a. BF CPU FIBXNAEER, WE CPU MNEFREAERMNENZENFREEDE. ERRARBYEYEIE
bR, PERERIER LAHEMZ— ERUERERD 106, 1X, 1851 TANETARESR.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
25%
wmv \M\ AN
0%
14:00 1410 14:20 14:30 14:40 14:50 1400 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

b. M TRMUBFREAMR. WRESIRENES R, THBERR, F7ISH P it LIRS MAM
REFERo

(D) e (UmitsEsiss BVC IP ASHEREM) [XSHHABILIMENEE R,

RN B (MMRBREN—H7D) NEAHZIERERER THARNSERRF,
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StorageGRID Appliance ]
¥
Appliance model: @ SG5660 j;
Storage controller name: @ StorageGRID-5GA-Labll i
Storage controller A management IP: @ 10.224,2.192 g‘;.
Storage controller WWID: @ 600a098000a4a707000000005e8ed5fd 3
Storage appliance chassis serial number: @ 1142FG000135 E
Storage controller firmware version: @ 08.40.60.01 3}
Storage hardware: @ Nominal ||| j{
i
Storage controller failed drive count: @ o} ||| }
Storage controller A: @ Nominal il f
-]
&
Storage controller power supply A: @ Nominal ||| P
!
Storage controller power supply B: @ Nominal ||l
Storage data drive type: @ NL-SAS HDD
Storage data drive size: @ 2,00TE i
Storage RAID mode: @ RAIDG E
3
Storage connectivity: @ Nominal 1
Overall power supply: @ Mominal ||. i}
Compute controller serial number: @ SV54365519 Ii
N
Compute controller CPU temperature: @ Nominal ||| ¥
Compute controller chassis temperature: @ Nominal | I 1 %
3
J
|
;
Storage shelves l
Shelf chassis serial 3
I
S Shelfp @ = Shelf status @ = IOMstatus @ % ¢
number @ {
{
SN SV13304553 0 Nominal N/A i
i
< E
b
FEL Description
®RERS SANtricity OSH E/REYItt StorageGRID & &HHIE S,
FHEITHIZZ 2T SANtricity OSH 2RIt StorageGRID & & HIZ FFo

FiEERIE AR IP

FiEfchEs A EERIRO 1 89 IP #uhbfEET LUE A EIPIG ] SANtricity
BRIERSR N FAER S TR R,
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TFhiEfsHI2s IR B

FhEEEIKRhEE LR

SR RNEE A/

7% RAID &R,

&R

EKER

Description

FiEfTH2s B EERIRO 1 89 IP #hb & e LU EIPIA 18] SANTtricity
BRERSR N FAER B TR R,

R &S B FEEHZEB

SANtricity ##{FRZ P B RBVFEIEH SRR 2@ AR,
RERNEFTS,.

Itbi% & BTt Hl2s BB FhR s,

TZEIEHI 2SRRI, 30 SANtricity System Manager 1R&E 7%
BRI EVIRZS /Y "Needs Attention (FEFE) ", NI StorageGRID
RS EILE,

WMEIRE A" need attention. " IHE FcFERSANtricity IR{ERFKIRE
EiEEHles. RE, BEAETEATITEEHBRNEMER,

FRERERTNIFAIEE,

FiEEHIZE A BIRTES

FiEIEHISE B IREE LIRS S B FIEITHIZEB
FiEEHIZRRY IR A FURTS.

B HIZRAT IR B BPIRTS.

IREPRVIREhER KA. FISNHDD (FERIKTNES ) SSD (EAIRENER ).

— PN EIEIREDEREIB R

R NTEAYRENTR, BER ST HMERNEUEREIZEA
N TB. BRIRBHERA/NA] RER B SR

NigEEER RAID R3,
FEEIRIRTS.

REBIFRA BIREVIATS,
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FE

118 ITHI28 BMC IP

HREHZEFYS

THRREM

IHHIEHISE CPU RE

HHRERIZEAERE

+

TFEZRERFRYT
HEENEFYS

BAEZR 1D

IOM K7

BIRATS

MBS

REIRS

IXEhER TS

R BN2R

Description

i‘f%?’:"‘ﬁi']%%ﬂlﬂﬁ’ﬂ%*ﬁ%ﬁhﬂ%% ( Baseboard Management Controller
, BMC) IwARY IP ik, ERILAERAILL IP %3l BMC RERIERE
MIZhMISEEM

HFAEEBMCHIRER S FRETRILFR.
HEEHIENFTIS,

RIS EPIATS. W T &A B BEF M EMEE ISR
5. FRERLFE.

1+%$Iﬁ§u%§ CPU E’J/mr—'iklu\o

1+§?1%U%§E|’J /ﬂ]].r_)lklp\o

Description

FHESRAAERFTIS,
TFEZRAVERF AT

* 99 : TFiEIEHIZEE
*0: BNV REE
* 1 BIANTRE
° D TRERUERT SG6060 .

TFEZRAVRIRIRNTS,

T REFREAN / mHER (IOM) BPRES. FERTT ER.
TFEZRFEIRRYRIAINTS,

FRERPHENRS. TER, NREERTEEHE.

B P BIBRX B R ORTS,

BRI TR HEIE S 5

FiEZRF AT HURFERN DR E,



FHEZE R Description
(HEERZREIRIRTIZI A/N] BUEIR FEZRP— BRI B K.

TN A/

E1FIRENER FHER TR IFREFHIIREI SR E,

ZEFWRNE AN FHERA R/ NEFRRBIKR). BE, EFENRHAR/INER,
FEERS FHEZRECE RS,

a. WINFRERESIIA "R (E. "

NRRERR "IRE, ", BEEEAHRER. EERILUEA SANtricity REEIESRIFA 7 AP —
LR HE, BENAEXRTENAEIIZERIREA.

- R LR AT EREE I MENER.
MR EERM T BENSRENFHE,

1 hour 1 day 1 week 1 month Custom
Network traffic @
650 kb/s
600 Kb/'s
550 kb/s
500 kb/s L : ——
450 kb/s

1610 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:.00 1105

== Received Sent

a. EEMKIZEOERD.

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Linkstatus @ =

ethd 00:50:56:A7:66:75 10 Gigabit Full Off Up

ERTRUKRMEIZEORSD * RE * 5|PEREIRE LR 10/225-GbE MEixOARIENERER / &
HERIEE LACP &R,

()  =hErnEREERTRED S,
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HERRIRTU

HEERD BN HIC $#REE ( FIERPARE /
hic1, hic2, hic3, ZTFIHEMEERE (eth0d
hic4 ) , eth2)

LACP 25, 100

LACP 25. 50

Foh/ &% 25. 25,

LACP 10 40

LACP 10 20

X5/ &% 10 10

EEN "ECE MR B XACE10/C5-GbERMAMIFAERE. 5L,

b. EEMKZBIEE

BENEFRRERTEIE

PERBMRENF NSRS, UREMEENEaiET.

Network communication

Receive

Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =

etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0 1l 0 1l
Transmit

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =

etho 3.64GB 1k 18,494,381 1l 0 1h 0 1l 0 1k o il

O. MR * 7t * B R B RN REIENN R E —RIVERFAFEEBE O LLER, LKA XBEIRE,
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100.00%

75.00%

50.00%

25.00%

0%

14:30

== |lsed (%)

T00.00%

7300%

S0.00%

25.00%

0%

1450

== |zed (%)

Storage Used - Object Data @

2021-03-13 14:45:30
= Used (%) 0.00%
= Lised; 171.12 kB
= Replicated data: 171.12 kB
il = Erasure-coded data: oB
a0 T 120=iulih 310.81 GB

Storage Used - Object Metadata @

2020-08-04 14:58:00
= Used (%) 0.00%
= Used: 539.45kB
- Allowet: 1.327TB

= Actual reserved: 300TB

15:00 15210 15220 1530

- ATNRBUBEB N SN REFEN R BERES S,

FMEEN2IOERZ RS TESANtricity OS (EEZNE B EFEIEFI SN EIRNG)hEERESBENE
TEELBGBEBRRRT(WWID)ITED

AT EMERRSEEYSAXNEERBRNEANLITES, BEIRERN * 27 5 (B sdc,
, sde &) FRETHRMNE—HDSERN * 18& * FIPERHELTE,

sdd
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32 GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
Lalily 107.32 G8 9644 GE . 124 60 KB 1, o bytes 1l .00 Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

EEAXRREEENTAIMXTRNER

RUETHTAXAFEETRENX T RS MRS RENRSEITIVIURFAIEHE, BMEIREMMNEHA
/}_ E’J1.:.,uo BXERIUEERE, FEES, MEHRR, WakO, Mt URERBREmidE.

p
1 MNP RIES, EFREEEDRTREMN KT R,
2. iR gk

"R M EER " TRER " BARETTRNBEERER, fINTREIRM, KB, IDMERRS. Pt
75']%@%’@’?1@&5’]?%]% M, SRR
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° * adllb* A * adlli* : WRFNEENLZIZOFERED / FH49E, WERIER
o *eth* . PIRMLE, BIRMEIE P IHME,

° *hic* 1 I&FEM—MIIE 10, 253 100 GbE [0, XA UG ET—IE, HiEED
StorageGRID M&M4E (eth0) FIFFIHEMLSE (eth2) o

° *MTC* . g8 ERI—MJIE 1-GbE Ix[H. — P HZ MTC EHOBEHE, UMMEEMEED (etht
o ERILMREHM MTC 20, LUEHREFORARAR IR #ITAMERE,

10-224-6-199-ADM1 (Primary Admin Node) &2 y

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

MName 10-224-6-199-ADM1

Type: Primary Admin Node

I0: Gfdc1830-cada-4493-acdd-T2ed317d35fb
Conrection state: Q Connected

Software version: 11.6.0 (build 20210928.1321 66ETeed)

P addresses: 172.16.6.199 - eth0 (Grid Metwork)

10.224.6.199 - ethl (Admin Network)

47.47.7.241 - eth2 [Client Network)

Hide additional IP addresses A

A~
Interface ¥ P address

eth2 (Client Network) AT.47.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl A47.47.7.241

hic2 A7.47.7.241

hic3 A7.47.7.241

"R R " ER " 800 BT REVERNESI E R

3. Wi#E * BB * AIEEEXRIIRENFAER,

a. &F CPU FIRRMAFER, WE CPU MNFERAEMRNENZLASED . EERARERAYEIE]
R, BERERIET LANENHZ— ERIUERERA 108, 1X, 1A% 1 TANETRER.

EERI LUK E BEXI8FE, LAEHSE B MBS ESERE,
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Overview Hardware Network Storage

Load balancer Tasks

1 hour 1 day 1 week

CPU utilization @

12.5%
10%

7.50%

oo VAN AR AR

0%

1 month Custom

Memory usage @

100%

17:20 17:30 17:40 17:50 18:00 1810

== Utilization (%)

T5%

50%

(o]

5%

0%
17:20 17:30 17:40 17:50 18:00 1810

== Used (%)

b. B TTRHUBFREGAMNR. WREEBESEN, F7IS, THRIREHREURS MRS EE

2R R IX T 2811 2K

20
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[sYe}

StorageGRID Appliance

Appliance model: @
Storage controller failed drive count: @
Storage data drive type: @

Storage data drive size: @
Storage RAID mode: @

5G100
0

55D

960.20 GB
RAID1 [healthy]

Storage connectivity: @ MNominal
Overall power supply: @ Mominal |||
Compute controller EMCIP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Nominal |||
Compute controller CPU temperature: @ Mominal |||
Compute controller chassis temperature: @ Mominal | | i
Compute controller power supply A @ Mominal | | I
Compute controller power supply B: @ MNominal |Il
& Description
g#RS It StorageGRID i&&ME S,

FRRERNFHEE,




FE
SRR LR

FEEURIRThEE A /)N

776 RAID &R,

BiXEBR

IHHEHI2E BMC IP

HEERRFYS

THEREH

IHHIEHIZE CPU RE

HHRERIZSEAERE

Description

IREPRIIRENEEEL., FIUNHDD (BEEIXTHER ) SSD (EASIEENER ).
— PNEURIRENSRRIB K,

1&&M RAID &3,

RE A BIRATIRTS.

HEITHIZR T EIREIEEHI2E ( Baseboard Management Controller
, BMC) I®ARY IP ik, ERILERAILL IP ZE#EEl BMC RERIEE
MIZEMIZEEM

MNFAEESBMCHIRER S, FRERIEFR.
HRIZHIZRNFES IS

THEIT IR RTINS

IHEEHIZE CPU RUREIRES.

1+§?1%U%§E|’J /ﬂ]].r_)lkn_.\o

a. Eﬁlkﬁﬁﬁ’ikn_’\i’jﬂg “‘$7.|__\w1ﬁo o

MRS Z "HRAR,

, FEEEAHATER.

4. 3EF WS I EESITNENER.

MR EERM T BIENSRENFEE,

650 kb/'s

600 kb/'s

550 kb/'s

500 kb/s

450 Kb/'s

16:10 10:15 10:20

== Received Sent

1 hour 1day 1 week 1 month Custom

Network traffic @

10:25 10:30 10:35 10:40 10:45 10:50 13:55 11:.00 1105

a. EEMKIZEOERD.
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Network interfaces
Name @ =  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hic4 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

ERATRURMEZOKRS * ERE * 5IPERTEIRE LIPS 40/100-GbE M ix OB SECE IF A
Fn) | FHIERE LACP 1EI,

()  FhERmEREERTAEm R,

FERRIRT BEREL BN HIC $#HRRE ( FIERRAAE /
hic1, hic2, hic3, ZTFPIEMNEZEE (eth0d
hic4 ) , eth2)

Ba LACP 100 400

grs LACP 100 200

BEE 50/ &9 100 100

Ba LACP 40 160

ars LACP 40 80

BEE F5h/ &h 40 40

b. EEMKZBIEE
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EWEMERRER 7T BIS MR LA XNFHEMSIEEL, URHEMZERMEEETTR.

Network communication
Receive
Interface @ =2 Data @ =2 Packets @ = Errors @ % Dropped @ % Frameoverruns @ <= Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =%
etho 3.64GB ik 18,494,381 i, o 1k 0 il 0 1l o il

o. Wi * 7t * AIBEAXRSBIRE LR IRENENES.

DO-REF-DC1-GW1 (Gateway Node) & %

Overview Hardware Network Storage Load balancer Tasks

Disk devices

Name @ = World Wide Name @ = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) M/, 0.02% 0 bytes/s 3KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s

Volumes
Mountpoint @ 2  Devie @ =  Status @ 2 Size @ 2 Available @ =  Write cachestatus @ =
/ croot Online 21.00 GB 14.73GB 1h Unknown
Jvar/local cvloc Online 85.86 GB 84.63GB 1h Unknown

BXER
"SG100 1 SG1000 ARZSIZE"
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BEEMEETR

MR~ ER—1ER, ERERTEITNR, R ERYFrE RS ZOERN A
ERIEE A E o

IR RERETR, ST MERMNBNRERIMNESIETR,

B R TAEREIENE, HEFERIER LANEGRZ— ERIUERERN 108, 1X, 1BH 118
WATAER. EEALISEBEXENR, UEEE QA ESEE,

MNFDR, MEEORRHTEXS I RIIENSREONER. WEBERREMETEXE T /A%
R LU AR MIREIAE R 1k S B R T 2R IR (S B

DC1-S2 (Storage Node)

Crverview Hardware HNetwork Storage Objects ILM Tasks

1 hour Lday 1 week 1 month Custarm

mectveork traffic 1@

ESD kbi's
600 kbd's
S50 kbv's
B kbis
450 kb5
1005 10:10 10:35 T2 1G2E 1030 10:35 Al sl =50 1655 11:60

= Raceived == Ser

Network interfaces

Name @ = Hardware address @ = cpeed @ puplex @ = Aute-negotiation @ = Linkstatus @ =

athi 00:50:56:4T:ER:1D 10 Gigabit Full Off Up

Network communication

Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped 8@ 5 Frame overruns @ = Frames @ =
sthi 30468 1k 20403425 1l o ik 24599 1l o 1k 2 th
Transmit
Interface @ = pata @ = Packets @ = Errors @ = Dropped @ = Collisions @ = Carrier @ =
ethi 36568 1l 19,061.847 1l o i o il o 1k (|
HXER
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WA A

EEGFHRIE

PRI M T T AR A AT EL 7R A
LR ETRFET R, SNLRMENRENE#HEDR,

BEREFEE

MNFFETR, STMGSMBENNSE, "FiE " EN e —LER, BTERMNKREUBENNKRTHETE—KRN
BAERT Z D17

C) NRTIRAREREININE. GIUNEARERE S TR FPIRSE . REFEIRrI sER R s AT ih = A
PRSP, TREMEREIMEE. BFF/LOH. EERE K

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 manth Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75
50% 50%
25% 25%
0% 0%
15:30 1540 15:50 16:00 16:10 16:20 15:30 15:40 15:50 16:00 16:10 16:20
= Lsed (%) w= Used (%)

HfigE, SMNREFEER

MNFETR, FEENFEETRLLEZIRENENFAESE. HTFEHETR, WREERERTEXEE
fEERIE R,
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Disk devices

Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =

croot{8:1,5dal) MR 0045 0 bytes/s JKB/s

cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s

sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s

sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s

scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes

Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =

! craot Oriline 21.00GB 1475GB 1l Unknown

fvarflocal cwloc Online 85.86 GB 240568 1l Unknown

Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled

Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled

Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled

Object stores
cé = sSize @ = Auatlable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health &
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
002 107.32 GB 10718686 |l 0 bytes: 1l O bytes 1l 0.00% Mo Errgrs
HEXER
SRR

ERESENFEMBHMET R
BEESED &, SR UEHEhE

a2 Al
* BRERERIIMNREIESE "2 Web ¥
* WEBHEIFEL root AR,
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* BEAREREEE,

RFUIES
ERILERESEMFENRBHT R MTFIRETR, EEAILUERESEN TS ETHEPED

* MESEDFEHRBIMR T RREEMR TR AW reboot 832, EMBHT RN, ZTREXHAHEN
B, FrBRRSSE = BEhEREE.

MREHKIENBEFET R, FERUTEI

° YO ILM MNMFEET " BURR " WEHNITHEMNIEET " EFE ", HBETLEILENEIERELELIE
7, N StorageGRID R EMREMIFIH AN REREIF bR EHM M EFET R, HEHEEITG ILM
o MRBEMBHATEMR LR IS NMEETI R, WEEHBSEIHAERI T ENRIXENR,

° NTHREFTUAEFET REMBINARAENSR, BEEFBHTRZA], FLEEEREHANSR
REG—NBT,

* GATREBE StorageGRID REE FAIPHAA SMTRETTR, HINEREUREN TR,
BXHH, BBN HREBETLPER,
()  ERUKIERT, 1 StorageGRID &8 B T AP RIS AER & T A TR

pg
TBEE TR
2. EEFEEMBEAIMAET o
3. MR * (£S5 * IR,

Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

4. E&F ENRR o
BT BREIA IS IEIE,
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Reboot node SGA-labl1l X

Reboot shuts down and restarts a node, based on where the node isinstalled:

s Rebooting a VMware node reboots the virtual machine.
# Rebooting a Linux node reboots the container,
* Rebooting a StorageGRID Appliance node reboots the compute controller.

Attention: When the primary Admin Node is rebooted, your browser's connection to StorageGRID will be lost tempararily.

If you are ready to reboot this node, enter the provisioning passphrase and select OK.

Provisioning passphrase

seeseeee (O]

C) MREBEMEDEEETR, WBINHEESRER, RSFLE, NEE5MEEERSREN
R BRI

S. W NECEZRIEIE, AEEE * HE *
6. EHFTRENB.
KRS PIRETR B —EERT Bl
TREMEN, *Te TRAMNZETREER (EERXHA) . SMERSEFRSHETRENRE

EEMEE, TR TENETEERS MRIMAEMNLEEN) , &RgAEHERATREERE
A%

EEMRIKT
SRR T B XHEE "S3" F "Swift' BN ZUEE,

I RERENEETR, SNERMBNNBINRIET R, NFEETR, HRIET-RERENRITHRUAL
BEXTHEEEMEREIENES.
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM Tasks

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50

29



EFE ILM ET£
ILM iEZERigR TEXEELEGAHEE (ILM) BEMNEE.

I RERENEFHET R, 8NERMEBENMELN ILM ETR, XMFEMELMMNE, "ILM " ERREER—
A ILM BAZURERS B LRIEIZ . 3 FRA%, IHEIT-RE R e FrE N REITE ILM 3R 1B 8l

MNFFHETR, "ILM " ETREHE UMD R ILM GG S IIERIFARER,

DC2-S1 (Storage Node) &

Overview Hardware Network Storage Objects ILM Tasks
Evaluation
Awaiting - all: @ 0 objects il
Awaiting - client: @ 0 objects il
Evaluation rate: @ 0.00 ohjects / second
Scan rate: @ 0.00 objects / second |||

Erasure coding verification

Status: @ Idle |l|
Mext scheduled: @ 2021-09-09 17:36:44 MDT
Fragments verified: @ 0 |||
Data verified: @ 0 bytes il
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Missing fragments: @ 0 il
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NetApp-SGA-108 (Storage Node)

Overview Hardware Network Storage Objects ILM Events Tasks SANtricity System Manager

Use SANTtricity System Manager to monitor and manage the hardware components in this storage appliance. From SANtricity System Manager. you can review hardware diagnostic and
environmental information as well as issues related to the drives.

Note: Many features and operations within SANtricity Storage Manager do not apply to your StorageGRID appliance. To avoid issues, always follow the hardware installation and
maintenance instructions for your appliance model

Open SANfricity System Manager (4 in a new browser tab.
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Data space usage breakdown ¢ w

1.97 MB (0%6) of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space 5

Data Center 3 0Fo 621.26 KB 926.62 GB

Data Center 1 0% T98.16 KB 12478

Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @ ._"

2.44 MB {0%) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the metadata space available in
the grid
) Metadata space Metadata used Metadata allowed y
Sitename = g = = =
usage space Lpace
Data Center 3 0% 244 MB 1s.32GB "

a. iZ T RERY R Z RITFME R EREIR, (LR EE T REEHEFERNERERE,

Storage over time @ s w

—
r..]
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100 KB - = = —
sokB M N | Il | .

0 Bytes !
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,‘{_'?‘:‘ \ﬁ?t"p‘gq"t"} R N I I S Hﬁ?}. \_\?;-1" ,\-ﬁ""‘ K

@ Space used
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StorageGRID Deployment (Grid) & X
Network Storage Objects ILM Load balancer
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
11:50 12:00 1210 12:20 12:30 12:40 11:50 12:00 1210 1220 12:30 1240
= Used (%) == Used (%)
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Object Store 0 Object Store 1 Object Store 2

Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage
Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2

p
TLEF R > EFHEDR > FE

LR 2R T R R ERZ AR
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**BH (%) *: ERTHRUENSIRATENE DL,
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o EHIEEE . TR, MREME EEH N RBIEENGITHE.
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cr R TR, BREME EHAATZEEE. EREN

storagegrid storage utilization data bytes #2351R.
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Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
2E AD% - Used; 17112 kB
= Replicated data: 171,12 kB
0% & = Erasure-coded data: 0B
14:30 14:49 14 = Totak 310.81 GB

== |lsed (%)
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Sie @ = AvaHzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes
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LURL D i FUARINBY TS R 8 E
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TCEHE=SEIRY 100% Z A0, SRS DL R IFTRIEAET <o

KXFIAES

StorageGRID 7S ML R4 = M RTHERIA, LURETRHABGLEN R T#ERER, X=TBIFZERAE
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AEFRLEBERT, NBRNNRTHESEEERERILENREFEIEER, Fli, NREEBBEEIAKRENT
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1
1 BB T > AT A > T,

2. BATETERFHE-NRTHEE LS. IEERENENE,

Storage Used - Object Metadata @

100.00%
75.00%
2020-08-04 14:58:00

50.00%
= Used {%): 0.00%
I Lised: 539.45kB
#300% Allowed: 132 7B
= Actual reserved: 300TB

0%

14:50 15:00 16:10 15:20 15:30 15:40
m= Lsed (%)
2R (%)

HFET R EEERRN I TEIEZERN A 2.

Prometheus}&#R: storagegrid storage utilization metadata bytes
storagegrid storage utilization metadata allowed bytes

B2/
HEET R EEERNAF THIEZRINF T,

Prometheus}E#R: storagegrid storage utilization metadata bytes
s
LR ET R ENRITHRIBEAVFRI=E, BT ROAASNMEET SRELE, 580 "AIrHmdiE=

B RS )RR

Prometheus}&fT: storagegrid storage utilization metadata allowed bytes
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1. EERMR L, ¥%E4F*Storage*,
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3. FRAXLENHEMNEE ASIEMN TR EE NI EET =

Forecast of data usage by storage pool:  All Storage Nodes ~ @ Averagedover  [M Month v @ L
80 TB

. Mar 20, 2023
80 TB :

il 100% full on

20 TB

May 14, 2023
0 Byles
Jun 2022 Jul 2022 Aug 2022 Sep 2022 Ot 2022 Mov 2022
Space used O Forecasted space used

BIEESEnERERE

SEAEMEHERE (ILM) RAAANEHEENFIE N RIZBHEUESE, BMGEE
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RBIZASER, BIAHELEUKRENEIRIRENENKE,
MR MBI E M S 3 RIBX A ERD ] BERHBIT StorageGRID THMEHILMAYERZE, MM SBASAM AT F LB

TILMRE IS RHITHRA. BRI LUBIE 42 H] waiting - Client B4R 14#%F StorageGRID BB 5 & P IRig(E
REF—

BB IEHITASH], BRITIATRE:

1. ZRIIWMIREIEEE,
2. NMEEIRF, IS EBEHEHSIE(ILM)ER£ _EM*Aaiting - Client*% B
3. BHEEIREE Jio

IRFIERER T UTFER . F5 ILM T GBI REE UR TS RIIEN, ARRELRLD XMiE%
xEA, LM BB AT LB 5T,

Awaiting - Client vs Time
20180326 12:15.00 J5T to 20180326 13:00:00 JST

90,0001
80.0001
70,000v
60,000
50,0007
40,0001
30,0001
20000

Awaiting - Client A

10,000t

u -

I | i I | I I | I
12:15 12:20 12:25 12:30 12:35 12:40 12:45 12:50 12:55 13:00
Time {(minutes)

F55 - FRIRERPHNIGHIEES RN, B2, NREXRLETOERSIEMEMRTE, NNBFEESEHE
BEREMET. #ETRES, HEUR LM REFEXRBRETTEMUE, NNEFERES,

TR LR * T TUEE— S AZE ILM BAS,

L

T EE TR

2. BEIR * TR > ILM* .

3. BAMGEFILMBATIER L. AIEEEAENBERNUTERE:
o * BHIBMIXNER CREZRFmHIZNE) *: BTFEFIHRE BITNFEN) MEFEF ILM TEHNREH,
o * BHIBARIXR (MFABERIE) *: &6 ILM TR 2.
o FIRE (WK /) ¢ B ILM BRI RHEEHARIRE
o M HMERE (MR /) *: RERERL ILM KBTI RV L FHRE,

4. 72 "ILM Queue" 8853, EEUTEM.

o
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(D "ILM Queue HHVERFMAL, HEBTEETIEMRIAFHET A9 "ILM " ETE b,
© * FURHAIE - 53t * 1 RARMFIE MR ILM SR,
() =eB#HRERE LM BRATFREHR.

o *ERWEE | ERHMNERMERTHNREEREER. SHEETRINEESKRYRE, 1t
HRER =G, MRPREIT, BN ILM BESRRE,

() mmesESHEN, WR—HKESTERBREN,

EREFET REMERNHEN, XEBUAIRSRER. MRZHXNEERKELEM, HFEBTMTE
HiE, MEEAIEETM.
WML RS A

TR R ZEMEHNTREENHFEUAREINET RNRRERBEANTFERZEEX
BE

AR RE

MRENERERBREE (ILM) REEERRHBERERFRIPNARTIERZBEHFIEHEHIX REFHE

ZFAMRILBBINR, WNEBEZMEELHEE, MRIERZENNERTAE, WEERISHMEHETE
, ML ILM RN B e E R N RMEETTHAME. WRAILMANER T IS NET. W gESHEN
KW HEFHE NN EMILMARE,

ERMEIRER ITE RN ML RE. UE R BRI,

Ltsh. IBEE "OIENMERED LER" UBRESHEHEF. 2. FRHAHTERmSEXRE, &0
URIEEERE = RH %R,

p
T EE* TR

LR B R T R0TH. MRS TTRUREITE,
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DASHBOARD

v ‘ Nodes

Cumeng View the list and status of sites and grid nodes.
Resolved
. Q Total node count: 14
Silences
Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =

Email setup
NODES | StorageGRID Deployment Grid 0% 0%
TENMT ~ DataCenter 1 Site 0% 0%
ILM

& DC1-ADML Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SINTOME 9 DC1-G1 Gateway Node 10%

& ocis1 Storage Node 0% 0% 29%

2. EEMBEM, RHEBEROIEREMET R, ARERE * WK - &R,

MR EERM T BN, BIEROERNT RBAENSRERE,

1 hour 1 day 1 week 1 month Custom
Network traffic @
650 Kby's
600 Kb/s
550 kbys
500 Kb/s
450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 1355 1100 11.05

== Received Sent

a. MFREETREDL R, BA TRMUEFNEAY * WEZEO * 559,

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

eth0 00:50:56:A7:66:75 10 Gigabit Full Off Up

b. WFMETIR, M TREHUBENER * MKZRE(E * 25
RBEMERERETR T B8 T NSRBI A ENFTTENBUERLR, ULEMREAEEiETR.



Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1L 0 1l 0 1k o il

3. ERSME N EKREIXEKNIETBIEMERE.

EFR B > WE > REDE

TR ER

Traffic Classification Policies

MED KRR " TUH, HAERPILIERE,

Traffic classification policies can be used to identify nedwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | % Remove || Jy Metrics |

Name Description
ERP Traffic Conirol Manage ERF fraffic into the grid
*  Fabric Pools Monitor Fabric Pools

EEEE TS ERRXIKINEEITHER,

b. EEER T RS R KB RE,

INFRRE KR ETEIREINERE,

RE, RBREEE
e

"B BT

U R
WIETRERR

BEZMNHETRUEERRRERBER. RTRIBLIH,
p
T TR TTEP, EEFETR.
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BRRERGRIIAER,
2 RED LR

3]
cd9afbcT-p85e-4208-06f3-TelaT 9220574
223b0chb-6968-4646-b32d-7665bddc294b

Dizplaying 2 trafiic classification policies.

BRI ANR BRI, ARSE 815

HHEZRBESHEEHE

MAIERBES TR A BEBIETT.

/
II_J\

\

==5,
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2. &$E B EIRUETR CPU FIAENMRNEER B RNER,

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
“L 25%
10% UW ,r\ﬂ [\Jr- JN
0%
14:00 14:10 14:20 14:30 14:40 14:50 14:00 1410 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)

3. ERTARENMEIENR, HERERNER LANEGZ— ERUERERA 108, 13X, 1EF5K1
TENAIAER. BEAILUREBEXER, MUEREE BEMEESER,

4 MRV IAEEFERENRSKEL, BRI TRBDUABTEENR. FREAGBRSHINA “1FME. "
ERAEMEMRSHER.

BXER
"BEEXREFHETRNER"

"BEEAEXRKRBFEETRMMXTRES"
Wi PER

FEES%EISwn‘t%F"”‘EE?J%B’%StorageGRID PR MEREL, @RI LUEAMREIESSS
FRR AR IR ERPNEFEEERBREMERE, ErUEREZEEHGrafanals E1R
W e B <0 P aN{alfE A StorageGRID BB Z 45 B

ez Al
* B EAERIIMBEESS "2 Web 5%
* B ArootinRIAXPRETE 1K A AR,
BEFEER
P IEE A SR PIKF R RE R,

p
LR = S i Vil
2. EEMHFIELETHER.
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RS NS MEARPYIHERZETIE, EHMAXR, ETMNRITHR. NRKANEFIKEET, VECEHF A
KMECMFERES—MENZ (8#8212; ) o

O SEEREHE, KEEHESHNNE, NSRS R8I0,
Tenants
View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
meor L Q Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount @ =  Signin/Copy URL @
Tenant 01 2.006GB 10%  20.00GB 100 <1 0
Tenant 02 85.00 GB 85%  100.00 GB 500 4 0
Tenant 03 500.00 TB 50%  1LO0OPB 10,000 4] 0
Tenant 04 475.00 TB 958 500.00 TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4 0

3. (AiEyEd EREREEERIEFIKS 3] £ ER/ERIURLFIH,
4. (@I EFEERIURLEZE HIHEF ERIEAURL |_|:| B ER/IERIURLTH,
S. (FAI)IEZF*SHECSV-UEBEEMSE . csv BEMBHEFANEREENX G,

RYFRTEITHRRTE . csv XfF

BIAR . csv XHEFEMUFLUTRG:

|Tenant ID Display Name Space Used (Bytes) Quota utilization (%) Quota (Bytes) Object Count Protocol
112659822378459233054 Tenant 01 2000000000 10 20000000000 100 53
199658234112547853685 Tenant 02 85000000000 85 110000000 500 53
103521145586975586321 Tenant 03 60500000000 50 150000 10000 53
|§I42513&598?5'6‘3885632 Tenant 04 4750000000 95 140000000 50000 53
[3B521587546685565123 Tenant 05 5000000000 Infinity 500 53

TR LATH . csv X BEIEPER,
6. INRKRFIHEMNER, WAILEEActions*>*Delete* UMIBR— N ZMEF . ESI "HIFREF KA
NREAKF B SERDEREER. WARERFRZIK,.

EERERR
ERILERREEAFARER.
p
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1. MFAP SEHEFE P 2o
LB R B8 P I 4RSS DUHE,

Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB

5o I

Space breakdown

Actions w

Allowed features

Bucket space consumption @

85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

0 25% 50% 75% 100%

bucket-0l @ bucket0z @ bucket03

Bucket details

Q Displaying 3 results

Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250

bucket-02 30.00 GB 200

bucket-03 15.00 GB 50

2. BETIEINEBRIFEF R,

%@%Kﬁﬁﬁﬂ%@ﬁﬁﬁﬁ?%ﬂ)ﬁEI’\HEE%E\\ BIEEPHIXNRITE. EIAAER. ERAZETEMETR

3. RN MEI R, EE TEIEFEER.
Itk B2 B~ P BYFR A S3TEE S ER (T Swift R 28) Y 2 il E#E.
MRAAFIKE T . NERERMEMFRETEFGUANSERXER@GIW. 85.00 GB of 100 GB
used) o WMRKIGETMEE. WHEFAELRET. HFAXANESERATEZ{IM. 85.00 GB
used) . FWEERENDEABRPHEIE DL, MRBFBEIFHEEE 1% U LEBE/DET 168,
Mt E =R B R S ECRABEE,

BRI ETRE LT, UBEES M DRIABREANEE. ErLUSRETIRATRER LB UE
BERREFHERETE.
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Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining (15%).

M bucket-01: 40.00 GB

0 25% 50% 5% 100%

bucket0l @ bucket0z @ bucket-03

ECEA | ARETAEMEITHE, AREBR TAgSBHILE, fli, SEAFR EEXRE
@ , StorageGRID ZCEECH, NRMEFEIEEH, NWIIELMVEN. BE, THERSE
WECERRY, StorageGRID AZEEZRT LZHIA/N. WRMIBFIR, NAJge=ERSFEIEER,
HEFNER, BEEIERTEESM BRI, EIFABXRTETEEE 10 2P E KR,

0P R ECEFI AR R RIEP B L5 F StorageGRID MM REIESE (BHEKA/N) . BEHFIA
RERAFRTATEEXENRRETHIERIARN=ZE EX)) .

@ TR UBERA P ESERES ERMNFMER - SEEEEAHEDS. NMREA, NEHR
FEfERHEEER 90% R ALER, BXUA, BEN "RESHRAN",

4. T TRADET R, BEEFHEIRFHEE

HEFRFIH TP BIS3FED R (ESwiftRER). ERTRIZRIEFEIRUB BTN RBIELE, EFTRT

ILM Bl R THIEFr R fE= 8.

o HE, WAILIERE * RHE CSVF UEENSHESB NI ERHARNEREER csv Xt

BEANSIHEHPHAR . csv XEFEAF AT RA:

TenantID Bucket Mame Space Used (Bytes)  Number of Objects

64796966429038923647 bucket-01 88717711 14
64796966429038923647 bucket-02 21747507 11
64796966429028923647 bucket-03 15294070 3

TR LETH . csv XEFEE BB ER.

6. (AN )EFAVFRITIEE R R IUE BN BANNRMINEETIR, BESW "FEEAKF IREFEEN

HepE iR E,

7. NRBF EEERMBEGER R, MNaJ LUk MgEKa

BN "HTAZMEEE? " M "EEMREEATTHER

MRENMEFBIRERED LR, FEERHEFPHNNERE,

p
1 EFERE > > REHNE ",

LB IR " RE D KRR " TUE, HERTYILIEREK,
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Grid 1-Grid 2
Local hostname (this grid): 10.96.130.64
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Remate hostname (other grid): 10.96.130.76
Connection status: @& Connected
Permitted tenants Certificates
Remove permission | | Clear error Search O\ Displaying one result
Tenantname = Lasterror @ 3
© Tenant A Check for errors
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:86:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.000Z

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU

e MR B e il Gy Sieay e A Z BRIV B SRR L mF S ARG Qs T RIS T e e i v e et Pt e

EEBMRE ISR
R LAfEF GrafanafP RV EE AR E HI{E BIREE B XS LM E H1RFRIPrometheuststro

T
1. EMIREIRER A, %R support*>*Tools*>*Metrics *o

@ ferrE EIREN T AU ASTIFEH, XETAFNELINGENRBENEEREER, 7
BERREFN. FENYIE "F B Prometheus 515"

2. EREMGrafanaZfad, EFEMEEH
BXIFMRE. BN "EELFET
3. BEIRERTEEFMNR. BN "HEHEINLNEHIEE
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Overview Alarms Reports Configuration

H!' Overview: ARC (DC1-ARC1-98-165) - ARC

Updated: 201509-15 15:59:21 PDT

ARC State: Online 29
ARC Status: Nao Errors =

Tivoli Storage Manager State: Online 3?
Tivoli Storage Manager Status: Mo Errors =Y
Store State: Online 3?
Store Status: MNo Errors = )
Retrieve State: Online 3?
Retrieve Status: Mo Errors =%
Inbound Replication Status: MNo Errors 3?
QOutbound Replication Status: Mo Errors =9
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ARS8 "Alert Rules" T1E,

Alert Rules W Leam mare

Alert rules define which conditions trigger specific

alerts

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

= Create custom ru!ei =
Name

Appliance battery expired

The battery in the appliance’s storage controller has expired

Appliance battery failed

Conditions Type  Status
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY"}

Major > 0

Default | Enabled

storagegrid_appliance_component_failureftype="REC_FAILED_BATTERY"} e
efaul nabnie

The battery in the appliance’s storage controller has failed. Major >0
Appliance: battery hasinsumciant [eared capacity storagegrid_appliance_component_failure{lype="REC_BATTERY WARN'}
The battery in the appliance’s storage controller has insufficient Default | Enabled

learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing

expiration.

Appliance battery removed

The battery in the appliance’s storage controller is missing

Appliance battery too hot

Major > 0

storagegrid_appliance_component_failureftype="REC_BATTERY_NEAR_EXPIRATION"}
Major > 0

Default | Enabled

storagegrid_appliance_component_failure{type="REC_REMQVED BATTERY"}
Major > 0

Default | Enabled

storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP"} Default | Enabled
efaul nable

The battery in the appliance’s storage controller is overheated Major > 0

Appliance cache backup device fail

led

A persistent cache backup device has failed

Appliance cache backup device insufficient capacity

There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes. Major =0

BEEERANKRPOES:

HItRER

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}
Major >0

Default | Enabled

storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major =0

Default | Enabled

storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}

Major > 0

Default | Enabled

storagegrid_appliance_component_failureftype="REC_CACHE_MEM_SIZE_MISMATCH} e
etaul nanie

Displaying 62 alert rules.

Description

LHRAMNBYrE—Z IR EER o BT BEEXERMN, ARTIHAAE
A EHRAN 2 VR 2 B F B @A B E &,

FBFHE [RIBT iRk LEZE3R A9 Prometheus FTRixTo BIMTEM T— M ZN=EMN
KA ELER, EREENESMNEHRE—FN

g« €3 BB StorageGRID 5 SRS EEIE TN B R,
TR R RS . MBRMRRNEE , JaEaSHIRST
BT AR E 5,

x5 O FEENYEIR RS E SR AENS SR, B
B EERAMMITRADD, URESSERRLELE StorageGRID
= SRS B S5 T

CRE* AL RGEBITER, BEERBER, IRRAZHULSIETT, FEe
SHMMRSRRIEITEEN. ENBENBRTEZETERIAEER. UHR
ENFZSFEETENRE.



HlFR=R Description
Type ERAMAYFER
* BN HEARSIRENZEIRMN, EoT U2 ARIALIRMNERIEIINL
AN B S A FFEE BT Bl A MIBRERIAZE AN,

* *RIME . BEEREFHIHSENENRAERAN, RIEFE, &f
BEIHIFERRRIF TR ERIBAIAE,

T EENX* CIEMEIRMAN. ERIUER, REMBEREENERIM,

Status LUFRTHEEALERAN, RATIHEERAERANGEME. BILFR
R E IR
A B E X ERAN
TR B e XERMNRE X B R TRV
Fra 2 Al

* MRERERIIMBEIESE "SZT1FHY Web J 528"
* MABEEERIroot 7 PR

* f&3AK "% MY Prometheus 51T

* &7 fi# "Prometheus EifH9IEL"

* WO LINETMSR: "SR EStorageGRID 1.7 {ERIEREIEEE X ER"

M NetApp

KTFUIAES
StorageGRID A EIIEBEXER. MRERECIZBEXERAN, HEEUAT—RAOEN
* EERNERMVBIFMS, FREBEEEXERMNBIRG,
* MRAERMUEX T ZN5FME, BUAERHERBRNTEN. AR, BEXESMRAHEE,
* FARES IR RS EEH S HIRMEEEIR.
* BNERRMEEIE AP R H AT,
* SRR EEAPIIR RATEY . HERE. "N A RER TN EX (Rt R ER). BEEEEREE KM
s SRR BIEIRENERELRIN true B{E,

Han. AFMIAFRER node memory MemTotal bytes < 24000000000+ IEFTLHIT
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ARS8 "Alert Rules" TiE,
2. %R QIEBEENXHN *

I B R e B & XN X IEHE,
Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions
(optional)
Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v

3. Bl ER A EEEUME LS BB AL BRI,
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MRBZHTERMN., MASHEREHITIE G, BASHEEAER,
4. MANUTER:

FEL Description

ME—R R AN B ME—R MR, BIRMNU BB REERIIE L, hEBEFHHE
MByEHR, BRANPZIRETLUNTF 1 5 64 MFRFZIE,

Description PR iR EHER o EER RERTEMEFEHAENPER
WERER. ERMNAVHBATUNF 1 E 128 MFFZIE,

BN AR1E WEJ LURR AR L EHR BT R PCRENAVIR(F. A AR M NR I AR
£ (ERAMAE) . ERMAUAENRIERIUNFTO0E 1, 024
FRIZI8l
S. ERMUE AP, A—PHSNERT™EMRBAN—T Prometheus X,
BEARANEEXRBUTER:
[metric] [operator] [value]
ZAXAIUREEKE, BE2EREAFRRAENETL. ELFE—ITREL.
MRV RMERE RAM 2/VF 24, 000, 000, 000 FT (24GB) , MtEFRAXKMAZER,
node memory MemTotal bytes < 24000000000
EEEH T AERFNIR Prometheus AT, IHEFEFEBET @ HREMREIE API RRVTEIRER 7 85,
6. 7f * r4EEtia) * FEH, MATREAERZ FIFHESIIFEERFERNEIEIE, AGRE—BtE S,
BREFMHTN true BRIZEIAER, BN * o GIMLLERP LEIGESF 4R ZER,
AINMEA 5 28,
1 EFEREFE

LS, IHEERRE, #HEEXEIRMNKE ERE "Alert Rules” &R,

IR EHRAN

TR AR TN LIB R & 570, T BEXERMN, EHERILIEFHMNZFR, 8
AR AN AVHR (R,

FaZ Al
* BREREREIMNSEIERS "2 Web %E25"
* BRBEEEHRrootiH R R.

KXFUIAES
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REERVAEHRANET, ERIUEREER, TBREIRMTEBERAVFA UL E, 4WiE B E X ERAN Y
, EEA] LAREERINEI R TR, AR MEINBYIRIE,

@ REHRBBEHRMMNENIES A/ Do NREBLA T AR (E, WRIgELENEEERE, HEIEMLE
TERCRBIRIEA L,

p
T~ R x>~ M+,

LthEHIE 27 "Alert Rules" TiE,

2. PR BRYRER SRS BT8R
3. W * YRIEMIN * o

LR B RN NFHEE, WROIZETRT —MEROAERMAN : “E—27F, R MBI FRE
BRA, TE%E.

Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
#
Recommendad Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for 3 StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation

Conditions @
Minor
Iajor node_memory_MemTotsl bytes < 24080800020
Critical node_memory_MemTotal_ bytes <= 12800820204

Enter the amount of time a condition must continuously remain in effect before an alert is friggered.

Duration 2 minutes v

4. EREERERA ERELURE SRS ERAILERMAN,
MRBATERAN. WASHHEKANHITHE, BASRAEAER.
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®
®

NREM SR ERZAERIN, WBREFF/LDH, FERFIBETRNEDNER.

BE, FPENERRINERIN, NREATERAN, WAL EmNEEERER, B
EFELETER KB R E N LE,

o WFBEEXERMN, BRIEFEEHUTER.

®

FE

ME—R R

Description

BiNBIRE

B AREEOAERMNBILE S,

Description

LM BME—R TR, ERMNBIFEREERITE L, BEEFHHE
MER, BRAMVNBFFAILUNT 1 Bl 64 MFRFZIE,

PR iR R o PR RERTEMNEFHABNPER
NERHEE. SRAMMNBERBAAT LANTT 1 2 128 MFFFZIE,

hA] LU AR R I B AR BT R I R EXBY IR (R, DA AR TV N I ATE
B (ERINUAE) . ERMUBBIGRERIUNT ORI 1, 024 4
FFZiEl

6. ERMAEDH, WMAREHR —THSPHER™EMLRFE Prometheus FiEo

®

Conditions @

®

BAREKINBERAUTE:

[metric]

node_memory_MemTotal_bytes <= 14000800208

[operator]

MRBHFERERANTRANNZHERAERIGE, BEFEERAFHFENHN=1 R

node_memory_MemTotal_bytes < 24082020820

5

NRIEEF T SRTEIRIFMS, WEMR E—FMHZA), AT ALHEFMMIER. TR
AEMMBVER—P R, B RREHREIE,

KANFAURERKE, EIERERFARENRIT L, ELFE-—TRENL

MRTRHNERE RAM E/VF 24, 000, 000, 000FT (24GB) , MERAXNSHEAER,

node memory MemTotal bytes < 24000000000

7. 1E * F54ERYE) * FERH, WMAERAERZAFHOIFFSRFERANEE, SAEERRERIL,
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BAEFMHTN true RIZBEAER, BN * o BIMERPLIREF L ER.
BIAER 5 Do
8. W REF

SNRIGIRAE T EIAEIRAMN, W "Type" FIFRKER "™ BIME "« MREATERINHBEXERANM, *RK
SR REREBFA

RRERAN
ERIAERFOAR B EXERMANNER / ZRRS.
Fria 2 B

* B ERAEREIMEEIEE "STIFHT Web 528"
* EBEIEERGrooti )R,

KFIES
RRAZHRAMNE. FNERANHTIHE. BFMEAER.

@ BE, FPENZERMINERIN, NREATERAN, WAL ACNEAERR, EEICHE
L TER KR IEN LE,

p
ToGERR Bl x>+ F

LtbEHIE & 7= "Alert Rules" TiH.

2. GEFEZRTEANERANS R R #2EZ .
3. WEHE * PREMN * o

HEEHE B RN 3 EAE.
4. Eehs AR B R A EE LR T L R A TR B SR,
IMBRET RN, WFRENERARSTIE. BRLREEALR,
() wReUETREATRAN, WEREE9H, UEEETBETNEHER,

S EEFREF
© BRA BRE RE T FIF

IR 7 X B HRALY
MREAEBFERAEEXERAN, 70K EMIFR.
62 Hl

© EREREREIRMISEIRS " Web HIK 5"
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* BRBEEEHRrootiH R R.

p
ToGERE B x>+ J

ItEBY i 2 7R "Alert Rules" T,

2. EEREMIFRE B E X ERMNIRT B89 82153250,
T ERIBRERAZ AN,

3. 7HE * MIBREE XF * o
LE B R B IA R IEAE,

4. 8% * HE * LURIBRE RN,

EAAF RIS EIREFIFTE 10 DHRFEIER,

NEIRISE SNMP @A

NRIEFE StorageGRID 7R R EERET A 1X SNMP &R, Nw4i7=EH StorageGRID
SNMP IEHELE— I Z M EH B 7.

TR LUERMR EIRR A *« BLE * > * 14535 * > * SNMP {12 * AT MR EIE API B9 SNMP i 535k B B FED
& StorageGRID SNMP 1{I2, SNMP IESZIFFRE = NhkdsHY SNMP ##1%,

27 HENAECE SNMP 18, B2 /A SNMP 515"
B2E StorageGRID SNMP (RIBfS, AILURSFFAE MY R4 IRENELEA]:

* [aPA R ESNMPRIZAZEN. AEBEEARHITHIN. AT EMEERLS StorageGRID F&E
TEMIER, HIINMEER. FiE="1Thkd~89 SNMP 325 M

 BHSMEMEM, BEREBERSARIA. WR SNMP RIERERENEAWEIMRIA, NEEHAZE,
BIWRRMRIASAEIRAEIRENLE, SNMPv2c F1 SNMPV3 245 INFORM ,

EEMTEREIRAINNHBEXERN, RAHSLIEBHIMENENEN. BRIEZRE SNMP &5,
TR EIRECERHR, BTSN "FHREHRER"

IR EAIStorageGRID HEBR S ZNEET A, NEFEET A2 LR\, AutoSupport HE. SNMPIEHFIE

MUNRBERBANEELRES, MRETEETRATA. WEAEET R L8N, 520 4z
BEETR? "

NERISE BT H @A

NREHRBAELNEIRN ZEBFHEEA, WHTHREEX SMTP iRSENER. EiE
W N EHRE R U A RY BB F HR 3tk

7/
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Feazai
c BEEAERIIMREIESE "STIFAY Web 528"
* CEBEEZRI rooti AR,

XFIAES

HFERMEBZRINRYE, FLATFERENYBFEHFRERSRTEHRERNM AutoSupport JHR. 1B
=, ERILFrE @ ERR—EFE RS 2E.

IR EAIStorageGRID HEBR S ZNEET A, NEBET A2 LIRBEM. AutoSupport HE. SNMPIEHFIE
HMUNREEEREBNNEIEL XS, IRFEETAATAH. WEMEED RGN AXEH, FER 42
EEBETE?

TR
136 8F * B4R * > * BFERFIRE * o

B R o B F R IR B DU H

Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These settings are not used for alarm nofifications and AutoSupport See
Managing alerts and afarms in the instructions fer monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2. yErp i AR R FERR AN SRR LS R S B B B IR AR L B RV E R R X BRI BB F EB o
LR EREBFErt (SMTP) ARS5E:, FlERE (TLS) , HEFERAFHUEAImELRERD
3. 7ERBFHRE (SMTP) BRS32EEDSI, M StorageGRID ifia] SMTP ARSS2EFIFRAIE R,

YNR SMTP fRSZLZBFBZFMIIE, MABEIHRHRFP 2L,

FE BN ...

HRFARSS 28 SMTP BRSZBMTLREREZ (FQDN) 3f IP ik,

Port FBFiA5i8) SMTP ARSS 888K 0. A7 TF 1 E 65535 Z 8l

ARP& (Fi%) R SMTP IREBRFESMIIE, BRAEHTENRIENEF .
=5 (RIik) MR SMTP IRSZBFEZHRIE, FWMANRTHITEHIIENER,
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Email (SMTP) Server

Mail Server @ 10.224.1.250
Port & 25
Username (optional) & smipuser
Password (optional) @& | swseses

4. TR FEREMAEER S, WARGARE MR ABYEBFERA L,
a. WF * REEARBFERMMIL * , BIEE—NEMAVEFEb Al BEERBMAIA G Attit,
fBl0: storagegrid-alerts@example.com
b. FERHEANEDH, RENEFERHFIRE L S BRI BFERARIA SN B FHp Attt
RIS BT 4 LURIIE Ao

Email Addresses

Sender Email Address & storagegrid-alerts@example.com
Recipient 1 @ recipientt@example.com x
Recipient2 @ recipient2 @example.com + X

S MNREL SMTP FRE#[HITERE, FEEAFTHWESZSE (TLS) , FEFHWELRSE (TLS) Bk~
HETLS .

a. 1f * CAIEH * FERH, RIEATFIE SMTP ARSS2:HRIREY CA IEF.
ERILUGABRERIAHMISEILFEEF, BEER © MR * FEEX .

BRARE— XS, HREERESMRENRIERHIANE (CA) BIER, EXHNEE PEM 4K
E%E’J’é/l\ CAIEBXMF, HEIEBEIRFHE,

b. YNRSMTPEE FHRFARSS SRR B FHP R ARME P IRIEBLHITE MW, HEPRXE P IRIE
FEEE,

C. £ * BEFURIEP * FERH, 1Efit PEM RIZBNZE P IHEBIUKLIXE SMTP BRS5 88,
ERILUGABERIHMMEI T, SEERE © XK * FiEEX .

d. 72 * THEHR * FERP, WAKRNE PEM HBHNEFiHEBNERAZER.
ERAILKABTERIFFREMEEIE F e, &R « XN * FhEEX .

() nREBEERTEELE, BEENZERUERILTR.
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Transport Layer Security (TLS)

Require TLS @&

CA Cerificate @

Send Client Cedificate @

Client Cedificate @

Private Key @

-----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMHOPQRSTUNIWKYZ1234567898

-----END CERTIFICATE-----

Erowse

-—---BEGIN CERTIFICATE----—-
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----END CERTIFICATE-----

Browse

-----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Browse

6. IETmiERE N, ERNSBEFHFBMNER™EMER, FIFFEERIANERHE.

severity

RE, EX, &

FE, X#

=&

78

Description

AEEHRAMUNERE, TBHTEFMN, RASLIEBEFHHE.

HHTERAMVNNEEHXBREN, RASRXEFHER. F=
HAREERAZIZE,

RETHREHRMUBTERMGN, FRLEBFEHFEN. A
REHEBRERAZE BN



Filters

Severity @ ® Minor, major, critical Maijor, critical Critical only

7. EEFNIREFERER, FRITUTSE:
a. R * ZENHEFEF * o

LR ER—RWIAER, ERERIEMIRE T
b. 10 EFIA BFEBAUIE ABURAERE, HIABUWEINIXBF Bt

@ RELDFARBEIBFERM, HEMKLT * BFEFERNRK - ik, BRELRIR
BEHE,

C. EREFEMEMEET RH LXK B FER AIIEFAE I R BERE,

@ EMREREAEY, SO NERIESMEET R UIIEEE. X5MiKAutoSupport /B
MEEREREBENAE. TR, AEEET RERKENIHEFER M

8. W REF
RENABFEHAERRELENRE, BOIERE " RE o
PR RTF B FER IR E

ZiREFHEENPEENER

FCE SMTP BB FEifFRSS 28/, EMAERE, RASMEENWAALIZBFIHFEN, FRIFSRANIKES
AL, BB FERERE"

BFEH B EEUATER:
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226
Site DC1 225-230 @
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid
Service Idr
(5)
Sent from: DC1-ADM1-225 \-—/
Callout Description
1. W2, FRLERENLGIE.
2 RIS .
3. NERB NI ETIRE,
4. BXERNSNVEDEFRFEAGER, 8FZEMNTAMES, ERTEY, AR
B9 UTC BBl AR =2 & Bl FARSS Y B Ko
S. RXBHNEED SN ENB.

AT EHRFH T
AT LR A BRI RIS SR B FHEIBR], StorageGRID S RXER—BRIP X Z MNERHTTHH,

BX StorageGRID WN{a7E FE FERAHERN X Z N ERHAITHHBTH, BESRN TR
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1h
SMERBNNERTRRZER. WREMRLRD
BMARNER, WSAEREEBFERF @A

WTFRHETREFNFEER, WMREERENTENE
BE—1, NN HEmEERLEE,

EURfLAZEIRAY, StorageGRID %% 2 9%, AB
BRiEEH, MNRELHREMEA THMREZZR, T
StorageGRID S1EVIIGBFA XA ERit1T724H,

MNRfEA B —PEIRLIR, StorageGRID BFZEF 10
P, ARBRZEMEN, ENSIREFREEHE
]’ (HETREEMNER) , BMELFCREXEER
HwE2anitt,

MRIMFESTEZERBEEP—NERSHER,
NESHRERNT R EERHIMLERE, FEX
EHTE A

StorageGRID S4t4: g 7 K &IX—/REBFHIHFER,
BHIFEZEIREABICH AR ZEIRMMNEES N 1L,

T ER BB F AR A BT EHR

- TR 2 ERNEIRATE08 : 01 %,

Nl
* ER A ZARERM R LML, (NEE—E

o

* TR EMAERA, TR 2 LRANMAZHR B

o BRRRKIEMMEN—BITER—,

© WA ER A, FEREIRE, TEMTEER

HfH, RAINTEERKE—FE,

- TE 1 ENEIRATE 08 00 ik, FEXRIEE

(GRS

fERIEE
fel@ o

- 81 02 RIXEHLREFR PN ER LA,

- TE 1 ENERATE 08 . 00 fitk, @HITE 08

;02 kix.

- TR 2 ENEIRATEO08 1 05 fitk, 2 NEA

RBiE8: 15 (10 2HE) KX, HIPRKREX
PTIRo

- BENTR 1ARRERA IR RIEEN,
- BENTR 2 MAERA, ERREE @

p31

- BRRERTR 2HERA, BHERNFTHR DD

W FIEDIRTS

- MERRERMAT R 2 NERA . FRRIEER

Ex, FEALERY TR 1 PHATEEIRTS.

-3 8 HATR 1 MALERA . IWIPFRIXE

o

- ik A RREREFE . Ht@AET3A 158,

38 22H, 3A29B%mE%iE,

NRARR T * BFERHERANY * Bk, HEETLERZNAEREFHHERA, BRBUT SRR

o

FHEZ AN
© EAERT RIS "S5 Web K5,
© EABERERR o,

p
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WIERE,

a. R EBIR * > BFERE
b. ISIEEBFEBH (SMTP) RSZWIGERTIEM.

C. WIEERE AU ATEE T BREVE FHpfFithit,

QERIRIME LS, BREBTIERLEIHIRT I,
3. 3815

BYEEFHR A E IR RIIAR B A AStIEBY B F BR R AR FE LEo
WEEETRIASXH, ARBKARARZS.

AL UUERBERNEREBRE R IMAENER, FI, prometheus.log XHIEEZEITIEEN
ARSI RER BN IR0

wEN "WEBAEXHNARRHIE"

FREIRER
N, &

AN

AT AR 55 LU AT 22 L 3 Rim AN
Fria B

* B EAERIIMREERS 2158 Web il
* WEAEEERrootiHRINIR,
KXFIAES

K "
Dd o

ERILAS NN, BPEREBE N TR —IRE MBS ERAN, SREFREERLEHENER
MM ELFr A SR AN % LA @A,
NEREBA SNMP 12, N Silences FRZELE SNMP [&BFFH@A],
@ EREFMERAMNES, BF2VIDo WNREFFRENR, WATEE
LI SER KR IE N LE,

®

ANEREERE, HEICH
HRTFERMEBZMINRSE. FFEEEA L IRERE IEEHRE,
p
TR EIR > BT

thBIE 87 Silences T1E,
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. JEFE A
B R B SR AR EA I IEAE

Create Silence
Alert Rule v
Description (optional)
Duration Minutes -

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53

3. EETIHALUTER:

FEL Description

ERAM BB E RV ZTR ERTLOERERROASEEXERMN, BIEER
MU BEZRBENiLt,

c R IREBERINEETIEE R ERFIE TIRMNIEEE, 15EE * PR

BRI * o
Description WA LOERRERRAR I o FI40, B ILERRARIB Y.
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FE

Duration

severity

TR

4 EERE

Description

FENBREFENNE, Uawh, NEHRNEN, EEIRESEIN 5 DFHE 1
, 825K (5%) .

COERL AN REIRAMNERIKAE, MRENERANESSS, WEHE
IESERRBIRIEZ AT, ERIETANNEEERE, B2, NREREHE
ENEREEMARN, WrstHRECERAKEER, FW, " RSLEHE
BEXH " Bk " FEIKEEREXH " ER TS HIXE .

RGN ERm BT ESFHE. MREEET B —MEAER, WFE
A EAEH,

THRLBUIFHFRNAT B IHMLET R I URIEENE, 2NEREEN
TR ERVERAMNEFIE RN, MREFENME, WRKERT=R #EFE
IERMFIE T Re IFERIER, MIFERSMNER TR LRI R,

ER BREMTRERES I RIS NS, MRBEEARES I TRIZ D
bR IR ERAN, MpHeZE S,

o MNREBEFHITHIZ AUECAHERERI, AT LA EHHTRAE MR,

il
IRIEEREA

BUHFRER

HXERE
* "B2E SNMP {{IE"
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Description

a EREIR*>HE

b. MR, EEFEEIRIBAVFRINIGE XN RERHE,

C. JEHF * iR
SR , FIREHE, EETEMHZ R R
e EE*REFE o

o

a JEECER BT

b. MR, HEEFEMIFRATERIAIL E X N A R
C. e * MR * o

d. %4 * HE * BIAEMFRILER RS

COER Y OIME, ERARLEEIREY, RERREEN (RIERE— 1R
ZIE) o WRIMMAUMER, NWAIXETFHBAE SNMP &R AN Bt
LiRTIEPIRERE L7 PHRVETEL



EEFIL T MR EESRPERRRIAER BNNEREFERELSRIINERERF.

ERILRERECIZBEXERAN, LESENAREES .

LRI\ EIR(ER "Prometheus FEFR"

REER

LB
REBEBEIH]

R R IR

REBMNEFZIBTETRE

R AT AR

BEHIgE M

REEIBIH

%% BMC @552

REEFEHIBRW

REEFEMDILBERETE

REEFEMKFET R

RERFARAFER/NARLE

RETREERSETERELSS

REITEIEHIE CPUREEES

RETBEEHSEERSIEER

REIHEIEHIZR IR A BRI

REITEITHIZREIR B LR

RET R RERSEFL

Description

S EFEIEHI SRR BT,

BT EIE RIS P AV R AR
REFEITHISEPHEMERNEER B,

G BT EIE R 2P AV R EDRT A,

S ETFAEIEHI 2P AV R R

S BT EIEH 2P AT T o
S5EIREEEHIE (BMC) WBEEERK,
KAMEFEDIZE DR,
ZEENEETERTE,

BEEEMEEZ TR
BEPIFHEMERIBRAERRNET K.
StorageGRID & &It EITHIZZHEE BB T HE,.
StorageGRID i&#& it HZHI28H CPU REEBETEHRE,
1E StorageGRID & &I+ BT H 28 RGN BIREAFHFE,
THEEHIZE R B RA L IR A L,
T2 R IR B HER)RL,

BEFERRPIASHARS BEF L,
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LiRBF
KM E % & DASIREh 2SS

REDASIREhZRIETE R

HMEI%E X E

N R & LT BEIE

IREIETEE HBA i M=

RENEFEFRMSRIFRE

BETIREEE / Bithis

/G LACP imd

HMEIZENICEE

RERBIARIRIERE T

BESSDFEYS

RETFEERIZE A LIEEE

RETFEIEHIZE B =

RE B HIZR X T B3 =

RE T BTSSR A R A

REFMEERIZRER A LIEE

RETFEEHIZREIR B =

REFEREFRERSEFL

REFHEIRIER

eEdigERE

86

Description

HMEIS & P EEFME(DAS)KEh R 1R,

[EEEREEFM(DAS)RhaE. WMRFZITEMHIBIF/EFBA. X2
FiEARYo

KWNE RPN EEES R,

KME)IR TR B HI28 51T EITH 88 2 BRI @ E R 0]
JE4TIEIE HBA Um0 B I PR, H I =,

FF SSD &=FRIIREh2s HIFREIRTHER.

Bi% | BBtAEIR R

StorageGRID 1&#& EHIHOAR S5 LACP 487E,

HKME)g & RRREREOR(NIC) BRI,

StorageGRID & & EIRE REZINA TIFEE.
RESSDIRETEE S,

StorageGRID & & RITFETHIZE A IR,

StorageGRID & & FRITFAEITHIZE B HILHFE,

StorageGRID & &I — DI SN IR Eh2E LI FE A B AR Th SR,
SANtricity 212 StorageGRID i&&HIENAMG "FEXE ",
StorageGRID i&&HHEIR A SENNITIFERERR,
StorageGRID & &HHEIRE B SE NN ITIEBERE.

I FHEERSHARS EF L,

FEIL B FERPENMAHRIRSHERER,

BB EF TSN TENERARE,



LiRBF
BE TS RE L ES

B 110 HEFFFIE

HNEI R E KRR EE

FERBEFEERTRER

TR S

HIZMASKBSER

LiRBTR
EEREZBSRNEIREFTIS

INER &L A EIRS SR K TRIR

ELEUNT L N

E7ER BERIMEIEE AT

FHEDRER

EIRBTR

FabricPool ZE D EREB AT+
NEFEEDE—HHIRE

CassandiaZiR

EiRBTR

Cassandra auto-compactor 1%

Cassandra Boh#iEEZEZSEIRE
T HA

Cassandra @B{S551%

Cassandra compActions B3

Description

BH N REL RS,
HEI/OFF 1B A RER R MMIAR MERE,

oplIlE g gealie sl e el SN Kbt s b [
T RITHIZR ARSI Z B — NS S NERH I,

T RFEIR S

Description

TRAERASEEFRMAZHTRSE. HERFATIEH.
TREZFASERIINIRSHERS .

f*ﬁiﬁ%ﬂ’\]ﬁ%ﬁﬁﬁk’iﬂE‘,iﬁo NRAFRRLEE, S3HSwiftiR(ERTRES
Mo

NREEEASEAIIMNIRAREIRSEE. FHEBETIEH.

Description

FabricPool ZZf# 73 ERfER AT AR —EMER S IR AZZH,.

Description

Cassandra Bzl compactor HI &%,

R Cassandra Hop#iEEEZVIEREL BT,

1517 Cassandra fRZBBIT R AR ILE(E

Cassandra #E4a RS 2T &
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LiRBF

Cassand}i 455 $51%

Cassandra {&E3str 238

Cassandra 28 #HEE|E

Cassandra {22 RZ A AT

Cassandra FHF

BRI AT A%

oFERER
LiRBTR
SFEMIERETEIR

RS EHIER

LB
EREEHIXAKK

R E &R A

DHCP%ik

EIRZFR
DHCP fH£9E 2 HA

DHCP FH£9BMRFZ|4A

DHCP BrZ23 A~ A

MR E R

LiRBTR
IR RERZE

88

Description

NZBStorageGRID ##EECassandaki® 7 — NI AHE NIEK,
&R Cassandra &R RYHEIRE LS,

Cassandra #iEEREHELRIE,

Cassandra {82 RSZ R,

Cassandra ¥ MZIFRIFIF, MR Cassandra KNFIRIRTF, NWESBEG
E =1

SNRBA T BARIREN AT . WEFET RATAN. RERFNKIEK
AIRER KMo

Description

SEEHREI TR BN E — PSS M EIR.

Description

REEMREHEIR. FE2AF T EFR

BTFHRBEATA. BRRERIERETFHFLERT.

Description

W& FAY DHCP AL EiS HA,
W& EAY DHCP FA£9EMIE 3 ER,

DHCP BRZ 23 AH A,

Description

BREERE. RAETELERERM,



LiR2W
EEAREREE

B F AR F1AutoSupport Z4iR

ZRZM
ToiE & i%AutoSupport JHE

SRR ESERIPSIY

A M4RES(EC)ER

LiRBR
EC EfTHRK

EC BEXLW

EC BEERFL

IEREIRAEHR

LiRBTR
% P i A

S3FSwiftly = FARSS 2FIEPEIHA
AR Ry b pE
EEEORARSIIEHEIHA

SMEBFRGEEE CAIEHEIHA

SMERZ LA ER P IRIE R EIER

SMERZ g B SRS 2RIE B EIER

AR P E 4R

Description

BRREFEER. RAMERNRESIEINER I,

Description

TR R IR AutoSupport JH B

TEREERBFHR @A,

Description

ECEMTEIRFI R RMHEFLE.
ECHUERNEE IR HERF L,

ECEIERIIEE I EFLL.

Description

— P HENEFEHIERANEE A,
S3HSwiftBy 2 AR SS 2IEF R HHo

— RSN TR IR R IE BRI HR.
BT EEZEONARS FIEBERHI .

;ﬁ?ﬁ%?l\%ﬁ%\éffﬁEHE%E&E%E’\JE%%Z@MW (CA) IEFEMRE
Ao

ShERZ gt B ERRSS SRR P URIE BRI I o

SMERZ St B SRS 2R R AV AR SS SRIE RN I £,
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ZIRBZFR
PIF& LS MTU ARITAR

PIMSEX B B4R

LiRBTR
MAREX S IE R EIHA

PIMSEX B IR I

ERENSERER

)
it
[

ZIRBZFR
Java HFEHAXRS

TCEIREIMIEIR K

BIMEREER

RGN
BHEARS LK

HABNEMHEKERT KW

EEEHEAHEEILM)ER

EiRBR
TESRW ILM R E

ILM AT K

ILM 38R A

ZIAEEIRSIR(KMS)ER

EIRBR
Kms CA iEHZIHA

90

Description

P& L8O (eth0) IMTUIR BEE MR RSN T R ZBIEF IR R,

Description

— PSR S IE RS .

IR S IR R4S 2 BRI AR BX S IR AR F A

Description

IEEFERR Java T BB SRS,

Cassandra JoEEZ IR F BT [EhT 1<,

Description

TEMS I REZEREHEMAR

TEMEPEENS D RRFZEKSHNAF .

Description

TAERNFLEHRIIMILMA N F R EIE S

i, THMEILMARE N A TN KRR EE K,

ILM 9 RFKIGEAEWARE] 100 MR,

Description

BFEZAEIERSE (KMS) IEBHITERRIERHANI
IEFBEI A,

(CA)



LiRBF
Kms & P isIiEHEIHA

FTEME Kms BCE

Kms EiE 517

RIE) Kms MNEZARTR

Kms %2 SRR I

REERE

Kms BRI AN R EEHITHE

Kms BRS523IEHEIHA

BT RIZEHR

LiRBTR
ZSH B KBS RS

RERER SRR LR

LB

HIZATHEREMR

AATRRERE

FiEwRAE AR

TRAERE

TUEIETFER R

I ERE

M REIEFHET B

Description

RIAEERSSENE P IRIEBENG IR
ZINEERSHSNEERTE, BXEME,

RED R AERIHIL SN AEIERS 2.
FEENRAEIERS R RE SRUNZMLERIIEE .
FIBIREEHERNRE. BE—1TREDNELEHRBRAERHEHR.
it R A FERAEERS R,

TEER SR KMS ZHAMNER T NRMEBRISE LH— ST EHET
R

RIAEERSE (KMS) ERARARSS SIEFREIFIHA,

Description

ZS B SRAN 48 BT B I (N TP)BY 81 Z [B] 9 R A% Ko

Description

A AFHEIZAENTERE. NRAFBRICA, S35 SwifttlgfErIgEx
5K

TR A RAM 281K

FHET R AT EEN REENTE R E.

TRIEZENREFERE.

Al A FEFERRTHIENZE AR E.

F] A THEIRRIEENZ B E.

A AT EENREEN=ERE,
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I Z R Description

RRIEKENES FREEMRRBUKENB R/ NFEET R &RIMUIEKED
REEFEMR RIEE ERRT AR R,

RAGHIERER Ivar/localiz# = £ o] FStorageGRID RAEIEN =B Eo
tmp BRATAZERE /tmp BRFEIETAZEIFRE,

TRET RMEER

AP 2T Description

B KIBECE R TEN AR A SR E.

TR LR IER IR AT Rz EfEiatiiEn s,

I R BRI EER T REIBNEm P A RS G HIEIR.

TRE5 NTP kST RS 75 2 5 AR EIY(NTP) RS B R ED .
TRAREEA NTP RS2 8IE TRAMEZIMEEEINIY (NTP) RS2,
FFIRET RMEEXH — P REITWEIEE XA ERE,

BIEWNE EHRSISEHHEE XA  BEENS (eth)VIR&EEO B XA ER,

BEMSLRO 1 LRSS IREHER 9§ EREENSKIRO 1 EXHSREFEE.
BEXH

FFIHEMSE LRSS IREHERXE B IRMNLS (eth2)Big &2 0 B X ST ERE.
MR 1 LRSS IREHERKE  IRE LN RO EXFA B ER,
Mgim2_ ERARSSIREHERE XA 18§ LRI IR O 28 XF S # &R,
MEIRO3 LRSS IREHERKH  IRE LN RO X F R ER,
MEim4 ERARSSIRERERKH 18§ RIS 4B XF S ERE.

EEME_ERTFMEIR SRR X H] BN (eth)IREEOE XA ERE,
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ZIRBZFR

BEERMRIEO 1 MBI R R
2%

B P IR - F IR & TR K ]
WL& iR 1 _ERTF IR B RERS X ]
W£8 iR 2 _E B TFE18 = 5E RS X ]
WI£8 iR 3 _E B TFE IR B HERS X ]

W£8 i 4 B TFE I F 5E RS X ]

FET RARLTFRRNEFERS

TESTRBE

TREIEHBH

HREHR

BIRE
HRIFAER LK

HNREFEREEFLE

HREKX

SIHMEMNRA/NAK

HMERATIRB BT ITR

TRBSLR

LB
SRS AIA

Description

w&E LNEEMKIRO 1 BXRASMFER,

& P IR (eth2)AYig &1 O B XA ST FH%ERE
&& ERRILRIR 1 B X AT ERE.

% & _ERIWRIRO2E KSR EREE,

&& ERRKIR 38 XA T ERE.

18 & MR O4E X A sk FEE,

AT ASERN S ERXMAERER . FiET R ERILDRIRS T AT E

BIFrRRTS
— P EZ RS TN BT AT AT o

TRIEDE 24 /NERATINEFHBR.

Description

MREFEREEW KK,
HNREEREFELEEL,
—PHEZ P HREMBEREK,

P imEIRIPUt ObjectiR B H S3A /PR,

TEEHRIN REFEP B TERR N E TR Mo

Description

B7A RSM RSHF#ET mEib s LIETe AT AR EMERD,
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EFREEEIR

ERBM
FHREERESIEEE

BETRAES

FREB R

SRR EZBEHHNBIRIEE

StorageGRID R4k

ZIRB R
FERRMEENINGINXIRSS

EREPEEMINGIns-GWARSS

fERSNECERSSHARSS

HAER

LiRBF
HARTERER

= FABY Prometheus 5#x

Description

FREEERN. FESIEEE.
FEEEmE. FELR.

ENEFHEEERVSD U L. AIRREALT RESKRIACT BEE
=

TEEMEHMEREEHNERKEEE,

Description

NginxBRZ BB L. MEIEEFERLHIMNERE.,
Ngins-GWHRSHEEE T . MAEEEFERLIERE.

SSHARSHECE T, MIEEEFERTAINEE,

Description

EEFEANRITEE DRSS, BRIABERT. AL TFERRS.
NEFRRERERR 2RIEIT ZEH,

BZHILE APrometheustEfRFIR. LISt 7 ERUAT RN AR AFHTEBEXE

MBI Ao

S AT LA SRENPRA $EATHY e EE IR,

BXPrometheusEIFEENIFAME R, HEN "IEEE18Prometheus”s

4 2Prometheus}gtn?

PrometheustEfr 2t aIFFIMIEE, BET S EMPrometheusiRSZ S MFIE T & LIRS U EE X LE4EIT. $EHR
2EFHEESMNEETRL, HEIJ Prometheus #IEMBHN=BIE# AL, & /var/local/mysql ibdata/
ERIREN. RARTEMFREIER.
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PrometheusisHR1EM EFH?
Prometheus!WEERIIEIRE WIS EIESZMNZ MUBF A

 *TATIE * . TAELIRHANEN £ EWERFEZFRFER Grafana AIE TEE /R Prometheus WWERY
Bt 531N, Grafana UEFHMERER ERITIEIFEYIEIE, M Prometheus B{EGIHEIRER.

1 hour 1day 1 week 1 month Custom
Network traffic @
650 kb/'s
600 kbfs
550 kb/'s
500 kb/s
450 Kb/'s

16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 13:55 11:.00 1105

== Received Sent

* CE4R ¢ WIREER Prometheus FEARRYEIRMNFZ TN true , NMRTERETEERIIMEAER.

*  WNRERE AP . ISR LITE B E X EIRFN S ER Prometheus 3845, A LUERIMNEE ik T AR ISIE
StorageGRID #%, BXFTEM Prometheus FE1R5IFR, HHRIMEEIE APl . (MMEEIESRAITNER, 1%k
BEBER, REIEEFE*API documents*>*metrics*, ) REAEIZ1000 M EIRAI . BYSERXE
HIStorageGRID 1&1EFTERIIEIREEE TR,

@ BV EE private BITETRXERERER, 7£ StorageGRID Az BRI RES R EFH, KR
SiTi8%,

s P> T AR REM > TE>ei THE: XENMEmFERATIFER, BHTZ20ME
FBPrometheuststrER TEME R,

() st RERRhaE AR AT BRI, AR % TN,

5l & ¥ I BIHETR

UTHREE R T HMIPrometheust&tro

@ BRIFFREE_privy_ BB HAEIGER. FTaER7EA[FIStorageGRID RASZEFHITER. XA
S1TiEH,

alertmanager_notifications _failed_total
KMERBRIRY 2o

node_filesystem_avail_bytes

Bt 3Eroot A P MBI X R A= (B & (IAF TV N EBAL),
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node_memory_MemAuvailable_bytes
R1EE EFE MemAvailable_bytes o

node_network_Carrier
FEZR{EA /sys/class/net/ifaceo

node_network_receive ; errs_total
MEBILERITER receive errso

node_network_transmit_errs_total
lﬂf%u% Lﬁ'f.:.,._.\ transmit _errso

storaggrid_administratively %7

BRTFIHARE, TRARERINE. fld, TRETRENRSBEEXA, TREEENSIHEIAER
Ftko

storagegrid_appliage_compute_controller_hardware_status

REPIHEIEHI SRR,

storagegrid_appliation_failed_disks

MNFIREPHEFMEITGIZE. TERREWXEATHRE

storagegrid_appliage_storage_controller_hardware_status

REREFEE R SRR NB RS,

storagegrid_content_bages_and_containers

LEFAET R ERIRY S3 7 ERA Swift Ba8 250

storaggrid_content_objects

HEET R ERRY S3 A Swift HIENREH. HEIGERTED S3 & Swift SRFEENT P IKNAERF
IRV R,

storaggrid_content_objects_lost

tEARS37E StorageGRID ZLHILNEIFRKAMIN R SR, N REUEIHE ZRNAERR UKREE A AR
£,

"X B KM E KBS REHEHI TR HR"

storagegRid_http_sessions_incoming_attempted
SN IFRFET S HTTP 21E2 5K,

storaggrid_http_sessions_incoming_currently B3

FRETR LRI TESRS (BT B HTTP 215,

storagegRid_http_sessions_incoming_failed

BT HTTP IBERBE AR STEIRIRERT R IHTERLRY HTTP SiE S

storagegRid_http_sessions_incoming_successful
ERINSERE HTTP 1525,
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storaggrid_ilm_awaiting B =&
75 R EEFREEREHTT ILM I ER R 28,

storaggrid_ilm_awaiting & P iHiT G R EH TR EK
RAELE T = EBY ILM SREITE I RV H TR E,

storaggrid_ilm_awaiting ZF AR
7 = EEFEN R P IRRIEETT ILM FEERR B (B0, #AN) .

storaggrid_ilm_awaing_total_objects

F5F ILM LN R E .

storagegrid_ilm_scanne_objects_per_second

W S IBENMRTE ILM R THREMHAREE,

storaggrid_ilm_scann_period_estimated_minutes

T = EFERSEEE ILM 3R &I B El,
coE: r EEREHARERIE ILM ENAT T RERNRENR.

storagegRid_load_Balancer_endpoint_ct_expiry_time

TR RIERE Epoch LURBIEIHARTE] (IAFDREAD o

storaggrid_metadata_queries_average ; latency ; =
i AR SS M T R F fEIE 1T E IR R B TR E),
storaggrid_network_received_bytes
B &R ELREER S HIEE,
storaggrid_network_transmated_bytes

BREURLIEN SHRIEE,

storagegrid_node_cpu_utilization 5Lt
EARSS HRTIEEERBA A CPU BEINE I tt. FERARSIVEITIZE. BIA CPU BEl2BURFARSS 28AY
CPU #&,

storaggrid_ntp_chosed_time_source_offset_mms

VETE Bt ELRIR (R R RSBl RS, SIREAE B EIRBVIER 5B ial/REA NTP &P inFr R B R 18%E
» WZFINRE-

storaggrid_ntp_locked
T3 AR BERE B LSBT B Y (NTP)ARSS 230

storaggrid_s3_data_transfers_bytes_ingested

B EREERMLORM S3 B HEAZILEET R SRS,

B storagegRid_s3_data_transfers_bytes_reRetrieved

B EXEERMELUR S8 FRIHRMIEEFET AR S SRS,
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storaggrid_s3_operations_failed

S3RERMAEEL (HTTP ARZESMES 4xx # 5xx ) , FAEIER S3 KM SHAVR(E.

storaggrid_s3_operations_successful

FIhHAT S3 RIEAVEEL (HTTP ARER 2xx ) »

storaggrid_s3_operations_unauthorized

RIKRG SERY S3 1 1FRNA S

storagegRid_servercertificate_management_interface_cert_expiry_days

BIEEIEREHIRIA R,

storagegRid_servercertificate_storage_api_Endpoints" IEHZ|HEH "
I RIFME AP IEPBEIHAFIRI R EK,

storaggrid service_cpu_seconds

BRELCRILARSS 2R CPU BIRFARTEL

storagegrid_service_memory_usage_bytes

LEARSS HRTETEERANANEFE (RAM) o {ES Linux TRERSLAERFZRAVEMERE, Bl Reso

storaggrid_service_network_received_bytes

B R LRI RS W EIRY B 23R E.

storaggrid_service_network_transmated_bytes

IR SS &ER SRS

storagegrid_service_Restart

EEHARS ISR E.

storaggrid_service_runtime_seconds

BRELURRS—HIETHEMEE,

storaggrid_service_uptime_seconds

ARSs B EREF BT AKB SB TR,

storaggrid_storage_state_current

FRERSHERITPRS. BHEEN:

* 10 = fE#
* 15 = 4P
*20=13%

* 30 = B4

storagegrid_storage_status

FERRS B HRTPRTS. BIEEN:

* 0= FHHix
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* 10 = [ETEEE
* 20 = ATATEITRE
* 30 = EARATA
* 40 = HiR
storagegridZiEF | R HIBEFT
FET R S HIAZERRRIS I R EURRIEIT 2K

storaggrid_storage_utilization metadata_allowed_bytes

BIMFRETRINE 0 LATATHRTEENS =6, IMEGRZNTFAT R LR TSR ERKSER=E,
N BOVEIEFRIE (BIEERAEE) URARKBBEHMRGALBEEMZROTE. WRTHER
T EIEHB AN REE.

storaggrid_storage_utilization metadata_bytes

8% 0 LR RITHIEE, UFTNE(L

storaggrid_storage_utilization 2% a]F T

DECLFTENREFEIEFEZEE 2.

storagegRid_storage_utilization_usable_space_bytes

RN REETEEE, HEAZEREMET R LB N KREFMEN R A= E 24800,

storagegrid_swif_data_transfers_bytes_ingested

B EXEERMEUEM Swift BF IR NFILLFMHET RS HBIEE.

B10Z storaggrid_swif_data_transfers_bytes_reRetrieved

B EXEERELR Swift FRIHMILEFET IR S SRR,

storaggrid_swif_operations_failed

Swift IREERMBIEE (HTTP IRESRD 4xx 1 5xx ) , AEIER Swift 32K KT FRAVIZE,

storagegrid_swif_operations_successful
FRINRY Swift #RES% (HTTP IREEE 2xx ) »

storaggrid_swif_operations_unauthorized

BRI F B Swift RIERMBIZE (HTTP IRZ&ES 401, 403, 405) o

storagegrid_tenant_usage_data_bytes

P BIFR B X REVEE A/

storagegrid_tenant_usage_object_count

HABIM R

storagegRid_tenant_usage_quota_bytes

AATFHEANSHNEAZETEE, WRAKRMHEGIER, WAIATREIERZRE
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RERFRETEIRRTIE

[[obtain all-metrics]| ZIRENE R RIIENTT IR, IBERRMIEEIEAPI,

1. EESIRIAVTNER, FEFEEBIEINER, AFIEEFE*API documents*s
2. B * {545 * #21E

3. 11T GET /grid/metric-names 1,

4. THLER.

EEER (BRS)

ERER (BF%)

StorageGRID ZiR R 42

—MfEgRS, ATRFERETHEERNSHINEER.

() =xcsEmrensss, CERAHEEEEMYS, FEESTER.

Eixk (8BRS

IBERAI LB TR MEEHIRFRIEREZ —

* 51 StorageGRID RGERM TRINEIR. TiEEN. BE, ERAUERARMUERIBEIEXEREEXE
KB EXEER.

* ERBEEXERAEE StorageGRID AL TEXREMFABIRSHIRS. BAUEIEEREEXEIRUE
BIANER. EEAUEIERN2RBEEXER. XX T iiE StorageGRID RANERBEXFHIFER

o

LRMEEE (RS

¥ StorageGRID BMARHER, RABMARAZR, ZREBRIEZIRE GNAHE2BEEEN) MER™
BMRFNNASITEA true -

S

r

e

TR B
S50

RE

major

=<1

aX
TREERIINE, EFEATMERIRENRER
o

TREBERIIMNE, BEERERR, AR
REVEIT. ERHITIEAE MR LE LR,

TREERZINE, EFEEIARMEMRENZER
To XFEIUAISIHEER, MUBLEAR.

TREERIINE, EFEEFLERRENRER
o TGN I ENERR IR IR o

ALUASTSRFRITREERTEMNENNEE. SMEETR LN NMS RS RIEEEENRERSRE
SHREMEE. MATERE, RAZAMEEEARKEE,
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HAR, MEUESIIN " ERE " FEMAER.

[

RRIENBMEEXNEBRERYIRITERBIEE. REFRUTINFREERTIR, UERF—TERE, %
REENBUEEXHBERER:

1. 2BEEXER, HERTEEMNTEZENFF.

2. R BN M ERBEMNEIAER,
ERENEREPHRIIESANBMERRE, NMS IRFXSEZERHITHE. NMS lRSFAREFEEMRMN
FREHITHHE. BHEN, MRENBEEBATEREEXER, W NMS IRSNRESEBEXERITERE

ME. PHERIAER. HIt, ARTEEERNFAERAILUARMA ERFIFINFRMG, ERTAR—BER
BTERBEXER (FHEHEENINE) , REASRRILER FoBAEAER, BRARREERME,

T &
TR UERLLR AT RN iR R 28 B E X ERMEINE K.
MNFLUTRA, BEEXHBRTEBBEEXERMENER, WTFRFAT.

2RBEEXERBE (BEER) RINEREE (BEA)
A >= 1500 >= 1000
RE >=15, 000 >= 1000
major >=150 , 000 >=250 , 000

NRTEIZBMERIEN 1000 BIXE#HITHE, WASMEAERER, BAIKEERMER,

ERBEEXERMLATIVNER. #1000 F2EEE/BEEXERNEMTERLINERE. Fit, ik
RIFHENIES,

FLRERZE, IRERATERBEEXER, WASKEFEMENR. EMAFNERERZAE, GRERITG
B,

AXAREEXERMNERT, EMHMIBMEN, RAAIREANERNFETLEEE. EREIGFHE
BHLRNER, FEEEARAIZEBFHBAE,

B AR R
MBEF—BIEOF 25 BEXERNTEIAR, WL “top down " HIATERAETIFE,

fflgn, R UMEM PEZE 50 MB , MISi%$E—1EHR (=50000) , BRSMMEET—TER (
<=100000000) o

101



Global Alarms
Updated: 2018-03-17 18:05:31 POT

Global Custom Alarms (0 Result(s))

Enabled Service  Attribute Severity Message Operator Value g:;;-_:;n"atls Actions
¥ |5SM »| | UMEM (Available Memory) x| |minor | Junderst [= | [s00C | 2000
M |S5M =] | UMEM (Available Memary) | |minor | Jundertoi |<= ~| [100C | A+ %IV

WRIRFHER, MWE UMEM BEE 100 MB BY, itk E—1EHR (<=100000000) , ER=fAHET—ME
& (=50000000) o

a

Global Custom Alarms (0 Result(s))

Global Alarms

Updated: 2018-03-17 18:05:31 PDT

Additional

Enabled Service  Attribute Severity Message Operator Value Recipients Actions
¥ |S3M -] | UMEM (Available Memory) x| |Minor | Jundertoi |<= =| |100C | 7000
M |S5M »| | UMEM (Available Memory) x| |minor | |underst |[= -| |s00C | 7000
Default Alarms
Fiter by | Disabled Defaults ~| g
0 Result(s)
Enabled Senice Attribute Severity Message Operator Value Actions
Apply Changes .
1BEN

BHIATREERLREBAIMSRESKEZ W, FILUBI B FHFE SNMP X EiRiEA.

AT BRERZERHERNLESPIERNER], RAAIRERENINERTEEREER™EM. WREE
By, WASREE—DIRE, XERE, BBE NMS IRSASGERLS, ERERTEERAUETBENERS
R A HERH ZFER, MRAFIHCNEEERERE, WERTEMSLETH, HFSLEMEN. =
FHMERERE KT, ERFBFHEER.

LIRS ENPETHRLZERONS AN NI RE=. Alt, BMEE 1.9999 F&k=HENF (<) 208
i, EEHRBNSHRAERTN 2.0,
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#ARSS
B @ AT PIAR T3 R EUE R RARINTARSS , XERSFBHEARNERMN 2HBEEXER,

TiRM*E
KPBTHERBIERAIUERERINER. TREAXFHENMTIEAER.

fBlan, "F%EJLU_'TWAFIE’lE_J% (VMFI) EiRo, (&8 * > TR > WgHEih . A, &F*
FETR _*>*SSM*>* &R *. )

ERILIZAVMFIER, UERRATERFIVMFIERERPIINR NI ETRYETNER); B2, EFEE
ERITHPEARNER. UE—PVMFIBRETATERINER. B —NEREFEE,

Volumes
Mount Paint Device Status ‘Size  Space Avallable Total Enties  Entries Avallable  Write Cache
] sdal  Online ) 106GB 746GB 5 & 655,360 550 263 ¥ & Enabled =

634GB 594GB 1 & 3932160 3931842 B % Unknown =
534GB 534GB 5 @ 52428800 52427856 [ @ Ensbled 5
534GB 534GB I § 52428800 52427848 T ® Ensbled
534GB 534GB 5 § 52428800 52427856 & @ Ensbled 5

L5
fearflocal sdad  Onling =5
farflocaliranged’0  sdb  Online &
harflocalirangedhil  sdc Online =
harlocaliangedb/?  sdd  Online 5

HINERIER (IBRS)

}éﬁ%a)b%l‘i‘tL ANEREEN, RAASBEAREER. &, NRERLVHFRIBERIIT, SHAIURAXEE

FFoaZ Al
s MK AEREIMR SIS "IEH Web 3%
SR E B HINZEIRIR,

RFUIES
AT EATIRARNR S, BtEILEREREN, " STk " TE LNREERTIRGBEM. BF. &
AL ZBRER(ENERFIRBEGFHNRSAE). BRIUEIAZER,

@ E&%, ARETEERRSE, EAUURRASNMAER, UMEEGRBRAHFINEIHERITE

HIANERE, ERABIIEMREERSEMN " SRSk " TE L, RIFERETET—NTERLGRL, HEERR
HBERRE.

() EstsTRRaNEss, CERAGAESENS, FABSTER.

p
1TEFXF >8R (RE) *>*HEER"S
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:38 MDT

= Show Acknom—edged Alarms

{1 1 of ‘F]
Show | 50 * | Records Per Page Refresh

2. FERPIEEIRS BT

ﬁttﬁﬂ"l%ﬁﬁiiiﬂﬁ%ﬂ’ﬂ%?ﬁiﬁiﬁ-ﬁ (*SFp*> TR > PEHH > MRTR > kS > SR>

o

Overview \l Alarms \.| Reports \‘ Cunﬁguration\
Main History

v Alarms: ARC (DC1-ARC1) - Replication

Updated: 2019-05-24 10:48:43 MDT

TEFRIRE B Accheckbox*(FBIA*) E1EME, SAIGETE*Apply changes* (MW B ELL*).
REABEREREERFTHSTIRERE L.

@ Eﬁl}\ﬁgiﬁié, BIASERZAEMEET R, Eit. MREMEMEETREEEER. W
RENEB AN ER.

4. RIEFRETEEHINNER.

a. W XF > ER (RB) > HaiER S
b. %% * B REMIAER .

LR B R EMERIABNER.
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 17-38:58 MDT

¥ Show Acknowledged Alarms {1-10f1)
Severity Attribute ) Description  AlarmTime  Trigger Value Current Value Acknowiedge Time

|
|

O Resh

Show I_SD v | Records Per Page

EEINER (BRS)
TR UEEFFERIAREIRTIR,

FHAEZ BT
* ERTERE RIS IS "SI Web HIKE"
© ERRAERERBIEE,

() EstsTRRaNSss, CERAGAESENS, FABSTER.

S

1T /> ER (FB) *>*2REBIR.
2. 33F Filter by , 3%&#F * BYERE * X * BEBT *,
3. MFEF. MA—TES: ~

4. BEHESK U TR WA

LB 5 B BOAE iR,
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Global Alarms
\ipdated: 2018-03-01 15:13:02 MET

Global Custom Alarms (0 Result{s})

it Severlty

Default Alarms

Filter by | Attribute Code v | equals * '|‘

221 Result(s)

Enabled Service Attribute Severity Message ator Value

[Q5Z (Number of & _

o Objects) Major Greater than 10,000,000 == 10000000
1QSZ (Number of i) - _

e Objacts) Minor Greater than 1,000,000 »= 1000000
@S2 (Mumber of ) .

o Objects) Niotice Greater than 150,000 == 150000

= XCVP (% =] Foreground Verification _ 100
Completion) Motice Completed -

+  ADC ADCA (ADC Status) .;rl'f;inur Error >= 1D

v ADC ADCE (ADC State) ul"leotj'ce Standby = 10
ALIS (Inbound =] -

v ADC Aftribule Sessions)  Naotice el ==

4 ADC A Ouibouna . B Gyeritl s= 200

Attribute Sessions)  Motice

SEHEERNERAE (HRD

SRR #HTRIEHRET, EA AR SRS S ARTRNTE,
FHEZ A

* ERRERBREIFR IR S Web 145

© EURAE RS INR,

() EstsERRaNSSE, CERAGAEEEMNY, HABSTEM.

p
1. ZBBUUT 5 BIREN—ER B Bl N R BOFR T ERAYTI R0
a. WEFE > Bk (BRA) > HEERS
b. HITUUT#RIEZ—!
* BE—YER.
BANEENCEE, ARREE BEXER .
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2. BRBUTHET BB AR L BRI,
a EE - X¥F > THE*>* MgiRh*.
b. 3%4% GRID NODE > * [RETHAH _*>* Bk *>* HFLIER *»
. MFIRAIEZRRE M,
d. BT TIRIEZ—:
* B EYE .
WMABENGEE, AERE BEXE#

LAt EIEIF T Ho
e BREFERALIERIEREER, BEL *HLIER .
tIEZERBEXER (IBR%)

ERIREEMIARSEA 2/ BEXERKHEFERITER. £2RHBEXERNERRI FIERBEIRINER.
AR IR BRI EIRNE .
FaaZ Al

* B AEREREIMEEIRES "2 Web %28

* BRI EBRERIRRR,

() EstseRANSSE, CERASKAEEEMRY, HABSTEA.

ERBEEXERZBEMNER. FRIFENVE, SNANESFOAERE. BIERRINER, SR EIRRE
FIREAR R EHR AV IR BY XU,

@ EEEREIRENE/ VDo FIA, ﬂE%{&?ibD%’;‘?EE’\J@{E, NIRRT A M ENBIE R, TEEE
WigEZ A, BERAZFFNCERNNEN.
B
1 %R > &R (FE) *>*2RER.
2. ALREEXERRANNFHIT
© BRIFER, BREHE P MRIXZE—KE) I EBAD-
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Global Alarms
Updated: 2018-03-18 14:00:28 POT

Global Custom Alarms (0 Result{s})

F  [ARC =] [ARCE ARG stat) =118 [Notce <]|[stencty 1= =llfi0 I 2000

W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090
~ [ARc ~] [AROQ (Cbjects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | O30
Default Alarms

FRerby | Aftioute Code | equas [AR" “»

9 Result(s)

I ARC ARCE (ARC Stats) 2| Matice  Standby 10 2l
F  ARC AROQ (Objects Queued) S Minor At lzast 6000 >= 6000 gl
7 ARC AROQ (Objects Queved) o Motice At least 3000 = 3000 2@l
v ARC ARRF (Request Failures) & Major At least 1 >=. 1 y’
v ARC ARRV (Verification Failures) & pajor Al least 1 >= 1 2
¥ ARC ARVF (Store Failures) & Major At least 1 = 11 d
F NMS ARRC (Remaining Capacity) % Notice  Below 10 = 10 2l
P NMS ARRS (Repository Status) & Major Disconnected <= 9 2l
F NMS ARRS (Repositary Status) ) Notice  Standby <= 19 2

Apply Changes ’

© BREMENAER, BRERIAER.
. 7E Filter by &, &8 * BN * % * BIERR * o
ii. NERFITH,

BEONFRNERABR”F (BlEl, a?? 2?2 HAB*) . ES (*) RRENFR, @5 (7
) BRBENFR

i, PEFTL B9, A
v EERFIRS, Bk 26 gl EERNERST.
BINBIRGEHIEIL B E N ERE,
3. MR EENEREE S TEANENEN:

PRl Description
enabled R E B RRIZ S EE LS B2 AEIR,
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N

B

severity

message

BRE

fifE

Ht e A

1B1F

4 BEH - MAENR .

ZREHR (BZ%)

Description

MERTEERSNAMHBIFAE BT IRPERBRITHE MR R TR
i3, ERETEXBMNER, B8E 58 © @) BERFEL.

ETREREH BB,
ZIRNRER (EREXR, FEZEERT 10% F) -

AFRBEREL La R EE R
= BF

> AF

CNF

© o= AFHETF

C <= NFRETF

FAFEF
AFERERFRERMNSIMENANERRE. rETuRe

wE, £AES (1. 3) EENHFERE, WAIUZNES IR
HFMEET IR,

fih R EARES ZE A B R FER AR hAL YA FE IR, XX * Bk * > * E
FERMHIRE * TUE EECERIBBHTIRIA T FIRUES DR

YRR MY RFBISESMTPIRS 27 8EinTT. EAMBIETIRZ

A1, IBIAEECE SMTP . BEXERBANAIUBEERBENXTA
INEIRAER]

EHIRERT: P RET
0 EA—1T

+) MinsT

+{) F_EsE T
g =55

RIMBERT. REZERAFTHNERLTEARS. BEAUEBAFATENER, BRAUETR2TEIFHER

2GRRRAREER.
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() EstsERFaNESE, CERAGAESENY, FABSTER.

BRAMANER (RERSR)
ERILNENRAGZA— N RENRIAER.

FHEZAD
- TR RIS BIRIE 50 Web K5,
© EUTAEEEBIAR,

XFIAES

MRANERMEMAZRINBERRAER, WAZRBRFRIMNER. TREEEIERHERN, ERFERER, B
FAILUBRR A B E R

@ TR REFERRSZA. BNRZRTAREER. &N, L ETHREREZE, &0
BETC AT B iR = 2] o

p
1EFF > 5k (RB) > 2RER".
2. BREZANKINER.

8. FEERAZREDSIR, WIE * FRAKIE * > IR oL BEEA
b. BNBRFH B,
REANFH,
c. BEETK BD, WA
() 2 EEABIME * KRR YERROFERIABRITIE

3. ERRGERET, STHEET P ERANERE,
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r Global Alarms
Updated: 2017-03-30 15:47:43 MDT

Global Custom Alarms (0 Result(s))

m A0
Default Alarms
Fiter by | Aftribute Code | equals |U* Y
3 Result(s)

‘Enabled Senice  Attribute Severity  Message Operator Value  Actions
= SEM UMER {Available Memary) ® Critical Under 10000000 <= 10000000 ﬁ"
¥ SSM UMEM (Available Memory) L Iajor Under 50000000 == 50000000 _?“
r SEM UMEM (Availlable Memory) 2 Minor Under 100000000 <= 100000000 ;?“

EERER Enabled" (BB R)EEERFHAE.

4. 7EB&*Enabled" (BB ) EIi%E,
S BBE * NAEN .

AINBIRERRA.

ZRALRBEXER (IBRS%)
ERILABT 2GR BIBRERBEXER.

FH62 Al
* SRR REIREEIRR 'S5 Web 152",
BN HIELR,

XFIAES

Apply Changes *

MRANEMEMAERNBERRAER, WAZRBRFRIMER. TREEEIEREERN, ERFRER, B

AILUBRR A B E R

p
1&g XF >8R (RB) *> 2RER.

2. TERBEXERKRP, BE *RiE* P EEBNEREL.

3. {&RR*Enabled" (BB B)E%EE,
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: Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Servce  Atribute Severity  Message Operator Value oo Actions
[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30
Default Alarms

Fiter by | Disabled Defaulls »| gig

0 Result(s)
Enabled  Senice Attribute Saverity Message Operator Value Actions.

Apply Changes *
4 BEH - WAENR .
BEEA2RBEXER.

Bl ANER (IBHRS%)
MRk AL T IHER, ERILUERE, MARHIAE,
Frea 2 A

* IBNINER Passwords. txt X4

MRANYREMEAERNBERRAER, WARBRIEER. TRXEURBIEN, IWERBRER. ERIUEIAE

kR, HE, MREHFZBIULBRER, MARFERIEELREENR (MMSBERRTSLKEENR) , WeTLLAR

ﬁMiE’Jﬁziﬁo NREHFZBIUAHHETBIEBRER, MZBENEFCZZEENR (W, KSEMS , Wik
AIRERRE A,

1. ZRER,
2. BRINTEETR:
a. MIANUTF&%: ssh admin@primary Admin Node IP
b. HNFRFHEEY Passwords . txt X
C. BN T etk Hroot: su -
d. BMANPFILRIER Passwords. txt X
HUrootAAF SMERG. RTFRHEMER $to 4o

3. EFIEEINMSARSS: service nms restart
4 NEBETAFEFHE: exit

EREBRFo
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EREZREN (RS

StorageGRID R4t F] LA B oh& 1% BFHEEF] "SNMP @EA1" itk ERARS RS K E LT,
ININ DI N

R RIZEIRBFEER, WTFEFHEEN, ERAECE B FHHARSS I HIETE B FHp U+
Ao 34F SNMP @Hl, EHHEE SNMP R,
Lik@rEE (RS

b &R (BAREIRAY, StorageGRID &

PN
Gz

RIEFIPLRNER B T EERANARS RS,
e E R A

ERETEMRIMAIRERE, RS

R RIEEHR B FHRAEA
* @A
*RE
* major
ERAFFIFRRHIZWN SEE BN ERBXAPFTE B, SERBAEHREFN, BEREXB—FREmAEM
SR BRI
AR SSIR @A
ARz (5140 LDR BRS33¢ NMS ARS5) HNEERFS KRS URBFEERS RSN, RASLERSKESE,
RS RSBIERS ENHBF U TRSKEZ —B&X:
* RA
- BEERXMA

R 7 FAF RN 5 I RS TRV E B X BIFR B B A.

NEREEBFHHRSR[IRE (BRSR)

YNRIGFHE StorageGRID 7EfRR IREHRIY L IXE FHRHER, MHATHEE SMTP ERFARSS281%
B, StorageGRID RFNAIXBFHFF. TRIZWETFHEMF,
ez Al

RIS REIRMISEIRE " 560 Web K8,
© EURAERENSIR,

KXTUES
ERAXLIRE ] LUE X AT RS EIRB FH @A AutoSupport BB FHI4H SR SMTP fRS588. XLIREF
BT E#E,

WIRBERA SMTP {59 AutoSupport JHERITHIY, NEIEEEECE SMTP BiHARS 2. R—1
SMTP RSS2 T EIRBFHMFER, FLLEI UBKIIRELE . 155N "EXxEE
StorageGRID BY3RER",
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SMTP ZBME—Z 154 1X 8B FHB AR N

p
T3 F > Bk (IBR) * > * IBRREFEMFIRE * o

2. MEBFHBHFREH, BE - RS * o
LRI B R FER AR SS 28 01E . L TIEE A T79 AutoSupport JH B ECE B FHRHARSS 28

Use these settings to define the email server used for alarm notifications and for AutoSupport messages. These settings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshooting
StorageGRID.

a

E-mail Server (SMTP) Information

Email Server
Updated: 2018-03-17 11:11:582 PDT

Part |
Tt [of ~]

Username: ;rnot

Cmdemats  Password: [aescnnne
From Address |
- Tr:s:i
Test E-mail
I” Send Test E-mail

Apply Changes *

3. FNLLT SMTP HB{4ARSS 2RISR E -

InE Description

mRARSS 28 SMTP ER4ARS5 280V IP #itit, WIRFERIBEEEIET R EACE T DNS
®E, MeTLUaANEVEMAZ P ik,

Port FTF kiR SMTP BR4HARSS 28MVim S

SR IIIE AVFX SMTP HpFARSS 2HITH IR, BRINER T, SHEIELT
KHAMRTS

SRIIEER SMTP HRHARSS 2RV R 2 %8, MRS MHIVEZE N on , ML

TR TR SMTP BRfFARSS 2269 F R F1ZH,

4. 1E* REEAMHE* T, BN SMTP BRS3281IR5 A &IE B FER At B R B FER itk XEATFRIZR

FHRHEYE 77 FE FER It
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S (ANk) RIEMXRFERHLAEIN SMTP BiHBRSS 2R IRE IEFTIR.
a. 7£ * M FHpeF * > * = * &, HM— PSP AR,
TR LU N — D BB FER R ik 8 —ME S 7 FREVFE FER ALY R, BT NMS ARSSTERIXM I FE F BB
HFRASEINARIIEIRIK, FILEATRES0E NN NI H3E,
b. 7eF * KX B FHaREF * o
6. B AT "
HEEPRfRTF SMTP BRFARSS 28R E . MRENNIXEFHARANTERS, WRAEZE T MitEBEFHp
U ARXEEHARSEE. MABELENTAE. ERAESMEETRNASTR, SMEETRER
RIE—H BT, WEIMINXE FHREIEHAIA SMTP BREARS 2RISR B ER, HE NMS ARSS E R ThiEZ 2R

%HE%%%O NMS FRSSHIBRARSS 88 Z BIRVEZRASERZ EMRFMA BRSO (NMS BEVRE) &

BIEEIREBFHAHER (IB&RS%)

B IR AHENR, SR B EX I BERBFEMFBAINIE, T ERIT, &0 UEREFEHERERRE
AYBR (IR R IX B S BRI E X By ME—IB A,
ez Al
* BRIEREREIMMREIREE "SHFHY Web 528"
* B EBRERLIRRER,
RFUIES
EAXLEIRE R UE X AT IRERENAVEFIMHRER, XEREFTRATERE,

FEBERMHFIRFIRERERENBKRE R, RIRTEIEBFERMHFRIES.

p
T3 > F >+ Bk (IBR) * > * IBRREFERMFIRE * o
2. NEBFERfFREEH, B 1RIR o
3. BEHIE . P FHENQUNRXFRE—IER -
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Email Templates
Updated: 20180317 11:21:54 PDT

Template (0 - 0 of 0)

Template Subject Prefix Header Footer Actions
Mame

All Email Lists From SGWS|
|Temp|ate One |N01iﬂ|:atinns ,@@

Shnwl a0 "I Records Per Page

4. EHITHRARINUTRE:

=]
RIRZFR

LI

AN

DR

o Bl MAEN o

EERT I I @R AN — D EIR

NERBACIZBAHTIE (IBFRS)

Refresh |

Apply Changes ’

Description

BT RRRIREE—R TR BIRZRIMFEES.

ik, FEREBRFEGEEITAKRIIRSR. MR BTRMEERT
R Tz as A LA L@ AN

A3, EIRTE R FERAFIE XTI KRR 4. I LAERR X AT F
R A BRI EAIN AR R MR FE B

Bk, RN FERIEX RERITIRIN S, AT LAfER DI A X F &
BIREEE BTG, FIMNEXRABIESIERMIAHERE,

WIEREFIR, SR UTEMA B ERSRSREL ETUINERNEHE N, BoMEDSIB—NRHETIR, ART
REREEMEIREFHFEN, ZERREMREARZERN, BER—TBFERFMAIZE— MBIz,

Faazan

- TR RIS EIRIE 50 Web K5,

* BUTEBRENIAIER.

* NRBHEBATIRISE B FEHRIR (BEXDTUE, TIMMERT) , WAMELIZIRR,

KTFUAES
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EAXEIRE R UE X AT IRERBFEHEMVERFY R, XEREFATEREN,

TR

TR * 328 > B (IBRR) > * IBRREEFHERFIRE * o

2 NERTHERER, HE IR
3. REE. P B BEAD

Email Lists
Updated: 2018-03-17 11:58:24 PDT

MRZAZHE—TEATIR) -

Lists (0 - 0 of 0)

Group Name Recipients

Template Actions

[ =1 209

Shnwl 50 vl Records Per Page Refresh |

4. TEFTTH, ARIMUTREA!

=
LB FR

WefE A

EL

o Bl NAEN .
LB S — B ER - F1ER

FEELiREFHAER (HRS%)

Apply Changes .

Description

BT RREB AT REVME—R TR, FREEHIERFFIRZT.

COERC RERTERMHFIRIB, WILER RS EERFERER
HHRBNEMUE, ERAFHERFIEERERSEM, 7 &k
fEFRBVER T TR BT,

BAETFERHAE, FeRiECERIERE TR BRI A EIRV B FHpFith
HERER {5 RBVE S 2 FRT R

c AR MRETFEMUE T E N ERETIR, WEREENML
FHBHARE—E B F B &R

HE, BAILLEE—BEFERHENR, UERAIES W TIRNFE
Wt NBYERIAINME—RITE, DI ER1T,

ERBERRERFHBFEHER. WA ZEEFIRIER . HESTFZY R ANNEENTE T, &
MEENXEMEAEBIEE™ENESNERIMSRELEETRN A AB AN LEBFEBE. Fit, BHEAR

S EIFRERUEE,
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FHEZ Al

* ERTERE REIRISEIZR S Web 145",

© EURBEEEBIAIR,

© EYABEESTFHEFIR,

%FIfES

ERREREN FEREEEN. KEREFAT ERER.

RFEANBFEIE (HFR) BFSME5R, WELXEBNMA SN ZIX—HBFEHER. )
o, AIRALRPHN—AEEREENRWAEEREN, MAETEENE. 53— HAERFEHNTE
MR E T ERALER. ERLUERBTXMNTIR. MRBATEER, BRIWEI—FE,
p
18R~ 2 > B (IBRR) > * IBRREEFHERFIRE * o
MEBFHERHFSERAR, e @A
BEHFE . 2 @A D NRIXFRE—EH) o
ERFEMEFIRT, SRR,
ERE—NH SN EIRTERRANIRS RS
B AER .

o o & W DN

A HENEBRESIRMELRNTRSRSHERY, RAZEHHTIRRIXE,

BIEREE AT RIVERER (IBFRS)

NREABREMETIRZWEXRERER, NWATLRALEERFIREVERER, Fla0, EdEEIERERE
FERHENE, ErIRERER LA XIBERER,

FHAZ AT
* ERERE REIFE B S Web K"
* ERRBEHER R

RGBT R A SRR LB T AN, R ERE A TSR T HEEA.
() EstseRmsaNSsE, CERAGAEEEMNY, HABSTEA.

pg
18R~ 2 > B (IBRR) > * IBRREEFHERFIRE * o
2. NEBFHRHFRES, W B o
3. BERIE". P BRITHENMERMEFFIREIL,
4. ERIET, EhERIENERATIREUNEENE, SkER|INERn L U IEFra B A5 IR,
o B NAEN .

PETE BT R R IR IR E @,
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I

BRIEER

HRZKBRMTEAFERREN, FRRLAER (RERR) . EILUMIRERITEEE LA
ARV ER.

() EstsERRanSss, CERAGAESENS, FABSTER.

FaZ Al
* B AERERIIMREIERSS "2 Web %528,
p
1R > BiR (BR) * > HEgER o

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for monitoring and troubleshooting StorageGRID

Current Alarms
Last Refreshed: 2020-05-27 09:41:39 MDT

I| show Acknowledged Alarms {1-10f1)

Show | 50 ¥ | Records Per Page | Refresh |

LIREFERES N ERNTEN, TR

El4To i) TIRTEMS aX
r el A TREEREINE, BEFEEATMERRENSER
o
AEE RE TREEREINE, BEFEEFSERRN, AgSRmEK

HKENETT. EHITHEEURLE LR,

O REE major TREEREINNg, BETUERENRES
Mo XFBIUSHEERE, UBLEAR.

o AR & TREEREINE, BFETERFLERRENSER
o &R I ENARRIE R RS IR o

2. BETRBRERNEY, BEREERFHIBERT.
3. EEFEXERMHMIFAES, BRERPHRS BT,

B R BRI E RS ERET -+ (* X8 *>* TR * > WigdRh > * WETHR _* > RS > &R

o
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Overview | Alarms \| Reports ‘ Configuration
Kain Hisfory
“"_ Alarms: ARC (DC1-ARC1) - Replication
v Updated: 2019-05-24 10:45:45 MDT

Description Alarm Time

Trigger Value  Current Value Acknowledge Time Acknowledge

o T e s PO e RN B

4. MMRBAHFYFERITER, &

Apply Changes *

AT LU AT LU T 481!

© BINER. EMANNERBABESEREERITED, RIFEETTERERIME, HECHERH

BRR%E.

° NENRSRARKENRNERN2BEEEXER, UDEBRMAZER,

BXER
"EiksZ (IHZS%) "

"HIAHEIER (IB&RZ) "
"BREHR (IBZRS%) "

k5% (IB&R%)

TRIIETFRBERENMINER. MNRMLTER, ErIURELRPERTIRAEUEK

FEANGEEY Y

(%E] Name ARss

ABRL BEish4  BADC, BAMS
, BARC,
BCLB , BCMN
, BLDR,
BNMS , BSSM
, BDDS

ACMS I FATEIERS BARR, BLDR

»» BCMN

120

BAGHRERRRNRF, BERAFGEBEZENS, #EESTER.

BB

RIRE SizTBEPHIRSZ RS (—FhiEEiEin
%%HEAZ) BEE, NRLEEZNEMPLE. MRS
TREEBNMSIRSIREEHE. Fltt, NMS RS
TEBBRERSIRE, U EEHMRSHE,

NRIAIBNAFE, BHRARARZR.

NS LDR ¢ ARC-Service 5 DDS RSB ERE, M
SR ER, MNRLEXFER. MEEDIBNEIE
HWERES, R DDS REZAATRHRE—MEEBIE
le\ﬂﬁ#ﬁ ) mu%ﬁjﬁE%LLo

WEHIERS DDS ARSZHVER, LUBMRILERHAEL

ARS3 E STEEThAE,



%z Name AR5 BN AYIRIE

Th oHBRRSKES Bl {OEFATF BAREELA Cloud Tiering BYYAMETI &2 - &
FiERRSS (S3) »

R T AU "Acts " BIHIRE A "Read-Only
Enabled" 8 "Read-Write Disabled" , M@4Z5UiE Lth/E 14
1§ BN "Read-Write Enabled" »

NREZDINERM ML BEAER, RIIES BT
FEDBRXBENERE, AREFEERE,

IRAEMEMREBREERER, FRRARAZ

Fo

ADCA REEHMERES RS NRMALR, BEE 5> TR * > Mkah
Yo AR UAR > TR _*>*ADC* > * 1]
R *>* FE 1 *ADC* > * B * > * £ B * KATE
TIRNRERA -

SNRIBUNLATFE, BERARRARSH

ADCE IREEERIRSRIRE RS 9NER "ADC-State" BJ{EA "Standby" , ML EIEIEAR
5%, MNREANAEE, BRARRAZHE,
SNR "ADC" IRESHE RN, EEFBEILRS. @0
RinFNAEE, BRARASZ R

AITE KMERIRE BARC-B {EAF B1RZEEA Tivoli Storage Manager ( TSM

N STEY = RE

NRFRSELEESFFE, B10E TSM ek
SRHMBEEERITIT. NRNINE)IRE T RME
StorageGRID %, EMARBEREEIETREE
FRIMERYIETFE R A RNIERE

gNR " FERFRE " BUER " B, EERIERLR
SEHN "B RS> TR > WNgh
Fhro REER AR > TR _*>*ARC > *
WR*>*EE > B, & IROTIRE >
AL, RARSEE  NAEN .

SNRIBBUNLATFE, BERARAS
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%z Name AR5 BN AYIRIE

AITU-A LEIRS BARC-B INROFRSHENEIRER, FREBRIMNEIIE
FHEARRSFERIR.

IR FTRTSHEANRIEER, FREBIRIMNG
IIREFEREURREBENHAESET. RESER
BIPLEEIZ o

SOR " ARRERE " NEARMER, BREAKRAX

Mo

Alis NEBMRIE RS NRBUEPH ERINEBERTEBIEKIFAKR, WA
BEFR T StorageGRID RAE LI A F i, EIERENR
T, BUERIENHIIDHES MEREIARSS Z 8.
AR Re SR AR,

SNRIMBUNLATFE, BERARASH

ALOS HItEIERIE R Itk ADE lRZEERERMRIE, HEEEIH, MR
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X

/var/local/log/prometheus.log

/var/local/log/raft.log

/var/local/log/rms.errlog

/var/local/log/ssm.errlog

/var/local/log/update-s3vs-domains.log

/var/local/log/update-SNMP-Firewall.*

Ivar/local/log/update-sysl.log

/var/local/log/update-traffic-classes.log

/var/local/log/update-utcn.log

HEXER
"%F bycast.log"

“{#FHS3 RESTAPI"

EEMLEFAE

AR
WFFRETR, E8TRSHERRS

HEH ade-exporterigtn RS HE.

HNFEEDNR, BEE Prometheus
ZREEERSMAEE.

BEAT raft XA RSM BRSSFRfERBY
PERYERIH

BEAT S3 FARSHEHFIRSHARS
(RSM) BRs3MIBEE,

BS54 S3 EMEERREERNEH
BXBBEE. EBUKE S3 B KN
2RI,

B a5 SNMP EIERIRA AE IR OMEX
BWEE.

BESHRARARGASEEFME
BAERBIE S,

BESREN KB EEEXNA

18N O

BE5SET R ENARAEE P IRRSEE
X EE.

&) LUE R BR B AN 4P B B X ) U TR HE R

X# AR

Ivarflocal/log/install.l  7E#RfZiHAiE I, BETEREHNIER,

0g

£ E3E!
BT R

%ﬁ RSM ARSSHITFAETS

%ﬁ RSM ARSSBUTFETS

FRET R

EETRMMNXT R

PRAETR

BT R

EETRMNXTR

PRAETR

£ L3
FrETR
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X

/var/local/log/expans

ion-progress.log

/var/local/log/pa-

move.log

/var/local/log/pa-

move-new_pa.log

Ivar/local/log/pa-

AR £ L3
T RIZEHRELIE. 28T REMHIIER. FET R
EIE1TE I pa-move. sh BlZK, TEETS
BT B pa-move . sh HIZS, FEEYS
EIB1TE I pa-move. sh HlZR, FEEYS

move-old_pa.log

/var/local/log/gdu-

server.log

RE AL

H GDU k55818, 85X EETREENEENEPIEAX TEETR

Ivarllocal/log/send_a 7rZEHAEIGIRE, BE5TRASETEETRANEEHEXNERXE MRETR

dmin_hw.log Sho
Ivarflocalllog/upgrad TR FHERERIEIGIE. EEMHEMBHIIER, FrETR
e.log

B=ARHHAE

BRI LMERE =5 MBSl

%51
RV

MySQL

BIERSR
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Xf&

Ivar/local/log/dsierror.log

/var/local/log/mysql.err
/var/local/log/mysql-slow.log

/var/local/log/messages

TTEEHERR,
AR £ L3E!
TSM EF i APl FUEEIR(E S, A TR
MySQL EEEEE,‘J H Iu\jz'fq:o ":EA:EE-JI:-‘P,FE\\

mysql.err FREGEESE RS, Hla0.
FIEFIX A,

mysql-slow.log (I2REIEHE)HEIKRHNITEY
iBl#8d 10 BISQLIE A,

ERESRERFENEEXX . XEATF FAETR
BENHERESEREMNREERSF, ©EF

Frr > TR > Wgdath o AEEE

wh >R >R > SSMF >t R

o



%5 XH# AR £ E3XE
NTP /var/local/log/ntp.log /var/local/log/ntp.log BENTPHEIZR FIETR
/var/lib/ntp/var/log/ntstats SHEM B LSO,

/var/lib/ntp/var/log/ntpstats/ B3R
BEANTPHEIRITER.

loopstats IERIFEETHAIRAITERo

peerstats IBRMNFRITES.

%F bycast.log

X% /var/local/log/bycast.log sStorageGRID BB F EHPEHER X 4. B—
M bycast.log BTNETRHXH. ZXHEEEETZNETRENES.

X% /var/local/log/bycast-err.log M—&B4% bycast.log. EEETEMBIZM™ENES.

T ] B R A SN ERH B EZERRXRIMNIR S HERSSE. EEIMNIRSEBHERSEE, NEEK
#ﬁﬁ% 23] Vlﬂiﬂ'ﬂkiﬂ’, E o 1ﬁ %m “EEE'&;*Z;\#/%\*D E El:.:\ E *a__\"o

bycast.log IS {44t
Y bycast.log XA E/1 GB. MBAXGHR#KAERE. MEBEXHEE5.

ERENXHIEEDR bycast.log. 1. FIXHER A bycast.log. HHIMFBIE bycast.log AE1 GB.
bycast.log.1l BEMBHESEN bycast.log.2.gz, # bycast.log BEGH bycast.log.le

HEIEPR S bycast . log N21 71X . HBIFHE22kR bycast . log XHBELIE. REHISXHIGHEMIBR,
ARSI bycast-err.log 2t

@ MRAEXHERESE, NAEFEBEERETTNEZXANR—ME, FXHREREIE—UE
AJRE= T B S 4,

TR LEEZASHNBERH B EZER R XTI RS AERS R, EEINIRAASERSERE, MHRERK
HEMEFEZIERNAMAE, HER "EHZHEENEEET

BXER
"W B E A R G EUE"

bycast.log FHHE
JHE bycast.log HADE (BRF 2 HIIFR)E N ADE BE "W RBVARSFERIZEITIIMR,

ADE JHERfI:
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May 15 14:07:11 um-sec-rgl-agn3 ADE: [12455685 0357819531
SVMR EVHR 2019-05-05T27T17:10:29.784677| ERROR 0906 SVMR: Health
check on volume 3 has failed with reason 'TOUT'

ADE HEBELUTEER:

THEE THIRRE

HEID 12455685

ADE #7#Z ID 0357819531

IRIREZ TR SVMR

HEARIARE EVHR

UTC &RZiBY(a] 2019-05-05T27T17 . 10 : 29.784677 (YYYY-MM-DDTHH : MM :
SS.uuuuu )

B4R error

NERERERYR = 0906

message SVMR : % 3 NEITIRRKRERK, REN "Tut"

bycast.log FHEE™E
FAYEE bycast.log BB E ML

f5lan:

B —RETNIERNEH. KZHEEESELTFILES,
& R RIMER,
YRR —RET I ESRIRENEKREIR.
EE _RERBIEN, SBIEEREFL. ENIERRERER. MEEERESFTHSERTEHE,
WE > TR > NRHEIN, RAEEFE R > TR *>*SSM* > HH*,
YR IRRES bycast . log
R RZIEIREE bycast. log BEHEIR,

TRIE T FERIELRFAE bycast. logo IFAFHBRHIIE EURTFREZAERN LT3
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IR
SuUC

GERR

ficEa

KW

ICPL

SUNV

TRIIE T R FHEIRAS bycast. loge

HIZRRS

001

002

003

004

005.

006

HIRE

EPERM

BT

ESRCH

EINTR

EIO

ENXIO

&YX
T

AR

BEEUH

Bt

izl

T3

REE

version

Configuration

K

ARSSARI A

aX
FRIFHRITICRF

RBLEXHHER

p i SUK

ZSrE R

/0 $HIR

RA LRI E ML
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HIzRRS

007

008

009.

010

01

012

013

014

015

016

017

018

019

020

21

0222

023

024

025

026

027
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HIRE
E2BIG

ENOExec

EBADF

ECHILD

EAGAIN

ENOMEM

EACCE

EININ

ENOTBLK

EBUSY

EEXIST

EXDEV

ENODEV

ENOTDIR

EISDIR

EINVAL

ENFILE

EMFILE

ENOTTY

ETXTBSY

EFBIG

&YX
SHFIRAK

Exec & iE1%

XHRSHEIR

TFiHiE

BER

RERE

IPRAZIELE

It EEIR

FERIGE

IRENRIFEI

XHERFE

IR EE HERR

BRI E

=—TER

ST

X

AN HEZE

FR—MTFH

XA HET

MXEARKR



HIzRRS

028

029

030

0331

032

033

034

035

036

037

038

039

40

041

042

043

044

045

046

047

048

HIRE
ENOSPC

ESPIPE

EROFS

EMLINK

EPIPE

UE

BFH

EDEADLK

ENAMETOOLONG

ENOLCK

ENOSYS

ENOTEMPTY

ELOOP

ENOMSG

EIDRM

ECHRNG

EL2NSync

EL3HLT

EL3RST

ELNRNG

&YX
18 LRE R

FEIE

QEX RS

A S

EEE

BESYRTETREER

HPERAE R

AJRER R EFIRIEH

XHRREK

BRI RAE

RSEHBINRE

BRFHE

EIE S REIEAS

RBEFREENER

EMFFIRIRAT

S B

S

2 {KRED

3 REH=F

3REE

RS EHERE
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HIzRRS

049

050

051

052

053

054

055

056

057

058

059

060

061

062

063

064

065

066

067

068

069
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HIRE
EUNATCH

ENOCSI

EL2HLT

EBADE

EBADR

EXFULL

ENOANO

EBADRQC

EBADLT

EBFNT

ENOSTR

ENODATA

A &)

ENOSR

ENONET

ENOPK

EREMOTE

ENOLINK

EADV

ESRMNT

I
X

REEIERTHIERF
RER A CSI 41
&5 2 BEEE
TR
ERERTT R
Exchange B

y (=)
ERABELE

HRIET

FRXHFEIEIR
REREM

TR AR
AR 2T HA
MARRE
HENAEMLE
RRERMHE
HRNITIZNNR
HERR E kR
NIHIR

Srmount ££i%



HEIRES IR aX

070 eComm RIXEHILBE IR

071 EPROTO i iz

072 EMULTIHOP BERAZHR

073 EDOTDOT RFS ZR%EIR

074 EBADMSG AREIEER

075 e HFEXHEIRRE, BEAK
076 ENOTUNIQ B HRTERLE LA ME—

077 EBADFD MR R FHEIRIRS
078 FHiR EE gttt

079 EIBAcc TR R EE
080 EIBBAD IR = E

081 ELIBSCN

082 ELIBMAX iR ST =
083 ELIBExec T EERTHEE

084 EILSEQ FOFYIEAEE

085 FEIR R S BRI RS
086 ESTRPIPE MEEEIR

087 EUSERSs. B

088 ENOTSOCK FIFEET LRITEETIRE
089 EDESTADDRREQ B AR A IR

090 EMSSIZE HEXEK
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HIzRRS HIRE aX

091 EPROTOTYPE ERFRIMINCEREEIR
092 ENOPROTOOPT A7)

093 = ik BA FSZHFIIN

094 ESOCKTNOSUPPORT FRIFEET LR

095 EOPNOTSUPP B = DR S FFIRE
096 EPFNOSUPPORT ALV ET

097 EAFNOSUPPORT NS

098 EADDRINUSE #oht B

099 EADDRNOTAVAIL Tk ERE Rttt

100 ENETDOWN K45 B %]

101. ENETUNREACH To5k i 1A LS

102. ENETRESET HFEE, WECHTEE
103. B5ehk R SBUEELLE

104 ECONNRESET MNEHEEEE

105. ENOBUFS TRl FE AKX %]

106. EISCONN Z i m 2R

107. ENOTCONN B S

108. ESHUTDOWN ERR A XTI ERIE
109. ETOOMANYREFS BEKRS: TABHE

110 ETIMEDOUT pER TN

1. ECONNREFUSED BEEWIEL
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HIzRRS

112

113

114

115

116

117

118

119

120

121.

122.

123.

124.

125.

126.

127.

128.

129.

130

131.

HIRE
EHOSTDOWN

EHOSTUNREACH

EALREADY

EINPROGRESS

EUC

ENOTCAM

ENAVAIL

EISNAM

EREMOTEIO

EDQUOT

ENOMINDIUM

EMeduMTYPE

ECANCELED

ENOKEY

EKEYEXPIRED

EKBREVOKED

B5ThL

K1k

ENOTRECOVERABLE

&YX
ELN=ESE

BB EIENRIEEER

BEBEHITH

BREEERITH

HEMERFE

REE N type B Xenix X1
SBR A Xenix 55

BT EnRRBAM

A2 1/0 $BiR

[ Epuriiti]

REEINER

TSR HIR

1BRIFEEUH

FREBEEAAAI A

ZAB A

AR

ZIAERIRSIEL

FFIRERIEER mMutexes

owner died

IFTFIR AR mutexes : IREREIME
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FcEHiZH SN BEEET

HiZoHEMBSAERARYUEHM R 2EH, BRREMKEAFNERTIR, ErILUAR
HRZER A LUEINES0R VIS RVEZH SRR BB E, EHRUEXBEEERF iRIRE
MENEIZBERFRIER HTTP IEKnSk, EEAUEEIINBR S ASIRSH[HENFHZ
52 BT,

BXEEBIEAES. BEN EEFZEAL"
FHEZ Al

* IS EREREIFASEIDE "0 Web %
* RSP root HIAANR,

KXFUILES

Ffi& StorageGRID RS EMBEILHEEMBE, URERFEDNEMS ABRT, FRESSLXEE
BNR ENEZASE. SRR EZES LUEINSoR D EZE SRS RNEZESREENGE, EBhaLUg
HIZEREENRNFHEELAET R L. UEFEUE.

!ZD%‘TE’JW%@( AR ZHRERNSINAERF. A LUREFIEBEZHIE. BEEIMNIRS
@ SRS BHTIZRFHRIZES. EAINBARSS 3 F UBRAIREMIEERHEZHE BRICR TR
EE’UF] MAZFEEZRENTES. F2N MRS A SRS SHFANERSI" T HFHARE

/1CNO

EEIZASPREZE SRS
TR EZBERR AT EME BIRER R EZE

B1Z3E 5 Description

R RINMERT, WRANGEN"EE". BN "RAFIZHE S

=i HKINBERT, LRFNKER Error o 1EEN "WREMHEHIZHEE",
BIiE RINMERT, WRANGEN"EE ", BN "EEFIZHE

& P imIREY RINERT, WRANIEEN"EE ", BEEN "SR mEIEIZHE",
BFRIHE N RINMBERT, WRAGEAN"ERE". BN "EFHENFEIZHR
ILMIZ{E BINBERT, WRFIZEN"EE", W ILMEBEREROHR

@ INRITEHANER 10.3 EBHRAZE StorageGRID , NXLEFINLEIER. WRIEEMPHR
Z<HY StorageGRID 74k, NIFFEXFRERRINMELIRENIES,

()  #amiE, SRASIEERRUMER,
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p
1 5%8% * iBE * > * I5iT > MRS R ERSE

2. WFBMEHEZERER, NTHFIRPER—IEZE:

BHiZE5 Description

K] RRIE RIS PREAIEHEZE R

error REERBIREE—HZERNB A2 "K " (SUC) HIER.
IEE ARASRRINVEFSIEER, BIXERBERH LT HAES.
Wi BFH. WRANNITHSEREHZERHEE,

MNFEARER, BErERHEERERERESAINCRIVER. Fli, EEEISEMEHEIRER.

@ MRAFESINAEFHEFFImREURIEIFAICR, FTLUEREIE Client Reads* IR EELL
J9*Error*, LURDEZBERIERIEZHES K.

3. }E, £ HRMURK T, EXEEREFFIHRIMNENEZHEEFHER HTTP iERITk, FHE
S () FEER, ULESIHZINFR. EAKRXFY (\*) REXFES,

()  SEmURMUERT S3 7 Switt iR,

4 MMRFE, EF RS — MR * LSIZE AR,

EIEKRPIE HTTP iRkfG, EfFESEHHEEFIFE HTRH T

@ QEY * FFRRE 8 BRIREN * WEZERIRE * XA * B, AREREZDIGERK
ko

5. YEIE * 377 *
B R— MR B, ERENEECRIERE.

fEAME RS AEARSS 28

NRBZREREFHEZER, AIUEEIMNIRARERSE.
* IREBBHZEBRFIINI RSB ERSEE, 55 E "ICEINRAAASHRSEE"
* MRENERIMIRS TR 2. BHE EEHZER BT

EEEZES BT

BRILEERHEZAE, R2EHASHNARERFBSAEELL,
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@ REEFERINIRZAER
ﬁﬁ%\éﬁ HEARSS 28,

SaahY, REBRA AR, B2 "EEEINEI RS ASRSS 3" BEEIH

(D B XStorageGRID B HEMNIFHAE S, 1550 "StorageGRID 2 HE"

1. £ Audit and syslog server T1E £, MFIHBSERAIEIFEZESBIR:

ET5
AN (BEWR/ FtTR)

SNEB R HERRSS 25

EETRMINRFR SRS

X PRZSHTI =

Description

HILHERRXEFIZAT (audit.log). RE2EHAENNARER
ASEFEEERENRT RTRA"AMT R") L.

HIZIEERAIXE U%"B%éﬁﬁuﬂﬁﬂéﬁ#ﬁﬁf TR b, RIXBIE
BRERRTEEREIINIAZASIRSSFNE . RBEREE TINEER
gBTkRSRZE, 7 AF‘ﬁHJtI:ﬁIJﬁo

Eﬁ*%ﬁgA“/il_ JEZAE (audit. log). HIZEERLEIIIINBR
SZIHERSBARFESTR Lo RIENESRBEEURTEECEIMNE
A HTRSBAN. REEERETIMIRKETRSBZE, 75
B RIEETR,

FaAEETRITRERLHTRS[BRXEMFZER, FHZEENX
REEEMZESNTR L.

* /& *: StorageGRID &E A IRMIFRIX LA H E UK = 8]0
ST RBEXHAE 1 GB B, RARKFRENEXXHHEEhHEEY
HEXMH. BENRIEREIN 21 M. BIEEEXHRE 22
hRBY, RRBFRENEEX . 89T RTFI97EMHEL 20 GB B9H
TR,

@ EENEMT S EERNEZEEEMER /var/local/log/localaudit. log

2. EFERE

IR ER—FEEHR,

3. R OK N BB HZE BB T,

IR ER— TR EEE. BREEREFHZEE,

%ﬁEIL;\:I_Ik | ]\-/’EEE’JE*ZT‘O Imﬁalu\;lj1%mrﬁé HUT—LEO

BXER
"SMNER ARG H E RS 2SRV EE I

"&I2 StorageGRID"

"XIMER 2R B SRR SS aR i TE R R
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fEAsNaR R Y A SRRSS 25
SMERZ Gt A ERSS BERVERF I
BIREBUTENGEERIREINE RS A SRS FHIR )

AR RF A EMRSS2E?

SMER R HERRSS 282 StorageGRID MEfRYARSS 28, ERILMEAREE—MIBEWERGHFZER. BIER
BREQSTRSEE, CUUEEREZERNER, UMERVEETR EHNRNEREHESXERES. AU
EEIMNBRF A ERS BNFZE B X!

* EEEEREARAFREHEERNEZHENHEZES

* SREEXNEMS, FIIIERM LKL root

* NRFBECIBSHFEAILIT BRI RVREHER FHITHERER, NAZEBERNNARFEE

nfRIfEBE MR Z 4t B SRR S5 2RI AN

BE, BHNBRSIETHEGE, LUXEIFMENELE, ZEHERKREY S3 BMFRIEVFHHREXH. 5
g0, EFIREERMARSIVAIE 1, 000 % S3 #21F, HESWLIE 2, 000 MB BN RHNMIER. ENRIE
MRSV R R RIF RN 2 4t B EARSS 2RI

ATRMT —EERAA, AFEBEEEINERSHTRSFFEEBLENSFERENETHE BRRN T
BHAR, XEHBUMBHEMSFAFRIEESE (87 S3 BFH) RTo

EfET AP ERSY 83 BIFK

MRMBIANAZNF T HNBART, WHTRHAIREELIR NS S3 12(F, TRERLEAN., B
MRELE, SOISHETIINEA/N, EAUERAMNAEHEZEENER (WNRE) FrESSHIRIBEIREE
F3 StorageGRID BN FBIZFHY T AERIAE FIIXR A/ FI0, SNRERIMEAIFRAFISEIH 2, 000 MB/
WHELE, MENFINKRA/NA 2MB, WERMEKIVEREANEBESILIE 1, 000X S3 #2F (2
, 000MB/2MB) »

UTFENHATEEMNIRGBTRSBAENANEM T EREMGEE (MARRIFRAEE
C) ) o RIBEMEEN LIRS, BARSANARASERARAATHEENERSTHRT
ARPFW. XEATNHSE,

HiZBEHEIT AR
SOSRBRT MIRR R BV ET) S3 B 2SN, B HMAX S3 TENHMNER, WA LUERUTAEES

BRAZATRSBFEZVENHZATE, RKEFFEZFINKENRIAME FIERINNRENIEE, BEFMHE
REBNHEIRFIN

Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes

f5en, WMRMAZEIARNAEF 1, 000 R S3 #:1F, WIMBRLAERS [NV AZIZHRF 2, 000 FFH
HETHS, AENAEBUSH 1.6 MB FNEREZW (HFREEFME) FHixAEHE.
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MREWNTEAHEELZ TR, LU TREERNMGIT. WTEZASE, REEENMNEESKRER S3 12(F
MESLE (53KE) UKRLT S3 FEMFEYAN (UFTHEM) (RPFEAN 4 MNENESHEZEETER
B

g FER Description

SACC S3MAMFABIR (EREMHA) RIEEREI AP IR E &,
EZIERAZ,

SBAC S3 TP RIR (FENERFIEE FHEDBRAAAEENES K, BT,

) RFIRIREH A RER i,

S3BK S3 FEDER S3 fFfEI B Ro

S3KY S3 B4R S3 EARR, FEEEFMDRSZ
Eo FED R ERIRIEA BT
X o

IERIVEE P RFTERN S3 1B2ENEDLL, ER0o<P<1 (Alt, ¥F 100% PUT T{EfaZy, P=1, ¥t
F 100% GET I{Efa%, P=0) o

FNER KRR S3 A EIR, S3 Bucket # S3 HEHZMAITFIIR/N. Ri& S3 1k B IALL S my-s3-account
(13 1) , FHEIEBEMBFKERE, B /my/application/bucket-12345 (28 F¥) , MW RMNZAKE
ExE, 5180 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 FT) -, AfG, K{EN 90 (13+13+28+36) ,

NREFTLAE P A K B9{E, WAILERUTANVERINIRABERSHZEZLENHFZASSE, miREl
REZEIIRENRINE CREEINIFTERIINRENIER) o 8RB Error)

Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes

fplan, MREBIMEA/NAEE 1, 000X S3 #BF, MITIFRFEIFSE 50% , S3 KPR, FHEDERBFT,
MRBMFITH 90 FT1, EHRIMBRABERSBNABKNLSZFHE 1, 500 FRAFAETHE, HEMNEE
BURLE 1 MB RIERER (HEBEFMH) BHASHE.

E1SNINCL 2 Gl Ry /N2

NEZAERENARNBRECARAFZEINIRE FIEEINNRERN "ER ", BFERERN " #IR " IR

) o REEAFEITRRINEZEIIRENFEIE SRR TR NIFART. T2, TRAATFAERMGEITE

R, A UERAANEZASRENTINNAN. BFIE. EUESSESh. AN TINEZERTIINT
ARIABRIZOH S

i A%

Replication : Audit Levels all set to Debug or Normal B HAE®RE = 8 x S3 121FERE

AMRES: BERRRAERERN AR S ER ERSHIARERRNAI
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ZEEHIEITAN
LEFME5SHRMELX. BESEMRDHNBEENEE HTFXERE, MMEEEAGETAR.

N AR BEREIT AT

SNIRER T PIARTIHASZ IR ET) S3 1RIFR 2SN, WIRBEMAX S3 TRAHMNGER, NWALUERMUTANMGE
SMERRZEHERSHFELENNAREFASE:

Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes

b, FIan, MEMZEIANEF 1, 000 7K S3 #1F, WIMNBRFRSIRSHZHIA/ N NEIWZHE S,
300 MU ARFAE, HERBUKAST 1.2 MB BOERFE (M7EF6ME) NARERHTEE,

MRENTEAHBES TH#E, FJLUHTEERNMGIT. NTFNAREFEE, KREEMNMNEERHRIERIFHRE
(ERSAMHmED) , Fr1T S3 BRIENE DL (5GES/IOTHEREM ) UIKRIAT S3 FEMFIA/N (UFT
HNEN) (RPERR 4 M FHESEHFEZATFREM)

v FE& Description

SACC S3MPIKFBIR (GEREMFA) RIFFERBIAF HIFAF MK & 7o
E&IERNE,

SBAC S3 PP &M (FEDERFIBEE FHEORFIEEREF KRS &,

) RTFIRRESK A RES i,

S3BK S3 FiETER S3 FHED B,

S3KY S3 &1 S3 ZiARM, FEIEFMED RS
go FED B ERIRIFA BT
X o

MRS F B

ATNA T A ERMREE AN T EIERIP A AR GIZEG:
* Replication
)

INREREHIRARIPESE

Let P RRFAER S3 IEMIE DL, EF o0<P<1 (AL, ¥F 100% PUT TIERE, P=1, 3F 100%
GET ILfEfa%, P=0) .

1t KRR S3 P &R, S3 Bucket #1 S3 ZBEHZMAITFIIKR/. Ri& S3 HF BIFL A my-s3-account (13

FY) , FESBNEMEKERE, B30 /my/application/bucket-12345 (28 FT) , MWRMZRPAKERET
, {540 5733a5d7-f069-41ef-8fbd-13247494c69c (36 FT) - KHIEHRN 90 ( 13+13+28+36) »
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NREFILAE P A K B9{E, WAILERUTANGREINERSBERSHLMEBVIENN AREFBEE.

Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes

Flitb, g0, WMRMEEIANAEF 1, 000 & S3 #2F, TIEAHSRAEN50% , S3IKFP R, FEIER
RIFMMNRBIFFIYN 90 713, MIMNERLGASEARSB[BHIA/NLAEFZHF 1800 M ARFEE. HERKEL
1) 0.5 MB FURKIZW (HEEEME) NARFHE

INRIEFER A RpD 1T E R R IF

Let P RRFAMER S3 IERVEDEL, HEF o0<P<1 (Alt, 3F 100% PUT TIERE, P=1, 3F 100%
GET ILfEfa%, P=0) .

1t KRR S3 P &R, S3 Bucket 1 S3 ZBEHZMAITIIK/N. RI& S3 HF BIFL A my-s3-account (13
FY) , FESBNEMEKERE, 40 /my/application/bucket-12345 (28 FT) , MWRMWZRPAKERET
, 5140 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 F15) - KHIEN 90 ( 13+13+28+36 ) o

NREFILAE P A K B9{E, WAILERUTANGREINERSBERSHLMEBV NN AREFBEE.

Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes

Eit, F40, MRERIIEAR/NAEFL 1, 000 R S3 #F, MERIIERAZN 50% , S3 AR, FiED
BB, MWRBMTIN 90 F13, BHIMERGAEIRSZBYIFBANZHEY 2, 250 MARFESE
» FENAEBLIET 0.6 MB BRFZEWHIEHZFE,

BXEEFRZHBRANMNIINBRAZAERSHFAEE. BFSRUTRE:

* "ECEINER RS A SRS 2"
* "RREREZHBRNAEER

BN RS A ERSS 28

MREREZAE, VAREFAENZ2EHEEREINMIEININGE, BFERLLIRE
F1Z ieEIMNBR A B ERS 28
FHaZ i

c BRERERIIMEEIRSS "SIFH Web 35

* EBHP root HRIANPR,

* BE I EEBRERANEEASXHNRRRSRSHE. BXEFAES, BER MRS ASRSHHER
FI",

* WNREIHRFER TLS 3¢ ROLP/TLS , NERE EMAVARSE 3MEF IHIAIL,
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KXFIAES
NREBIGEHIA

oif

BRIXFSNE RS HSIRS R, Wi EIMNBIRS 2.
BEREZER AN RS H TR, ERLL:

* EERCUENEERSEZER, fINEZER, NARFATNREE M

* BOEETR ENMERE, HNFEZEEEENSHEET RERESMIAZASHKRSSE, MEFBEILE
BT

@ RBHEERZFINFRFAERS SR, B 8192 FTHNRENHESTEEREEM, UGS
s1aR Z 4 B SRR SS 28 LR RV & TR

@ AT EINBRFHERS B L EREN RAEEMESTEHIBMENED, 8 M hRLR
ZxfRE 20 GB HAMEZIERHE (localauditlog) o

MBUIBESE PIRENREATTBRE. THRRENER, WALERE MAPIAL
(D) MEEES audit-destinations M. BN, AILTRAMNTSAREATANRSEE
e

FCEIMIBARSS 25
hiE)mES
BRE. BHEEEINIRFAERSERS.

TR
168~ BB * > 5T * > * ARG AERSEE - -

2. M Audit and syslog server TIEH, % * ELB/MPRAHERSES * - WREFBEREINPRABERS
23, RINE * REIMNIRSZHERSEE

LA B RECEINB RS B ERS 2R M Fo

BMARZHERER
S iR fitStorageGRID A R9ME R % HERSZ 23FAEE Bo

p

1. 33 FEFHI*Enter syslog info* 38, TE*Host*FEHIMAIMNBARS B SRS BN E M TLREHZKIPv4
E‘ZIPVBi’miﬂ:o

2. NN RS SRS B LB RED (BIENT 1 2 65535 ZEBEH) o FRINEAAN 5146
3. A TFEIINE RS A SRS BRIXHEZIE SN

BINERTLS*EB*RELP/TLS*, B LTRSS SBIEPA REEREPE—ET, ERIEPAMTHERNES
SNERRZEEHERS B BINEER e, BXIFARESE, B2 "EEZ2IES

FREMOETEERINBRA A SRS BHFHEE, EXIEEFESIMNIRY HTIRSS B[BREBIET
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@ AIREHEEIERMN (Relp) FETRFAERESMNAIIHEE, RTINS EEEE,
MRINFARFE A EIREZ BN NEFEE, NEHR RELP BEBIFRHLEEZEERER,

4. R URGE

5. [MIME+R] MBEEFET * TLS * 8 * ROLP/TLS* , B EELUTIES:

° * BR3588 CAER * | — P HEMATFERIEIMNBRF R EIRSSBHVEIE CAIES (R PEM 4RE3) o W
RIS, WSERIRIANE CAIEH, 7Tt EERXHRIEER CA IREFE.

C BRWES T ATRSMIRGE SRS SHTSHMENEL RIS (RA PEM 4H5) .
C BRHWEREEA . BPMEBNERESRS (RA PEM HBD) .
MBERELWIED, WEXAERESHEREE, NRERENSONEA, VTSR
() RemEEsE. CANENLETSEREENRLNRY, FAL T EEANE0nEE
DT EAGRIE, BSRKNEMOLE META) .
L NEERIERREAE Y
i, FHEESX B
i, 954 * 4THF * LA,
ERBAX SN BT MR EEIE, BAGEHY LS IE SRR
6. sHE 48t~

EERAZAERNE
BRI LA B RIXFIIMI RS B SRS SBVER.
T
1. ¥FRASHBERSZATAT TR, AEELXIIIMNIRSAHTRSSEMNESMHHZER[LE,
o RIXEZARE: &KiXStorageGRID HHMARLGERN
° RIEREMNH. RELR2EMH, FIMNKRENAFZHEREAF UrootS 1 E REY
 RENRAREFEE: RENHEHRFERNEEXXHE, iE:
* bycast-err.log
* bycast.log
* jaeger.log
* nms. log (XPREETH)
* prometheus.log
* raft.log

" hagroups.log
2. FRTHXPABELENEZESLXINEZFETEMNTA (BEER) .

MRNFEMMNGEEZE HE ", ﬂUﬂy‘lJ‘S%ﬂEE%éﬁEUHE%Qﬁﬂ’JG BRREESAHMERET /AR
FEENRSE. RETENTEEIUBHEUTEEXNAAREAE, UETFIH.
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@ E*StorageGRlD E’A"{q:EIL;\E’JﬁQE{EI 153N 1ﬁ JI_I StorageGRID E)\'TI‘-F EILA o

a. WF*mER T, MRFELZREIIMIRLETHES NHEENTERES SRS ETPH™EMNER
@, Bk HE .

WFEZAE, tNRiEEPassThrough *, MIE M A "info"s

WFLLEMH, NREFRPassThrough *, M™EMERT = EMILInuxy &R o
WFNARFEE, RER B&E*, W "EE "M " @5 " ZEN=EESERARE, BEEBUAT
TR B X, FIU0. FINTPIRSZ SR HEIBEHAAR., ER"info". MRE(ELLSSMFRSMARSE AT, &
H"notee"s

- IRARERAERE. HERNTTOR7ZEIN™E L E,
EEERNATIEENFAERS. MREREREEERETEN, WAEXTETEENEERE

o

severity Description

0 B2 RAFRAH

1. alert : WAIILBMRITIRIE
2. & mEER

3 iR HiIRBER

4 5 BEEH

3. AR EREEENER
6. Informational : EEMHEE
7. debug : EIXK5HIHYE R

C. XWF *igE ¢, MRFERXIIMNIRKBTHNE NHERMSAMARLHTPIIREEER, HEE
B&*o

MNFEZAE. MREF BB WAEFSMNEZRSHERSFHI RN local?",
NFREEM, MREEHE*, WIKEEHT R LR Linux 2 &hRERK.
MNFUAERBE, MRER 5@, WRXIIMNIRARSRS BN AEF BEREUTIRME
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NAREFEE B&fE

bycast.log FFEsFiF#iz

bycast-err.log AP, sTP#TE, local3 2 local4
jaeger.log Z"#h 2.

nms.log Zih 3.

prometheus.log Z"ih 4.

raft.log 7 5.

hagroups.log 73 6.

d. MREFEEAEBE. HEENT0R23ZENERE,
B

T
EEERNATIEENAERR, MREEREAREEERIRE, NBXREIRENEEFER,

i Description

0 KERN (MiZHEE)

1. BFP (BRP%&HER)

2. R

3. STR#iE (RETIREHZ)
4. auth (B2 /EER)

S. £4tHE (A syslogd EREFERLAVER)
6. LPR (=X TENHF R 5¢)
7. HiE (PZSHHIEF &5t)

8. uucp

9 cron (BYFSFIREHAZ)

10 Tt (et /#UER)
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3t Description

11. FTP
12 NTP

13 BE&EZ (BEHR)
14 SER (HEER)
15 BYSh (BYEh<FiPites)
16. 73 0

17 it 1

18 Zith 2.

19 it 3.

20 ZHh 4.

21 7ty 5.

22. Zith 6.

23 7 7.

RIEMAHEE

FFEERINIRAERSIRSGSSEZA, EMIEKMEFRAET REINERGAERSFELEMAES. EHER
mSMER RS A ERRS 2B AR AT, ERERXLENRE S RAE ISR B S SEER IR,

@ RN R R B EARSS B EIR B A E N T RS B B BRI EZ A, 15
MERIINRRZ TR SFECE

p

1. ﬁD%EEF‘”EﬁE%ﬁB%éF A&RRSS 2R ECE (EHH B Al UMM BRI T /iR ZE EmAREEIRH
|_. ) 1@@? E)Eﬁ#?‘l:m o

LR ER— R EHEE, ERENEEEMRINRE,
2. B/, HEFEREMEHEE(EIN)o
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MRAERSFHEERENE L, HREEIENR VI, MiEEAE, EZERa%S %X aicER B .
3. MNRWEMEEHIR, BEIEXLER, AEERER * ZEMER * o

BB WINBAS SRS H TEERR" USBERREMHEIR.
4. 15ER, HEBED—NEEEE, BTETRIEETNIH,
o WE RS HEARS 2 U E SRR AL IE T IHHE o

@ NRFEARYZE UDP , BRERN ASWEEMIRIT, UDP YRR IFREM I INARE ™%
MR FE IR

6. WEF * =IEHTER * o

LR * HiZM RS AERSEE * TTH. EIPRER—NEEMEE, BNEENRIRERAFRSERS
#RACE,

@ FREEREEIMIRSGAERSZBHER, BTNAZK StorageGRID HiZE 2 AEEISMER
ZtAEMRSS 2.

EEEZES BT
BRILEERL2EMEE, LAREFBEHNEZERBSEEE L,

@ B XStorageGRID M HEMIFHAFE S 1550 "StorageGRID 2 HE"

P
1. 7 Audit and syslog server TIE £, MFIHBSERAIEFEZESBIR:

JFEIN Description

AN (BETR/ AHTHR) HIOHE SR IXEHFEZAE (audit. log). REEHHENNARRR
ASEFEEERENRT R A"AMT R") L.

SMER R A SRS 2R HIZIEERAIXE |J%”B%%EIUHE52%§#1%??Y_ TR b RIEBIE
BRERRTEEREIINIAZASRSSHNE . RBETEE TINEER
gETRS#RZE, 7 ZIFIJEHJJ:tﬁEIﬁo

EETRMIMNRFR SRS ﬁiff%‘ﬁ',%%&“l_ JEZBE (audit.log). HIZIERBBLEFISMEER
SZHERSBARFESTR Lo RIENESRBEEUR T EECEIMNE
%éf‘EIUHE‘ua%E’JE‘Eo SERERETINIRRASKRSRZE, T2
B AIEETR,
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1IN Description

X PRZSHTI = CZRAEETNRNERERAFASKRSHELEEMHZER. BHEZERX
REEEMZESNTR L.

* £ * ! StorageGRID =7EHRACHRMIFRX L1t B S LR K =8l
HATRRAEXHAE 1 GB B, RFEEREFNAEXHH B
AEX M. BERREHRIREN 21 XX, SIEREXHRISE 22

hRES, ReMErmRFHNEEXH. ST RFIHEMEL 20 GB BIE
S

()  aEs AR LMK SFAES /var/local/log/localaudit. log

2. ®FRF . AR, EREOKMER W HEBTRIEN.
3. WNRiEIE * INBRGHTIRS S * K * BET RMIMNIRKBEERSEE * FAEZESNER, NsEBTR—

SMMES, BEEEXA,
(D EaRHmAINRYE SRS BT UMV StorageGRID B8
4. SR OK HINE B IE BB
T BT — MRS, BAEERNREEREE,
HERR BRI EIT. T80 EHREERLLIE,

BXER
"B I%H SRR

"ECE R ZH BN BE BT
"RAEHIZHER"
"WRIEFMEEIZHE"

"EIEEHZHR"

"&18 StorageGRID"

{EH SNMP 535
EFASNMP A : Bk

WNRB(FAREPEMNESIEMNIN ( Simple Network Management Protocol , SNMP ) ¥4#%F
StorageGRID , NIATEZE StorageGRID & HY SNMP X2,

* "B2E SNMP {IE"
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ThEE

"B SNMP XE"

1 StorageGRID T R#FIEIT—1N"SNMPHRIESFIF#HTZ. ATFIRMHEMIB, StorageGRID MIB B & EIRMER
HRMBMEN . MIB AEERFANTER 8, NS I TREOFEENES, 1 StorageGRID TTRELiF
—4H MIB-Il 3R,

() EBR pIEMBH BT A FHMBXAHET,

=4, AT A LESZHE SNMP , B8 SNMP {126, Fif StorageGRID T m s EIERIMNEE.

StorageGRID SNMP ISz #5FiE = MhigZ<HY SNMP 1hile. ERNEIRMER R MIB iHRINIR, HAREER
E50Y B L St N E I C I SRR AN

* Faf2ESNMPRIERIZREN, TEEEERSHIA. BMATBNEERS StorageGRID RRETE

IS, BlanfRAER.
PR ="NhiasBy SNMP 393245060

* B SRR, BENFEEERSAHIL. R SNMP RIERERENBIRNEEIRIA, NEEHMAIE

BH, BEWEIMIASGREIRAEIRENLE.

SNMPv2c 1 SNMPv3 3215 INFORM o

EUMER TR AEMEMHAERER SR

* BN B EXERBEERTERERIME. BREIEZERN SNMP @], ERRAMERICEFHNR. Lk

BRI AE "Bk AEET R

BN ERTIRIBEEIRA™ EMRS MRS EI LT =MEMER 2 —:  activeMinorAlert , activeMajorAlert
#0 activeCriticalAlert . B XAl A XLEBMANEIRYIR. BEEW "EREE,

* REER (BHRS%) IEEENTENRIINESL ML,

()  FRHUSIEERS N BEEERESNUPEL,

SNMP hR7<z 35
TREBZLETE SNMP Az 1FHIIEE,

SNMPv1 SNMPv2c SNMPv3
i HiE MIB &Eif HiE MIB &if HiE MIB &Ei§
ERSHIIE HXFFEH X FAFER ETHAANZE2RE (USM
) AR
A X B FeaBA D@ AN P BH AN B R
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SNMPv1 SNMPv2c SNMPv3

BASMHIE SPMREHEARRERIAEMTEX SO MEHERREIAEHEX ST BEIRN USM BF
HEEXTEXF A& BEEX LK FAFE

PR

* StorageGRID %##3iE MIB ii8l, AXHEHEF A1),

* MARHRRFRE T S EEERNEE.

* SNMPv3 : StorageGRID AZFHERZIFEL (TSM) o

* SNMPv3 : ZHiHME—BAHIIENINE SHA (HMAC-SHA-96 ) .
* SNMPV3 : ZHEVME—FRFAINNE AES o

xR
- RS
ERSE (HRG) "
B ERERE

fcE SNMP iE

WREFRAFE=7 SNMP BIERFFHTTRE MIB I0F08X, NELECE StorageGRID
SNMP &,

Faazal
* BRERERIIMBEIREE ST IFH Web 328"
* 82 A root HIRINR.

XFIAES
StorageGRID SNMP 2z 5B = Mhikadssy SNMP 1hile ErI AN RIBELE — 1 EZE hRES.

p
1. 3%8F * BoE * > * I5iT * > * SNMP {3 *,

LB 278 SNMP RIETIH,
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SNMP agent

You can configure SNMP for read-only MIB access and notifications. SNMPv1, SNMPv2c, and SNMPv3 are supported.
For SNMPy3, only User Security Model (USM) authentication is supported. All nodes in the grid share the same SNMP
configuration. The following MIB files define the objects and notifications for StorageGRID:

B NETAPP-STORAGEGRID-MIB.txt: Defines the alert table and notifications |traps) accessible on all Admin Nodes.
B ES-NETAPP-06-MIB.mib: Defines objects and notifications for E-Series-based appliances.

k& MIB_1_10.zip: Defines objects and netifications for appliances with a BMC interface.

Enable SNMP @ ||

2. BEFMEMET S EEASNMPHREE, i5iEF*Enable SNMP*EIi%EIE,

B A TECE SNMP RIEERF .
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Enable SNMP @

System Contact @
System Location @

Enable SNMP Agent
Notifications @

Enable Authentication Traps @ | |
Community Strings

Default Trap Community @

Read-Only Community @

String 1 +

Other Configurations

Agent Addresses (0) USM Users (0) Trap Destinations (0)

== Create

Internet Protocol Transport Protocol StorageGRID Network Port

3. 11 * REEXR A * T, ANFE StorageGRID 7E sysContact #9 SNMP ;4 SRR M (E,

REBKANEE S B FHRbit, 579 StorageGRID RAFRIFIE T RIBERER TR B, * RAKARA
RZAILIEE 255 MFo

4. £ * RAMIE * FEBHR, WAFE StorageGRID 7£ "SNMP messages"sysLocation" Fz{HAY{E,

RS BER LUIEHE B THE StorageGRID 2SI BEREMIES. HId0, ErRILERREEEMIt, &)X
StorageGRID 2AFHIFTE T RigBVERTR B, * RAUE * RZSUUESE 255 MF/.
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5. IR FHEEStorageGRID SNMPHIB A IXEHFIEXDER], IHFREES B HASNMPHIRE* S 1£E,
WNERERIEEIEE. MSNMPHRIER 3 RIEMIBIAIE. BEARSKIXEASNMPIEL,

6. INRZFEStorageGRID SNMPIZTEWEIRLZ [E M S I0IEAYIMGE B BT ZX B IRIERER, 1EiE* B
BRI a2 %R,

7. Y0RMER SNMPv1 2 SNMPv2c , BERAXFRTHE9,
ATHHFEAT SNMPv1 3% SNMPv2c FEFH RN FHIIE, XEFETEHTFSNMPY3,
a. 75 * BUARERHIEX * FEAR, WRIUBAE AT BRI BIA K F R R,
EELRIBEREIRMEM ("custom' ") HXFRFHE EXIFEMHFE T,
BB K RZTUBE32PNFR. FEEEATREN.

b. xF * RittX * , WMA—IHEMEXFRFBLUAIFX IPv4 A IPve RIEMIEHITRIR MIB 118, 2
ENS 4 ANSPFREH.

HEE RS E StorageGRID MIB B, ERAE—MKFFH, MRHKFHFESIAEENEZ —
LS, M SNMP REZMEEERSAIENN,

SMEXFHERRSIUUEERNFR. HETREETRFR. REATENFAH.

@ HifafRStorageGRID AR 2. E/NER" public "MEAHXF TR, MRARATXTF
5. SNMPHIBIE M StorageGRID RN IDIEAHE X FRTH,

8. thA] LUk HAECE BF 5 PRV IR AR~

ERIETNRIEE— NS " (irtthit, " XEEE SNMP REA LUEZWREHH StorageGRID ik, &4
RIEHILEBEIE— Internet Y, —MERIHMY, — StorageGRID MLEUKR—NimA (AIE)

NRAECE IEMUE, MFFEStorageGRID W48 ERYERIA Ittt JgUDPI®R 161,
R virs =l ol FE

flid:NPER ANl FE Speiichyubi o pry
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Create Agent Address

Internet Protocol (@) IPv4 () IPv6
Transport Protocol (@) UDP () TCP
StorageGRID | rig Admin, and Client Networks v
Network
Port | 161 I

Cancel

b. 34T * BRI * , EFUEHIEZEER 1Pv4 EZ IPV6 o
BINERT, SNMP EMA IPv4 o

C. T * RN * , LML EER UDP &2 TCP
FIMERT, SNMP M UDP,

d. 7£ * StorageGRID Network* FE&H, EFEEIZINEHE StorageGRID ML,
* R, BEMZEFHMLE: StorageGRID N{RFRE =ML LK SNMP &if,
" ISR
* BRI
* B ImMLE

@ ﬁﬁﬁﬁg)ﬂ 5 StorageGRID BBERIFRE, AR A iRMEEZAIE

e £ * im0 * FEEH, WAL SNMP RER A mHE S
SNMP REZEIERIA UDP #5004 161 , BIERTLASNEMARERNRES,

@ fR7F SNMP f{¥2RY, StorageGRID =B &hFTARERMIALE ERVRIEMItIRC, E2iTiH
RSB ASE S VF I 1R X R o
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575 = Sl ([ =
BB SR R HRF E RN IR T

Other Configurations

Agent Addresses (2) USM Users {2) Trap Destinations {2)

|4 Create || # Edit || % Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPv4 UDP Grid Network 161
2 | IPv4 UDP Admin Network 161

9. NREMEAHIZ SNMPV3 , IFTEEMACEED FEEFE USM AR EDTR,

(BRLLETR ATE SN MIB SREEURARHBAIR USM R,
()  HREREE SNMPVI 5 SNMPv2e , TS BRER.

a. JFEE eI
IEEHRE BRI USM AP XEE,
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Create USM User

Username @

Read-Only MIB Access ©

Authoritative Engine ID @

Security Level @ (@) authPriv authNoPriv

Authentication

Protocol @ SHA
Password
Confirm Password
Privacy
Protocol @ AES
Password

Confirm Password

b. Atk USM BFRBRAE—/ * BFRE *,
BRERZE83210FR. THEEETKRER. QIERFPGE. TEEXIAF &,
c. NRIEAFFMIBEE RIFTIFRIRIE, EIEH* RiEMIBIAE)*E1EHE,

PNk * Qi MIB ipie) * , WA * NESIE ID* FE
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()  BEEMBHEARHUSMAER FEERE3IED,
d. RBIEEMBARPERILAR, ERLARHA - IE3I% D,

@ SNMPv3 INFORM BirA BB EES|Z ID AP, SNMPV3E BT RaEE & EE5]
ZIDMAF,

MNELSIZE ID PILAZ 5 B 32 F15, LU+7S#HIRT.

e. 73 USM AR EE—1R285.
* *authPriv* : WA SEMIIEMERFA (NE) &S, EXIIEE S 0 IIEMNAIERS AR FZAA T

WA,
* *authNoPriv* : ItERAERASMNIIEHTERE, HRKERML (EME) . BLTUEESHIIED
WA,

L SAHBIALLE P AT S BRI,
()  w—=RHSHRENYR SHA (HMAC-SHA-96)

o MRMEHET * SHWIERM * , FHNFHBIALBS BB TR0,
() m—scmmaflhite AES .

h. %% * gIE * .

AR I USM AR FISERINEIR A,

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)

|+ Create || /' Edit || % Remove |

Read-Only MIB

Username Necess Security Level Authoritative Engine ID
user2 v authMoPriv
userd authMoPriv B3AT3IC2F3D6

® | userd authPriv 59D35E801256

10. FEMECEE DD, EEREHBEREDR,
B FEH B ETR, ERLIA StorageGRID FEAZGERIBANIEX — 1 EZ 1B iR, BRASNMPHRIEH T

E#*®17*f5, StorageGRID EHBERAENEXNBEIRLE B, MAZRNSLZXEN, I, F2ATH
89 MIB-Il 24K (5140 ifdown F0 coldstart ) &iEtTEEH,
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a. R eI

BB R B P BH B AR X IEHE,

Create Trap Destination

Type ® Trap

[ ——
rrotocol 0 . e
FGVGL b \ Y

i

Versior ® SNMPy

1

CrMDUIT
- - i
-

TCP

a. 7 * higds * FEA, EEERTUCERNA SNMP hitZs,

b. RIBEERIRAIAT LR S
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version

SNMPv1

(3FFSNMPv1. SNMPHIER&E
AixFa. AzFr@Al. )

SNMPv2c

SNMPv3

C. o eIE ",

ERELLES

T 2N FERP, WMABRRKREHE IPv4 31 IPv6 itk (34
FQDN) o

- XWF RO, BERRIAME (162) , FRAERAEREME.

(162 2 SNMP [&BHRIAR IR, )

JFF N *, IEERBRIAE (UDP) o ItbSh, BZ#FTCP,
( UDP 2t SNMP &Y. )

SNR7E SNMP RIEDIE HISE T — P FEMEIER, BERRIAR
BHE(A, =& MIEFERH RN BE XK F AT &R

BEXMXFHERZSAUEE2TMFR. HAETEEETK,

B R TR AT EN.

T EN FERF, MABRRUFEHEY IPv4 51 IPv6 sk (3K

FQDN) o

XF O *, IBERBRIAME (162) , BRIEXTEREME,
(162 2 SNMP [EFHITR AR . )

JFF N <, IEERRRIAME (UDP) o IbSh, BZ#FTCP,
( UDP 2t SNMP &Y. )

SNR7E SNMP RIEZTIE LIS T — M FEMEIER, BERRIAR
BHE(A, =& MUEFERH BRI BE XX F AT &R

BEXMXFHERZSAUEE2TMFR. AETEEETK,

B R TR AT EN.

i. 7 * A * FERHB, WANSIZEUPEFHAT IPv4 5 IPve itk (3¢

FQDN) o

XFwmO *, BERRIAME (162) , BRIEXTEREME,
(162 2 SNMP [&BHRVAR IR, )

XF i *, IEERBIAE (UDP) o Ibsh, BZ# TCP,
( UDP Z2#r/& SNMP &R, )

ERZERT S IR USM B,

© WIFHEET ¢ [EbA ¢, MNETRAEENESIZ ID By USM
AP

° ﬁ%ﬁﬁ A, MNEREBENESIZ ID B USM A

LB SRR B B ARF R EAR N EI R

M. ESNMPRIBECE /T, 1% *Save*,
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#HY SNMP RIRECE G Z NE IR

BXER
"FREAEIRIEA"

E# SNMP 12

TR ReRES A SNMP &R, BEMHXFRTH, SEMISMIERAERLE, USM AR
BB B Ao

FHAZ AT
* ERTEREREIMIS SIS " Web 55"
* ERTEB 0Ot

KTFULES
BHTRY "SNMP EECEEAR, DIUEESNMPRIETEKERRY*Save* IR M & Mk R FBVE R E R,

S
1. R *BiE * > * 835 * > * SNMP I *,

LR 2R SNMP RIEDTHE,
2. NREBFEFAEMETI R EZASNMPARIE, i5EF*Enable SNMP*EI%E1E, AfFiEEFE Save*,
EXFIENE TR SNMP 32, MNREEEMBANE, WREFAIRIER SNMP EEEIRE,

3. HE, BNEN * RAKRA M * REUE * BANE,

4. (ANiE)INRFBAHEStorageGRID SNMPHIEAIXFEMHFIEH, 15/ABR*Enable SNMP Agent Notification (/3
FASNMPAIREAD ) &% HE,

ERLERER. SNMPRIESZFFRIEMIBIAIR. EBRSRIXERSNMPER],

S B, WRERBHFEStorageGRID SNMPHIEEIREIRE E#H S HIIEIMNINE BB RIX S D IRIEREMH
BAMR B A B IR EIRE,

6. WNREFHE SNMPv1  SNMPv2c , AU EHHTXFZFEIS,

ATHEFERAT SNMPv1 8 SNMPv2c RETFHEBE I, XEFERFIERTFTSNMPY3,
@ NREBMFFRARIANIXFARFER, LB THERFIERMBREERBE XX FFH,

7 NREEFHAEMAL, FEFHEMEE S PRRIEIEET R,
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Other Configurations

Agent Addresses (2) USM Users (2) Trap Destinations (2}

| & Creats | | # Edit | | ® Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPv4 LUDP Grid Metwork 161
® | |Pv4 UDP Admin Network 161

ERLLETNRIEE — NS "It " X2 SNMP RIZER] LUEZIRE B StorageGRID ik, &4
RIBHIEBEIE— Internet Y, —MEHITMN, — StorageGRID MLEF— ik Mo
a. Bk SR, EiEFE Cree*s RS, HEENEXEE SNMP RIERIR AR IEMIP B,

b. Bl SARMUL, BEEFIZMUAREIRH, AREREdits A, BENBEXEE SNMP RE
Y BAFR R UIRHIUE D B

. EMERIVSHRMULE, FEFRZMUAIREIZE, ARiEE Remove’s AfG, EEOK*HRIAZMIFRLL
ik,

d ZERXEN, HEESNMPRIETIEEIITRE
8. WNRETEH USM R, BEHMECE I ikF USM B R+,

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)

|+ Create || /' Edit|| % Remove |

Read-Only MIB

Username Niee Security Level Authoritative Engine ID
user? d authMaoPriv
userd authMoPriv B3AT3IC2F3D6

% | userd authPriv 590359EB0 1256

fERLEETRE]E X BNXEE MIB SZUMEM F @A USM B R,

a. BARMUSMAFR, 1Bi%EF Cree*s /G, FEECE SNMP IERREAFER T USM RIS R,

b. ZYFIBUSMAR , HIEFIZAFNSEIRHE, AREEFEdits A5, FEREE SNMP IR+
EART USM BRSE,

TAEERMEBUSMAFNAR . IRFEENAF R, BIMRLEAHEIBFAF R,

184



@ SNRIEAMEMPRAE A RINELS % ID , HFEHRERFZAFAENERR, NpIuRiRSED
PridsmiE s mFRiZB AR SNMP [EfHE 1R, BN, ERE SNMP REBEEN & EWIFHEIR.

a. ZERIFRUSMAFR, BEFZAFPRNRELH, AEEE Remove*s AT, @EE OK HIAEZMIFRILA

o

@ MR YEIE NMEHERERBERMNER, NRRES B gRIE MR B4R SNMP
far B, B, E1F7E SNMP RIBFIERS A £ IR,
b. BIZXERN, HEESNMPRIETIE LAY RIF

9. [ SNMP F&BHBETR, start=0]] (NREFHIEM B IR, HEFEMACE S PRI B IRET £,
BT FEH EFRETF, ERLIA StorageGRID FEHEHBAIERE X — 1M Z N B 1T, BESNMPRIEHE
#*®17*f5, StorageGRID EHERAENEXHNBEIRREEM, LA ZIRMNEIRINSKIZE, LI+, T
N2 LIEH MIB-Il 218 (5140 ifdown 1 coldstart ) &iEtr B,
a. BEFRNEHEYR, 1BiEE Cree*s AfG, B2 NEE SNMP RIBRVIHEARE X EHBE IR T B,
b. BiRIEMAMBLR, EEFRAPNEIERT, AREFEdits AT, EE2IEE SNMP RIERHEBSE

KFEBH BRI B
c. %ﬂﬂﬂﬁ%l"éﬁ#ﬁﬁ, EEEBEIR N NARIEIR, AREE Remove*s A, EEOKHRIAZMIFRLE
To

d. BREXFEH, FHIEESNMPRIBTTEEKIBHIERE,
10. EFHSNMPRIBELES, %EF*Save*,

TAEIMIBI {4

MIBXHEEEXMIEF T RNRERBFNRSBMENENXFER, ErlLUsRBFE
X StorageGRID X &FBEEIHIMIB {4, XL 4R BT MIT Mo

BEI A SNMP 8" B XSNMPHIMIBX 4HBYIFAE R

IHIEMIBI {4
p
1. 3%4% * Fg& * > * 15T * > * SNMP {1 *,
2. 7ESNMPRIETIE L. ERE FHAIH:
° NetApp-STORAGEGRID-MIB.TXT: EXRITEFAEEET m Lifn i ZRFM@EH (FEH)o
° ES-NetApp-06-MIB.MIB: AETFERFIIVNIEEE X RMEH,
° mib_1_10.zip: FEABMCIEONIEEE XX KFE,
3. HE. EEILIERE IStorageGRID TR LRI FAIEIARIMIBX 4. /usr/share/snmp/mibs
4. P4REY storagegrid MIBXEFRIOID:

a. $kEXStorageGRID MIBIR B ®AIOID:

root@user-adml:~ # snmptranslate -On -IR storagegrid

185



58 1.3.6.1.4.1.789.28669 (28669 JAREStorageGRID BJOID)

a. ZRAfERE MIFHIStorageGRID OIDE N\gep (fERLIGEETT):

root@user-adml:~ # snmptranslate -Tso | paste -d " " - - | grep 28669

@ o snmptranslate SRRETIFZ AT EMIBEYER, Ithin<e]EE{rIStorageGRID T4

EERA.

MIBX{4ERA

Fr X & &B{iI FStorageGRID OIDF,

X RZR

MIBX &

X RB R
TETHRYITHEL

TEREEIRIR

TEEIRIIRIRS

ARG R

EHRITRYEBRYERIRYSE

51

EEETEE

JEBRYECIR R E]

RSB (FERH)

FRID (OID)

JFRID (OID)

1.3.6.1.4.1, +
789.28669.1.3

1.3.6.1.4.1, +
789.28669.1.4

1.3.6.1.4.1, +
789.28669.1.4.1.1

1.3.6.1.4.1, +
789.28669.1.4.1.2

1.3.6.1.4.1, +
789.28669.1.4.1.3

1.3.6.1.4.1, +
789.28669.1.4.1.4

1.3.6.1.4.1, +
789.28669.1.4.1.5

FrEENEes A TEEFNEENE

* SERBIRIRS
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Description

NetApp StorageGRID SZ{AHIMIBIELR,

Description

activeAlertRHETIEIRIVENE,

StorageGRID HJERNE IRV,

TIRAIID, XTEHRI—HEBEIRPZEME—RY,

LB,

ERERBZERZM, BEATTRZT.

LR E M

fih & E4REY B HAFNASE],



* SERIRE R

* BRITRYERNRYERNBISES)
C EMEETER

* JEBPBYECIRRTE]

Gy E St FFZID (OID)
sETIMinorAlert 1.36.1.4.1, +

789.28669.0.6

TEEEER 1.3.6.1.4.1, +
789.28669.0.7

TEIPIRESE IR 1.3.6.1.4.1, +
789.28669.0.8

W EE E th StorageGRID %43

ERERMER

1&a] LUE A B RFIRE 417 StorageGRID RZHVIRZSFH X ) -H1THIFEHERRo

Skt

ERMERLCE THE StorageGRID 1E7HEIERE.

Description

M EMRREIER

B EA R

FEEMATENER

MREERESREE—LEFH. BT LEMERNENILERBE AEHE.
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Data space usage breakdown ¢

1.97 MB (0%t} of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space
Data Center 3 0fa 621.26 KB 926.62 GB
Data Center 1 0% 798.16 KB 12478
Data Center 2 0% 552.10 KB 92662 GB

Metadata allowed space usage breakdown @

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the met t
the grid
) Metadata space Metadata used Metadata allowed
Site name = - —
usage space space
Data Center 3 0% 2.44 MB 19.32 GB

Y
-

)

HAREERERR ENFEEAEERERUATRAE:

* APEASE (S3) HEE (Swift) FI&
* —NERTE, RRRADBRIEBROEI AN
* BRETEE, NRKETEN, WEzERKRTEENEDLL
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036

tesh, EEILAM TS RBTEA * 328 * > * TR * > * Mgt * TEEE ST StorageGRID f5tnHl/E HRERYE T

LRIERZ .
ERZA PR

*RRADEMER 0 T RE LR, RADENERATEH—ERESEIRAY Prometheus $517ME. 40,
FHET RN TR > WS EH-FEEMLRER Grafana E&k.
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DC1-52 (Storage Node)

Overview Hardware

ESDkbi's
E00 kbi's
S50 kb/s
Bl kb/s

450 kb's
1008 1040 103

=
L

== Received == Sert

Network interfaces

Name @ & Hardware address @

Metwork

20 128

= speed @

Storage Objects ILM

1 hour 1 day 1 week 1 month

meswork traffic @

1033 04D

puplex @

Custarm

145

Tasks

Aute-negatiation @ =

11:60

Linkstatus @ =

ethi 00:50:56:AT:EB-1D

Metwork communication

10 Gigabit Fuill OF

up

Receive
Interface @ = Data i@ = Packets @ = Errors @ = Dropped @ = Frame overruns @ Frames @ =
sthi ao4ceE gl 20403428 1k o ik 24,893 o 1k 0 ik
Transmit
interface @ = pata B = Packets @ = Errors @ = Dropped 8 = Collisions @ Carrler @ =
ethi 36568 |k 13,051,847 ql, o ik o 1k o 1l a1k

* HTEE Y D AIMTRDUEM * 2> TR > Wgdath r TTE (SEEXRE W THEEZE, 8
TEESFIRERAE (FIE0 NTP $7ZMm#E, LI PPM A&(I) B StorageGRID B {E, ENEHRSIRTE
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®

HREkEIEIRR (F8) &l
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT

2 29.24
o 29.23
k=
E 29.22
@ 29.21
L5
o 29,20
=
= 29,19
=
g 29,18
= 29.17
= 29.15
29.15 I [ | | |
16:33 16:43 16:53 17:03 17:13 17:23
Time {minutes)
*XIFER * AT RIEM R > TR > WMEEN TTE (EEERER O TEEREZE, £

BAXESHRERIESRE, fIMMRITHRIRSHHE KRELSHEERMN, EEIATHRETX
IRBIAT. ENENSIRERIIEER (F8) %l

0,050+

L]

0.0854
0.0804

L

0.075+

0.0704
0.065-

0.060

0.055+4
0.0501

14:06

Service Load @9 vs Time
2010-07=19 140502 FDT to 2010=07-19 153002 FOT

| | | I |
14:46 14:56 15:06 1516 15:26

Time (minutes)

| | |
14:16 14:26 14:36

* REEFERAREENEREIRRT i MARE:
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1 hour 1 day 1 week 1 month Custom

i P
From: | 2020-10-01 12 [z 45 || PM |PDT
L L
Eal e
To: | 2020-10.01 03 |:[ %6 PM | PDT m
v v

Lost Object Detected &

=k
on

0.3

o = - :
12:45 1230 1235 13:00 1305 13:10

== Total

2

CORAE T AN > TR > FEE  RERE (SEERER W EREEZE, REERT
SHIRTTRRSHRILE, PERSRSTURKN, &MRb. REESHEELMN, BLETES
, EDEN—MRAEEIS — MR,

LDR State vs Time
2004=07-09 164022 10 2004-07-09 17:17:11

Online

Standby

oM T 1645 1649 1653 1657 1701 1705 1709 1712 1717
Time = Minutes

BXER
"BEETRIE"
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"BERIEIEM
BB

ERES
AT aHBERNAFNFEREBRENS Xo

Nl aX
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HtEEENRA, RARESBENRS EREE S XH.
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p

TL@EF TRy, ARG, LR, BB,
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4.

194

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
25%
10%
0%
14:00 1410 1420 14:30 4:40 14:50 14:00 1410 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)

3. (AR ETER LS. UEERERERNEZIFAE,

Memary Usage ©

100.00% C
2020-05-20 14:08:00

75.00% = ized (%) 44.70%

- Used: 11.30 GB

S0.00% = Cached: 6.55 GB
= Buffers: 14256 MB

25.00% = Frag: 7.28GB

( = Total Memory: 25.28 GB

B
1350 14:00 1410 14:20 14:30 14:40
== | [ged (%)

() EstEERTRERTNEL

TEEAUREREE T E B HIETIIE R, MTTRUELRNRF, ERERET o BEZREN.

o 1t 0 MEET RN RETRSR, ERILUEEERERT i JEEEFET R SEEEEN

B,




- Reports (Charts): DDS (DC1-S1) - Data Store

. , YYYYMWDD HHMM:SS
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: | 202170924 13:24:01 |
Quick Query | Last Hour v | Update | Raw Data: | End Date: | 2021/0/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 13:24:01 MDT to 2021-09-24 142401 MDT

32,000

2 31,000+

(*]

(=]

o |

w

wn

L

& 30,0001

o :

o

™

+—

(=]

'_

29,000+ | [ | | [
13:25 13:35 13:45 13:55 14:05 14:15

Time (minutes)
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. Reports (Charts): DDS (DC1-52) - Data Store

Attribute: | Total Queries - Successful

Quick Query: | Last Month

. : YYYIMMWOD HHMM:SS
v | Vertical Scaling; Start Date: | 2021/08/24 13:15:45 |
v | |updat= | RawData: O End Date: |2021/03/24 13:15:45 |

Total Queries - Successful vs Time
2021-08-24 13.15:45 MDT to 2021-09-24 13:15.45 MDT

Y

15,000
2
i 10,000+
[+1]
L=}
(%]
o |
)]
¥
w
z 5,000+
4]
= |
o
®
s
0
|
Aug 25

|
Aug 29

I | | I | |
Sep 2 Sep 6 Sep 10 Sep 14 Sep 18 Sep 22
Time (days)

(£

o 2% 1 MEFETTRBNSIETRF, ERILUEEERE i JEERENERIEINERTRITER

Grafana Elffz.

Object Counts

Total Objects
Lost Objects

%3 Buckets and Swift Containers




1 hour 1 day 1 week 1 month Custom

. A
From: | 2020-10-01 12 45 |[Pm | PDT
W W
u .
To: | 2020-10-01 or |:[ 1o [[rm]roT (IR
b v

Lost Object Detected &

0.3

12:45 1230 1235 13:00 1305 13:10

== Total

2

S EERN'TR'TIEARERNEMNER, 1H%EF support*>*Tools*>*Grid Topology.
6. %% GRID NODE > * 4A{4+ 5§ service * > * #EA * > * £ E *

197



I Overview l\ Alarms Reports :Conﬁguration

Wain

b
l_i' Overview: SSM (DC1-ADM1) - Resources

Updated: 2018-05-07 18:29.52 MDT

Computational Resources

Semace Restarts: 1 %
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Semice Load 0266 % i |
Memory

Installed Memory 8.38 GB %
Available Memory 23 GB i k]
Processors

Processor Number Vendar Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinglntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R)} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB

7. EFRERER i BIEFE1.

ETRABRFEIESN ™ RS > BR " NH, HERETEEEIE—RIEHE,

EMER
BXRUEEARETBUEHIEE. B LUREHIEFR OISR, MET R, AERRS.
FeaZ Al
© BHIEREREIMEEESS "STIFH Web 528"
* BT EERERISIRABR,
TE
1 8F 8> TAE > > * [gHE
2. %3¢ GRID NODE > * A4} service_* > * & *>*BEX *,
3. M * B * THIYIRPIEEFEBIRENEM
4. RGNS, HERBEEER EIEE,
5

- BUSKBEERE, HEF'Raw Data*E3EE, HEBRFESNEV N RE=MBIMW, MFUBRDEEAR
wRENEM), 155 "Raw Data*E1%EE,
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6. M * REEIE * FHITIRPIEFER SHIATIEE,

e B TE X E R LOE RS E RS ESEE

HHiE, BRFET. BELLowE, MREH TR KA ESERE,
7ONREET BEXEW, BRI FEEE M - EREH - BEXERNER,

fEFM&T0 YYYY/MM/DDHH: MM: SS TEASHIBY (8], BESHEILAS, HAFEREISE, a0, 2017/4/6 7 © 30
T 00 ISIFR, Mg 2017 &4 B 06 H07: 30: 00,

8. W EH o

NBHEZEN—TER, BEL/LOHE, UREHEITIHRKNRESEE. RIEAEWIKEREK
B, RETRIEXAREHRE KRS,

ERXARE

XAHRE U AT ET NMS frS5EAEREEEHIEE, RIBEIRSHIIIEIER, SEK
MARERIRE . —B U FIRIRIEX AR SN —A U LR ERRNREX IR S

I AR S
RIS FIRERTE XEERBERIFAES:

* Time Received : NMS RS54 EE M EEF A BRIt 5 HAFIRTIE],
© REFRYE]: FEIR_ERAFSE B M ER At B A0S (8,
* value : FZABTEIREMIE,
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Text Results for Services: Load - System Logging
2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received Sample Time Value
2010-07-19 15:58:09 2010-07-19 15:58:09 0.016 %
2010-07-19 15:56:06 2010-07-19 15:56:06 0.024 %
2010-07-19 15:54:02 2010-07-19 15:54:02 0.033 %
2010-07-19 15:52:00 2010-07-19 15:52:00 0.016 %
2010-07-19 15:49:57 2010-07-19 15:49:57 0.008 %
2010-07-19 15:47.54 2010-07-19 15:47.54 0.024 %
2010-07-19 15:45:50 2010-07-19 15:45:50 0.016 %
2010-07-19 15:43:47 2010-07-19 15:43:47 0.024 %
2010-07-19 15:41:43 2010-07-19 15:41:43 0.032 %
2010-07-19 15:39:40 2010-07-19 15:39:40 0.024 %
2010-07-19 15:37:37 2010-07-19 15:37:37 0.008 %
2010-07-19 15:35:34 2010-07-19 15:35:34 0.016 %
2010-07-19 15:33:31 2010-07-19 15:33:31 0.024 %
2010-07-19 15:31:27 2010-07-19 15:31.27 0.032 %
2010-07-19 15:29:24 2010-07-19 15:29:24 0.032 %
2010-07-19 15:27:21 2010-07-19 15:27:21 0.049 %
2010-07-1915:25:18 2010-07-19 15:25:18 0.024 %
2010-07-1915:21:12 2010-07-19 15:21:12 0.016 %
2010-07-19 15:19:09 2010-07-18 15:19:09 0.008 %
2010-07-1915:17.07 2010-07-19 15:17.07 0.016 %

RaXsikE

K¢ﬁumTMWﬁ%F¢K¢ﬁumTMM@Ek(L%t RB) . 81 5%BHZH NMS BRSSE—ERE

{gmﬁ%/rf BtE (BEEHNRSE) CEE—IRETNER, HPESMREIRENTHE, RAENRN
BITFBHIETRUTER:

* BARE: NMS IRSERE (&) —ABENREMHENREZM BRI E,
BIEEER AR ERANTIE,

B /8] B Y B/ VB

BBl ER By R A E

° Average value :
* &/MED BE
*mAE: BE
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Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s

ERXAIRE
XAREUXAEFXER NMS IRSELENBIEEHIEE, S LURSHIEROMR, METR, AHHRS,

FHAZ B
RIS IR 0 Web LI5S,
© BB RABREHIRR,

KXFUIES

XN FIEA S B e B 1 23R

NMS kS5 (TERLE) SEMMXLERBEHIEHITRE. NTFALEELNRE

LR (Blg0, BETFRSHRSERFEMHLEEE) , SRMEEREENN, SRFZBIEEREE NMS RS,

BTG RBEBRTEENRER, BRIAERT, REcANEI—FRRERENRESXERS,

REXFRTRSERFREREES XA, BEBEXAERRIRS S TFTRIIRS.

© o & W BN

HX

p
1.

5
IR LR > TR Y > Mg+,
1%£¥% GRID NODE > * {A{$ 8} service_*>* RE *>* X7 *,
M B ThSIRPIERBIRENE M.
M+ BTIER * THIYIRPIZEZEGTIE R
ERES NI NESE=0BII0, ¥FUERHERIRENENY), 1E55RRaw Data*Si%iE,
M RIRE * FRIYIRPIEFEER SR E L,

e R B TE X E R LOE RS E RS ESEEl

IRERERZEER. EEH/LHTE, UREEHYIHBRKATESERE,

CWRERETEHEXTH, WEEBEA * FABEE * M * 55K B H * KBEXBIREHITE)ER.
fEBMIC YYYY/MM/DDHH : MM: SS TEASHIBY[E], BESEILE, HIAFERFISE, HI%0, 2017/4/6 7 .

30
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8.

00 BIERM, EFRETN/9 2017 £4 B 06 H07: 30: 00,
BECEH

HERER—TXARS, FELLOHEE, UFRBHEITIHRKHRESEE, RIEAEWIKEREK
E, BETRIBXAIRENBE ALK S,

SHXAIRE
SHNAEREITA— MRS AR, TR LUEEMEHIEE,
KFUES
ARG, TSR BIBREFRIFUY (FIMNBFRE) F, HATF 79 StorageGRID R4HIM4ERE.
B
138 * 285> TR * > * R~
2. BB AIRE,
3. i S gl
Overview Alarms | Reports \| Configuration
Charts Text

202

!‘l_y Reports (Text): SSM (170-176) - Events

- YOO IMKDD HHMMCSS
Attribute: |Attr|bute Send to Relay Rate v| Results Per Page: Start Date: | 2010/07/19 08:42:09 |
Quick Query: | Custom Query v| [Update | Raw pata End Date: |2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 08:42:09 POT

1-50f254 i
Time Received sample Time Value
2010-07-20 02:40:46  2010-07-20 08:40:46  0.274981485 Messages/s
2010-07-20 02:38:46  2010-07-20 08:38:46 0.274029 Messages/s
2010-07-20 083646 2010-07-20 08:36:46 0283317543 Messagesls
2010-07-20 083446 2010-07-20 08:34:46 0274982493 Messages/s
2010-07-20 083246 2010-07-20 08:32:46 0291646426 Messages/s

2345 » Next

PRI SEXAREEN, EFERT KRS,



III:?‘Q
miT

Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U

ERAHEHFHXAREEORNAR,
WAE, FJLORIEEIERNAR] B FRARE 6 =75 53X,

PUT #1 GET {48t

TR LA LR ERUIERE, Bl REFMENRER, UBBMEJRFEEH—TRENE

o

XFIAES

FimtE PUT # GET %88, &R EEM TIFILEERFIR S3tester ATERIETT S3 Al Swift f5<, fERAXLE
AR LRI F StorageGRID SMEREIER  (FI40% F imM FATEFF IRl S S MER AR IE)RR) &1t RE,

3t PUT # GET 12/ERATMIABY, FEMELLTEN:

* EASEEHNEMRPIITRESEIFRK.

XA R AR IS R TIR (R

PEGHR "EiZEE E‘ﬁ'iﬁ%‘tb?sﬂ{"lfﬁﬁﬁﬁﬂﬁ SEtE, B0, EHE S3 GET I5KM S ER 8], EAIUESR
SGET HixHEHRHNHEIEEE, ERAI T A T RIENERZE BRI EIt a4

*S3 . delete, get, head, Metadata updated , post, PUT
* Swift* . delete , get, head, put

TEDINERY, BEERRIEKAEN TN BRI UEINEETE, EREEERIHAHIERER. XU
EE R e R R IRERIEE.

fZRT L "M GitHub T & S3tester”s
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AERIIET R EEFEEPRRINR _EIETT,

@ MRAGHNETZE B IERNRITNR, WA RNERIRINBIF R ER,

* AR LA * WREEWRS *, UEEREMEIENKBIEESHET (REFZLER)

N RIFENE A IIEFAET BEEFETHEEH N REIRURETURMRDHI R, NREFELSE
RIET —FIIEFEIRE T %Iﬁﬁ’]ﬁli LEZESRMESRERR AT MEBETEENE R T

BNEHREERARIINNKEFERENER. LAEEMANREERITIRERNEEG, UHERLXEREA
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1. EEEAWMIENGR:
a EE TR CEETR >R,
b. {0 EIRIFLER :
* ERESHINMNREIBIIE, FEEFWRIEES PE M.
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Verification

Status: @

Percent complete: &
Average stat time: @
Objects verified: @

Object verification rate: @

Mo errors

0.00%

0.00 microseconds
O

0.00 objects | second

Data verified: @ 0 bytes

Data verification rate: @ 0.00 bytes | second
Missing objects: @ o

Corrupt objects: @ o

Corrupt chjects unidentified: @ 0

Quarantined objects: @ 1]

* BIOERFRIEI A ERIE, HEF  FHETR > ILIM Y, AREERFREEIIESDPE

o

Status: @
Next scheduled: @

Fragments verified: @
Data verified: @
Corrupt copies: @
Corrupt fragments: @

Missing fragments: @

Erasure coding verification

idle il

2021-10-08 10:45:19 MDT

0 ih
0 bytes il
0 il
0 il
0 il

TR S @ ERIEREIAE RIS,

2. EEWNREFENEIRLRER:

a. R ¢ AP > WRTFAERE > RULBERER
b. 1t NRIAYER DI REIAT . NREEIELSEER D100 M HESHREIER. HEMA T WREKE

R BERRKAZS .
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Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri
defined by your ILM policy, still exist on the volumes.

Active job Job history

Seard Q

‘ Delete

o N
JobiD @ Status 2 Nodes (volumes) @& (Missing object copies detected | @

l

=

15816859223101303015 Completed DC2-51 (3 volumes) 0
12538643155010477372 Completed DC1-53 (1 volume) 0
5450044849774982476 Completed DC1-52 (1 volume) 0

DC1-51 (3 volumes)

DC1-52 (3volumes) | ,
3395284277055907678 Completed L0 /

DC1-53 (3 volumes) ~— o

and 7 more

o S S g e e el e e i i gy e e R e e e e T L et it e e

e dt

EEI L SRR T RN RIS, eEENREICRE RS HERSBHFHTEIERY
BEXZEH. MREESRPETRNRE—ITSHERRETEXEHFHIIFAESR,

EHEEHMSEDRFIY /var/local/log/bycast-err.log HEXH. BEN "HEXHESE",

ML, BTEEEARFRAAIESESEME SMTT" (FHEH) "Eik,. ATRETHEXPFESHER.
UEEEFH T RAEXEERNER. IRBTFEMETER MAESH, WalleethEEE M TS,
g
1. EES TN RNRSEH:
a. EiE* ZFr > TR * > WigHhih*,
b. W * Mhm _*>*WMETR > SSMF > FEH >R > 4,
2. £ SERIEHERMNTIR, UEBREEEREMNRR:
a. ERR * Fr > TR > Wgah o
b. & * AR > WMETIR _*>*SSM* > * B > IRE Y,
C. M XA,
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PRET * &a—1FM4 B BEFRIE" . BEEE, BRITUTERE:
d ¥ Bt B " &RE—1EHF .
e. WA LLERR * REEN * BUBYIEER.
f. %8F * B

E g
Overview Alarms I Reports | Configuration

Charts Text

ﬂ‘l Reports (Text): SSM (170-41) - Events

T NDD HH M SS
Adtriouts; ILEST Event _:J Resulls Pes Pags: (20 = Start Date !2D¢9fﬂ"-"15 15-19°53
Quick Query: |Last 5 Minutes =l Updale |  Raw Data: ~ End Date: (2009/04/15 15:24-53
Text Results for Last Event
2009-04-15 15:19:53 POT To 2009-04-15 §5:24,53 POT

1-20r2

rey : hdc: task_no_data_inir stabus=0x51

2008-04-15 15:24:22 2009-04-15 15:24.22 { DriveReady SeekComplete Error }

2009-04-15 152411 2009-04-15 152339 huc.task_ro_dstainlr: sthis=51

{ DriveReady SeekComplete Error )

SIEZBEXRGBEEN

BEBEXEN, GRNRFCRIRZESIRSBOFIERL, TIPHRE, BXRNTELRFINAREMH. BE
XEHTATRERSGBTHENLZERR (#MEENEREFHMNBEGHRE) o

KFUIES
BEREBEEXEHUREESRUNREE,. UTEREIERTEEXE M.
* QIZEEXEMNE, RASRIEESREER .
* BT XBFOIRBENEMN /var/local/log/messages X, XEXHHIHELMS:
° HRTZEM
© BTPEIRE AP IEFEHIRET E R E R

¥ *hHIEFAESEHE /var/local/log/messages BRIEXHHE LRER, BN ITE XL 4,

TE

LR > BB (RE) > BENEH .

2 BERE. P @ BN D ORIRRE—E) .
3. WABENEHTHE, B0 shutdown
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Events
Updated: 2021-10-22 11:15:34 MOT

Custom Events (1-10f1) i
Event Actions
snutdown 7090
Show :10 ¥ |Records Per Page | Refresh |

Apply Changes ”

4. FENAENR

S, EHE * ZFF >+ TR > WigHaIh*,

6. 3% GRID NODE > *, ssm*>*H{f*,

. TEHRPHRIEBEXEGFE, Hiaik * it E

SNRIHEEM, NWSEZPET R LA EEERENBENXE M

REEXEFHHREENT
NRAREEBENXFHRIITERES, N E RS 53R 2 RIS FRFNTE,
BRSBTS MHMAER. Bk, BINERN, JEERET—EHELNA SEMRLZER.

SR

T3> TR > WA+,

2. 3%3% GRID NODE > * SSM* > * HE*>* B *>** *,
3. AR BE X E M H Reset *EifiE,
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Overview Alarms Reports | Configuration '||

Main Alarms

Configuration: SSM (DC2-ADM1) - Events

Updated: 2018-04-11 10:25:44 MDT

Description Count Reset
Abnormal Software Events 0 r
Account Senice Events 0 r
Cassandra Errors 0 r
Cassandra Heap Out Of Memory Errors 0 r
Custom Events 0 v
File System Errors 0 r
Forced Termination Events 0 r
T e ) M T
4. GE5E NAER
BEEHZHEE

HiZH S A A S Bt 7 ## StorageGRID RFRVIFARIE, ErILUEARZBEX R
TR AR T A MERE,

ERSIERTITHAE], FiE StorageGRID ARSZESEMFEIZHS, N TAR:

* RAGHICHESRERAGREE, MRTRRES, RYISCENES SRS EHIREREX.

* WREFMBEIZEES StorageGRID XN RMFMHEMEIEAX, SENKREFEENNE, METAIMNE TS
A& % AR BEIIE

* 3 S3 B Swift FP RN ARRFBENREE, BHFHNRWTRY, RARIEREFF MRS HZHE.
* BEEHEZHESRARPIEKRIZREIEE AP

SMNEETREBIFHELHEBFEEXEXHR, ERAZESENXM (auditlog) UNBITLRESEBEHEZ
BE. MERNENT RERFMEEZT R EEMBIEZE BRIEIA,

ATRIMAREZEE. ERILL EENFSHEZE AR S UEEMNEET RN ThREZEE
XfFo

TR ENEZASNERHEEZERRXIIIMNIRGAERSR. EEIMNIRRAAERSERGE, LR
HEMEHEZIERNAMBET, B0 LEFZHENBEET".

BXHFZAEXM. EHEBI. EEERRELUNABTAMEZEENIANFRER. B2 &8
ZBE"

s BEX G R FEIE
SR UEF MR EIE 2310 Z StorageGRID R AEX GRS EHUE (BISEEEEUE)
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TR LAfER MR EIRRUEE "B EE R BERAERMET R RS SUENEERE. SESWEHIEE
tar.gz X, ZAER THEIAMITEN.

TR L EFEZASHNBERHEEZER R XTI RS AERS . EEINIRAASRSERE, HRERK
HEMEFEZIERNAMAE, BER "EEFZHEENEEET .

p
1L &F > TA*>"HE S

@ A [ StorageGRID _ A A
© A = DC1 Log Start Time 2021-12-03 n:ie : ij MST
L) |:| DC1-ADM1
- D Brt Log End Time 3071-17-03 ;} : _:1 MST
© g DcL-s1 e
L) |:| DC1-52
@ []oc1-s3 Log Types ApplicationLogs [ ] Network Trace
@ [ ] DC1-54 [] Audit Logs [ ] Prometheus Database
O A = DC2
) D DC2-ADM1 Notes
) D DC2-G1
& W] DC2-51
L) |:| Dcz-s2
@ [ ]Dpc2-s3 4
© D D2 Provisioning
Passphrase e

2. JEREWE R EXX AR R
ERILRIEZF EWEE N R BE N IR O R BB EX .

3. JEHE * FHIARYIE) * #0 * Z5RETIE) * LU BE B &7 B EX 4P EEERIR ESEE,
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4. EERBRWENBEEE,

c*NARFASE Y RAXFRERTHEHRNNBREFFERS. WENBERIRANARER BEH
_]I%Bﬁo

c *HIZEE Y . GEEERRARIREREERNEIZESNAE,

° * MAZIRER * . ATRKIEAHNBAE,

° * Prometheus Database* : FiE T = _EBIARSS BIBY (B 54T,
S. BiE, WAL * iR ¥ XAMERRANG X EWER B EXHRER,

ERLUfEAXEERREHE RERENE IS XHRRENRASIES. ERERGRNER A4S
info.txt MMEXRASEXHFRENEMES. o info.txt XIHREFEBEXXHFEEF,

6. £ * BELEZEITIE * XAMEFHIN StorageGRID RFMVACE Z ST 1E,
7o IWERE .

IRATHNAERES, RGUFMFRARIUER BEX .

ERILUE AR B S USRS ST B B SR EHE,

MREEEEXASANHERER, BRHBERENERIRDTRINES.
8. AEXMHUWETERE, ®EF* T .

tar.gz XHELERIIWE B SHFrE MRS TT RRBvFrE BEXF. EHGH targz XIFH, BTRETRE
—MEEXH)IE,

e
MRFE, EAILAEEER THBESTXXHIEE,

BRI LOESRR * MFR * LIMIBR B S IEM A e RREETE, TREEREXMHE, RoBMbR=a
BEXH)IEE,

Fohfiik AutoSupport JEE
77 EEN AR ZHfR/R StorageGRID R4RViRIA, 0] LAFoifit A B A& XY AutoSupport
HE
FreaZ 8l
* MK TERERIIMASEIREE "0 Web |4 28",
* B E Brootif R R S E At K AL EANFR.
TE
1. %&4% * 45 *>* TH * > * AutoSupport * o
2. N ENETR b, EEFERIER P& BYAutoSupport %

StorageGRID Z{EFAZHALIX AutoSupport JHE., WRZE1HMIN, WSEH * &R * mIm£ LW * &
£~ M * RIGARINATIE * B, MNRBINEM, *mHER *BREEHRAN "KW ", StorageGRID AEBE
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B rIikE StorageGRID AL FZINEENEIRS. SETMETR, S RN EREM4E
StorageGRID EMEMEEEBINZ MIEEA:
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+o)

o+ EP ¢ UBMKRZIEXMEER, StorageGRID Zig (RERZ) BEESE~EMATME,
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BUHEZRIKRE, HEAKER, AREBRT, BUHEEFARIER, HINRSHERIMET RBENER.

tb5h, EHRERAIRERRIERBMEIREIIRE. AZHBMNEMESIXEEBRAZEE StorageGRID 245, &
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ERAEIR,
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* SRR REIREIRR S50 Web 152",
TR AR,
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A LUBIS 3R D1 E 1518) Prometheus 1 Grafana B 5 M. Prometheus & FUWEIEIRRIFFRER
%, Grafana @ T rIfR{LIBIREY RIS
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of
metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

o hitps:i

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE EC Overview Replicated Read Path Overview
Account Service Overview Grid 53 -Node

Alertmanager ILM S3 Overview

Audit Overview ldentity Service Overview 53 Select

Cassandra Cluster Overview Ingests Site

Cassandra Network Overview Node Support

Cassandra Node Overview Node (Internal Use] Traces

Cross Grid Replication OSL- AsynclQ Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Procassing

EC-ADE Platiorm Services Overview Virtual Memory (vmstat)
EC-Chunk Service Platform Services Processing

2. &1 StorageGRID 1EF HFIEHE AT EIZHERETR,, 58T Prometheus 285 HRYHEE,

LB 2R Prometheus R, ZErIUERALLREXI AT AR StorageGRID $ER1TEM, FHiaHI—ELRT(E]
KK StorageGRID $E15RE,
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O Enable query history

Execute - insert metric at cursor - r

Graph = Console

Element Value

no data

Add Graph

@ BIRREE private BIIEFRUEAERER, 7E StorageGRID A Z BRI ES R ETHR, TR
SiTExl,

Remove Graph

3. Bifjinl @& —EAYE]N StorageGRID 1SIREIMFMDRE EMR, 1EEE Grafana 2B FRVHEE.

BRI BRI RE 2 RY Grafana SR,
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Run diagnostics
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

+" Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a
diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts v
# Cassandra blocked task queue too large v
» Cassandra commit log latency v
w" Cassandra commit log gueue depth v

2. ETRAXBESHIFAGER, FRETPNERME.
LB R BB XIS R E SRS RAVFAES. BT TFAER:

o HRE YL WIETRISATIRTS: ERE, EREM.

o *INEEIF * . MRATIZH, WABTERMIRSER Prometheus iAo  (FFIEFREIZERERER
Prometheus %zz Ko )

°*EE . WRAATIZH, WASTRELHRSRERZEXNEE. (HEHTBTHREIZH. )
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O

° *REE Y 1 BREA StorageGRID £2FHIZETRRSHER R, LRGP, £RT StorageGRID
RGPS T RIEE CPUFAR, FIETREHRTERNERENE, RLIZHNBERSHER.

CPU utilization -

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.

Status MNarmal
Prometheus sum by (instance) (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m]})) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus (3

Thresholds Attention >=75%
@ Caution >=95%

Instance 1T CPU utilization 11

Status e
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-51 8.708%
DC1-52 8.142%
DC1-53 9.669%
DC2-ADMA1 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-52 5.000%
DC2-53 10.469%

3. *mhk * . BEFSIIZEERXR Grafana Bl&R, 58T * Grafana dashboard* §5#%,
FIEFRE 12N ER B R It 5%,

ILEENE B RHEXBY Grafana 5B, FEIRGIF, BERTREER, ERERTIHT S CPU FIFZEME
By B 1L AR T3 BV EL At Grafana EZR,

(D ;@&EJLXM * g > TH*>* 1545 * TU@EBY Grafana 2450 FtaiE2M Grafana 8
Ko
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2 Node -
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *
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metrics Cperations on metrics v

GET /grid/metric-labels/{label}/values Lists the values for a metric label

/grid/metric-names Lists all available metric names

GET Jgrid/metric-query Performs an instant metric query at a single point in time

 CHEE R SRR

/grid/metric-query-range Performs a metric guery over a range of time
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System Metadata

Object ID
MName
Container
Account

Size

Creation Time

Modified Time

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

2020-02-19 12:15:59 PST

2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path
9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

*TYPE™: *CTNT", |

“CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAR",

"HAME™; “testobject”,

"CBIDT: "exSB2IDEVECTCIRSlE",

"PHHD": "FEABAES1-534A-11EA-9FCD-31FF@ACIE056",

"PRTH™: “source”,

"META": {

"EASE": {
“PAWS": =27,

W (FEE) HiE
FRTRELNEEFEI NS T U REME. WREERITAEFES.
EEINBES MEHT ANNREFHEES. NREHETE T8> BRTEA > & - TENES.
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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UBEEZER "EXEIMFETRINFAEE". BREUTSBRIZE:

1% ¢ ¢ > TR > * PR
2. R bRt > TR > LDR > TR > A > E

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e

RIEMIERIMER, FRENEFENRESRMEG XEFERTEI N REFFEEITIRORNEIRD, REFHEELEHRE
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TRENEMUE, A5, REFER—RIFRRBIAHBE ZBIELUREER ILM RESEIER, #
BIRNAIRER RN EER T RIGRIENEFMET R Lo

@ BIFHM RIS HREMAEMRFAETRRIBR, UENRIAR. BXIAREELNTRIIEF
MER. BERARZFFER.

* BRI R . IREAEIEIENEHEIRREIEN RS BREHF, N StorageGRID ZHN=IRAER
RIRHEENFERES RER—MEET R ERAUEZRKNF B, IRTEERBIANFER. NS
KRWNRIE— MBI, WRQEMKL, WSHIT ILM TGRS A MIRE I RERRI S,

SARIEIENEEFET R EHNNR, EFSREANTRREFEBPHINR, WROTBEBIMNXR, 7

REF1T/E B3Ik,

EEIELIESRERIETT, FTHEBRAER. TEFLERREIE. BR, MREMNREFEEZ, NETLiR
BEAWIER, UEERMIIEEFET KBRS,
S5EaMIERXNERNER (X5%)

?g%%éﬂﬁiﬂﬂ@]?ﬁii BEE ENFITFNR(ENRASBLERINZNR), B NERIRINBRIFNRE

MBEEWERTF RTINS — MEISTIL A RRTFIIR, NEAE Objects Lost BiR

FHE A WIERE
IMBEBOSIERIN, BB ARITREEET S L ESINN SIIBREE,
T4 B

(SRR REIRE SRR S50 Web 152",

TR AR,

XFIAES
TR UERFET R LA T RAEIERIIEERSR:

* Adaptive : BRINIRE., ESHATRIERERZH 4 MB/ #5010 MR/ (UGB EERNE) -
* high : FHREIGIEARDR, REDESMIEENARTED.
QA YGRS RESET B SRR KRN, AR "5 " WEX, sifkEaRiixmE, 1
IR EEE N BIEN,
Bt
T8 2R > TR * > * Rgiah
2. EFR * fFAETIR _* > LDR* > * ik *
S EEFEERE > E,
4 BEXIDR* >*WIE*>*WME*>*F*,
5

- ERAWIET, @ IWIBERR > 5 5 WIBRR > * BEN *,
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Overview ' Alarms \ Reports | Conﬁgurathn\

Main

@ Configuration: LDR (.~ w ) - Verification

Updated: 2021-11-11 07:12:00 MST

Reset Missing Objects Count O

Background Verification

Venfication Rate | Adaptive i

Reset Corrupt Objects Count 0

Quarantined Objects

Delete Quarantined Objects O

Apply Changes *

() BRIEERBENSSEENAIME VPR WIFEE) SHZR,

6. BF* MAEN .
7. BEERINKRNESIIEER,
a BRECTNR>EHETR > /R
b. FEIIEEP I, BT ¥ B R * # * RAFRBIRITFNR * BE,

NREESWIERME RN RIS, W * HFBNR * $5IRREE, StorageGRID FEIHMEHEH
RIS ATIART, S0 TFFR:

* PNRATLIREN RATIRRTF, StorageGRID 2B A REIECIZE— 1 F&EIZ4S, RJLATE StorageGRID
KGR EIED ILM SRERRVER(E SR RIS,

* IRTERBMNRIMRAF(E N ERHS), WESRFMNRAKRIRF EEREE, HiLk ERNEIRIR
AR R ER,

C. NREZMEFINNRIIEHIT, BRARARSFUBERITFNREZERR -
8. WA R E B RIEL R,
NRE QIR IEFRRID I R BRI H EL, MANZIBRIT A ERBERHENE, StorageGRID @I £
—FET R E R EERSIFR A EBRRIME.
a. JEF *3ZHE > TR > Wigiah * o
b. 4F * FHET R _* > * LDR* > * #&FR4mH5 * o
C. FIIEEREF, mIFERNEIRTFAA (ECCD) Bit.
9. 7 StorageGRID £ HEERBIFNNRE, EBERIFHINRITEL,
a. JEF*SZHE > TR > Wgah * o
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b. &R * fFETIS _* > * LDR* > * W * > * BRE *»

C. i * EEMFHIMRITE * .

d BE*MAENR

10. INREHEARATERRENR R, A LUEERIBR,

C) @%ﬁﬁj*ﬁ%?%i%ﬁﬁﬁi(w%%%)E%ﬁ,ﬁﬁiﬁﬂ% EifrRERX R
EEBNAIR KRR AR =it RS,

a BRI > THE > MREih

b. % * IFfET = _* > * LDR* > * IGiF * > * B2& *

C. HE * MIFRPREAIMR * o

d. &8 * RAEN .

FARHRFENSE?

MNREFENEARIEFET R LS FEFE TSR N REI R ARSI UMEDHIF R, WREFEVERR
PIENSEERS (GEREIERKIE) ; Ak, EFURE—FIIEF#RETELNSE, THEERMNE
R P RER R MR B IERIE R To

S58HITNEERIERE, ERAFHRHHNRETREEL,

MNRFENEZIFIVFAETE StorageGRID FHIB MW RN TTHIE, HRIEREFEEHAIN KRB I LM
RN R B (ERERKAVEIER R T A U E:

*  EFEMEIZE Y IRROBEFINREIENEIA, StorageGRID ZHNARIABIREFMHEERFZHMUERE
PRI, FHETRED LM HEETRAERE, ZHMERRELNRABAE S ILM RE8, EATR
DE—PEIE. RASEMHBE—MHBIALURRERFRVEDD ILM RE&. LHEIZA A SER SMETEFAEER
KEIAHE—IE,

*CBRRRIDAEL Y . RBRMERRRIEX R, StorageGRID 2 BMEIRERARIRA BRER—FHET =
LFRUBRREMFER, MRTEZZRVIAREANERNARLE). ILMBERHEHRNRHS—1E!
7. ERILUERIZEIAE RGBT MIBRRED A F ERo

BITHREFERE
—REIBHBIT I HREFERE(RL. CIZIELE, ERUEEERIENEFET /NS, ST UuElER
— M,
FaZ Al
© CEFERERIMEEIES "0 Web %2R
* IWEBHIPEL root 1 RIIR,

* BEMREBNENEFET RLTEARS. &F * Tx  LEETREK. BRELENTRNTRANET
RETREMERET.

* BFEMRELENT R L * K " BTUTIE:
°© WY RLGRINEZET =
° FHETT RIS
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° MEREHIENFiES

° B ARSI TNEE L I PERIFETI =
° EC EfTE

c GBI RE

EXEIRER, WRETLEFSREERANGESR.

KTFIES
RIEMBFEINRBE, EEFET RMEUREE BT, STRNREEREFILAIESR

8o

—RRRBIBIT—MEL, B UEEZESNMEET 25,

p

1.
2.
3.
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WERR ¢ LR > RS T > WREFERE
PERE ¢ QMR * o IERETREIBNREERERLRAS.
ERESBERIINENT R, BEFMERINTR, HEFIIFEF Node name* EiEiE,

ERILUR T R A MRS ROH TR

S

[

SRR EAREREI AR T Ro

rirte S =

HIRFHBITREFE—NHZ N E, ERUERFEERSHTREMERS,
BNEENETTRIERES. BEFIITEFR FEE ERE.

R ARG

WEEREAL R — B,

—HIHERIRTHEXN REFEREFMERN N RTHIER 22K,

° *ERUAR * 1 E—NIAR ERIEM A TEUERIA,
c* R -2fF . BNER EAERNITTHERIA.
e it FRIN) L BN UAR ERARE = T EUERIA.

BX—BMENRFRES, BERRTHGRE.

WEFR AR
=&

EHIEERNERE, EaILUEE * E—F * DLEIRSHPH E—F UEHMERaNERE,
RS ERHBITHREEREE L, BEHRUTERZ—:

° YR FERK.
© EFHEUEEL, ERILUMEBEFHEL. BFRaEMREEIUEEL,

BRI

o fRlk(RLE, HEEIREA * WREENEEFEL * EiRk. BRANEIRIEENEERIEHITIENRE.

° fRIARIK. % * WRFERERW * Ef. RBAERIEENEERIFEITRF



© WFPEER " RSTAA " & WERSREIE s T HE, —HHE, MERENSSEEIEL,
()  CIRERESANREEREREEE RS,

10. FERWIETTRY, &F * ARl * EH+, HiZ TRV REIREE,
IERTRO—IHZTHEBRNEFRINRNZTAURRDI T RBBI R E K
MR MERYER DX REBIAEAT 100 , MAJREFEFMET REFHERYREHEA -

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
‘ H-isr;i\;g ﬁ.l.lic.ctcoui-c.-s.a.ercctc& 0 0 ’_‘I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node = Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,12 Data Center 1
DC1-53 0,1,2 Data Center 1

N Rl SEmfE, RITIEMEMFRFRE:
° WIRMBIER DX RBIE AT, NARLIEAER. THEHAITEMENE,

° MRMBER DR RBIFSATFE, HEKRME * WREKX * Bk, WRSKSEBEFRARDHEIZ. WIE
BECEIEEMEARE, UBLERRN I REIAIS AT,

© MNRLNEER DB REIFZATE, HEEME * WREKX * ik, WHIETREMAIREIR IR, B
BRI o

o R LAEAgreptREXLLSTERIZEERIAEERZRNMREIA: grep LLST audit file nameo
IR EP B RXUTFH HAEELNHR", BEXNFEERNIREIZE LLST AR OLST.
12 NREREEZR T BIES—HEHEE /TS, BERFAN=FAURSTEIE—SE, RAEEER
& L EMETIEL,
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9NE StorageGRID BEEIAELHFBEENT RMELMTHE—HLERR 4, WEHSETIELTESE
IRHERFRIRENRAMNREID, HEBMRAREPEMIREIAR, WEFEITELFIRERERXLRIA,
a. &R P > WREFERE * > ELAFIER .
b. HAEMPLEAE B ERT EMIEIT:
i BE * LRE 5, BE=AfsTHEL,
i, 3 FXLEAEL, FFE—ET PP RRRIE R SR 2 P,
C. R EEIMEITHNE MR NAEIRE, AFIEE Rerun*,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
Ifyou have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
|l J
—
Nodes (valumes) Missing object Consistency . )
JobID Stat - — e Start ti End t -
= e o IR = -] copiesdetected @ ~  control - i@ S L it & ]
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53(3 {3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
DC1-53 (2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) [i] Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

d ZEMETEIESH, EEEETRMEUR—HEES.
e ERFENEITRLE, BkE * EMET .

HEB R B AR EART R, EHERRIPRE (R ERISTE RIS m BV — BRI TR — MELEIETT. FAER
oy * AR FL * FEIIL T RIGRLEIEL ID o

SERIE

RGN HIETEEEMUE, 1552 * 35 > TR * > * Mg "> x> Z#ETHxR _*>*LDR* >
*IOE > BCE > HIRERIEEARE, FRRIESKNEME EFMENREERERYE, HEELI
EfARE, RIREMAHES BE T A FHESIEZERBIREL,

XSIME M RARNKAKERHAITHERER

WMRBF ZIHHITHIEZ ER 53 Put ObjectiR(EiBiZ S3A/NRHI5 GiB. M=ft%"S3 Put
Object Size Too Lig"Z4R.
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FHaZ Al

s BEERERIIMREIRR L1580 Web J 528"

* BB "HEILIENR",
FAEMLEP EAARTS GBRIXNR. UEER URE L Hi@kl,
gl

1. 3 Z|*configuration*>*Monitoring*>*Audit and syslog server*,

2. MREFFHEANER. HHRHEZEE:

a. #IN ... ssh admin@primary Admin Node IP
b. #NFFIHIIEERD Passwords . txt X

C. WA Tar<tI#EIroot: su -

d. SAFRFIHRIERD Passwords . txt XM

Plroot AR BMMERE. IRTAFEMTR S to #

€ BN ...cd /var/local/audit/export
f. W E WA P IETEFERAATS GBI R,
i. 3N\ ... zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]*[5-9][0-9]{9}"

i. WFERPHENFIDES. BEE s3a1 FRUREHEFIKFID, #AESFNEMFERESF
i TFAED BRI RERBIIPHIL

(¥ Description
SAIP JEIP

S3Al #HFID
S3BK FEDEE
S3KY R

CSlz RNEFTI)
HiZzAEE R
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audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3 MREFIHEANFREE. BERAERTEF IDFRIFRES

a. ¥F|*support*>*Tools*>*Logs*, WEEIRPFHET RNNAEFEE. BEZREIF157 %,
b. IEEXX 4 H#E bycast.log:

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. EHEHRHEE method=PUT HEFRER i clientIP Fo

Tfilbycast, log
Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S$CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. BHFEFZRAPUTRA/NAS GiB. HXHAT5 GBI REA L7 L%,
o MRNARFEEN. BRRER—F,

X ERMNERBII R THEHR
X ERFNERRBI IS RIAEHITHREERR: B

AL T ZMHRERRORENR, SENEF RN BREFERANK, MEGRNREEETE
BYIE, LM BTG IREEE T R E R R R TR,

StorageGRID RAMEMANKTTHIBFRIIER BRWENPMIBRINR. MEIETEBERRIIFRHOE
#, NRFRZRNAAPNEBUERRZHRNB— N, FHRE LM RIEEE—FAN, BT Rz
KOIRF P RES B,

SNRUIZRATI, StorageGRID RFFEMR VAN REIAF. BN, RFERKMEL * WREX * ik, WMTFFR
* WFERIEIE. MRLZERESZ—TEIE. WSBXRRAAER. HREER.
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* WTFEMERRENEIA, MRTEMFURLERLREIE. WESHIMEMUERRBIAZE. ERQNERT
AYBIZA(ECOR)BMHEZIEM—1o MRKLEIEMEBIE, NZARLER.

BN ENEEMRE * WREKX * iR, UAEERRNRELZERE , HHENKRESNATFREMET <503
TRA, HEIFREATR. FEN "HEERHIHR

MR KBTI REIEERER, WAFERERRAGR . B2, BUOMBERRANRITHE, UHLEENER
IR FREMAFBIERN R BB N "EEERMERZEIN ST

HEERHIRR
SR YmERERN, STIULNEFPE. BEZEMMRIVEBHEKRRRARZ .
Fiazal

* BT EREREIWKEIESS "SI 15587 Web 315
s ST E B ERIA IR R.
s IBNER Passwords. txt X&

XFIAES
" WRERK " EIRFT StorageGRID INAMEFZB W REIA, HIEATEREXKAERK.

TEMAEERNNERER. ERIeRERIGERUMLEH—SHIERR, EFELEBERT, NREILENREEE,
WUTﬁEﬁEﬂ%LE%%E’Jﬁ%O

p
TSR TR
2. R FHETR > WR
3. EEMRITHMERPETHELTRINEE,

.H.

IEEF R T RTEE S StorageGRID RFEHINEIRR DRI R 588, %fE=E LDR #1 DDS ARSS %L
TE?%Zﬁ%éH#FE’Jz?é'&i?f%i‘l‘*&%%Z%ﬂo

241


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 18B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0.600B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

08/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

4 NEETR. "HHEZES BREMR WRERERONRHE—IRRTF(UUID):
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a. FRIIMETR:
i NI TF®%: ssh admin@grid node IP
ii. SMANAFFIHAZERS Passwords . txt X
iil. NI T anSt#Elroot: su -
v. ENPFIEBIZERS Passwords. txt XHFUroot AP BMBERE. IRRFHEMERN $ to 4o
b. B NEZATFAENBR. M ...cd /var/local/audit/export/
C. i3 grep IREXMREKR (OLST) HHZHE. WA ... grep OLST audit file name
d. ig THEHREEH UUID &,

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]




- fF ObjectByUUID < LURIRIRFF(UUID)EHXMR. AGRHEHMIBEESFENXI,

a. Telnet 3 localhost 1402 LLiA1A] LDR 1£&14,

b. %\ ... /proc/OBRP/ObjectByUUID UUID value

EE—NREP. 2XER UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 FH THMIE,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {

"PAWS (S3 protocol version)": "2",

"ACCT (S3 account ID)": "44084621669730638018",

"*ctp (HTTP content MIME type)": "binary/octet-stream"

by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

Yy

"CLCO\ (Locations\)": \][
\ {
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"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'}1,
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

EEZNREIFH, EXNR UUID 926026C4-00A4-449B-ACT72-BCCA72DD1311 FKRYNHFMAMIE,
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. &% /proc/obrp/ObjectByUUID B9, FREVFERAVIRIE:
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TCEHRE i
FIKEIXR (error" : ™) INRRIEINR, NIREFHR "error” @ ™,

MRRIENMHNR, ERIUEE * ERBNR * HHRLUBRER.
ERDI RETR IR EWA EMIFF.

IZ>0 MRMEPHIET —EAE, N * WREK * BIRABENIRK.

HBIANREE. ERBLPIILAIT R ID MXARZHIAN R M
UFFIHME.

(FIREP R "[EE I RAREERIIN R NMBNAERAT R ID B
EWEET R )

MRWREFE, EEILUEE * FRONR * HHLUBRER.

fir% = 0 RS PRTULEFE, MLHRTERER, TAUER 12
R P L PUT ST 2

RAXFARSBEREHERT EEETEREMERESRE . 55
WEXNER "EAMNBEERESERNREE" M "X REUEER
BEFEE"

RERHTRAERRBITR

ARESKEIHEREMAE " WREKX (FEXR) "Rk " WREX " EiRABEEHETE
EXRBITR,
VAR, =P

s EBFHIRMRNEAEENRBUUID "HEEEXHFR,

s &1\ passwords.txt XH&F

KTFUAES

TR LG R IR D B TR HMUBEERERNRNERBIF, ERSHBERT, HABERIHNR, E
B, AREBRT, MREILENREER, NrAIEEREBIREIFHERERNEFNR,

(D) BHABREBLUKGEXIRESE WA,

-
1. FEET AP, EREZEEUERATENMNRAE:
a BFRIMETA:
I MIANLLTF®<: ssh admin@grid node IP
i 3 NP5 HAYERS Passwords . txt X5
iii. NI TSR root: su -
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V. BN HEER Passwords . txt XHLroot AR BMERE. IRFHIEMER s to #o
b. EANEZAEAENBSR: cd /var/local/audit/export/
C. i grepiREY "SAIEEERRIIM R KBV EIZLER" FEELXF ML XH. AN ... grep uuid-

valueaudit file name > output file name

a0

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages about lost object.txt

d. {FH grep MILEAIHSXHAHIRERELME (LLLST) BHiZEE. WA ... grep LLST

output file name

fB4n:

Admin: # grep LLST messages_about lost objects.txt

LLST BZH S R MUTF U REIE S,

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL

SM]
[ATID(UI64):7086871083190743409]]

€. £ LLST ;& 274k 2 PCLD FE&H1 NOID FE%,

YNR7EZTE, W PCLD KYENHE LR D EFIMNRBIASHTERZ. NOID RFIEZFAIREHEIN REIAR
LDREYTR IDo

NRFLEFIWNRUE, EEIRERBIERIZITR,
a. HESILDRTIRIDXEXIFET R, EMBERSETD, %R * X5 > TR * > Wighit . AR

1%&¥E * . Data Center_*>*, Storage Node_*>*,

LDRERSH T RIDMUTHREERT. EESIEFHETRIES, HEEHREIEL LDR NEFHETRA

2. HENRERUTHIEBPIETHEFETRL:
a. FREIMETR:
I MALLTFE<: ssh admin@grid node IP

ii. FNFPYIHAEDD Passwords. txt XM
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iii. NI TSI Rroot: su -
v. S NAFHAYZES Passwords . txt X

HrootAP BIERGE. RRFRHMEN $ to 4o
b. HENRHIXHRZREF Lo
MNFNRIIXHERE, BEEMA LLST BHiZHEHR) PCLD {Eo
a0, HA:

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'

()  meom BAsRRXHRERES|S3IRRINE T ARHTH.

* NRRHEIMREBIZ. WNRKEEKR. TEAERIRESE ER, BERARARZ .
" NRBEFWREEZE. BRERIT T, EFUSRREHREIBNRIEZRE StorageGRID o
3. MNRHEIWREE. BRI RIEFEStorageGRID

a. MNE—NMEETHRF, BERNRXXEHIFEN, LUERHEED StorageGRID #1TEE, HIAN ... chown
ldr-user:bycast 'file path of object’

b. Telnet Zll localhost 1402 LAifiA] LDR #E41&. N ... telnet 0 1402
C. BN ... cd /proc/STOR

d. % ... Object Found 'file path of object’

fFgn, N

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%S#3tNG"

& object\_Found B8 RAMBENNRIUE, EXMATEINN ILM K&, ZREESIRIERES
FREVIETE BB EfthE 4N,

MRLEIFFRIEET 2 A FRVURES. BB REH ZE RS FEANIRSHEET
= BXWRMEEENIZET =AE[A /var/local/rangedb BRH, ARG, [B)dHEA

Object\ Found fi<,

" MRTEERFMR. W Object\ Found BFLEM, FHARRAZ
" IRV RERINERE StorageGRID , MEER—FKINER. F140:
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ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.

First packet of file was valid. Extracted key:

Renamed

'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

YT —5,

4. NRXWRELINIEEEStorageGRID « FWIFEEESIEHUE,

a. &N ...cd /proc/OBRP

b. 38\ ... ObjectByUUID UUID value

LU TFRAIER UUID 9 926026C4-00A4-449B-AC72-BCCA72DD1311 IR B MIE.

ade 12448208:

/proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

38186FE53E3C49A5
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgA%#3tNG'

to

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBR0O00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"

by
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"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"
by

"AWS3": {
"LOCC": "us-east-1"
}
bo
"CLCO\ (Locations\)": \][
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"

\'},

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. M LDR =HI&E . WA ... exit
S ZEETRA, HRMWKRH ORLM HIZEEMEZAE, UHIMEREHARERE (ILM) ERIES
HEEIZ,
a. EFRIIMETSA:
i AL T#<: ssh admin@grid node IP
ii. SMNAFHIEMZR Passwords . txt X
iil. FNLATErS IS lroot: su -
V. ARTIERIERD Passwords. txt XHLroot R BMERE. RNFFEMER $ to 4.

b. ERAEZAEMRENBESR:. cd /var/local/audit/export/
C. {£F grep BE5XNRXBMEZH BRI EMEXHH ., WA ... grep uuid-

valueaudit file name > output file name

40
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Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

d. {8 grep MIELEIHE X HFREBSAMMEHE (ORLM) BH#ZHE. ¥ ... grep ORLM
output file name

f5an:

Admin: # grep ORLM messages about restored object.txt
ORLM ER1Z%7H SR T LR BIH So

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. TEEIZCHE FHE LOC FE.

WREE, NE LOM 8y CLDI{EAT = ID MeIEXREIEHE ID, IWEEERENA LM, #A
BEMERIENMLE QBRI REZ,

6. "EFEEZRMEXRNWRITE ERMREEREDR,

EERRMRKEI RITEL

7£IAZ& StorageGRID %au#hﬂﬁﬁﬁlﬂiﬁ’]%%ﬁ% BRABZKARENERERZE
, BAILRERNREBIENEZEENZ

Feaz i
* MNTEREREIWMREIESS "S2158Y Web 14
BB B ERIH RN R,

KXFIAES
TR UMUA T E—TIEEERRAINRITEEE:

CrEFFr > TR >R > iR > FETR > LDRY > HiEEME T > R >
C > TR > REIN > R > FET R > DDS* > HiEEME > Bk >

MTFREAER TSN M * LDR* > * #iRfFhE * MEEEITEES.
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TR
T8> XF > TH > Wk~

2. WFHI ™ WREK " iRk " BX " ERNFETR, BF MBS > FETR > FEETR >
HiEEhE > BRE

3. R * EEERRNWRITE

Overview Alarms Reports | Configuration |

Ivigin Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

4. BE - MAENR .
EROMNRBUHREEN 0, HE * WREK * EMMELERGEIR, XATEFE/LDHRIEEL
°. HE, WAIUBEETIRFIERINRIERAERBIEHHMBAXEMLE,

a EFE* IR > FETR > Y LDR* > * #ERYRE > * BCE ¢
PR * EEIRERNGHL < M EERNEIRBRITRIASITHEL .
B NAER .

EE IR > FEETR > DR > Y RE > Y LB o

e & * EERDINRITER M * EERFRNRITE

f NREHEFFTERLENONSR, ATLER RIREIRERIN R

o

a o

ERaRIERAIEHINREIRITE, KeIZRENNR, EAZHIERT, StorageGRID ZHNE
IR R, FETURMBIREENNR. B2, NREE * WREKX * BIRIERER, KK
XFF R EINRRENNR.

g B AT
BE - NAENR G, URRE/LOWHNEAEEERT.
XA R B B BIRFITHPEHR
WRBIEFHETE * AEERARESTEFET R LR TEFENRIENTEE.

FHEZ A
© ERERE REIRR SR "5 Web 145",
© EEE EEBTR
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Storage Used - Object Data @

100.00%

75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
A Uised: 171.12 kB

25.00%
Replicated data: 171.12 kB
i 4 = Erasure-coded data: 0B
= 2490 1440 14 = Totak 310.81 GB

== |lsed (%)

6. EEER L AR EiE A e EE R E R TFEERIE R,

55— ExE'JIETJP\]E’Jﬁﬁﬁﬁﬁﬁ%ﬁﬂﬂz,@Tﬁ@ﬁﬂiﬁ%#ﬁﬁﬁ)ﬁﬂ’ﬂﬁﬁ%ﬁﬂ%%, HEPTEMEIT T RRIRZEA
RERESZ KB A BRI 2HINTS.

7. IBRR "ARITFEE " RN,
TR UM EFET RRINEEE (LUN) , BRI LRI E T =o

() sxumEs, B0 EEREEETA

BXER
"WFEIRS(SSTS) ERHAITHRIZHR(RE )"

MHERBUKENE R ERHITHRERER

INRITFEEKEMERBENXIE, NAJREFRERAR * (RRBUKENESE * Ef. WRATHE,
BNEH ARG LU RERMLE,

TERAIRRAER, X=1 "FHESEKE" ALBIKE &#8212 ; NATE M EET R NS NMEESNERER. M
StorageGRID 11.6 718, A LURIEFMET R/ IESNEN B EAE N EFHEEM X LEKE,

FH4RZ|StorageGRID 1.6 ESMRAH. HAKNRRMREKENZBNATREEES. BFRiEREUTE—
FF:

* BHRKRRECEE, MRNATMUBIKED, NWEEEZMHE. EXMERT, StorageGRID A=E
BUKEMGE,

* R EREAEFEEESKENEENBENE, StorageGRID AERMMEBEZEBEE XKEZE, BZ, N
RENFHEERRIFKEINEEXELXR/, N StorageGRID AIge=ft A * KRR BKENEE * iRk

BN

IR

FREIR
INRMEFEEKENMERBEXE, WA ITRENMEET RERA * BRRBKENEE © ko
BNEREFIEIET © FHEENRBUKED * WEEXENTZEFET RERIMLLE. NREHRSERBENK


https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/expand/guidelines-for-adding-object-capacity.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/managing-full-storage-nodes.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/what-storage-volume-watermarks-are.html

B, NE#ETRARIETETERNENERTET, ARTRLTetTEIIRFRT. INRRFFEN, &

LFtES R ReTiA R (BEIEE) o

BN, RISEERER * FEEMRIRKED * BN 5GB ., L, {Rig StorageGRID EREMHET = A BT

MEESITEL TR E:

%0 12 GB
51 12 GB
$2E 11 GB
E3% 15 GB

NEETR AL - RRVUKENER * £, RACHBEENKE (5GB) NFizThRPPMEENR/IMLKE
(11GB) - MRHASEABENIRE, WP RARSETETEFNENBERTIET, AEFLedEIR

fRRER

SRR T —PHED * RRABKENES * iRk, BHITUTIR, REHHEEEREESOKENRE, HE

REFIRERANNIRE, BIERMAEAER, BAIUERXERRH,

FHAZ B
* ZB 52 StorageGRID 11.6S B S ARAHIFH
 EAERE R EIRREIRIE S Web IKEE,
* {BEL root IR

KTFUAES

ERILUEE I B E SOKEMK EEFHAMBKENBERMAR * (RRBKENEE * Bk, BR, WR—IHZNFE

TRETEHIEERHFRN ILM 23X, NNVEAEERUNEFEKHREERElIREE R 2.

THERE R REIEERER
p
TEE* TR "
2. JWFRMEFNE LR, BATRYIR.
S BES MRS N EFHET R * NRHIEER * 7T ERNBE D HE,

255


https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-117/admin/web-browser-requirements.html

Nodes
View the list and status of sites and grid nodes.
Q Total node count; 13
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ = -
StorageGRID Grid 61% 404
~ Data Center 1 Site 56% 3%
DC1-ADM Primary Admin Node 6%
DC1-GW Gateway Node 1%
@ ocisn Storage Node | 1% | 3% 30%
€ Dci-sn2 Storage Node 25% 3% 42%
& bCa-sN3 Storage Node 63% 3% 42%
& Dci-sng Storage Node | 65% 3% 41%
4. MRFFAFMTRREESHR (BIE, FrE * EEANNREE * BT 80% ) , WAILFHERE
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-
1 EE > THR*> IR,
2. 7£ Prometheus 35, EFEATFIHIR Prometheus B REAVEEE,
3. EEFEIMNMR/INRIIRKED, BRANLLT Prometheus 81T, ABEER * HiT* !

storagegrid storage volume minimum optimized soft readonly watermark
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Storage Options Storage Options Overview

; Updated: 2021-11-22 13:57:51 MST
Overview

Configuration

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Storage Volume Read-Write Watermark Override 0B |1
Storage Volume Soft Read-Only Watermark Ovemide 0B |
_Sterage Volume Hard Read-Only Watermark Override 0B H
Metadala Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 3082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083

MEFERS (SSTS) ERFHITHIEHR
NREFET RN REFENRTATERNE, WSMAFERS (SSTS) ik

FHAZ AT
* ERTERERBIMISEIR " Web 7452
* ERTRERERBIEIR,

KTFUIAES

LERETNRPEN S LN ATEEREFMEERRBIKE (*BE > * R4 * > * F#Em *) WEUT,
SSTS (THEIRE) BIRIGERAMEH %K.
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

Han, RIREFEFEESRIIRKENZEN 10 GB , XEHRIAME, IREETRTHNENEEE LIRS
10 GB , NI=fitk SSTS Eik, MMREAERE 10 GB HEANTATIE, NAEHEAEZER,

NREMM%A SSTS TR, EAILURIRLI T BEE IR T R0 il iR

p
18R~ 28 > Bk (FR) *> HEiER
2. MBRSS5IH, E4ES SSTS EMRXBMEUEF L, TRMRS.
HEB R BRMAR IR DT EHRET R EREE T R MRS BSERNE R,

| overview I Alarms ']Li Reports || Configuration |
4 1! L kb

BRI

| Main History

Updated: 2018-10-08 12:52:43 MOT

' Alarms: LDR (DC1-S3-101-195) - Storage

Severity Attribute Description  Alarm Time Trigger Value  Current Value A
tnsufﬁmnm Free 201%-10-09 tnsuﬁ'lment Free |nsufiicient Free
-
—lm SS8TS (Storage Status) Space 12:42.51 MDT Space Space
~ SAVP (Total Usable Space 2018-10-09
O o) Under10%  wapsympr 7% P %

W_-____—
Apply Changes *

LRI, BEEMEMMA SSTS (FMRE) M SAVP (SRA=E (BAL) ) Bk

@ BE, SSTS Bkl SAVP EiR=Fifit%; B2, EERNMAXHENEREURTLL GB

ABRMUBKENREM B D LR SAVP ERigE,

3. EMRELFRIATIEIE, 1Bk * LDR* > * fZiE * > * #hk * , AEHRFSTATE (STAMP) B
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| Overview H! Alamms

Reporis

"-I: Configuration '

Main

v

Overview: LDR (DC1-S1-101-193) - Storage

Updated: 2018-10-02 12:51:07 MDT

Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164 GB B
R e st B
Total Usable Space (Percent): 11.937 % mHS
Total Data: 133 GB B
Total Data (Percent): 84.567 % B
Replication

Block Reads: 0 |
Block Writes: 2,279.881 Z
Objects Retrieved 0 =
Objects Committed: 83,582 |
Objects Deleted: 16 = |
Delete Service State: Enabled =
Object Store Volumes

D Total (Available  Replicated Data  ECData  Stored (%) Health

ooog 4.7 GB 2593 GB i 462 GB M0B ) 84.486 % Mo Errors = ]
0001 547 GB 832 GB 4463 GB Mo0B fH 84644 % Mo Errors =59
nooz 547 GB 836 GB | H 463 GB OB 5 84.57 % Mo Errors =17

ELRBIR, WEEDSLE 164 GB FEIFRE 19.6 GB AlA, HEE, SIHER=TMNEREMEHN * /1A
*MEZHM. ZFRLfitA SSTS £, REAX=AEFHEEPHNES NSRRI ATE/NF 10GB,

4. BT HFEE—RNERNERER, BEE - kRS &+, ARSHIEE/VNERNETAZE,
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage

S MOCYIMMIDD BHMMSS
Aftribute: | Total Usable Space il Verfical Scaling: |« Start Date: [2019/10/09 12:00:00
Cuick Query: | Custom Query v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (GB) vs Time
2015-10-0% 12:00:00 MDT to 2018-10-08 13:10:33 MDT
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FURAIS, SRIAXEALRM 95% TR 10% MU Lo
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-S1-101-193) - Storage

R - " MOIMMIDD HHMMSS
Attribute: | Total Usable Space (Percent) v Vertical Scaling:  |#! Star Dale: [ 2019/10/09 12-00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (Percent) (%) vs Time
2015-10-0% 12:00:00 MDT to 2019-10-08 13:10:33 MDT
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404

30—
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10+ I |
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6. RIBFE. "HINEFHEE"

SiEEN "EEREEFETR"

TGRS HBREEHITHRERER (SMTTT )

?g% FEIRSFSHERXETERZIENER. WEMNRERSFRASEFSMTTE

KXTFULES

fFan. BMET ARG RN EFIZENE R A X BREENIKR. S3ZEH LEWAILIAL. &, WRTHE
T, WAIRETLEZIZB X CloudMirror EHIFTES.

SMTTTEREESRE—1TEMHEE. ZHEEIEY: Failed to publish notifications for bucket-
name object key BHIKMHRE—THR.

EMHEHBMESERTIL /var/local/log/bycast-err.log HEXH. 8N "HEXHESE",
FHFEMESR, BEEN "WTFaRSHTHRERR . BogeRE "MNEFEEERFREF" BT 8RS HEIR.

TR
1. EEFER, BERE TR >R > RRTR > B,
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2. ERINHEEF LREH
EHERMSEDFIE /var/local/log/bycast-err.logoe

3. 1% SMT EIRNBIRENIES B IERIFER .

4. mFCBEEMHFITE .

S. B KREEF SRS EENMRBREF,
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TCHIREER R EIR
WRALA * (RTTEIEEME * Bk, WAIURINFFRIEMET =

Fraz Al
* BREREREIMNSEIEES "2 Web J%EE5"

KTFUAES

StorageGRID ZESMFETI RBVE 0 EAXNRTEHIEINE —EHERNTE, =B IISLFRR

8], F4A
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Volume 0

Object space

Space required for
database
operations and
future upgrades

Actual
reserved
space for
metadata
Allowed
metadata space

\

RN RTTEE S A EEEI T HEFr R ITR R ERE. NEIRFEIRIER T ESRET. HRAEHR.

TR SRS N EET SN R T HIES 2" BRSNS IRHTELAEERZ e T UELE,
StorageGRID f#F LT Prometheus $ERREE R FHNTHIBETEINAE:

storagegrid storage utilization metadata bytes/storagegrid storage utiliza

tion metadata allowed bytes

it Prometheus FXTUAEWFESIER, itk * RTHiEEME © o
PRE D NRTBIEEEERAAITRITEIETERN 70% HEZ, ENRIRFIFIFET R0
*EE D WRITHIEEEERAITRITTEIETEIR 90% HEZ. BT RNRIMNFAIFIET R

o ==

@ HWRITHIEEAIO%HES AT THIET @, ERRLEZET—FES. IRETRI
L5, MBI ENAINFREFET Ro BREATFNRTHIREREIAF=IER 100% -

=R

C R WRITHIEEEER 100% HNESHARIFTHIETIE, HEFRSBERBIEFERIEFIENT
&, EHIUSIERMANFINR, HEBIILERINFHEET R0

FEUTRAIF, HRTHEERNTHEZEEI AN 100% . XE—MHTERBR, SSBEEFEGTREX
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R T EIEIR,

The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node

DC1-52-227
DC1-53-228
DC2-52-233
DC1-51-226
DC2-53-234

% Used
104 51%
104.36%
104.20%
104 .20%
103.43%

Used
6.73 GB
6.72 GB
6.71 GB
6.71 GB
6.66 GB

Allowed
6.44 GB
6.44 GB
6.44 GB
6.44 GB
6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.

®

p

NRE 0 BIR/IVINF iR

fif * ERATRE /o

T3~k > YAl v,
2. MRFE, NEIRRDPEF * RoiEFE - TikE, ARERESENREER.
3. BEREIRMEEFRIFAER,

4. MNRAK T FEFKREN * RTEUEREE - BR, BRITH RUIZENRIIEFET <o

®

B=EIEFMEET (G0, EIEEFHESR) , MR - RT8uERE

HTF StorageGRID ZESMNERRBAEN RTHIENTERZA, ELENMHEOTHIES

EX&

NG RV TTEIE R ERE. MRFEE—NERANNTHIESE, WENAMNTE

AE "V REMEMIER" HMESRENEFET <o

WITH RS, StorageGRID ZRIMANRITEHIEEM D RKEF TR, MMIEMMEHIRETHESE. T
FRF#EE, BiEk * RTiuEEE © ko

Services (f§53): IR7S- Cassanda (SVST)Z4R

fRS5: IRES - Cassandra (SVST)

StorageGRID BITTEUIBTEE.

a2z Al

ERIERIENREEENFET S EEE Cassandra #E%E, Cassandra FA{E

© EUTEREREITS GRS S Web HIME,

* B EBRERIRRER,

* IBNITNER Passwords. txt X4

KTFUIAES

1R Cassandra (FLE#8T 15 K (40, FETREXA) , WETSMEBE, Cassandra FIEZB5.

7 Ny 2 Y m'E/
BIATRNZ

MR DDS BRSZEE Cassandra $3ERE.

R "B T2 SRERNE XMAE S ETPRSHIEINE S

@ NRW N E Z CassandrFEERSEXABI 15K, IBRAKAZR. HERBHRERITUT

p

L
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WERR * SFF > TR Y > W o
prirs = I

IRAIEREMA SVST Eiko

IhR > FETIR > SSMF > RS > Bl > £ LIETRER.

_ ﬂ"__mi“.'_..l Blarms | Reports | Configuration
#ain Histary
* Alarms: SSM (DC1-S3) - Services
Updated: 2014-08~14 162538 POT
;“-WES:!:_INEMH mmﬂﬁfﬁ—’l#mu Mot Rufining - NotRunning: r

"SSM PR E T " TIEIEE Cassandra KRiE1T.

Alarms | | Reports

| Configuration |

5
| Overview I
| hain

Updated: 201703-30 00:53.53 MDT

Overview: SSM (DC2-S1) - Services

Account Service
Administrative Domain Controller

Distributed Diata Store (DD'S)
Identity Service

Keystone Service

Local Distribution Router (LODR)

Server Manager

Operating System i
3.16.0-4-amdi4

Services

Service _—

10.4.0-20161224. 0333 803cd91
10.4.0-20170329.0039.8800c ae

(ADC)

4.6.12-1.byc.0-
ekl 20170308 0109.ba3598a
Content Management System (CM3) 10.4.0-20170220.1846.1a76aed

10.4.0-201703259.0039.8800c 2=
10.4.0-20170203.2038.2457d45
10.4.0-20170104.1815.6e52138
10.4.0-20170325.0039.6800c ae
10.4.0-20170306. 23039649 af

Running 5@ 7

mH0002% M 12MB [
Running 5] @) 52 F9014% [63.1 MB

Mot £

Rﬁmmge,u 0% o8B e
Running 5 € 18 90.055 % 59206 MB 19
Running 51 104 F§1.301% 76 MB [
Rumning &) 6 0% [B75MB §
Running & 5 EHO0% E§7.77TMB 6§
Running 5§ & 109 10218 % &5 956 MB 5
Rumning 218 4 [358% 9191 MB

3. [[restart cassanda_from'the _Storage_Node]|=i{ M\TEiETI R EFf B shCassand#i :
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BRI
L AN TRY:

ssh admin@grid node IP

i. MNPHIEAZE Passwords. txt X

ii. %5 N AR 8p 2 £ Elroot -

su —

V. ENFFIHERIZERS Passwords . txt X&FLroot AP 9%

b. A ...
C. YyE Cassandrakiz{T. BEHBE:

/etc/init.d/cassandra status

< RTRTTRMER S to #o

/etc/init.d/cassandra restart



4. YN Cassandra REHFEHN, IBHE Cassandra BExFZKAtE], R Cassandra EXHEE 15 X, N
WNEE Cassandra $#U3EZE,

@ RPN EZ P CassandrBIEERSZ EXA. BERAKRASS . HEFRBREHITIUATE

Ko

A LUBIE 4 %) Cassandra BIRE{ZEE servermanager.log X{43RHME Cassandra B X% K],
5. 44| Cassandra B3R

a. EF*FF > TR > WikHhih * . AFERE R > FETR > SSMF > RS * > T iRE
*>rERY,

b. %% * B * > * BRS: IR - Cassandra* ,

C. WF * FFEEEE * , BRWAELET LR 16 RBIEH. XTF * EREH *, WAHFTELE.

d gFE B,

e. WREFRER Cassandra XHBE 15 K, 1EER Cassandra #IEE,

LU TERTRFIET Cassandra EXHAZED 17 X,

vervigw | Alarms | Reports 1'-; Configuration

Chartz Taxt

Reports (Charts): SSM (DC1-S3) - Services

. O DD HA MM BS
Attribute: |Sem1::es: Status - Cassandra j \ertcal Scaling: [ Start Date: |2[}1M[]?;1.—.1. 16:49-35
Quick Query: | Last Morth =] _Update | mewpst End Date: [2014/08/14 16-49-38

Services: Status - Cassandravs Time
2014-07-14 164538 FDT 10 2014-05-14 15:42.35 FDT

Runring

] L | 4 Il L !-.

Mot Running-H f } } } } 4 }
Jul 15 Jul 15 Jul 22 Jul 27 Jul 21 Aug 4 Aug 2 Aug Lz
Tlme (cays)

6. BEEFET = _ERY servermanager.log X1+

a. FREIMETIR:

i MALLTFE<: ssh admin@grid node IP
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i. E NFBF|HMIZRS Passwords . txt X5
iii. N T ap iR Elroot: su -
iv. S NFFHEAYZD Passwords . txt XELrootBR BMERG. IRTRFTEMTH $ to #o

b. i\ ... cat /var/local/log/servermanager.log
AT 2R servermanager.log XHFRIRA.
1R Cassandra BEXFiBid 15 X, N servermanager.log X#4HEERUTHEE:
"2014-08-14 21:01:35 +0000 | cassandra | cassandra not

started because it has been offline for longer than
its 15 day grace period - rebuild cassandra

a. iRILE 2N BB ERBR S B HNIHBBRIXERN BN Cassandra BIBTE] MTFET R EHEE0
Cassandra.
Cassandra AILIEZ 1M &E; BRI EIRHNFE,

b. 41 Cassandra EXHFiBIE 15 X, MARERE Cassandra HIEE,
BXUHA, B8N "BEET S MERIXARESED 15 X"

C. YNRERE CassandreiT FERKABIF. BERRRIRA .

CassandaEAR B IR(SMTTER)

9N Cassandra HIEFEHIMAEREEIR, WL S1HEMH (SMT) Bk, MRRELHIR, BEREKAX
FLUfER R o

KXTUES

1R Cassandra BIBELRERNEFFEHEIR, WSCIEHEEE, MASEHSH (SMT) iR, Cassandra HRTE
RREBIRITEOEEM 1 6

g
1. BEEESEH, HEFZiF > TR *>* WigRd*>*B&E *,
2. IHiF Cassandra ERNEAR BHEIFITHESTN 1 HES.

ERILL B2 1" SREVE XA HEPRSHTENNE S

3. %% /var/local/core/. [E4E Cassandra.hprof FRHEHLIEARTRALIF,
4. BIFEMIRD cassandra.hprof X, REEEMPMPER /var/local/core/ directorye

IS ERAFRE 24 GB , EILER G EMIBR AR 8]

O. FRRIEIEER 5, B Cassandiil IEREFREHIR AT Reset EiktE, AFIEHE * MWAEN *.
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®* Unable to communicate with server. Reloading page..

p
1. FF10 9%, AREMZREHER.

NRILFHRREER, BFERET—D,

2. YNERIEM StorageGRID ARG EE SN EET R, &

° INREREBER, WAILIER S8R, *Ts
°

c NREBIAE—NEETRBNTLTEER. BRI T—%,
3. BET S EEG 2 TR
4. NREAIStorageGRID RAEBA T BB R(SSO). BEHMNTE "IiEESER",

FHME—TEETRERIIMNBEER,
R, BRI ORTCREE BB E SRR R IR

SRAMIFETE, ETBEG R AR S EES A SSO.
() WREATSSO. NEAERBMHOBR. AREMHO 443,

o WEEEEEAIKFEEB TSR,
NRILEBXS AP REER, B USHAR (i root) SHERFIMEEESS.

° MNRAMAFR AT UER:
.. EE B TRHERIER,
ii. 4% * BCE * > * IhniEEl < > BHREREe
iii. EAg * MIXERE * LAIIE LDAP AR 2300IEIZIRE
v. INRMAKML, ERAE AR E IR,
c MRAMAPTEER. HFEEHREZRBERTEIR. BEET—D,
6. EA% 2 Shell (ssh) BRIIEETH .
a. MIANLT®<: ssh admin@Admin Node TP
b. NPT HAE Passwords . txt X
C. AU Tan < root: su -
d. ANPFIHAIZER Passwords . txt X

KrootlFP M ERRGE. IBARFTRMENR s to 4o
7. EEMET R EIBTHAERSIRE: storagegrid-status
Eﬁ1% NMS P Mi ) nginX *D mgmt API HE%YQEE"TE_O

NRARSREREZN, bR ENER.
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. HIANQins-GWHRSSIEFEIETT # service nginx-gw status

9. [[use_Lumberjack_to _collife_logs. start=9]fEFLumberjackli&EHE: #
/usr/local/sbin/lumberjack.rb

MR BHIIEESERM, &8 LUER -start #1 -end Lumberjack FIZs &S E3&E LAY ESEE, B XX
EIMAFER, 1EER lumberjack -h o

KippVihisT BSAIENERIIE,

10. [ review logs , start=10]] ZEUTHZE:
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log

° /var/local/log/nms.log
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° ** /*commands.txt

. MRETEREEET RFE TEEHIEJFEIEHLW?EEL_ , IBRITLU N E—dn 75'%EﬁEr1hE’JJE,'.5“J:ﬁ'ﬁltt ADA Ak
SH=NMFET R P il B%F, XEFHETRARER LZENFI=MFETR

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

EETARESMIILTIEFFERILL ADC BRSS
12. NEEBET ST, FREHRTEN IP it EREE ADC FHET =,
a. MALLTFE<: ssh admin@grid node IP
b. M NFPFHHAIZZFY Passwords . txt XH&
C. AU Ta<tIiEEroot: su -
d. AP F|EHAZZ Passwords . txt X&
KlrootFFP BHERE. IBRFTRMERN $to 4o
13. EEMET 2 LIETHFEIRSHIVRE: storagegrid-status

HafR idnt , Acct, nginx 1 Cassandra fRE¥HIBEIETT.

14. EEH R (£ Lumberjack WEHE Ml EEHE BEFHTRENEE.

15. If you are unable to resolve the issue, contact technical support.

RisEn BERMARAS . ZBEBW "BEXHESE"

FAF St ERE
FH4kStorageGRID 3 f5. MR EIRSRHIAF EER AP R E A e AR TTHANL

p
1. B RIGERNRE "S5 Web 3%

@ W23 ZHF ] s =M1 StorageGRID AW ARRBMAMARE. HINEERRTIEEZE
AYStorageGRID kA4,

7EBR Web R 528417,

B RMIFRSTRIMRASEY StorageGRID BFFTEEAREZER, H AR REBRERET. X
BA, 185 M Web IS 2RAY A,
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EETRAEHA

IR StorageGRID 2458

ZNEETR, WAILERS—

FaZ Al
T A BRERIHRIAR,
p
1. NEJFHRVEERT
2. JF 2HE > TR > WigdRih * o
3. JEF R > A HEETR _*>* SSM* > * RS
4. EHRRTAREBITHEITREETHEBHRS.

5.
6.
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[ overview \| Aams |

Reports

',! Configuration \

TREE

R, ERERFIMREIERS "SR Web J%

>* R > E

A A EETREPRTS.

Idain

Qverview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:51 EST

Operating System: Lirwix
3.16.0-8-amd6d
Services
Service Version Status. ThreadsLoad  Memory
Audit Management System (AMS) 29007 3ecocqp. RUMING B @ 52 [E0.043% EIETMB
CIFS Filesharing (nmbd) 2:42 14+dfsgO+debBu2 Running =& 1 0% F55MB g
CIFS Filesharing (smbd) 2:4.2 14+dfsg-0+debBu  Rumning & 1 0% 5 145M8
CIFS Filesharing (winbindd) 2:4.2 14+dfsg-0+debBu2 gﬂ‘mmg H®o0 mMo% [[HoB [
Configuration Management Node (CMN) 1053 o .~ Runing 2@ 52 [H§0055% 5413 MB
Database Engine 5 5.53-0+debiu Running 5% 47 [0.354% 5913368 &
Grid Deployment Utility Server O ioecioey, Ruming EH®3 0%  EH328M6 5
Management Application Program Interface 10.4.0- Mot = - ;
(mgmt-api) 20170113.2136.07c4997 Ruming |22 0 E0% 808 3
T 040 Nt P B W

RE3 Frieshaing 0161224 0333.803:d91 Ruming SO0 H0% BB 1

10.4.0- s (1 =i
NMS Data Cleanup 134 0333 803y Rumning H© 22 E§0008% E§524MB

10.4.0- : s = :
NMS Data Downsampler 1 30161774 0333 80%cdgy  Running H5e 22 0.049 % [ 195 MB
NMS Data Downsampler 2 o s 0333 80%0ge  Ruming B © 22 [§0009% [157TMB
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5

RERS EBRLER.
RENE S IR (ERR R o
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XL, BT 8RB TR EAR
EEI LIAIT ZTE S SREEBIIAE S5 StorageGRID W48, FEHFTF & RlEE XA AVIR

~
~

y/aNe]
"422: UnprocessableSZ{A "5i%
H1%422:. Unprocessablet AR gE A A RRAMEIN. HEHEIREHEURE SH@ER BEE,

MREEDFIHREIRERZ—, BREVEINAEF

HIRER R&EEIRE FEIERIE
YNER7E(FFH Windows Active Directory (AD ) ECEH
422: Unprocessable Entity MEENAFRERS (TLS) %&iF * AMEM TLS*

I, MAIEE=HILLEE S
Validation failed. Please check
the values you entered for R HR3B4IIT LDAP 88 AD FRE R * R
R TLS* &I, &g TLS i4F * (/8

errors. Test connection failed. STARTTL* TR * /& LDAPS* 2Tf.

Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839
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HIRHE RRERE MEIERE

MREE N FAARZTZIFIZEEM StorageGRID ZEIFE
422: Unprocessable Entity FIRREK SR EFEMIIMNIRARILFRERSE (
TLS) &, W=ERLER.
Validation failed. Please check
the values you entered for ST NIRRT, RIENUFEEER—
"StorageGRID Z#HFHINNE /A" FFEHTLSERE.

. Test £ failed. . N i
crrors. fesh connection tai-e SNEEStorageGRID BV BAHFRR,

Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

[[INROTY_MTU/ZR]IFIA& ML MTU R LA ER

MEMBMLIZED (eth0) MWEAZEHESET (MTU) REEMNEFHNIIMITRZEEIRA, WL * KW
B MTU RITEE * Z4R,

KFUILES

MTU IRBENESFIRERA, E& (BHIEFAR) eoth0 MARE T E& N, MR MTU X/NAREEATF 1000 ,
METRE= IR EREA WL ERER] =,

TIE
1. FIEFAE T E L etho B9 MTU i8&.
° {EAMEEIER PRI,

° Bfn% primary Admin Node IP address/metrics/graph FHEIANULTEIS:
node network mtu bytes{interface='eth(O'}

2. "EEMTUIL E" IRIERERRFTE T = LRI MEEE O (eth0)ANi BRI,

o WFEFLinuxfIVMwareBI T 2. BRI TES . /usr/sbin/change-ip.py [-h] [-n node]
mtu network [network...]

* ~ffl * . change-ip.py -n node 1500 grid admin
AR EETFLnuxiI TR E. MNRBBPRNEZFAFTHOMTUEEBS EHEO LEEENE. Madisk
BENZORENABRENMTUE. ZAEER change-ip.py BT EHNARFREHNIMTUER
fi)s,

FERUTSHUERET Linux 2 VMware 89T 52 ERI MTU o
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EIBE Description

mtu ZIgEN MTU . &7 F 1280 F 9216 Z (8,
network BWH MTU B9, SFEU T2 mmagassy
* I
BER
B is
+
EIprit2 5 Description
-h, - help SEREBENEEHIERYE,
-n node, --node node e, RINEARMT =,

ML UL EE IR (NRegR) Z4k
StorageGRID 5M4EHEH 2 BIREZRA A e S HMEIZWEIR (NRER) ZiR, HERLEERT, TEF
FRENA]7ERR NRER fHiR. WRFEIRKAEMR. BHRITEINEVIENE

ETFIAES
5 StorageGRID ZEZMMEZEAEHIM L TR A e S NRER Z4R :
* ZEFAHIZELE (FEC) , BREFERT
* MR O F NIC MTU RETER
© PR EIRERS
* NIC R XimH
p
1. IRIBEMWMEEE, * NRER EiRMFIEBERRERNITHIEHRRS B,
2. RIBSBIRNEZERRA ITUTSE:
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FECAILAC
() XesBERERTHESOageGRID & FHFECTIEMSHHNERREIS,

EEREE| StorageGRID ig &3 xR FEC Ko
B MIRE TN AR TR,

REFNFECIKE UEAAANRERER, 158 THfRTEStorageGRID 1& & R&EIZFHY “5EiEAC
B TIE SIS SR E N Auto B R (IESIA18 & 1548

= "SG6000"
= "SG5700"
* "SG10041SG1000"

d. E NGO EMFECIEE, SNERAJEE, StorageGRID & &FIHOSIAEH FEC & & LUITALD,

a. #
b. 1
.0

C

& i%TEStorageGRID 12 & LECEFECIRE, R, KRESZHAMHREEPMERRISTHA KO
FH FEC &, WNRRHISEIAER] 25 GbE 5 100 GbE MLZIRE, NI NIC RIRETEHE
WA FEC RE, MIFREEAMN FEC IgE, WAEREIRE] "no-FEC " #1. WNRAKBAFEC.
NEEE R 52 I B IEE S R FHIRAIR N,

@ StorageGRID & & X4 4RE3(FC)FIReed Solomon (RS) FEC. {BARZFFEC,

ZNIEEAF] NIC MTU RITED
MR IIEIREHRTF RN HOF NIC MTU REESHY, BRETR EREN MTU KNEE 5
HiEOM MTU & EFEE.

TR EREEN MTU XNal e/ NF 5 RS R gAiR O EigE, 91R StorageGRID T UK EIAY
BUAMIAFE MTU , NAJeESIRE NRER ZiR, MREINALET XMHER, BRIBIHREEHE MTU
EAREE SR B AN A9 MTU LAITER StorageGRID W& MTU , E{EEX StorageGRID ¥
LRIFOH MTU BALES AR O

NTIREREMEMEE, NEFRETRIMEMEIED EERE XM MTU &, NRM

C) BWEBEZIMNTA LN MTU IRERREER, NSE * ML MTU RILAD * &
Ko HIAEFREMLZREWMTUEE N IIERE, S WREMEE MTU AILERZIR#HT
HEHES BXRIFAER ...

() masnoEmwURES,

HEREIRERRS

a. B FEC (MRHEKXBA) »

b. HIAMBHLMERY, HERITTERRER,
C. MMRLGLLHR. BERRRAZF .

() =waesewsoFEs, CTESENERERS,

NIC IF 45 X &
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NRFEIRE NIC MERXIEE , BERRRARZF .
9N:R StorageGRID ZLEI H A TEMMIEMEEM, NIFEPXAIRESE .

3. fRREAXNEG, EEHIRITHES.
a. ERR * Fr > TR > e o
b. W * UER > RRETR > SSM* > FR* > EEE > X,
C. EFE * EEERWEIRITER , ARSE  NABEN .

BXES

"EikEE (IBZRS) "

Bt alE HHix

G RERTE MR & E BT B [E] 27 [a) o

NERBRIETE)EF AR, ERIAEEDIEE TIENMMNE NTP R, SRR M Stratum 3 LEFHNESE, #HA
FRrESMEB NTP JRIIIE Ei21TH ] H StorageGRID TimiA1a,

Bfia) e E SMEINTPIR" 3 F &=k StorageGRID R4, 571722 FWindows Server 2016
() E9WindowshR# EERWindowsial(W32Time)iRS5. RARMRA) Windows L HIBTIEIRSS 1%
M, Microsoft A3 #%F1E StorageGRID HEfaEIMERFERH,
Linux : P£8EZA)

&R RE2EE| Linux A _EFEEM StorageGRID M T s BIMLZIERZ R R,

MAC it 5%
AERLFERT, alLUER MAC it FepERARRMZ R, NRERNBEMEN, BETREEXHHREE

MLEHT MAC it 52 22 EREIRE N "true" o tLIRE SfF StorageGRID AF28HY MAC it F 4189 MAC it
ht, BRIETSEEXMH. ESIANMER "Red Hat Enterprise Linux 8f CentOS" 8% "Ubuntu 5§ Debian"s

SIRRBIREBEINMLED], DU Linux THUBERGIER. MREERE B ERIZHRS A
(D) RZER, W Linux ENURIERSH StorageGRID B8 AERMFLE OIS S EHIRME
RGTE I,

BXBERAMACHEEIIFAEE. 52 WAIREE "Red Hat Enterprise Linux 5§ CentOS" 8% "Ubuntu 5% Debian",
TRFIET

MREFEFEAMACHIILTIE. MERAHEAFAEZOZFKAERIEEINT EEZRF 2 EHIMACHIIERIEIE.
ARG BN AIHE O AR AN R 2B IR E N EZ (A TFProkk . MACHIIEERM AT, BN
ERENEAUHIEOALFNNEES, FAEHEXTMIENZEEE,

BXfERProkk IEEXRYIEME B, 5B WRYIREE "Red Hat Enterprise Linux Z¢ CentOS" 3 "Ubuntu I

Debian",
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Linux: T 2RSSR

RFIRILRZSHY Linux T3 il B RoRITH T A28 StorageGRID ARS8} StorageGRID T3 = sFiF#HZE MR

o

EXFIES
MR Linux TRIRGEELSFINDRE, ER:

* REHERNEIRTES.

* SR EMBEMT R,

* WBEME, 5EMA container engine S EIEM BT 2B,
* BRI S

R

1. RERSTIFHBNIILITRNEE, EEEREFEHEMNBRIEXEIMRERIER,
2. LA root A HEARE sudo ARAIIKF EREIEM.

3 ZREBEITUTHLENBHITA: $ sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172

MRV RBEMIL, NP

Not starting ORPHANED node DC1-S1-172-16-1-172

4. £ Linux B, EIEREESIBUREMITHIEFE#ET = 2, B30 sudo docker stop --time

secondscontainer-name

EAT ‘seconds' F. MIANBEEFFRREIEMFEGER R157FIELRE). Flu0:

sudo docker stop --time 900 storagegrid-DC1l-S1-172-16-1-172

S EMERmIT A storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux : X IPv6 ZHR#1THIEHER

WNRIETE Linux EH EZRET StorageGRID T2, FEFEEEKIRFHIANT S B8O HE IPv6 Hilit, NIFTEESE
BERZPEA IPv6 ¥,

XFIAES
TR UM ERSENUA NI EEE BN L MR T REY IPv6 Hit:
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CEE TR, ARERTR. AR, ERRETR LER ¢ P ik * A8 ERES

C R SZAF > TR > RRah . RS, ®EFE*; node_*>*, ssm*>*FHR*, MRESDE IPv6

ok, MIEHHEETITE * Lt * BB RY IPv4 #IIE T 75,
NRAKRETR IPv6 it BT R LT Linux EAL, BREBUTSBERNZFER IPv6 XH
p

1. B root B4 ERAE sudo MRAVIKF EREIEHL.
2. BT TF&H<: sysctl net.ipv6.conf.all.disable ipvé6
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

HERNAN 0,

net.ipvé6.conf.all.disable ipv6 = 0

@ NRERATZ0. BFENERTERMRERFRISEHAITEN sysctl I8E, AfF, FIHESE

B8N0, AEBHER,

3. B \StorageGRID T2 &28. storagegrid node enter node-name

4. BITLAT®<L: sysctl net.ipv6.conf.all.disable ipvé
root@DCl-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6
HERNA 1,

net.ipv6.conf.all.disable ipv6 = 1

() mRERFR1, NHEESE NS, BHREATS,

S IRHEER: exit

root@DC1-Sl:~ # exit

6. LlrootFFP B{nmBLITI X4 : /var/lib/storagegrid/settings/sysctl.d/net.confo

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf
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7 BFEILCFRITHBFRERIMS. ARG, REFXERX .

net.ipv6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipvée = 0

8. BT TS EF/B 5N StorageGRID A28 :

storagegrid node stop node-name

storagegrid node start node-name

XSR5SR SS 2R AT IR HERR
TRAABTINBRG ASIRSB[IFIRHEEHTIL T BIERIE,

BEIRHS )RR AR I AVIR(E
TR EAN R BAZRFBTRS MR FQDN FToEMERT 7 1P itk

1. EWMANENZ. NRENTIPHILE, EHRFZIEEERAIPH
b, KRBw.x.y.z ("S5 R R E

2. 97 DNS RSB B2 T E Ef.
3. HIAE T =Y AiAh1e] DNS BRS28869 IP ik,

EERRRIEL BEE5 ARG AERS /R TCP I TLS &, FIRERBRSBEMITEN
B9 TCP 8¢ TLS %[, &P ASERIREIETEE LR,

1. REENRGESRSRHAL FQDN 5 1P Hrht, HOMMILES

1EHf,

2. 2@1}\%2}55uHEﬂE’JImE?‘Uﬂﬁ s Eim O RS H ST P#
Fo

3. MIABAMIERSRIEMN T RSB R S AERS 2 IP MmO/
TCP/TLS &E#Eifi),
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HIRHE
T R] LS

ToEVIREN

EREERY

BT R B X HER

[E]EE IR AR I AVIRIE

%—Jb lu\ﬂE%%&TTEL?HLO %E%gl_@ ICMP QEW ﬁ % A *ETE%
AR HEMFIENT R R E RAHERS 2.

1. 0EE ARG H TR B MR FQDN 5 IP it R R IEH.

2. WFFIHNS MR, BREMBMEZFWTIR, EEMNEFRTIE
MEFHNEMNX, WIAXEERE @I FTHAMKAZEOMMX (g
, BEERHEF) FRERBHIAZAERSS.

ALHERSBVBATEEFMLE GIHNTERTENE, EERHER
U IP IR F) o PRERAENLES, EXREEIXN RS HERS
%% MAC ity ARP i&ESRBIMAIRL,

1. *ﬁﬁ jj%éf‘ﬁlu\ﬂﬁ%%%iﬁﬂ)\ﬁq FQDN g _JZ P iﬂlijtnE's IEE%O
2. BEBITRABSRSNENZESEER.

E',Eﬁtl_ﬁ TCP/TLS &#%, BR4H TR 2K EREMERIPERL,
BEFERAREF I ABERRXEAMUNERTEFRE (8
FHEE%) 0

1. EENFRSHERSSB[HAR FQDN 5 IP ik 2 E .

2. WFHIHMNENT =, BREMENEFMTIR, SEMEFMTIR
MEFPIHMEW X, LB X LR O R E /958 A 481 O F R & (N
%, EEREFHERERHBIRFAAERSRE. RARTERSHIE
BT X L4 O A X 3518),

3. ARG MIERFELEM T HET R EI RS B ERRSS 2810 IP FimOiA1R]
TCP/TLS %%,

ERIIEILS RS HEMRSS R/ TCP &, BHEEXH. RERGEEHE

* REHERSRAIEEEN B BB E.

* TRMAZAERS B EIEEBARRER TCP/TLS igE,

* HriElBp NI RTRELETE R AN ERY TCP &%,

* MIF RS AERS[IHFOANIFRF B ERS B OIEE X AEE,

a. ﬁ TR ZSAERS2MNRY FQDN B IP #itk, iwOFM Y
B,

b 9[]%‘”@%5’]75 TLS H -lﬁﬁﬁlA%—Jb uﬁﬁ%gﬁ‘@ﬁﬁﬁ TLS ﬂ[l
%{’_{ﬁﬁﬁ E,JZE TCP, 1ﬁ6ﬁ1*§éﬁalu\ﬂﬁﬂgg‘mﬁﬁﬁ TCP,

C. WEREHMEEERECENKFATH TCP EHk.
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BIRHS )RR AR AYIRIE

TLS IEBH#IR MF LGB IR S5 S IEIRTRR S S5 5 B4R 9 CAMEBBRE P HIES
THB
1. B\ CAIEBEMBAHIES MNRE) SRABTHSSLORS
BIEBHE,
2 RGBS OIS JIE S5 AT 1P 5 FODN
REDEE AAATIERTBRLTRAETISS, StorageGRID Tk

o
EERILEREHIVARAE, ZHRERLKERR .

TLS &iFB&LE RS HERSBEARLE TLS 21%, StorageGRID T MEIRE,

1. EERBIHERRENIEARES, SEBERLERR

2. ELARZGHTRS M FQDN 3¢ IP #tut, iwOFMMNES
Eﬁo

3' 9[]%‘”@%5’]7& TLS > lﬁﬁﬁlkg’\flb IL,\HEQ%‘&@}EH TLS m%‘ﬁ
@Fﬁ E’JIE TCP, 1ﬁﬁﬁ1*%éliﬁalu\ %%‘mfﬁﬁa TCP,

4. A CAIERENEFIHKIER (WNRE) 5RHHERS[EMMRSEE
IEPFRE.

5Eﬂ%%ﬁuﬁﬂﬁm%ﬂﬁﬂ%¢m%ﬁ@aﬁ%mPijm

HREWERW %?%% Wgﬁﬁﬁﬂmﬂmﬁﬁ%5%$Mﬂﬁm%5mﬁmﬂ#
Y%¢% BEE X,

1. IERAVESTEHIR D BIRME, WRT RN EFETHRRSIERES
7o
2. EFIHAT = EEREE) miscd ARSSo

EEFEZAS

EEHEZAE: #R

XLEPPABEZH X StorageGRID BiZHEMBEZASHNEWNABTHES. ERUERLL
5 BIRENF D R YU ETHRY B A BR Emo

XEHFERTARENRIUEINERBRRENEER, XEIREFE D StorageGRID RFERIEHIZH

1CN0

BEANFAAEXH, BRAENGLREET R EIENEZER,
BXEEFRIHRRANNERINIRARAERSHNER. BEN "TLEFIHENBEET
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BHiZOH B RARE

FG StorageGRID IREBHMRERAERBETHHREREFIZER, &N T #E]
fAI7EStorageGRID AL 5NE] audit.log XHF

XL ZH SN

HIZHBER
HIZHEBREETRUKRAEEREITHEE (ADO) RSHEMET RAE,

NEEIZOH SMIZEIFAR, 81 StorageGRID T REBZ R H B IZH B A E R HER O —MERRS. 1
R E RN = MEET R 2 BRIE AL ADC-Service o

Rid%, S ADC RRSSERFEE U, HREFEZHEETKZE] StorageGRID £2EFHENEET R, MM

NETEETRERTBNASEICR.
SMNEETRBIFBELHEBEREXRBEXHH; EHAEXHEN audit. logo

—Site 1

Storage Node

Storage Node

(ADC service) :
Storage Node — AIOTlzes audit.log file

(AMS service)

Storage Node

(ADC service)
Storage Node /

Site 2 }& \
Storage Node \&
| Storage Node Admin Node audit log file

(ADC service) (AMS service) 108

Storage Node —

HIZHERE
StorageGRID fEREFIFM RSB EREFFIZEETANFZESZHFEREAHFZER.
YN REMSRRFICHEN, IWEESEHEENRTRNASHEE EREOHETFR. HENRIRNRARE

EEZERBTR. BEEREANEET RNEZAEXH AL /var/local/audit/export BR. XBEB)
TR iatRE EREZHER.
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—AMS Service——

Audit Message
Queue

i

Text Log File

—Service —ADC Service—

Audit Message Audit Message
Queue Queue —AMS Service

/

\ Audit Message
Queue

l

Text Log File

RFMLEERANEZTERE, FIOHENTITESEIENM, EETIREN. ENaSBAETNTRRE
ZHRIAZE /var/local/ BR. WMREEER HAEE, FETREZEEERIH, WM HREM
FAMBHRETE, HFENATRTFRERER.

Bk, BB TITA:
* WNR /var/local/audit/export BETAFANBREHR. EEDRBINCARTRETFHEZER. HE
IERFTEEHE AL, SIFMSwit P IHARAZRM, MNRTEIHNEZFMEE, N=ftk XAMS (&
B EZEEE) £k,

* Y0 /var/local/ BBILADARRSHIFET RfERBREH2%. T MM AR BT HIZH
B. EFIBREH87%NIE. MEMTI RBISIHSWIftE P IniE R AR EM, MRTENLPFEZPLY, N
& NRLY (RIFERIZAP4E) EiRo

@ MR SHERBADCIRSHATAFET R, NEHET RS RERE S FHEEA
/var/local/log/localaudit.log X4

* MR /var/local/ FED RERANBE REH85%. T R REFIBELSIHSWIftE P iRIER 503

Service Unavailableo
IR @A g FEAERE EiXE ST EIEERK:

© BEETREEFET REMA ADC-Service FETNE . MRZLKN—ITREXH, WHERTRAEIGEZRMEIE
Fo
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* BYRSHEZBENESUENE,

*o /var/local/ BFSHEHELERNERRE. —MRRFMET R ENZTEIEH. ZEXMFRE, =¥
FIESHNEER, HUAMEEFNRELE, MXAURSEAERRE BERREIEMT = L.

AREVEIZT LR EFZHEEHBA ( Audit Messages Queued , AMQS ) ZiR

N7 G ST — BRI EREZEBATIRAR), HEFEET RIS EERT R AFIRRH R M ER RS EREN
, A - KEUEIZIAY * BiRMIRE AMQS Eifko

NRMAE T * RBEIEZPAY] * BIRWRE AMQS iR, FEARERF LNAH MRRELETRERS,
MEARMER N FES BB RIS TRRR, HERTLUZES,

MRERBERFAFERTEMREM, BEBENIIKRNER, NRIEHEFLNRRBRABELEM, MNEZ

MHAREBIRARHNFEZAE, BIBEF RS ANMEF RIREAVEZRANER " #HiR " 5 " KH " KER
FFIGRERRIOR ICRVFIOESHE, BB "EFEENEEET .

ESMHR

INRREMETIREFE, StorageGRID RAZKEURTHIG E. Alt, HZEEPREREFEEENHER.

R EZ B EX

HZEZEE/EE audit. log XHMERIERENFEZBEXH. ATEMIAREZE
S el "ECENFSHVEIZE Pinihiel's S UERNEBE T Sm<L1TinR&EZAE
SX o
FreaZ Al
* B BB ERIIRIAAR,
* BHEE passwords. txt X
s IRATEIEEIET S0 1P Hik,
gl
1. BRIBETA:
a. MALMTF®%: ssh admin@primary Admin Node IP
b. #NPFIHAIEERD Passwords . txt XHF
C. WAL T an <L root: su -
d. BNFRFIHAIZR Passwords . txt X

rootFAF 81 ERE. RRTHEMER $ to 4,
2. I EEHEZEEXHNER:
cd /var/local/audit/export

3. IRIEFEER YA FEZESXHHEREFHNEZBEX o
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HiZASX e

HIZAEXHSREFEIEETRMNA /var/local/audit/export BRo. ABIEZAE
XHRN audit. logo

@ A U E R AT ERHEEZERLXEIINIRSAERSSE. EEINIRFAERS
e, DEENHAFESEZICRINAMBEE, B2 "EEEFRIEENEEET .

BRWIT—RIEDD audit. log WBIREREX M. HER—ME audit.log XEERBDI. BREXHGHHZIR
P IE R EFREFENRE yyyy-mm-dd. txto MRE—RKREIET ZNEZAE. WIXERBERFREXXHHN
HER. FHEIM—1#F. XA yyyy-mm-dd. txt.no HIU0: 2018-04-15.txt F 2018-04-15.txt.1 &
7£2018F4 A 15 BIBHFREFNE—NMMEZNBEXH
—R2ZE. RENXEBIREAHITERBNESR yyyy-mm-dd. txt.gz. ATREBEKBBE, FEERERNHE
%, FRSMANEETR LNEZAESIENEF#ERE SH. BArEEEzEETE AR R. FIREEEMR
:L,\SZTQ:LXPHEPE'JEIEH /Var/local/audlt/export Eio VEl:l_,\z:*EitEﬁULEHHL?‘_IﬂﬂW?, H_EE,JE
SREMBR. ERIUATEL T X EFFIEITHIZABYIRIE: /var/local/log/manage-audit.logoe
RBIERTIEDM audit. log file. BI—KRBIXH (2018-04-15.txt). UKBI—KBELEXHE (2018-04-
l4.txt.gz)o

audit.log
2018-04-15.txt
2018-04-14.txt.gz

% BEXFE0
BEZEEX RN B
HZASXHUTEMEETRE, EHEa—HRRNEZER.
SIELEEHOEUTRE:
* BAEIEE (ATIM) WEHMHIEERE (UTC) , &= IS0 8601 , FER—1=

YYYY-MM-DDTHH:MM: SS. UUUUUU. EH vvvvou IEFD.
* HIZHEXRE. IEEHESH. LUFFk AUDT,

UTFRBAERT -1 EZEEXHRN=RELHEE (RETER, FNTRITH) . XEHSEEHEFCE
S3 FE D ERH MR TFE D BRI 3 RS E RV
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]

ERINE T, BHRASXEPNEIE ST 5 AIREERE, EaILUER "Audy-i#i2 TA" LUREVEZ B EHR
HIZOH BB UIHE, ErRILUER "audy-sumTE" B45ERT S 0B AN IR BRI IELUSOX AR R FE AY
B iElo

ERFEZBEEREIA

EE]LAEA audit-explain AFREZATHEZERERA S THENEIAT
B,
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11“Zﬁﬁ
* B E B RERIA AR,
* IBNIER Passwords. txt X4

© BB EEIET A 1P ik,

XFIAES
o audit-explain FEETR ERMNTAEAEHREZASHRHEFZERNEUHEE,

(D o audit-explain W TRAFBHRARHEMERIFRERREIER, EELE audit-
explain BEHARESHEAAECPURIR. XFAJRESFMIStorageGRID 1%,

HRGIERT PREREE audit-explain TR, XA "SPUT" d1REKF1D/92484777680322627870
HIS3TEFERAS3 Putid Kl & bucket 1 I D EEHMIZ D EARM=THR. MEEREIZHES.

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

o audit-explain TEBHITUUTEE:

* WIBE @R EGERIEZEE. F40:
audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* FERRAIEZ N, flgN:
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/audit/export/*

* ERREEENEAN. XFER]UERMEMFLIERN grep s EMS N, FlU0:
grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

HFEZEEEIFEREEMEERIE. AtZrUmMEtBEEEMNE TSR T EYE audit-explain
MABEN X
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o audit-explain TEAFERFEEXHENEERN. BREERENXMG. BUGLITSH
@ FRHRHEXHE. HE®RA zcat BFEBEEXHHNIR, Fi:

zcat audit.log.gz | audit-explain

fEM help (-h) EMUEFRTRED, F90:
$ audit-explain -h

PR
1. BRI TEET A
a. AL T®H%: ssh admin@primary Admin Node IP
b. MAFFIHME Passwords . txt X
C. WA T <t Eroot: su -
d. MAARYIERIERD Passwords . txt XM

KrootAAFR BMERE. IRFHEMEN $ to 4o

2. ANUTFES. i /var/local/audit/export/audit.log RREDTHI— NI Z SRR FRFIML
=1

$ audit-explain /var/local/audit/export/audit.log

o audit-explain ZTERERHTEMEE X HHFIEHEERATRAER,

@ AT HEEBEKHARS RS, BRIANBER TA2ERNEE, NMREEEMEE. 15FERTE
B (-t)1kIm,

{#MA audit-sum T&

TR LAER audit-sum BFHES A REL KRR BT EUREESM
BERENR/N. RAMFHEIE)ER/NITE,

FreaZ Al
* S BEBRERIR IR,
* AR Passwords. txt X
c BHEEEEET S P ik,
XFES
o audit-sum FEETSA FRHNTRSETIERNE N, REFABIBRMEEREE U ROX AR EFT R RIBTIEL

@ o audit-sum It TEFEHREASZFEHREHRISIERREER, EEAIE audit-sum EiFH]
e HAAXECPURR. XrJge=#MmStorageGRID 1%,

ERBIERT PRVEAEE audit-sum TR, WWRFIER T iR EFERIBTIEL,
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message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

o audit-sum TEAEEHZBERRMELUTS3. SwiftflILMEEZE 2891+ EKFNeTE]

(A8 Description BEER

ARCT MBI "ARCT : M=ERZER)IE"

=B A FEE SR "SCT . [IER=E"

RIR ILM Initiated Delete : 123 ILM FFIaHIBRIISR  "idel : LM E=snlExR"
FPUEEN

SDEL S3 delete : IERMIMBIESUMPRITRIEZEME "SDEL : S3 delete”
PE%

SGET S3 GET : EEHINES R RIEHIH "SGET : S3 GET"
FEDERRRI R,

Shea S3 head . IR ESUKNERSFEX "Shea : S3 #lk"
RYTEEDERo

SPUT S3PUT : iERMINNESLUCIEF N REFE "SPUT . S3 PUT"
EDERo

WDEL Swift delete : IBRIIMES LRBEHRIZA "WDEL : Swift delete”
750

wget Swift get : IERAINNBSURERNREHIE "WGET : Swift GET"
BRI R,

WHEA Swift head : IERHMIINESZUKRERSEE "WHEA : Swift head"
POE RN
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(AT Description Ean

WWPUT Swift PUT : iERAINEISESLIBIEF M RE  "WWPUT @ Swift PUT"
Ao
o audit-sum TEBEHITLATEME:
© REEESEENEZES. f:
audit-sum audit.log
audit-sum 2019-08-12.txt.gz
* ERAEZ M. Fg0:
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*
* BRREEERA. XEERLUERHMEMTCERN grep saLHEMA. HI40:
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

I TERNMERREEXHEAEERN. BREERENM. BUBLTSHRREESH
B, HEMEA zcat BTABESEXANIE, fl0:

@ audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

TR AR IR FAE D B EFRES R LRREDFHITLE, NERFESRZM, HEKRIBR
REGHESREHRITHH, INER T, BEETRN. RAMFIGIRENE. BERILUER size (-s) BIE
EEEWNERK.

£ help (-h) EMUEFTAIED, 5/40:
$ audit-sum -h

B

1. BRI ETEETS:
a. WALIT#<: ssh admin@primary Admin Node IP
b. #NFFIHIEERD Passwords . txt XHF
C. ML T ap <tk Eroot: su -
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d. NPT HEAIZE Passwords . txt X
PlrootFF B3 ERE. IRTRFEMER s to #o
2. MREDHSSN, LB, HSLARBERREEXNFEER, BRITUTEE:

a. WALUT#L. HEA /var/local/audit/export/audit.log "RREBEATH—PHZ N XHBIRTR
MUE:

$ audit-sum /var/local/audit/export/audit.log

ERBIERT VA ET audit-sum TR, WWREIERT iR EFERRIBTIEL,

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

EIRfGIh, SGET (S3GET) 1RENFIIERERIE, 79 1.13 7, {8 SGET M SPUT (S3 PUT)
RENRIFBEREEIENRE, 981, 770 F),

b. ERREERIEMI10METIRIE. 1BEMgrepis SIUEERSGETH B H MK HIED (- 1) AEIERR
BRIZ:

grep SGET audit.log | audit-sum -1

HEREIFRE (WRIDER) MBRE, EILLEIIEEREFRZAER RIS XL ENRIEXAE
ftiiH S
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec

Slowest operations:

time (usec) source 1ip

1740289662 10.96.101.125
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125
bucket3/dat.1566861764-6619
68487 10.96.101.125
bucket3/dat.1566861764-6615
67798 10.96.101.125
bucket5/dat.1566861764-6617
67027 10.96.101.125
bucket5/dat.1566861764-4517
60922 10.96.101.125
bucket3/dat.1566861764-4520
35588 10.96.101.125
bucket3/dat.1566861764-6616
23897 10.96.101.125
bucket3/dat.1566861764-4516

object

object

object

object

object

object

object

object

5663711385

5375001556

5183661466

28338

27890

27671

27230

26118

11311

10692

+ EILRAlEE T, ERIUER, =P RI1EH S3 GET IBEKRHMMEKRNNH 5 GB R R, ZK/INEZEK

TFHMR. REESHEEF ORI ERE,

3. MNREHEBEMEPRAMRIIR KA B sizelEI (-s)

audit-sum -s audit.log
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

FURAEITR, SPUT BIFIIXERA/IVINF 2.5 MB , B SGET IR/ NEXRRIFZ, SPUT HERIHREITZ
=T SCGET HEMNHE, XRAASHHNRKIEFAZHILERE,

4. MRBHEFRILTEEZTIRE:

a. EHENMEZAE LEAREER < FHERAgroup-by-timeiklil (-gt). SERAEIER(FI015M, 1H
. 108):

grep SGET audit.log | audit-sum -gt 1H
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message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

count min

20142

57591

124171

420182

1220371

527142

384173

27591

.011

.011

.010

.013

.021

.015

.011

.012

.010

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

.290

961

867

290

511

961

228

290

867

XLELER B R S3GET REE 06 ¢ 00 1 07 : 00 ZjEhiZsilg, XEertial iR A FEYeTatBEE

®e&, FEFZMEERENIEMMEHIEM, XRATECBLHEMIE, FJREREEMSEHR, B

TR IRIERAIBESIHo

b. ZMEMFRE/NRENTIRA. BERMsizeikIn (-s)2l6s

grep SGET audit.log

audit-sum -gt 1H -s

A
<.

NS =
RexE
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

XLEEERREE, YRAORAERINEKAER, SRE—LIFERIIRE,
c. EEEELIFMES. BEMA "Audy-ifiE TH" BERZIEBAMNFIESGETIRIE. BHITUTERME:
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
NRgreprs THRBN AZIT. BRI less L. —RBR—R(— T RER)NEZASEXHRS.
5. MREMEFMIEL LK SPUT IRIER T LR SPUT 12FI8:
a. BB -go X, AT DRI NRMFMED ERIRFRVES#HITHA:

grep SPUT sample.log | audit-sum -go

298



message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

HZRETR, FEDREY SPUT BESMREY SPUT 1#1ERBRERIMERERHIE,
b. BT MLFEDRIISPUTIRIERIE. BER —gb EH. AFREMEIBRINESHITOAH:

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. EMEMLIRBISPUTHRA/NERAR. BERAXHE -gb M -s HEB:

grep SPUT audit.log | audit-sum -gb -s
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

HIZH BT
HEZGHEREI #id

£ StorageGRID Z4tFR3RBYEE1ZH S BFEFEH BB ARR S B UG RFIR S E 4+
AR EN R

INREMIRRER "HiZR A" M "EHIH TRERRE. BEIAT LT BArEEZH SR E ST
TEHEARETEHRZASXAPHNEZES R

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F

C32) : SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
0351611

BMHFHESMEE —TRBETEFNH. BNFNEALESHEER (1 1) FEFTEFHNENEIETRE
BHLUTHIE:

*HEEAESH ]

* HFRFERSIN AUDT. REHIZHR
* BEAHDRE (TESHTE)

* ERITAERLE \n

BIRRMBEES—TBIEAR, — P EIEEREUNR— U TRIVRSEIE:

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value]\n
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HEPHNEETEHMENRT EENEHRE, BETRASREMEEINFSIH.

UTFFIRNET XERM TR

* ATTR EFREBMENEF AL, FERUENTRESEEESHESEAN, MEMBEENHNE
* type EENREHIELENNFFRRAN. fla0ule4. FC32F, IREBRIESIERERX ( ).
* value EBMENRE. BEAMRFHANNE, BHRLFR—TES (1) » HIERECSrRERNGISHEE

;Eu "
o

HpEseE

ERAARNEIERER E S FHEERZHEF.

Type
ul32

Ulc4

FC32

iPad

CStr

ST RYE

Description
THESKEH (32141) ; EHUFMHE0RI 4, 294, 967, 295 ZElHI%FE,

TREWKEL (64 fi1) ; ©olfFE 0318, 446, 744, 073, 709, 551,
615 Z MY E,

OFEFEE; ULTHSEHRE. RINEPASCIER. fFla0"ABCD",
BT 1P ik,

KERTZERNUTF-8F AT H, AILURRU TAEN FRFHITIE X

* RFITH o

* [EEFA

* XWEISH ",

* BITRE (BR1T) 7

* FRAUBERAE7OHRERI (B \XHH , B HH @ RRZF AR+
HE) -

HiZASPHE TN HEILH B IERFTE T RAS MR,

ITRINFIAE [auDT: AFRIRNERAGNALR. T—ARMREE XFIEHEMASHIIRENES. UT
THREER T XEREM:

2018-12-05T08 : 24 : 45921845 [AUTT : \[RSLT\ (FC32\) : SUC\]\[EfEl\ (Ule4\) :
11454\\[SAIP\ (IPAD\) : "10.224.0.100"|\"S3AI\ (C3CSST\") : ": "KST" (S36599") :

o ATYP Element (TERfRHE THL) B FRRERESNESH. WRFIESEHE "Shea" JHERB(ATYP
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(FC32): Sheal]).

RTER

HIZHE RN E TR

FRERIZHBE e &R

(%Z]

ey

ANID

ASE

ASQN

Atid

Atim

ATYP

(CSiarEdE2

RSLT

302

Type
FC32

U132

ule4

Ule4

Ule4

ule4

FC32

ul32

FC32

AR ZNBYSSHSKIB R E ALY,

B

Description

EEBEID £ RUE BRVRIRI DR FRIARIR N . XRRERFEIZE SR
X o

Node ID : DERAEREENRSHMET R ID . EEEMLRE
StorageGRID £#4E, RAASNE MRS DE— N E—IFIRRF. T
EtID,

BEZSIENRAR . EhmiRES, hnERTERSEHEVBREEZR
ZpyBdial, LEEEMER BIRIER S Epoch (1970F 1 H1H00: 00
: 00UTC) LUERUBFABEAGNER,

c A ERRBER, TEETRERERH.

FHIitHEL: ESRRIiREH, MFMETR (ANID) EERES N EZH
B, SR, AERSEMEINEENS,

A IETRBER, FTEERETRERZEEH.
IRER ID © RBEANFEMHARLN—HEERHZENIRRAT.

timestamp : kil &k BFIZESNEHRIBTE], LURERS Epoch (
1970 1B 1HO00: 00: 00UTC) ZEMMIREL, IR, A
Fi5 89 a1 B A% iR 0 A3t B RN BT 8] 19K 2 #h el F T B9 U= F) R ER,

AR EMIC RO BBHITENRER, BEREPHZEEFLAH
P REYAYBYIE] audit. log file21SO 86018 XAATIME . HERFIAS
[BIRTN YYYY-MMDDTHH: MM: SS. UUUUUU, EF T B2— " XFFFH
B, BT ~EENEENFR. vvuvuu AEFED.

Event Type: ZIERNEANOFHIRAT. XBEFIERR " BN H
"RA: BanEk.

verS|on HiIZHBMMRAS, &5 StorageGRID BEFH AR, HARASHIAR
AIRESTEEZIRE FIMNFINEE, BT UMFER, AILITE AMS BRSZHSE
IAF]F%@‘E, DIAMER B [BARASARSSETE B

result : EHf, HREHFESFHER, IRSHEELX, WAEEERA none
MARZ SUC , XIFMAZTINGIEIZHES.



H1ZH BRI
ERILIES T HECBEE R EFAER. FiEEZE REEAERRIEI.

TEHZRAIEEREFRRAIBEZER audit. log X!

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144
10253043571

HIZHR BB XFMERFANERUREXRFZEREENER.
EWEFLHEBIERNES, BERATYP BYE (REETRETA)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381a87d6cc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP B4RIEAN SPUT , "SPUT" RRS3 PUtEsE. ZEBZBXWRMNE NICREIFHEDET,

AT EZHRE S E RSN RREKBTFED R

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3ATI (CSTR) :"bc644d

381a87d6cc2l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q2"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb4) :

0] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UIG4) :157922414

41025304357 ]

BRI PUT EHRERNRE, HEEFESFRVEANENE (UTC) Bfag. ERFZERRS
HIATIMIE PERYRIRAR S :
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) : SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

Atim = URHF A EAIIER B UNIX Epoch A8 LUREIATIE], TERFIP. J{E 1405631878959669 4192014
F7TH17THEHRME21: 17: 59 UTC,

HiZoH BN R Edn B
B A R ZE B2

BREN, RRIABFHNRETSIENFIZOER. ERILUBIERSET APl (S3 8
Swift) BEZHSERZASPRIRAXLESES,

HiZH BB B MM E BRTRRTTHITHEZ,

i R

BE3E S3 1R1E S3BK (57°3}). S3KY (fAR)simE
§E1E Swift 121E WCON (F28). WOBJ(MR)aimmE
SEFENERIRE CBID (M &RBIHEBFRIRET)

FAZH B AR ]

HFMETNRZENNEES, WRANNMLIERERER, NERSEMNHEZESNIRF RS ATIRGIH
PRI AR El

PEVEREDE

VAR TI R AN EFRE R A LI REUBEN E RN — R EIEESFEET RBEM, RE&%E SCMT (F
EXNRIER) HE. WFRRBUENESNIEEE, RFASERM ATCE (Archive Object Store Begin ) #
ASCE (Archive Object Store End ) HE.,

AT R MM IR EFE R RTINS R BB ERN—RTFIOH R SEMET RBEMU, RRASMRREIN
SEIERIZEM T ARCB  (JFEMRIGTFIE) M Arce (JFTEMRITRER) HE.

YT R MIMNER IR E R AR REIER ER B — R BB S SEET RRIEM, RZ2RE Srem (WK
FHEMER) SR, HESTRFREREE—F AREM (JFEXRBIER) HE.
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WRHAES
EEILUBI EHAFET APl (S3 B Swift) BEIZER, EHEZASHHER iR

5,
TRIL T EHANSZSHRIERBHIFIEFIZHES. XESREHNESHAHIIHES.

S3 HAHILHR

R Name Description Rix EEN
SPUT S3PUT F£ S3PUT HAZEEZE/MNT CBID , "SPUT : S3 PUT"
o S3BK ,
S3KY
ORLM FERKRAN BEXFUIFRFHE ILM REEE  CBID "ORLM : FFE XTI
Ko
Swift ENEIZEE
Rwi] Name Description RiF EEN
WWPUT Swift PUT & Swift PUT BINESEMINE CBID, "WWPUT : Swift PUT"
£~ 1 o WCON ,
WOBJ
ORLM RERKAN BXUNRFHE ILM REEE  CBID "ORLM : FF&XTRFLM"

(e}

5l S3IWREA

THEHN—RIIEZEEREE S3EFWRENKBANEHETR (LDR IRSS) BHEMHREFEIFEZESHEZHE
BRI

FURAIR. SERILMERBEEIE" 621 BIZ<"ILMAR N,

@ EUTREIPHRTILE SR EMBIFIE RIS, X7IH5 S3 HAES (SPUT) BXH
AL,

HERAIRIZFRIE R S3 FED Ko

SPUT : S3PUT

LB SPUT JHE, MIEREXLE S3PUT £, MUEEREFMESETEIENR.
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : &R
ORLM HEIEREMIEMEHE ILM RIEEXK, IHHEEEITRAI CBID LUK AR ILM N A2,

MFEHBINER, "LOC" FEREESWRER LDR TR IDFME Do

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32):13100453] [AMID
(FC32) :BCMS] ]

M FEUMLRIIFT R LOCSFER BIFEAMI4mAIEC & S 4 I DAL MRS 481D

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\[
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

BIZFEEIE S3 FEDERMEAE R Swift RBRNMRER, BEEURTPIEERR APl

306



2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

WNRMPRES
gEJL‘,{iéiiE?ﬂ%EEF APl (S3 # Swift ) BYEZHEERIE HixHEFRIX RS
ZJo

TRIG T EMFRE SRR LRI HIEFTEFIES. XESREMIFESFAFIIHES,.

S3 MIFREZER

(AeE] Name Description IRER =)
SDEL S3 MR ERMFED EEPRIRN SR, CBID, "SDEL : S3 delete"
S3KY

Swift fiFREIZEE

Rwi] Name Description Rix EER
WDEL Swift ik BERMNB B BE BRI  CBID, "WDEL : Swift delete”
Ko WOBJ

T S3 WK
L SIEFImMFEET S (LDR IRE) HHBEFNRE, RASER—REIEEHBEREZIEZEES,

@ TEMIFRSE S5 HAIB A ARV BRAZOH B H AFERE AL TR T . X5IH5 S3 MIFR%ESS (SDEL) 48
KETABLE,

SDEL : S3 ffilfz

HEFinRAE LDR BRSS AEMBRNRIEREY, WRMFREIFIE. WHEEERATHFRNROEEDBRUARA TR
IR RB S3 Z$Ro
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

HRIOEES
gﬁ.{l«){iﬁﬁﬁﬁﬁiﬁz APl (S3 #0 Swift) HVERIZE R RBEFIZBTSHHIRNRICERSE
ZJo

TR T ERRESHEIEMBHIFMEFEIZES. XESREORESHAFINHES.

S3 IRBEIZHEE

R Name Description Rz EEN

SGET S3 GET ERMIEED ERFIRERITR, CBID, S3BK "SGET: S3
, S3KY GET"

Swift IWEREIZHE

K5 Name Description R EEN

wget Swift GET IERMB TR ENR, CBID, WCON "WGET : Swift
, WOBJ GET"

;. 83 WRKER
Y S EFImMEMRET R (LDR IRS) RERWNREY, RASER—FHEIZEEHBEREFEIHEZBESEH,

AR, FIEEESHEEMNAESEEREEUTRASRTH, NFIHS S3HERES (SGET) BXHIM

SGET . S3 GET

HEFinAE LDR ARSS AFRINRIEREY, WRIOKREIFIE. WHEEEERATRENKRNEEDBRUNATR
IRXTRAY S3 F$ho
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

MRTFEDERRBAW, FRRAJUERRRNTR, HEMEMBEAKFARENEEIRPRENR. HIZHE
BEEXEFHIERMEENEFIKFIER, UEERURERXLE R IFERMEKFIEK,

FEUTRAERR. R ETTNEETIEEREFED RPN RLKIEZGETHRIEK, SBAI #l SBAC HIERIE
REFESBFIEENEFIKS ID B, X5 S3AI Hl SACC HIZRMIFAF K, ID MZFF HE AR,

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]

w5l R LB S3 Select
Y S3 FEFHMENNREE S3 Select TR, RAAREMBEIZEEHEEFREIHEZBES,

BAR, HIEESSHEERNMMEEZESTELTRAFTIEH, XFIHS S3 Select £ (
SelectObjectContent ) HHXRIABLLAR.

BN ERMIERREHEILER . —FATIENS3 SelectiER(SISRFEIZE N "Select"). B—FATFELIER
B8] NTFAE R IO REER R ST EGE TR F.
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

TCEIERETH S

3 S3 B InEM N RBITEIEN, RASTEMFEIZHE.

S3 THIEEMEIZHER

g Name Description R EEN
SUPD BEMSI T = SIFAREMEHANER CBID, "SUPD : BEE# S3 stiiE"
i B TCEHERY A B S3KY ,
HTRH

Bl 83 FTEIBER
IRBIERT EHRNE S3 WRITHIENMINES.
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SUPD : S3 THUEEH

S3E P IHIER(SUPD)EHMIEEHITTEIRE (x-amz- meta—*)o E LR B, ia?ﬁi‘-@a?‘-?—ﬁx HTRH &, &
NEBREANSEZMRK (" BE ">" 5iE ">" ERNAAKEERSR ") . SN "EEHZEENEE
Bir"

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5hvI7mgiodwrdplShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) : "testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

BHZHE
HREE: R

UTFEDHH T RGREINFEZEENIFMRRE, STMEZEEERIIE—TRP, &K
X H BFAURAESI AN BIH S H T H, XEDAXN T T HRERZIENEE
RSP R R B IZH B imkL B AR A Ao

HIZH B ESRHEN N FHNABNFEIRFTH, @Ik FE7R. EUEREXFERENER.
AEREANEFAFAREIHEAZEEFRIATYP &, MU TREESFR:

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64):1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNT] [ATID (UI64) :94457363265
00603516171

BXIREFRHER A, BEAASERURERIMNIZSGBERS[BRNEFZESNER. BEL "EEEHIZHE
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BMBEEBRT
HIZHEER
RPHLHE

BT RAEZEFNEZLEEATEERAREAT. WET RS, RICEEES AR
BAESS ) MARSS B IRIFERBIE M

(A E T S AR R RS IR BEEL
ECMC R DLUMRED SR BR . RN D LUMIZRIZEL  "ECMC @ BR/MEFRRIDEY
EHER, BIERER"
ECOC Erasure {RIDEIEF ERIIF: RTICMENIRRFIDEIE "EcC : EIRRILDIUERER
Fr E&1REF, PR
ETAF ZEBEMIRIERY: BiXERAERELZE (Transport "ETAF | £2 51015k
Layer Security , TLS) HEH{TEZERMKL, e
GNRG GNDS JF#ift: BRSSTE StorageGRID R EM T EAM "GNRG : GNDS JEAR"
TEXBEBENEE.
GNUR GNDS 7. IRZEM StorageGRID Z24HUFHEE  "GN-R : GNDS "
GTED MIRESBELER: CMN IREETHMIRESHNIE, "GTed : WMRESBELER"
GTSt MIZESBERBE: CMN RS EFFIAIERMMEES, "GTST : ERTIMRIES"
GTSU BIRXMEES: EEMRESIERE CMN RS, "GTSU : BIRXMEME
Azn
o]
LLST Location Lost : HEMIBEKREY, EMIELEZE "LLST . UEEXK"
B,
OLST HRELK: TIETE StorageGRID RAHILEIERAIX "OLST : R24INEIE%
e X%
Sadd DPRRLHEZ. EXAFEZEEREIER. "Sadd : ZRHZEEZ
Sade BREZRe2HEZ: HiREEEEERELRE, "Sade : BRAZTEEZ
SVRF MRIEFMBIDIER: ARG TR, "SVRF : MREMIVIER
"
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%z

HNREFEHELHER

B SRR B) R

M RIFAEIOIERR . AN REFEPLNE DI R
£ 7

TREL: BigKXH.

TRIFLE: RSEERFL.

TREH. RSERR; HEFERT ERXHANMNE

o

B2

"SVRU : WREFMICIER
%Du

"SYSD : TE{ELE"

"Syst . T RIEEFL"

"SYSU : TiEEoh"

BT REFEFEIZLINNFIZEE AT S5StorageGRID RAFNIM REFHEMEIRBXMNE
fro EREENREENLER, MET R BRI R ARSI,

(A¥Z]
APCT

ARCB

Arce

ARCT

AREM

ASCE

£—1RB

ATCE

AVCC

Description

MEEBERITIE: SIFERINREIERF MRS TE
ERFPRIPR, ZRFELE S3API EZE
StorageGRID o

JIREIFRIGTRFFIE: ARC-Service FFIEMIMNEBALTFE
RGN RN R,

JIRMRIQRER: WREECMIMNPIIRFERSE
FIZR, FHH ARC-Service RIRERFTIRIEHIRT.

NZBER)INY: AN REIBEMIMNEDIEZE RS
PR, ZASEE S3 API iE#%E] StorageGRID

YIRS RIER: EMIMNERIIETFRE RGN AR AT
HIFRAR AR,

I RFMELER: ERATRENINRIEEZER
4t, #H ARC-Service R &ETE NRFHIIRTS,

JIEEFERR . NREUBFHERIMTIEEERLS,
ZEASIBET S3 API #E3#%% StorageGRID

IR REFEFIE: EFRRIMRIIEFETARS

o]

IIRIIEREECE . RUNIKPEEDERIREBRK
THEOUE BRI IE

BB
"APCT : M=EBRAR"

"ARCB : FH8)ARIG
%u

"Arce . AR RILTRES
EEH

"ARCT : M=EKRERT
V=N

"AREM : IHE3RAIER"
"ASCE : VIS RIFAELS
"SCT : AEFE=E"

"ATCE : FHRIFEHRTF

fig"

"AVCC : VAU =EED
Eu
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%z
BEIARTR

CBSE

CBRE

CRR

EBDL

EBKR

SCMT

Srem

B ImEEEZHE R

Description =

FREDERRIBAER: FHEOBREFEANTIRHRIRE "BROR:

Lo X

MWREIELR: REATTR T NET REIMET R "CBSE :

RS R(F

MRFWER . BIRKRAETR T METREIMNET R "CBRE !

NS ST (N

EWEEHIEK: StorageGRID EiXITEMEES] "CGRR:

#BIE. UEEMBEKSERTHNIRZEER TR,

AEFED BRI ILMBEEFREREESRPIEE "EBDL:
BIBRPAE X RAIRAITEFE D ERIRCE)o BR"

THEEK: ARARETITASXATSERINEKRED "EBKR:

TER D B REUAZLEMIBR ISR )o

MRIFMERR . ABRETEFENIIE, WAETLL  "SCMT:

BXRo X

MRIFAEMPR: EMRNBTRFBERASTIR, TEB  "Srem !
BiEIBEK,

FEDERRIFE

MR KX R"

X RIFUREER"

BERIAE 2 HlEKR"

B EED B

=5 BER"

MNRIEFERRRIE

R AEMER"

3 S3 5 Swift FF RN ARFIEKILENRE, RARICREFF mEEEZHES.

(% E]
S3SL

SGET

Shea

wget

314

Description EAA
S3 SelectidK: 7£S3 SelectiFKIREIFIEFimEIER S3 BFim

SeM. S3SLIES B U EEHIRE BRI IFAE
Bo MIERATRERMTN

S3 GET : iERAMINNFSURRMNRETILFMEDER S3 FF U
S POE

c i CUIRESHFRFRITIRE, WHEZEER
BEFE S3SR,

S3 head | BRMINESURERSEFENREEF S3EFIK
& B

Swift get : IERMMIMIFESZURENRIFILASRER  Swift TP
ESPOE

BEN

"S3SL: S3iE#EF
R

"SGET . S3
GET"

"Shea : S3#l
9{!!

"WGET : Swift
GET"



(¥ E]
WHEA

BEFIRSNEZHER

Description

Swift head | BRI ESUKERTEFEXNRIE Swift B ik

#%o

fERA

BEN

"WHEA . Swift
head"

3 S3 5 Swift FF RN AREFIEKEZBHERNNRE, RAIIEREFF WS NEHIZHS.

(% E]
OVWR

SDEL

SPOS

SPUT

SUPD

WDEL

WWPUT

EEHEZHE

Description

MNREBEE: BR—IFS, UEEAS—IHREE
— PR,

S3 delete : IERMINAIES LUIMIBRI RFE D ERo

cE NBRESWHFERBRRITIRE, WEIZDEEE
BE5FE S3SR .

S3 POST : iZREXKRM AWS Glacier ZiEXRE =
FE MBI RINES,

S3 PUT : IERAINAIE S LIS I R 1F(E 57 o

cE NBRESWHFEBRRITIRE, WEIZDEEE
BE5FE S3SR .

S3 THIEEEH . ERMIINESUEHRIEMN R
gD RV TTERSE.

Swift delete : IERMINES UM RH B 25

Swift PUT : BRI ES LGB N RE B8

"EE " RKATRRAFBRIEREIEE AP,

(A¥Z]
MGAU

JH SRR () R

Management API B HE: FFIEKRES.

fERAA

BEN

S3MSwiftEFixm "OVWR : 5

E

S3 B

Swift & i

Swift & F i

B

"SDEL : S3
delete"

"SPOS . S3
POST"

"SPUT : S8
PUT"

"SUPD : B¥E#
S3 FTEE"

"WDEL :
delete"

Swift

"WWPUT :
Swift PUT"

BEZN

"MGAU : BIE®HEZ
HE"
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ILMIZEERIZH R

BFILMEZEFEZERRTSEREmAHEER(ILMRERXNEH.

aeE) H EARERAD o) AR /a0

RIR ILM Initiated Delete : 2 ILM FEMIBRRBVIEIER, S4RkILE  "idel © ILM EE5)
HIZHE, i pR"

LKCU BEEMREE, BofiiREBENMNKRUBRKEMEZEIRSSE  "LKCU : BEEWR
UL ERAZE B EE

ORLM FEMRIMN . FEIZBILMAMNISEN A RFENREIEN. BE "ORLM | FEXUR
BRI ERZE B Ky

3

Eﬁ*ﬁ?ﬁ:@ = %

\

APCT : M=EEMRF

MiBZ S3 API %E#E| StorageGRID FIFMERIFTFAER G MFRI I REIER = E R
HRG

K75 ER Description

CBID WA ID EMBREI AT IRBYME—TRIRTTo

CSlz RBERN MROAN (UFTARA) o 18R ME 0,
RSLT LR REIKD) (SUC) BiEiniREMHEIR.

SUID FHEE—RIRTT  MFRERNRNZENE—RARF (UUID) o

ARCB : FHRIIERILE

EIBERERITFEI N RETEERR IR ERLILER. RRIERIIZAIE, B
UEHHE, UIRSMEHFLMENTRRRAIRE,

W] FEE Description

CBID NER ID MM I FE R RO RN AT R E—IRIRRT,

RSLT ©R ERREALRITRNER, YBTEXMEN: suC: BEINZES
KHHBAFFELER,

EEZE B A TFARC SRR E, BT 2RI, &R LU ZE S SHEAY Arce End JHS#1TILEC, UHRE
VEVE vEN:NES RNV OSSN S =E Y s A
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Arce : AT RICRLER

HEAETREBMINNIEEFER SRR REUEN, FEMILES. SNRAI, MIH
BIETENIEUBETERBISKINREE, HERIRIE, RRARIENREES,

XEHERTIEENIE KRS

(%E]
CBID

VLID

RSLT

FE

RER ID

BARIART

QR

Description

EMINEB IR EFE RSN RR AT RAE—TRIRT.

HIREEIREINERIRIRAT. WMRKRLEIAFHIEAUE. NREEID

0o

I RS IERITEROIRTS |

* SUC : RIS

* VRFL : KM (FFRIGIERIK)

* Arun @ K (SMERYIIETEERKARATA)
* BUH: KW (BBUHEIRERIZNE)

* GERR : &M (—RREEIR

RteH B 518 E ARCB B B TILEC ] LIS RITIIIC ZRFT R BT El, tEBETROEREEML, WRK
M, MFETIRERATRRBNELERRA o

ARCT : MN=EHRRYI

MBS S3 API 1%E#Z| StorageGRID BY5MRIARFER SR IR REIERN R ERLLHE

I%\ o]

(¥ Z]
CBID

CSIZ
RSLT

SUID

B &)

FE

RAHR ID

RER/

LR

TAEME—ARIRAT

B8]

AREM : 31433 S B

" VAR RMBIER " BEAZOH SRR E NI T R B RBR AR B IRECR AR TR
RN, NWIFET R ERINESMNBIIEFE RS StorageGRID ERBNRIUE. WRE

Description

BERRIFABTREME—IRRT.

MROAN (UFTHARA) » WEERTFRIIEER.
AR (SUC) BifEinikEHIHEIR.
SMERYIIETFRE R GERIME—HTIRAT (UUID) o

BRSO, IR B

SNRES
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MR IETFRER S PR EREUR T RS R B R HECE,

(R FEE Description

CBID A& ID EMINBIE T R ARSI ENABTIRIIME—IRIR T
VLID EIRIRRT RAFIEMREENSIRIRR .

RSLT &#R YIRS 2RI TERCR S |

* SUC : mIh
* Arun @ KK (OMEDIETEERAARCTR)
* GERR : & (—R&&IR)

ASCE : IR RS R
I SRR MIMNIIBEFERAT NRNBRIIREESE R,

ez FEE Description

CBID RBERIFATT TN IEEFER R LA B RERIRTT.
VLID BARIART B REES NN IREHE—RIRTT.
VRN ERRBIE EREENABTRHIITIUE. HiEXEN:

* vena : EBBXIE
* VDSA : BRI

MCLS SgE=S —NFEFHR, BFRRABSROECEIR TSM EEE WNRERA) -
RSLT #R BRI IERIE R, HRIENXREN:

* SUC : AIh (VItHTFERLTH)

* OFFL : &M (VItHE R

* VRFL : KK (FHRIIEKXK)

* Arun @ K (SMERIRSTEERAARATA)
* GERR : &M (—AgEEiR)

IEZEERRTIEENABTRES NIMBAREERT. MREANRM, NERGRMHE XK ELEMAENER
WIEHIRMES . BXTEHENEZIFMES, 5SS StorageGRID ZFHEYIETI RUE M.
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SCT . AEEFRERE

BRI REGEEERINT I EFERANSERLER, ZRAET S3 AP EZE
StorageGRID .

A3 =gp Description
CBID AR ID BERRFINANBTRE—IRIRT,

CSlz RBE K/ MERHUAN (UFTREN) o

RSLT RN REIREL) (SUC) SifEimikERIEIR.
SUID FiEE—IRRTT FHRASHENM—ARART (UUID)
Big] Big] KRB S IEETE], LARRD 9 BB AL,

ATCE : FHR)IMRESE
Lt E BRI EFIRAIMERIEFES ARBIR,

Rwi] FEE Description

CBID AR ID IR A B R ME—FRIRRT

VLID HIRIART RBRABRENFIHENME—ITRT. IFRIEEXRK, MREZIDO,
RSLT “; BTRABRERINER. SRIEXNERN:

* SUC : pIN (BERITHEFEHERER)
* exis . BB (RBREEH)

* ISFD : REWPE (MEZTERE)
* ster : RI§ (77 CBID BYHi%E

* OFFL : &k (VAtLERLHL)

* GERR : &K (—HR5EIR)

AVCC . I =ERE

IS Cloud Tiering - Simple Storage Service (S3) B#rlRMEEIREN, SERILE
I%\o

(s FER Description
RSLT ZERHHE REIKIN (SUC) HEimRENEIR.
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(¥ E]
SUID

FE

TEME—ARIRAT

BROR: EEHERREIAEK

HEFEDEREANTRERIRIETN . LDRAIRS=EMILEZHEE. Fi0. MEFFAENR

Y. FREDERFHENRIRTG

(% E]
BKHD

BROV

Bros.

S3Al

S3BK

FE

FiEERUUID

FHEDERRIRE
XIE

FiED R RIRER
&l

S3FAFMFID

S3TFiETER

CBRB : MRz

HEIEERSR(EHRE], MELZUERE, ERFMERE, ABRIERET RZENFEE
o ERMKATRMA— RN RERIS— TR, BREAILKEIER,

(A¥E
CNID

CBID

CTDR

CTSR

CTD

CTSS

320

FE

ERZATIRTT

RBERIFIATT

(53 EvalC

IRIA

BFRR(E

EIaF T

Description

SEWIERISMNBIIEFERFREXR UUID o

Description

73 ERATIR,

FEDEBRRIRENRAFRSERFRIFIRBRE(1 =Rk, 0=3FFiK),

Rt B RIRsRIFFRBURSHERE, FI80. emptyBucket.

AIXERIEFIKFRYID, EEFRTERIAIE,

S3 FETERB Mo

Description

TRETRIE / EEE—IRRT.
BRI BIREME—RIRTT,

571 CBID el @iX B et 2hiEzh:
push : KELEFRIEHIREIE

Pull : ZUSERIER LR,
CBID f£5aRvR (RiX7) TR D,
CBID fZharyBn (EUER) TR IDo

ETIEREE—TFII MR, FRERMILFTIH TS,



Qe FE Description

CTES RS RFY T 8 DRIERBFIITER. REHAT), NEWRILFFITERGE, LtE
5 W B 5E .
RSLT FRAERS  RRARREIRES:

SUCS : BmRIhEah{E .

ItEIZEERRFEMN— T HNBERBoIT R BT RHIRERIRE, ZRNBERBETERNSIIRRFTHITIFR, 1ZIR(E
SM " TR " B " TRERLE SRR ER " AR EE. AEMEWT SETET = ID #1758, EER
BFERERFAIIER, NRSEFEMEEZCEEESER, NBATFRIES4SITHEG

CBRE : X&izlks:

RBERM— T REFHES— I RTlE, WHEERBEBEREEL L.

¥ FEE Description

CNID EEERRIR TS BEATEAIE  EENE—FRE .
CBID RARITIRTF BN SR —ATIRRT.

CTDR iz valE }87= CBID fEHi2#IE B ohE 2 hIEh:

push @ KELIEFRILHEIF.

Pull : $ZUSERIER G MR,

CTSR IRSE(R CBID f£5aRvR (RiX75) TR D,

CTD BtRR(E CBID fZHigy B4R (=) MTH= D,

CTSS BaaFyIts  SERAREEBIRE .

CTA ERRERFIIT  ER ERAINEREFEYIS. NRKMRERFIITERSFiaF5 it 48R
5 , FEFRERRAY, WARRIHREMLETE.
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(¥ E]
RSLT

FE

(LTS

Description

RHHRENER (MRERENAERE)

SUC : fZHimTh5eRl; BAEIERIAEFTITE.
CONL : f&imffiElEizER

CTMO: EIskfFifRiEEiEEn

UNDE : TEHRIEART S ID

CRPT: MTFEWEIRAHTHEIE. FRES

IHEZH R T T RET RIEUBEEIRFETM. MRERERMIN, NZRFRHIEM " FaFp7ites " %

W2 " CPRE R

IR, WHEIRHTRIRMDT. SEEEZCHEESERN, T UATIIERIZA T,

CBSB : X&®&XHIE

HEIEE RS (ERRE], MELUERNE, ERMERE, ABRIERET RZEFE%
o ERIMRRNERM—ITRIFREIZS— MR, REAESLHILER,

(REZ]
CNID

CBID

CTDR

CTSR

CTD

CTSS

CTES

RSLT

322

FE

BERARIRTT
RBERIFIATT

(53 EvalC

TRIA
BREIE
EIaF T

1&&)32%%@‘5']11‘

5

RIS

Description

TRETRIE / EEE—TRRT.
BRI BIREME—RIRTT,

571 CBID el @HiX B et 2hiEEh:
push : KELEFRIEHIEE

Pull : #EZRSLAIEREEIRIE,

CBID f£HiRYR (RiX7H) BTRIDo

CBID f#HmBE7 (FEWEE) MW= 1D,
ETRERNE—NFIIITE. NRMTY, FHEMILEFETITHEF R,

HERERERNFTIH . WRERAT, WEKEILFRTHUE,
BN E T,

R IR AR
SUCS : ERMENEH.

"o REFEMEWTREIHT R ID #TRIR. HERIRATFRERSGHER, UKE

%



IHEZHRRTEN —TRBRB T RET RBUEELEIRE, ZRAREREIERTRIMRFTHITINN ZIRF
SN " FHARF TR " B " HRAE R FFITER " AR, AEMERT RETETIR ID #1TRR. IHEER
BTREERAGHIER, MRSEHEFEFZEELEEGER, WATRIERIAITL.

CBSE : WRKIFLER
ERABRMN— P RERES— I TRE, BEXAAHILERS.

185 FEE Description

CNID EEARIRTT TRENERIE / EERE—IRIRT.
CBID RBERITAT EERAIABRAIME—ARIRRT,

CTDR EAm 157 CBID Rl HExBohiE 2 hIE ).

push @ KIXEEAIFREIRE
Pull : $ZFWLAEIEREEIRIE,

CTSR IRSE(R CBID f£5apvR (RiX75) TR D,

CTD BtRR(E CBID 2By B4 (=) MTH= D,

CTSS iyl s G Ve a 5 =k il ) [T g

CTA LFRERFIIT IR ERBINERBFEIIS. MRLRERFTIITHESHGEFTITEAER
54 , FEFRERRAY, WARRIHREMLETE.

RSLT (TS RHHRERVER (MRELFHAERE)

SUC : fZHIRThTERL; BRIXIEKIFIERESITEG

CONL : fEiaREEEER

CTMO: EirsifeiaiRialEsaEny

UNDE : TEBRIEART S ID

CRPT: HTFEWNEIRIFSTHEIE. FHRES
I H BRI T R B TR ERE MR FE Tl NRERMERNTN, NZIRESBEIEM " FaEIHE " £
W " LIRERFEYITE " o AEFERET BT ET R ID #1708, WES TR TFREARIIER, UKE
IR, MERHITHRMO . SHEEFEERESERN, ErTUATFRIEREZNITE
CGRR: BSWIAEE4IIER

2 StorageGRID ZiAESMEE iR FEMMREX R IEZ TR ZBIERITRET. RKERILE
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HEB. RBEBRKAKRME A = RIZHIZHE (ERNERR),

(e FEE Description

S3Al S3HFIKFID  HEMPEFIRRIFME S ELAIFEF KA RYID,
GFID MIEEXSIEZID ATEMRESIFIMEESIEZRID,

IR CGRIZ{E SRV S HIIR1ERIEEY

* 0 = Replicate W&
1 =EEZWAWR
* 2= Replicate deletetRiz

S3BK S3FETEL S3 FETER B,

S3KY S3 Z4H S3 HIARM, FEIEFHEIEEM.
VSID fRZs 1D IETEEHIRI 3 REVFFERR A BIARAID,
RSLT RN R[EIFIN(SUC) S —RREEIR(ERR)o

EBDL: BT TEiE 57 E&MIBR

ILMI3HA2 R MFR T 768 0 R P IETEMIBRFA A W REIN R T=FE 7 ERIR1E),

(¥ FE Description

Csiz R A WNEROK/N (UAFTAEM) -

iz YES S3TFMEDE/IZEA S3TFMED BB MM SIHIAR T,

SEGC A2 UUID ESBXRMNAEN UUID . RELMRREDERR, EA TR,
UuID BEAMW—ITRRT  StorageGRID RFEHM RAIFRIRRT.

RSLT MFRIRIENER B4 RIENBSHER, MRSHELX, WA none MAE

SUC , XEMASEINGIZIZHEE.
EBKR: T ERIEXK

IH BeRA P &IX T TR A = 78 3 ERBVIE K (B BRTE 8 70 B SR B L R X
R)o
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(¥ E]
BUID

EBJS

S3Al

S3BK

FE

FESERUUID

=EED
E¢JSONECE

S3tF KA ID

S3 FEDER

ECMC : BRERARIBIER B
B ZOH B Ham R gl Bl iR DI AU MRS I EURE F Bo

(A¥Z]
VCMC

MCID

RSLT

FE

VCS ID

XiR ID

#R

EcC : IRBMRT AR EIRIT
IEERZOH B e R ST B0 AU MRS B EURE / BRE ST,

(A¥E
VCCO

VLID

CCID

RSLT

FE

VCS ID

%D

XiR ID

#ZR

ETAF . £2BR1IEKNK

MBE2IAERERELZ S (Transport Layer Security , TLS ) #1

E R

Description

D EEATRIR.

BERTHFITDEEEAISON,

RIFERBWAFPRIEFIKE ID . ZEXRTE

S3 B BB Mo

Description

BEERDBIIRB VCS BIFR TR,

R/ DAL 4mED F ERBIARIRTT o

Binial

FEREEN " T "o RSLT- B— T HMEHEFE, BESHASEHRST
Ko A" X" MARZE "CSU", ALFRMiELHEE,

Description

BERIFXIRE VCS IR,
BLE BRIV M4ES H ERBY RangeDB %o

EARITRIL I4RED F ERAYARIR T o

EFEREIEN "X "o RSLT- B— M MEHEFE, BSHEERRST
X, A" X" MAR "CSU", ALFRKMELHES.

TIERKRM, W=ERK

325



Qe FE Description

CNID ERZATIRATT SHRIIERIKAY TCP/IP EEM M — R SRR
RID BREH KTIEEA P S BBRSBXRITIRR
RSLT [RERES KWBIRE:

SCNI : REEZEEITIKN,

CERM : JEHiR%k,

IER: IEBL.

cere . IEHEIHA,

CERR : JEBEHH.

CSGN : JEBFZTH.

CSGU : JERFZERH.

UCRM : VP &R,

UCRI : FAF &I

UCRU : RAWERAF &R,

tout : SHIIUEEER,
ESEA TLS NRLRSEIEER, RASEA TLS BEXAHMRS TR BN EthBIERIIEITRTAN &
B MRUIBHEIEERIEPHEIELY, BIFIRATFMEY, WRIBREZLHE, X UEIEREFZINNG
B U E M S T2 AE R AR,

E BRI R T RELANERER ERNZE XD AR RELTHHAFAITNEEMS L. NsFIIEZESR,
AL NIARZ IR ) BRI IR 1R

GNRG : GNDS ;i##

NRE AR TE StorageGRID AP EH I EM T EXEZHESE, N CMN IRSFEERN
HEEIZE R

Qe FE Description
RSLT “ZR EHERIER:
* SUC : RiIh

* SUNV : ARS3ARIA
* GERR : HfthkpE
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Qe FE Description

GNID TR ID BEhEFMERIARSSHITIR ID o

GNTP RERE PRSI RBVIRE SRR (5190 LDR ARSSHY BLDR) o
GNDV kEBShA  #7IR DMDL H4E M T RIRE R SIRAENF S,
GNGP A MR T RPTERVAE (TEHRMAMRSEEHRZIFIES) .
GNIA IP stk PIAETI AT 1P ik,

BHNETREMEENETREPNEEN, BERItES.
GN-R : GNDS jI§4

INRFEARSSEM StorageGRID REFEUHEMBEXBFHIES, W CMN ARSSFEERILL
HIZH R,

Qe FE Description
RSLT “ZR EHERIER:
* SUC . RiIh

* SUNV : BRSAATA
* GERR : Efthi[&

GNID TR ID B EHEKRARSHTI R ID o

GTed : MRESES

IHEIZCHE R CMN RZERIEEMRES AR, HERBIMESBRERER. R
5873 SUC , ABRT g Rolf , MI&E/REMNAY Grid Task Started BHIZHE ., HMMERER
B, WEMEESEIIEMERFFIE.

(eE FEG Description
SID £55 1D b B T ME—FRIRE RIS (ESS, HAWFER LSRRI MEES
HITEE,

* AR *ES D BEERMRESIHOESN, MARERRESH
DEH. LEMBESHRESRRZR, EXMMERT, "FE5ID"
FERARUM—IHEERR, BFENEERFZHE,
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Qe FE Description
RSLT “ZR MIBESHRENRSER:

* SUC : ERIhFERMEES,

* ABRT: MIRRESBLRLE. BXREZEEREIR.
* Rolf: MRESELIE. TiEEREIRETE,

* BUH: APERMIMEES ZaiEBUELES.
* expr: MNESERIZAIETH,.

* IVLD : MIRESTEK.

* auth @ RIENRWEES.

* DUPL : MIM{ESHIELRNEE TN,

GTST : ERIMEES

tEERZoH B8 CMN ARSSBEFHIAMBIEERIMMRESS. X THRAEBMBRES RS S
B EUERIMRESS, EHERERENBESRIIERZE, WTFiRZE
"Pending" FRABMRIESS, AR BoIMBESHSEMILLER.

Qe FE Description
SID £55 1D b B PTME—FRIRE RIS (ESS, HAWTEESHNENEHARAXNE
HITEE,

*EE: ES D BEEERMRESIOEN, MARERESH
DEH. LEMBESARESRRIZR, EXMERT, "E5ID"
FRARMUE—HEERR, BFENESRNEZHER.

RSLT z g2, hFERIFE—ME:

* SUC : ERZhEEIMRESS,

GTSU : BRZMBES
IEFRTZH BRI ERMRESR3CE] CMN ARSS.

¥ FEE Description
SID £5 ID M—RRERNMNEES, HAFEENEGBARRMNZESHITEER,

* AR S 1D BEEERMRESIOESN, MARERRESH
DEH. LEMBESARESRERZR, EXMERT, "E5ID"
FERARUM—HZEERR, BFENELERFEZHE,

TTYP ESRE PR IESSRIEEL,
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%z
hR s

TDSC

VAT

Vbts

TRC

ACTV

RSLT

FE

ES5 R
ES PR

EEEBZ S

53

LN EIESPAIES]
4

iR

3 O i

#R

idel : ILM EEshfibs
ILM FHIaBRIT RS S E R ILELE B

EUTE—BER TEZER idel JHE:

Description

BRI IESS RSB
PIMEIESS B AR P PIRIB) AR o

WIS REEMMETE (M 1970 £ 1 B 1 BFEH UINT64 #4FD -
UNIX BE]) o

MIRESERMRFTE (M 1970 £ 1 B 1 BFFAR UINT64 157D -
UNIX B¥j&]) o

* TXTB : MRESBUZ R XARAIAZ BT StorageGRID R4H1R3L

o}

* M MRS BTN ESRIARS R,
AERE:

* Auto : BRRXMRES UABIE,
* PEND : MRESERREFERT. X=E TXTB RIME—rIaEM,

* SUC : BRIIHERXMEES,
* fail . ESEEEBERER.

* *XWFEH S3 FEDERFHIXNR * 1 H ILM FRBE RN RIVIIEN, RASEMLER, ERZMNR
MEREHRETH (RikEEABEmNFRSEBEXHAGERR) -

* * FATFAEM S3 FED R Swift BEEPHINR * o ILM FERFRN RAIEERNSERLILER, RJERD
ILM ERES BV E IR S A A& A T L Ko

(A¥Z]
CBID

CMPA

FE
RERIRIRAT

B Snhi
bR

Description

FFRE CBID

VERTEM S3 FEDERFRINR, 0 (false) 1 (true) , f&&
MM REREBHRERNZE N EMER, FFRIEDRATEEFRER
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(AT
Cmpl

CMPR

CTME

DMRK

CSIZz

LOC

B

RSLT

Wl

SGRP

uuIibD

VSID

330

FE

B JERR
=va)

[==]

Bl REHA
R

Al N
18]

MBR+RichiR4s ID

RER/

&

S3 FEDER | &
A3y Swift 2588 /
& 1D

#R

RN AREE

i ()

B AME—RIRTRT

hR7s 1D

Description

ERTFEM S3 FHEIERTRINSR, 0 (false) 1 (true) , ¥&x
FED BRSNS TEERBRS.

RERTEM S3 FEDERFHNR, NREFHRVKE, USHNE

1L

IERTEM S3 FHEDERFHINR. WRHHNE, EAILUSRER
R (AN ERM) RINEILE, LAERBSB]LAMIFERE D B R

o

Mhiz sz 5 B9 E 53 B PR SR B 61 2 A9 ERARI2 8RS ID o FhED
B LR R EE TR,

HROAN (UFTHARM) o

MEREHETE StorageGRID REFRIFMEMUE. WRWNFKBMUE (HIg0
, BMIER) , MIEHREER ™,

CLEC : MFETLMMBAINR, NATHREHENLUMRIBECES M
ID FEUMIZREDEE 1D o

CLDI : WFE&HIMXR, LDR = ID MMKRMUENS ID o
CLNL : VA REEN R BN T = ID 6

%? FiED ER R MR S3 BIARIR, B Swift BEFZFRH Swift FRIFIR

ILM $2ERNZE R,

SUC : ILM #2ERTh.

* WIREM S3 FEERPHIENNRRAEREHAIRESHIMAK B =hl
bR, M=,

* MRBTFHIRBEEMVATHROKERSTRRENSR, WILFER
RETNATFHRIEE— ILM AN RIRITE

MREFELNR, NWaEEENER ERERIENSR, MARTEEFHAIL
M RAVIE R,

StorageGRID ZFHXREIFRIRETo

EMIBRAT REVFEMASBIRRZS ID o FARZIRAEER 2 ERP R R
SIITHRER BT F K.



LKCU : BEEMREE

gn2R StorageGRID MIfR T Semi FEFEURMEFHZEANEBENR, WIEMIELHEE,
3 S3 5 Swift EF RN REABEEXNRIRREZN, WREKES. MERIEZBDHE
[Fa#T,

ez FEE Description
CSlz RAEKN FTWRIAKN (UIFETREM) o
LTYP P it _{UHRNEEAE,
LUID ERIBRITR EMBREIS RBIFRIR T o
uulD
BRZ S3FMENER | & S3 1ZEDERB IR S3 BEHRFR, T Swift S B FRF] Swift I RFRIR
$AEk Swift 28/ o
&R ID
SEGC A2 UUID ESRMRIARI UUID » RELWREDRES, Ith{EA A,
uuID BRAM—INRRS  DEENREINERT. REERRBBRMARE, LWEA A,
LLST : [UBEX

BEABRAINRBISHOE (EHSMFRRED ). BEMILES.

1Hg FER Description

CBIL CBID Z&m#y CBID o

ECPR fiﬂﬂﬂéﬁﬁ%ﬂ%si RTESRRREHII R IR, FrALMZRSECE S FRIID,
LTYP (UAESic CLDI (Bx#ll) : RTERINXREIE

CLEC (BX#) : BT IUMRDAIIT R EUE
CLNL (E%) : BFIsESIHIXS REGE

NOID RETRID EXRMERNTR D

PCLD ERXRNRE FERNKREENEEAERNTERZ. X3 LTYP REXN CLDI (B1, Xt
TEHBMNER) BAR[E,

KA
/var/local/rangedb/2/p/13/13/000Js6X%{h{U) SeUFxEQ
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(¥ E]
RSLT

TRC

uuIib

FE
#R

RREIR

BAME— ID

MGAU : BEFRIZEE

"EIE " KR BAFIEKRIEREIEIE APl ., XF AP, #H3E GET = HEAD &R
EREABIEF— NN, HPEESAPIFARFR, P FiEKRIEE,

(CE]
MDIP

MDNA

MPAT

MPQP

MRBD

MRmd

332

FE&
B1F IP #hlk

e

BREE

BREESHY

BERIEX

BRFGE

Description

éégﬂg%o RSLT- IEE_ﬁ\LZ\iﬁi‘ﬁI%\?EQ; 1E5ﬁt5ﬁ1§\969é0 Tﬁﬁﬁ none ﬁlﬁ
A= SUC , FEttAFA=TmIELER,

User : APft%
Syst ;. RZBEME

StorageGRID RH AR MR RAVIRIRRFo

Description

x5z (B15) IP il
EHUER

BRI,
BERNBEIRSE,

BAREXHINE. BAKINERTRIERMNIEN, BEXLERT, @0
RV EX AT, WKIERIERIEN, AFMHHMEXHFRZEUTES,
Ftb=MLT POST AARNERIEXPIREUXLEE S

* * POST Authorize * FIFYE R &Mk~ 1D

* * POST /grid/grid-networks/update* B FMECE

* * POST /grid/ntp-servers/update* FEYET NTP fRS5 28

* BfFHEMIRS 28 ID fiiF * POST /grid/servers/decommission* Hf

D EREBMEREME (GIN S3 AR IRESRE (R
1) .

HTTP &3R5

* &7

- PUT

* MIER
* patch



(¥ E]
MRSC

MRSP

MSIP

MUN

RSLT

FE

LG VARW ]

MR IE S

TR 1P ik

FAF URN

“

OLST : AFHMEIELTR
WNERDDSHRSS £ StorageGRID AGFHAZFREVEAIREIER. NSERILE R,

(A¥T]
CBID

NOID

RSLT

uuIib

FE&
ARRIRIR T
TaID

S3 FEDER | R
$AEK Swift 38/
R ID

#

BREE— ID

% ID

ORLM : &R

IRMREIKIR ILM MNBYIEERINEFENES], WREMLHES,

®

Description

LG VAR

RINBERT, RASRERMNANRE (MNEX) .

<k BUREREWMER (40 S35 ER) SRESER (flilE
B3) o

ZRiR GR) 1P ik,
RIFFERBWAFH URN (F—ZREM)

R[ERELN (SUC) Si/aimikEIHIR.

Description

ELIFRH CBID

ERMNENRE— N EMNEERIOALXNEGCIRATH), NREEERTH
, MREEFERTS ID MAMERE D,

SNRAA, W)y S3 FEI B S3 AR, =E Swift BEFR
1 Swift W RIFIRT.

HEFERBIER none o RSLT- B—MMEHBFE, BSIERLX, £
F none A& SUC , Bt FRETmIELHES.

StorageGRID R#HHEKXMRAVIRIRRT.

NRETA, WAERKHNEHNERE— I EBANUENFET RRIET RS
ID o

YRR S —FMNER TR K NEETHEES, NEERARRIAE Make 2 Copies FLN AL IHTZ(E
R A=ER ORLM SEE,
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(¥ E]
BUID

CBID

Cslz

LOC

RSLT

AR

SEGC

SGCB

uuIib

VSID

334

FE

TFiE D B AT

RERIFIATT

RBERN

g

S3 EFENER 1 &
$AEK Swift 28 /
R ID

#R

MRNAREE

A28 UUID

A28 CBID

Status

18 A ME—ARIRTT

hR7s 1D

Description

FHEDER ID FE. FATABMRIE, XESKITEIESN PRGD B4 B,
IR CBID
FWEREAN (UFETHHEAM)

W REETE StorageGRID ZLEHFHEFHEUE, MRWKLKEMUE (I
, BHIER) , MIEMREER ™o

CLEC : MFEILUMBEINR, NATFITREIERIL M RISE E X4
ID FN2U M 4mES4E ID

CLDI : WFE4IAFR, LDR T ID MWKRMUEBENSE D,
CLNL : VAN REER W RAERNT = ID 6

?,,3 B ERBMRA S3 ZEARMR, BL Swift FEFRIRM Swift WRIFIR
To

ILM $21ERVEE R,

SUC : ILM #21ER T,

HRNATF I RE ILM MR AR,
ESERNELER UUID . RELWTREDEA, HEARA,
ESEMRNAESEN CBID » WENERATESBEMSZIINR,

ILM $2EEPIRTS.

Done : BFEHNIRB ILM #£1E,

DDER : MREARCHFFAREK ILM E#riFfho
PRGD : It3&REM StorageGRID R Z:A B,

NLOC : 7f StorageGRID R AEI N REIE, ILRSAIRERTHR
HHERIFRA BIZAIERR B BT,

StorageGRID R4 X RBIRIZETo

ERIRAIEFINEFE D ERPEVZBVFR N RAVARE ID o WARZIREEESN
DEFHDERMNRAITHIREAEELE TR,



MNFEIHR. AIUZREHORLMEZER. fli0. BEREUTEAHZ—R. BIKLtH<L:

* STRAY ILM FRNUAE KA E o

* It Epoch BAEXRAY ILM LM,

* ILM FR E MR Ko

* EARIBIEONEIE NN REIENRIAE#HIF. StorageGRID RASHIT ILM (L LIS HRIRIFAI 3T

EESEE]
HEBNES
HERBBES"

OVWR : WREE

SNRINER (BFIRIERRAY) BAEFH—IHNEREI—THRES, WERIHEE,

R FE§ Description
CBID NBRITRT ( FXREI CBID -
L)
CSlz FRIFNRARN BEBSHOWRREOKRN (UAFTHEMW)
OCBD WAPITRFT ( E—PMWRECBID,
£—)
uuID ;Eﬁﬁﬂﬁ— ID (¥ StorageGRID RZZAHHTIITRAIIRIDRT,
oulD WRAM—ID (Ll StorageGRID R&4iH E— M &RMIARIRATo
AIAY)
12 S3 8 Swift R AT LE—THRMFMITRE S3 5 Swift WREKZ
1
RSLT HRAW WNRBEESHNER, ERIBEN:
SUC : AkIh
SGRP mhe (48) NRFEUSH, WEEEENER ERFRLEESENR, MAZTEEPEH
ANEBERNRAVIE S,

S3SL: S3iEiFIER

IthH B =7ES3 SelectiEXKIREILAE Fik/FIERTM. S3SLHE RILIEEHIRESMEIR

REFMER. MIFKETRERMI,
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(¥ E]
BYSC

BYPR

BYRT

EZi}

RERT

JOFI

Reid

EXTM

ERMG

RE

iR

S3BK

S3AK

S3Al

S3KY

Sadd : BATEHEZ

FE

[SEEE 54

B
$t
ot
W

BRI FTIEL

R[EBYFTIEL

IBREAE

R[ERYIER

Rl B5ER

X ID

HATESE]

BEIRHS

iR

Stacktraceftiz

S3TFfEIER

S3 i5iRE 3R ID
(BEREMHAN)

S3 P HKF ID
(EREMHFA)

S3 &%H

Description

MEET R BB F T

MR RHITESE. BYSCHIBYPREJGERBFAFEL, MRENREE
ﬁi"z\ NBYSCABAKEEHENFTITE. MBYPREZMEESLEGEHF
o

BAMENF T, $87S3 SelectfFill KRR T Z D FHH"EH

j:+|-|ﬂ-|-'+§|é n

BF T

S3 SelectfF IR [EF| & F iR F T 5,

S3 SelectfFdl MFFET AR EIAYIE REITE.
S3 SelectfFLIR[EFIE F iRAYIE R TE.

$57S3 SelectfFll EBE TR ANIE, R LLENfalse. MIEWTETT
. FEEIRFERDEESHE. ERmEAEEKREIZSSER. HER
IREER,

S3 SelectiERAHRIRRFo

S3EF L FE A P RR RY B [E] (LARD J9 BB AAL),
S3 SelectfFAl & MAIEEIRIE Bo

S3 SelectfEl 4 A AIEEIREEL,

S3 Select{Fll & fiAIStacktrace i fHo

S3 FHED R,

RIXBERBAFPRIS3IIEIZAID,
AIXERBIA P EIEFIKP ID o

S3 ZARM, FEEEFEIRET.

WHBHETAERS (TR ID) EXHFEREEASIER; TERENEEFZLES.
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Qe FE Description

AETM BRAE BTFREREZNG %,
AEUN BR#& MITa L UEAHEZASIERNAFR R,
RSLT “ HEFERBIER none o RSLT- B—MAMEHEBFE, BSIERTX, £

F none A& SUC , Bt FRETHIELEES.

WHEERTAMESAETIER, BUAEERA, B8, REEHEINREA ZERALLIEERIES RS,
TEEEZ G, BIERFEZ (SAade) , FHKAPELZARZIINGE,

Sade : BHEZE®EIZ

g%@%&ﬁﬁ%%(ﬁﬁm)EEEEH%EEEE%;EE@&W%%%&EH%

(eE FEG Description

AETM BRA% AT EBRHEZNE %,

AEUN RR& HiTeR T UUBAFEIZAEIERNAF 2.

RSLT & b EZRIE S none » RSLT- B—MMMEHEFE, B5IBESLX, F

F none A& SUC , Bt FRETmIELHES.
IHERTAMERAASIER (Sadd) , BUAEEKRR, BE, REEHEHNARA ZEALINEKRRES
Zgtltee. EMEREMZE, EREME, MERAFZNEERBKARL.,
SCMT : WREFHR

MRABRERZZAARAANTEZRAIANEEE (XERECERAEFMH) o FAFMEN

QQE%QEAME,#EEﬁﬁ%%%ﬁﬁ@Eoﬁwgﬁ%ﬁﬂﬁﬁwﬁﬁﬁﬂﬁ

e FEE Description
CBID RBERITRAT  IRREIKAFERNATROE—TRRATT.
RSLT HRAE RX RIFAE IR AR

SUCS : MREINIFE.

HEERTAEABTRE T2FMEMIIE, WNEALIEK, B TRIERASARIEIER.
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SDEL :

S3 delete

HS3FFim &R LMERESE . RAZBERBIFREENN REEFMED R, HERERFMHED R/
WRFRF. WREFSHY, RSBFIFALIHER.

(¥ Z]
CBID

CNCH

CNID

CSiz

DMRK

GFID

GFSA

HTRH

MTME

RSLT

S3Al

S3AK

338

FE

RBERIFIATT

—HMEERIRER

ERARIART

REAR

MIBRARiChR4s 1D

PIMEX S IERZID

PR EX &R IK
FID

HTTP i&K453k

ERAECRET ]

LERAED

S3 fFKF 1D
(BEREMHN)

S3 i5iR %R ID
(BEREMHAN)

Description

ERNATRIE—IRIRTT. 1R CBID Kk, NFEFLERN 0. &
& B ERIRER B TR,

SNRIERPEE—EIEES] HTTP BERARKHE,
TCP/IP EZHIME—RGATIRTT.
ERFFHREIAN (UFTHEN) » FHEDREREFRBELTFR.

M2z 5l B9 77 50 B R PR SR B 61 2 B BRARICBYMRAS ID o 1F6iESD
B E BRI FR B AL F R

SRR E RIMERERREXBIRREX S ERBERID, XEEEBIRMRE
BYEZBEH,

RRIAE L BT RS S HMIERIERIFAF KA ID, (XESTEBARMARAYE
ZBEHR,

FIHECEHREIAENEIER HTTP 15 KARK R FRFE,

"X-Forwarded-For"
WMRBERPEELSH. WBHBEELEE X-Forwarded-
For' {ES5IERAMGAIriilt (SAIPEIZFER) RE

X—amz-bypass—-governance-retention WMRIERPEE. N=EDH
BE.

Unix BYiB]&%, LDURAY RS, BFfEn LXIE RAIETEl,

MIFRESHIER. LERBLZN:

SUC : FXIh

RIXBERVAFPBEFIKS ID . EERRERIAIE,

RIXBERVAFPHMGE S3FRER ID . TEERTERIIE,



(¥ E]
S3BK

S3KY

S3SR

SACC

SAIP

SBAC

SBAI

SGRP

SUSR

B8]

TLSIP

uuIbD

VSID

SGET :

FE

S3 g ER

S3 #ZA

S3 F&HIR

S3 KA B
(BEREMHAN)

IP it (GERA
% A)

S3 K 2R
(IFEDERFRE
)

S3 Ptk ID
(TFEDERFRE
)

b (48)

S3 HF URN (
BEREHN)

B8]

RS E TS
IP Hhhik

B ME—TRIRRT

hR7s 1D

Description

S3 FEDERB Mo
S3 TIARM, TEEFMEIREBF. FHEIREMREFBELTR.
BREH RENDBRINRFRR (NREAR) -

RIXBRHAPBAF KR 2. ERIFRNZ,

AEERNE P RN BIZFRY IP ik,

FED ERPIEERNEF KA R BTRREKA HER .

BirFtE D ERFREEREFIKF ID . AFARREIKFHER AR,

MREFELNR, NEEEENER ERERENSR, MARTEEFHAL
HRAVIE R

AHIERBAFREFKS ID MARR. AFREUEAMAR, ekl
% LDAP AR, ffign:
urn:sgws:identity::03393893651506583485:root

ERIERN=,
BRS8N RL

IRIEREMREMENE 7 BAHTERKBE, WHRHTEE P
Hohik,

StorageGRID R#HH X RIVIFIRFTo

EMFRN REWFERRARIARZS ID o WRZhANEIERI D PRI B3
SKPTHRER BT T,

HS3FFPImAHGETES. RAARIEKRNENRITILEFMEDERPHINR. HEMERZF
fEDER/IRF AR MRFEFAL, RFWRERBLEHES.
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(¥ E]
CBID

CNCH

CNID

CSIZ

HTRH

Bk

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

340

FE

RBERIFIATT

—HMEERIRER

ERATIART

REAR/

HTTP 3&K45k

SEEEIREN

L SAKE

S3 f#HPKF ID
(EREZHN)

S3 151 %R ID
(BEREMHAN)

S3 FiEI R

S3 &4

S3 F&HIR

S3 P K ZFR
(GEREHEN)

IP sk (GBR%&
% A)

Description

BEROABTRIE—IRIRRT, 0R CBID R, MILFEEEENO. 7
it 57 B LRI IER BRI FER,

NRIBKPFE—EIETH] HTTP IBKATKMES

TCP/IP EEHIME—RFIRRT.

*%%%UE’\JN%E’\JWJ\ (UFTREN) . FiEDR EFIREREELLT

EXO

FIHECEHAENERRMEIER HTTP B KRR KR FRFI(E,

"X-Forwarded-For"
MRIFKRPEFEELLSEH. NEEHESISE X-Forwarded-
For' fESIERAMH AIrHlE (SATPERIZFER) A

ER T CEREUE(F. fERILERIRNFTHECEE. FT (/) FE
EETRBIMHRBIKN.

GET ESMLER, LERIIBLN!

SUC : F&Ih

RFERBAPREFIKE ID . EERTERIAE,
RIXBERVAFPHMGE S3 HRER ID . TEERTERIIE,

S3 FETERB Mo
S3 ZIARM, FEEEFEIRZT. FHEIRLENREFEELFR.
BEREH HRENDRINKFER (WNREA)

RIXBERNAPBEFKE B ERBERAZ,

ZHIERNE P RN AR 1P ik,



(¥ E]
SBAC

SBAI

SUSR

B &)

TLSIP

uuIib

VSID

Shea :

FE

S3 FHF KA &R
(FEDERFRE
&)

S3 fFKF 1D
(FEDERFRE
&)

S3 FF URN (
BEREHN)

B &)

A ST
P Hudik

18 A ME—ARIRTT

hR7s 1D

S3 #3k

Description

FED ERPIEENEF KA R BTFRREKA HER .

BinEtED EFREENEF K, ID . ATFARREBIKFHE S AR,

AHIERMNAFHEAKP ID MAFRE. AFRTUERMAR, e
% LDAP B, fign:
urn:sgws:1identity::03393893651506583485:root

ERIERN=,
ERAVE IR ], AR S B,

RBERZBHZEENSE 7 BAHTESRRAR, WHHhHTEE IP
Hudk,

StorageGRID R4H 3 RBIIRIZFTo

FRARMN RV ERARIARES ID o MARRRAEIER D ERFHYD ERANXS
SKPITHRFR BT T

3 S3 BFUmA&th HEAD =5, RARITKNERSHFENRIFMEOR, ARREX
MRATEIE. WRFESHY, RSFBFLLUICER.

(8E

CBID

CNID

Cslz

HTRH

FE

RERIRIRAT

ERARIART

BRI

HTTP i&K45k

Description

ERMABTRAIE—IRIRTT. 1R CBID K1, MFERFIEERN 0., &
fiE7 B RN R BRI F R

TCP/IP EEZRIME—RFIRIRT.
RENRIAN (UFTHEL) . FHEIRLENREFEELRTFR.

FIHECERREIAENEIER HTTP I KARK B FRFE,

‘X-Forwarded-For"
MRBERBPEFELSH. WEEBIESHSE x-Forwarded-
For' fESIERAMH AP (SATPEIZFER) RE,
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(¥ E]
RSLT

S3Al

S3AK

S3BK

S3KY

SACC

SAIP

SBAC

SBAI

SUSR

A &)

TLSIP

uuIbD

VSID

342

FE

SR

S3 A ID
GEREMHN)

S3 ihiRlE A ID
(BEREMHN)

S3 FiEI R

S3 %A

S3 KA &M
(BEREMHAN)

IP it (GERA
HA)

S3 K 2R
(FFEDERFRE
)

S3 Ptk ID
(IFEDERFRE
)

S3 FHF URN (
BEREHN)

A &)

G R
P it

8 A ME—ARIRTT

hR7s 1D

Description

GET E5HVER, FERILN!

SUC : B

RFERBAPREFIKS ID . EERTERIAE,

RIXBERNAFPHMGE S3 HRER ID . TEFXTERIIE,

S3 FETERB Mo
S3 ZARM, FEEEFEIRZT. FHIRLENREFEELTFR.

RIXFRHAP AR KR 2. ERIFRNZT,

AHERNE P RN BIZFRY IP ik,

FED ERPAEERNEF KA R BTRREKAHER .

BirFE D ERFREEREFIKF ID . AFARREIIKFHER AR,

AHIERNAFEFKS ID MBFE. BREUEDRtAR, HaJll
= LDAP FF, fimn:
urn:sgws:1identity::03393893651506583485:root

ERIERN=.
BERES IR 8], LU EAL

NRBRZBHEREENSE 7 BAHTERBAER, WAKhHTEE IP
Hodk,

StorageGRID RZFHXRAIFRIRET.

FRARMN RV ERARIARES ID o MARRRAEIER D ERFRI 7 ERAN XS
SIITHRER BT K.



SPOS :

3 S3 FFimA& L POST WRIFEKET, NRFFRIN, RSBFFRLILHE,

(A¥T]
CBID

CNCH

CNID

CSlz

HTRH

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

FE

RERIRIRAT

—HMEERIRER

BERIRIRTT

RERN

HTTP i&K453k

LR

S3 fFHKF ID
(EREMHA)

S3 iniRE A ID
(EREMHAN)

S3 FEDER

S3 &%H

S3 F&HIR

Description

EREABREE—ARRRT. R CBID KA, MFEFIEEN O,
INRIERPIFE—BIEES] HTTP ERIFLHE.

TCP/IP &I — R GATIRTTo

KRR AN (UFTHRA)

F B ECE RRIEERMBEIE R HTTP 1B RARL B FRAI(E,

"X-Forwarded-For"
MRIFKRPEFELSEH. NSEHESSE X-Forwarded-
For' {ESIEREMHGF A1l (SATPEILFER) AEl

(SPOSHAHEE).

POST WRIEIRIFERBLER, LERIIBEN:

SUC : RiIh

RIFERBAFP AR ID . =ERTERIAE,

RFERIAFP RIS S3 iARER ID . EEXRTERIAR,.

S3 FEDERB .
S3 ZHRM, FEEEFHEIRE. FHEIR LRI EELETR.

BEH RENDBRINRFRR (NREAR) -

XtF S3 Select ##fF, IREN select,

S3IFEFIKF R AEIEREAFBEFKS &R, ERIERAZ,

(EREMHAN)

IP it (GBRAE RHIBEKRBZFFIHRNAIERFRY IP ik,

A)
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(¥ E]
SBAC

SBAI

SRCF

SUSR

B8]

TLSIP

uuID

VSID

SPUT :

FE

S3 FHF KA &R
(FEDERFRE
&)

S3 fFKF 1D
(FEDERFRE
&)

FRIFERE

S3 AF URN (
BEREHEN)

B &)

A S B e
P ik

A ME—IRIRTT

k7 1D

Description

FED ERPIEENEF KA R BTFRREKA HER .

BinEtED EFREENEF K, ID . ATFARREBIKFHE S AR,

AHIERNAFIEFIKS, ID AR R, BRELUEAtAR, WaJll
& LDAP AR, fgn:
urn:sgws:identity::03393893651506583485:root

ERIERA=,
BRSO IRES 8], LU S

IRBREBEREENS 7 ERHFEHFBAR, WAKFHFEE IP
ik,

StorageGRID &G REIFRIRRTo

PRERM RV ERRASBIARZS ID o MNRZARAEIER 77 BB ERANRS
SKPITHREAR BT F R,

HSIFFimAHPutESF. RARIBKREEFINRIFED R, HEMFFFEDER/AR
FRIF. MRFEFHIY, RSZF/FRILHES

(% E]
CBID

CMPS

CNCH

CNID
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FE

RNBERIFIATT

BAMIRE

—HEERIRER

ERRARIART

Description

ERIRNBRE—ATIRRF, 1R CBID KRH, MILFEGEEN 0, 7
& B LRI ER AL TR,

BIREME D ERIMERN MM E(NREREFE D BIEKPEE) (B
FIEI1024 N F R )o

NRIBERPEFE—BEITE HTTP IBERIFKAIE,

TCP/IP EERIME—RFIRRAT.



(¥ E]
Csiz

GFID

GFSA

HTRH

LKEN

LKLH

LKMD

LKRU

MTME

RSLT

S3Al

S3AK

S3BK

FE

RBERN
PIMSEX B IERID

PIMEEX 5 R bK
FID

HTTP i&K453k

NERUMECEA
MRPEGIER
&

M RBE RBIE
*

HRYUEREE
B #A

ERAECRET ]

S SRV

S3 HFKF 1D
(BEREMHN)

S3 51 E 3R ID
(BEREMHAN)

S3 FiE R

Description

%%EUE’J%‘%E’J?(/J\ (LFTTNERAL) . FEDRENREREERT

X o

S5EMBERINEIRRREXFIMMEEXSERIVERID, XESEBITMRE
BEZBEH,

BRI BT MR EHREBRIBFIKFID, (XEST7EERMREYEH
ZBEEH.

HHECERRIEERMBEIER HTTP & RARL B FRFAI(E,

"X-Forwarded-For"
MRBEKRPEFELSH. WBHBEELSE X-Forwarded-
For' {BES5EKREZMHFAIPHIYL (SAIPEIXFER) RE,

x-amz-bypass-governance-retention MIRIBEBRPEE. MEHEH
BaE,

1EKIRLHI{E x-amz-bucket-object-lock-enabled($IRPUTSEX
BRI,

JERFIRKHVE x-amz-object-lock-legal-hold(IIRPUTHRIER
RTFE)o

1BRIRKAIE x-amz-object-lock-mode(JIRPUTH RIERFTEIE)o

IEKRIRLHIE x-amz-object-lock-retain-until-date($IRPUT
WRIERPFE)o

Unix BYiB]&%, LDURAY RSN, BFfen LXIE RaIETEl,

PUT ESHV4ER. ERIEN:

SUC : FIh

RFIERBAFP A ID . SERTERIAE,
RIXBERVAFPHMGE S3FRER ID . TEERTERIIE,

S3 TFED B,
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A3 FE&
S3KY S3 %Z5A
S3SR S3 F&IR
SACC S3 FHF K ZFR
GEREHN)
SAIP IP sk (GBRA
% A)
SBAC S3 fAF K P ZFR
(FEDERFRE
)
SBAI S3 P ID
(FEDERFRE
)
SRCF FRERE
SUSR S3 FF URN (
BEREHN)
B ja] B ja]
TLSIP S E T s
|P ik
ULID EEID
UuID 1B AME—ARIRRT
VSID hRkZs 1D
VSST FRAITHIARZS
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Description

S3 ZIARM, FEEFEIRZT. FHEIRLENREFEELTFR.
BEREH HRENDRINKFER (WNREA)

RIXBERNAPBEFKE B ERBERAZ,

ZHIERNE P RN AR 1P ik,

FEDEBRFIEENEFIKE 2. BTIMREKA HER .

BinfFtE D ERFREEREF KR, ID . AFARREBIKFSHERHR,

M FRIFECE (Bl9ET 1024 NFFT) o

AHIERNAFEFIKS ID MBFE. BRELUEARtAR, HaJll
& LDAP P, f5lan:
urn:sgws:1identity::03393893651506583485:root

ERIERN=,
BRSO IR E], AR B

NRBRZBHEREENSE 7 BAHTERBBER, WAKhHTEE IP
Hudk,

REEERTMRZEMT LFIRIER SPUT JHEH. RTFAEEMHIE
EEFNAE,

StorageGRID R#HH X RIVIFIRFTo

ERIRAIZFINEFE D ERPEVZBIFH N RAVARE ID o WMARZIREEES
DEFHNDERMMRAITHRENEEL TR,

FHED BB IRSIZHRPIRTS. ERARMRES: "ERR'H'EEREF. MR
BEREEILF R,



Srem . JTRTEEMIBR

MEKAMFEFHEFERATEABER, AETEZBEIEM APl #ITiHE,

(A¥T]
CBID

RSLT

FE

RERIRIRAT

LR

Description

MK ATFRERRIFREI A B IR B ME—ATRIRTT o

SRABHIBENER, B—EXMEN:
SUC : MKAMTERETFHIRREIRE

IEZHERTEMNT RFREREERBIR, TEBEEENR, HEBABTRERSHERRABHIR.

SUPD : EE# S3 stz

3 S3 FF i BT AN RV TTEERT,

MpRSS 2R = A& HILETH R

(A%:E]
CBID

CNCH

CNID

CSIZz

HTRH

RSLT

S3Al

FE

B RIRIRAT

— M ERIRE

ERZATIATT

BRI

HTTP i&K45k

S SAVE)

S3 Pk ID
GEREHN)

Description

BEROANBRIE—ITIRTF, R CBID KA, MIFERIFIZKEN 0,
& B ERIRER BB TR,

S3API =ERILERE . MR TTEIEEFIY,

red

EHFEDRINEGHIMIRERN, MRIERPEFEEIEEE HTTP 1EK

FRKEYE,

TCP/IP E1ZIME— A KRR R

EXO

FIHECEHAENERENEIER HTTP I8 KR KR FRFE,

"X-Forwarded-For"
MRIERPEZLSEH. WEBohEELEE  x-Forwarded-
For' {BES5EKREMHFAIPHIYE (SAIPEIXFER) RE,

GET ESMLER, ERIIBLN:

SUC : B

RFERBAPREFIKE ID . =ERTERIAE,

*%?EUE’JN%E’J*/J\ (UFTREN) . FiEDR EFIREREELLT
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(¥ E]
S3AK

S3BK

S3KY

SACC

SAIP

SBAC

SBAI

SUSR

B &)

TLSIP

uuIibD

VSID

FE

S3 ihiRlE A ID
(EREMHAN)
S3 FEER

S3 &%H

SREilall yak=Eul
(EREMHFAN)

IP st (GBRAE
HAN)

S3 fHP K & FR
(TFEDERFRE
)

S3 A ID
(FHEDEFRE
#)

S3 FHF URN (
BEREHN)

B &)

BBV E SR i
P itk

B AME—RIRTRT

hRkZs 1D

SVRF ;| MREMBIIERK

BERNBRIIBIRRNEY, BRZBIERS. SRMEEEIRENEE NEHIRIX Rz
, BBEITEZUELIEMTTRBMNE, URRAXGIERAPIRIES RIHNRZRREIE
e, MREPEEA—THNEXRY, RASEMRERANERNREYE, UMLLES

RIQFZ IR

348

Description

RIXBERVAFPHIG S3 HRER ID . TEFRTERII,

S3 FEDERB .

S3 ZIARM, FEIEFHEIRE. FHEIRLNRFFEELEFTR.

RXBREAPBAFP KRS 2. ERIFRNZ,

R HIFRNE P iR AR 1P ik,

FED ERPFEERNEFIKE 2. BTRREKA HER .

BFEED BB ENTEFIKS ID . BFIRREKF SHER AR,

AHIBERNAFBEFIKS ID MBF &, BRELUEDRtAR, WaJll
= LDAP FF. fimn:
urn:sgws:identity::03393893651506583485:roo0t

ERIERAZ,
BRSO RS E], LU B

NRBRZBHEREENSE 7 BAHTERBAER, WAKhHTFEE IP
Hst,

StorageGRID ZZAH I REIIRIRRTo

B EME TR RAVFEMZASHIARZ ID o IRZARAEERTERT
B0 BRI R TRRER BRI F .



Qe FE Description

CBID RBERIMRAT WIERKEIATIRAME—ARIRRT
RSLT LR EN SN Eich

CRCF : B R&KEZE (CRC) KM,

HMAC : EFHREEESHRIERTE (HMAC) REXK.
EHSH : ESMIMZBARIET,

PHSH : BSMIRIEABIER.

SEQC : Wi FRYEUREIRF T Ef.

PERR : HAENHREETM.

DERR : &R,

fnam | XHREIR.

()  omnsmtEs. RERIEAKATERTREE R B,

EWEMMEERRL THS, BSW amid (IR ID) FERE. i, SVIIE EXRTHEHSEHEFMHEIIEE
FIERERD, BIEEWIE, STor RVEEREBINBEMAR.

SVRU : WRIFFEIUERE]

LDR RRSSBVFHEA M SR RIFERE SN RIIERIPFAB EIAS, WNREHRFE
RN EHBINRBIENRMNABINBIESHFESEIREER, WLHIHS.

¥ FEE Description
FPTH X E BINTRBIARRI X4 IR
RSLT “#R LEFEERIER "X "« RSLT- B —MRMEEREFE, E5ILEEXX. fF

A" X" MA=E "CSU" , EItAZImiELES.

REYIAISVRU: MR HIERBEE, KB ST VBB S IR SR
O B, R, SRR, MACTR AR
=

SYSD : TafElE

NRARSIERFLE, NSERILERLIEREIEKRXA, BE. REERSEREMES
SREMWHE. BATEXANAZBREZHENY . MRRSKEFMBR, BEREX
I FIFFIaEY &3%0Y SYST JHR.
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Qe FE Description
RSLT ST K] KABIMER

SUC : RAFBER2XH,

WHEBASIERESEEFLEENRSSE, NRIETIRERS. SYSDHRSLTEEET"SFE"XH. ENZHER
X" F 3" KAE R

Syst | TTRIETE(ZLE

MRIRSBERELE, MSERIER, DIEREiERxE, HFEIRZERHEXAF
5, Syst ITHERTIEENBIRS ZANERXT (5@EERSEHRBELREHN
SYSD @) »

R FEE Description
RSLT ST X ] KARIMER

SUC : RFEBER2XH,
WHEBASIETREGEEFLEENRSESE, NRETRIRERS. SYSTHEHNRSLTABARERET"FE "X,
FiZH BN KA A
SYSU : FEEE

ENEERSEN, RAZERIER, MERERXFARERXHA (EXLHST) EBX
R (B9KH)

7/

Qe FE& Description
RSLT e =2 2] KAHIMER

SUC : RZEBZE*xH.
DSDN : RFRFTEXH,

VRGN : E&%E (REHTE) RE[BEEBXBHHES

HEEARETEEERMENMRSSE, XEETHRERS. WESAIRT:

* KM ERER PR RELR T,

* MERSEETHHERTHMMEE (EAH StorageGRID RAN S HIFH IR fE SR XLEHPE) o Server
Manager = BahEHBIRMEIIRS -

WDEL : Swift delete

3 Swift P im& LRIRESE, RAZBERBIREENNRHETE. WRESHY, Ak
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SR HIHES.

(R FEE Description

CBID RBRITIRRF IEREABTRAE—ARIRFT. W3R CBID k1, NLEFEEKEN 0. &
23 FARER e B F B

CSlIZ NN EMFRIREAN (UFTRARA) , R ERREREELLFE,

HTRH HTTP i&EKARL  FIHECEHAENAERIEIER HTTP iEKAF LB FRHAI{E,

‘X-Forwarded-For"
MRIERPEZLSEH. WEBohEELEE  x-Forwarded-
For' fESIERAMHAIPHINL (SATPEIZFER) KRE,

MTME ERfEEsiEl Unix BYEIRE, IUMEDAEGL, ABTHER EREHREEIE,

RSLT HRAE MPRESHER, ERIIBEN:
SUC : RS

SAIP Eﬁglﬂﬁﬁﬁﬁ’g P RHIERINEF G ARZFH 1P ik,

SGRP e (4R) MREFELNFR, NREEENIES ERFRIENSR, MAREEFEAL
FTR AL

B ia] B ia] BRI BIBTIE], LUIHED F SR,

TLSIP AERETES NREREHZEMENE 7 ERHTEHSRBEN, WK TESN P

P it ik,

uuID WEAM—TRT  StorageGRID RAHM RHIFRIRF.

WAcc Swift 1 1D StorageGRID RGAIEERIME—IKF ID .

WCON Swift 238 Swift Z28% #Fo

WOBJ Swift 3% Swift SHRARIRFT, B2 EHIREREIELL T,

WUSR Swit (KPR ATHE—RRRITESHNEF IR Swift (kPR B
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WGET : Swift GET

3 Swift EFiRA&th GET £5M, RAZBRERNR, FIHBRPHMN RIS LK~ R
A ER. WMRFZAMI, RSBR/HALUHER,

Qe FEE Description

CBID RBRITIRRF BEROABTRIIE—IRIRFT. 0R CBID k%1, MILFEIFIREN 0,
KA MBI R TR ER G FEL,

CSlIZ NN KRRIW[RIARN (UAFTHEA) ., WKANRSFHITHRIEREIE
b EL,

HTRH HTTP igXRtrk FIHECEHRENEZENEIER HTTP iEKIRk B RHE,

"X-Forwarded-For"
NMRBERBPEFELSH. WEEBESHSE xX-Forwarded-
For' {ESIERAMGAIrilt (SAIPEIXFER) RE

RSLT HRAW GET ESM4ER. SERBEN
SUC : AkIh
SAIP Eﬁ%ﬂ*‘ IHAY 1P RHIEKRNEF RN AERFR IP ithit,
Bia] Bia] KRB S IERTE], LARRD 9 BB AL,
TLSIP AEREHTEE WREREHZEENE 7 BHETERBEMN, WAhHTFEEN P
P it sk,
UuID WAM—ITRRT  StorageGRID RFEHI RAIFRIRRT.
WAcc Swift 1k 1D StorageGRID RGAIEERIME—IKF ID .
WCON Swift B28 Swift REERM. KARIEABIELFE,
WOBJ Swift IR Swift WRATIRTF. MK B LI HITHIRIER BB F .
WUSR Swit (kPR ATHE—RRRITESHNEF IR Swift (kP BAF B

WHEA . Swift head

3 Swift ®Fim& tH HEAD £58, RAZIBKRNEREEFENKS, BRIMNR, HIOR
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EAERTTE R, WMRFFMI, RSFHFEILEHES.

(R FEE Description

CBID RBRITIRRF EREABTRAME—ARIRFT. W3R CBID K1, MEFEEIKEN 0, 3
KA MBI HI TR ER G FEL

CSlIZ NN KRR/ RIARN (UAFTHEA) . WEKANRSFHITHRIEREIE
b B

HTRH HTTP iEKARL  FIHECEHAENAERIEIER HTTP iEKAR K B FRHI{E,

‘X-Forwarded-For"
MRBERBPEFELSH. WEEBIESHESE x-Forwarded-
For' {ESIERAHATriiit (sATPEIXFEL) R

RSLT HRAW HEAD ESHER, ERBEN:
SUC : AkIh
SAIP Lﬁﬂﬁ%)ﬂ ImAY 1P RHIEKRNEF N AERFR IP ithit,
B iE] B gl KRB S IEETE], LARED 9 AL,
TLSIP AEREHTEE WREREHZEENSE 7 BHETERBEMN, WAhHFEENIP
P it ik,
UuID WAM—ITRRT  StorageGRID RFEHI RAIFRIRRT.
WAcc Swift 1k 1D StorageGRID RGAIEERIME—IKF ID .
WCON Swift 2% Swift BEERR. KAIRIEREIELLTFER.
woBJ Swift JR Swift W RIFIRTT. WKFAMBIHITHIRIER BB T
WUSR Swift (kFFF  ATH—IRRRITESHNEFHA Swift tkFR AR &

WWPUT : Swift PUT

3 Swift ®FIRA& L PUT E58Y, RARIBKEEFNNREEE. WRESK, RS
ZRRHIEER.
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%z

CBID

CSIZ

HTRH

MTME

RSLT

SAIP

B &)

TLSIP

uuIib

WACcc

WCON

WOBJ

WUSR

354

FE

RBERIFIATT

BRI

HTTP 3&K45k

ERAECRETE]

LERAED

ARE I 1P
Hutit

B &)

B R
P it

1A ME—ARIRTT

Swift #F 1D

Swift 528

Swift 3&R

Swift ik~ A

Description

BEROABTRIE—IRIRRFT, R CBID KH, MILEFEEEEN0. &
2B EIRFRE BT,

RRINHROAN (UAFTARN) . BELNREREELFE.

FIHECEHAENEREREIER HTTP 8RR KR FRFI(E,

"X-Forwarded-For"
MRIFKRPEFEELSEH. NEEHESISE X-Forwarded-
For' fESIERAMH APl (SATPERIXFER) Al

Unix BS{al8, LURED BRI, BT ER ERERNRBETEL,

PUT ESHV4ER. ERIBEN:

SUC : FXIh

ZHIERNE P RN AR IP ik,

EREVEAIERT ], LARHED AL,

NRBERZBHEREENSE 7 BAHTESRBBER, WAKhHTEE IP
Hodk,

StorageGRID AL KRIITIRFT.
StorageGRID RFt1EERIME—MKF ID o

Swift 258 Mo

Swift MRIFIRF, B LANRIER BT,

ATFHE—RRRITESE IR Swift tkP A B
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