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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determinas the metadata space available in
the grid
~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB L
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(Bl R API &K

(37ay

MIEEIE API fFF Swagger FHR APl &, Swagger I#ff 7T — 1 EWMMAFR RE, FHRKARHMIEFLZAGE
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@ £F API SR TTHRITRVES API 12X N SERSR(E, EER, FEHIRMEIZE, EMMPRE
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1. MGrid Managertrfl, ERFENEFR, FAEEFE*API documents®,

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. BERATH APl Hi1TI2(E, 57 StorageGRID BIE AP| T Liki% * HELTH API XX *,
THAPIIIEEHN, BWABITEH. StorageGRID FAFIHR IR RBERILIEKRE APl ARZS,

3. IR RAVIRIE,
R API #21E8Y, ERILAERIPTAMN HTTP #2E, #4130 GET, PUT, UPDATE #l DELETE,

4. FEF HTTP RFREFIEKIFMAES, SiFHa URL , FAMNEHALESHITIR, ERESCRE (R
FE) UKEIBERIMERL
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .
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MM EIE AP X5 o] FIRERLR | LU & O o

() iFImEALE AP AR

* WP BT EEFMEEA KA IRE. SEEIERIKF ML RG ERKP RITFMEERE.
. i—ﬁ?ﬁ BTF7H YR EREERRL)HREIEXNEEITRRNE B (EE S ERN T RERRSHRE)BiE

* alertsTLIER . WEMRIVEIRMITIRNE,

* BipiEWE . SRENEWERIEFEFHE).
© EWRAN: WHERANAITIRE,

* ElREE TiREEIEE.

* Bk WERRITIRME,

* audi: FHAEFHEZE BRI,

* auth: RITAHFRIESHIIEREE.

WIREIE AP ZIF A A AFHSHEBMNIRIES R, BEER. BESHIRIEIERINISONEXFRERAF ZTER
F3(Bl. POST /api/v3/authorize) o WMREAFEMRINEZHHREIE, MSREI—1MRE2SH, b
ATEfG4E APl IERBUITRAFRIZEE ( "Authorization : bearer token" ) o

@ gN2R7 StorageGRID ZLIEAT ERER, WATMRITARNT BHITEMIIE, FEL "
EEREREREN AP #ITE M, "

BXRRESEMNEIEL2MNGER, B HLEBERIERNE .

* client-certificates: FFEERFPIHIEFHVIRIE, U EFRIMNPLEE T AL eI 0)StorageGRID,
* config: S5MREEAPIFF RAITHRAIARASHERBNIEIE, ErI T HiZARZAS T IF0IME E I API B @Ak

FIMEZRRA, HEFTUEREFRAR API ks,

* *DEactive-Features *: BFEET8EEFEHEIIINEERIZE,

* DNS-SERVERS: FHF1E A2 EC & RIFMEFDNSARSS 28RV 1E,

* endpoint-domain-names: %|HFNE RS mis & FIE1E,

* AHLRED : XHEUIRAD AR B ST AYIR1E,

TR ¥RIREEERR).

*TRTR TRIRETSRR).

* RS TBIREGERR).

* *GRE-NETWORKS: FIHF1EEELGrid Network ListB9#{E,

* GRIDZERS: MIRELEIERE,

* A BTEEAMNSEIEGRA AR MIMEBLDAPARS B RIX S MR EIE R AMNRE,
* SR RTFEEINGSIRURFohREIS R A AP 5 SRR,
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* LM BXEELHAREE(ILM RIRME,
* license: ATIZEMEHFHStorageGRID HFAJIEAYIEE,
* logs: AFUWEMTHHBEXHrIRE

* metrics: XStorageGRID fEARAVR(E, BIEERE—BTERRIBNBHEREOME—REEREEERE
o FIREIE API /8 Prometheus RYIIE T EIFAEIHIIER. HX1E Prometheus TWIIER, 15
201 Prometheus Wik,

@ BIERVIEIT private HEXBEAEEH, XTI fERTE StorageGRID FRAZ Bl &2 %
B, MABITEA,

* TRFEMAMER: W RIFRE S RITRVRNE

* TREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T RTEEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)ARSS 230912 1E,

* R AR RITEIBRITHRE,

* B MERIETRE BRI

* MEE: BT THMERGENIRE,

* X RTFEEMOIRXIEAIRIE.

* s3-object-lock: MEFESIMRBITEIRERITIRE

* server-certificates: A FEEMNEHGrid ManagerfRS3 23E HBHIIE(E,

* SNMP: X 4aISNMPEZ B HITHIRE,

* Traffic Classes: 25 LKAV,

* REERFIHME: WNAREEF NS E E R TAVR(E.

* AP ATEEMNEEGrid ManagerfA P HYi2E,

MM EIE API RRZSIZH
A EIE API fEFRRAIEFIFRSZIF R
{540, LEiER URL 8% API hRZS 3 6

https://hostname or ip address/api/v3/authorize

MR |HIRASHEHITT * FRE _* BN, WHAFEEAP NEBRAKEEEE, MR * SIHRERS _* i
778N, WHEAEE AP BURBIRAR A EEIE, RENELSEMIFRREFELE. UTRERRE T
EIRIEFA M EECARIZE BT API RRZASHHTTIELE

API FYEE PR |BhRZs iR
5|8rAERE 2.1 22
5|RAEFTRE 2.1 3.0
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BREE StorageGRID WY, XEBRRRFRANMRERE AP, B2, A% E StorageGRID FIFIHAEE
RRZSBY, EE LA ZE D—1 StorageGRID IhEERRZSAYIHAR API o

GBS EE AP| RES S0, AXFAEE, 50 Swagger AP| ST
©) confl * T, FEWHFTEIIEEE AP| S/ WALEBHANATS, SRR

EERRIEREEIUATARRENEFA:

* MgRZAR3k A9 "depression: true”
* JSON Mz IEX B % "depressioned" : true
* NMS.log F2AIM— N EFHANES, fiu:

Received call to deprecated vl API at POST "/api/vl/authorize"

T Y B AR A S HEHRLE API AR ZS
BHER LT APHEKIR[EIZZ1F09 APl EERRAFIR:

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

FEEIERAY API AR

eI LUE R pathBEEEEAPIRRE (/api/v3)TATRR (Api-Version: 3) . SNREHREXFEME, MWARKE
REERREE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

B LEES UL iR {93& ( CSRF )

&R L@ A CSRF S hRIER{FH Cookie B 1I0IE, #3BNBAHLE StorageGRID X
ERIEKRIE (CSRF) WM. MKEESMEA- EEREsiEAtZ£I8E, Hith
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API B imA] LUAREE RN EE B A LLINEE,

NRKEHE TR R M H MG SRNER (FIMIFER HTTP REAH) , MR ERBERBAFH cookie &
RUREBRETRERR L,

StorageGRID mli@idf# CSRF < hEEBIFSIE CSRF K. BRAG, 15E Cookie IR M S ERE T T
EELEBIESHHARLE,

EZSHILINEE. 1BIRE csrfToken BHIEEN true BHIWIEHRRIE, EKIAENRN falseo

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

MR Atrue. MAA GridCsrfToken Cookie=fERMBAEIZE NN EIREFFIER AccountCsrfToken
Cookie=fEFENEIRE NS FRIHP E1EES,

WNERTFTE Cookie , MIAJLUEARGEIRESHIFRAEIER (POST, PUT, patch, delete) EATMEIELTINZ

* o X-Csrf-Token #ik. #RKRVEIRENCSRF<LEcookieBI(Es
* WFERRPRIGIEXHIHSR: AcsrfToken RERFIBHIERIEXSH,

BXEMTOMIFAER, BTSN API X1,

@ KB T CSRFZhECookieViE R R 5aHISChE "Content-Type: application/json" {EEiE
KEVARSL. WRFHEISONIERKIEXIENIFCSRFBEERIZIMRIF

MRBRATERER, 15 API

MREATESESR, 15fEH APl (Active Directory )

MRER "BEEHEHELRER (SS0O) "WMREEA Active Directory £ SSO 1t
2R, WRATIx—ZRTS APl IER#FITIREEAR 0IE, DUERETWREIE APl SiE A EIE
APl BB I0IELhE,

MRBRATERER, BERE AP

AR E(FF Active Directory {8 SSO B{ntRiftiZF, NILATFiRBEER,

Feaz i
* f&FNE&E F StorageGRID P AMELS AP SSO AR A=,
 NREFHRAFEIE AP, EEERFKP ID,
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XFILES
ERWME RIS, AIAERUTRAIZ—:
* o storagegrid-ssoauth.py PythonfflZs, fiiFStorageGRID ZEXHBRH (. /rpms XIFRed Hat
Enterprise Linux@CentOS. ./debs i&HAFUbuntuggDebian. # ./vsphere i&FHFVMware),
* cURL iEREVRBIZIER.
MRPITRELE, WEHTIERAESEN, EAESBIUTHEIR: A valid

SubjectConfirmation was not found on this Responseo

(D 6 cURL TIBRFRRIPERT KBRS B,

MREFEANRURLEEREHER . WAgE=EBEILLTHIR: Unsupported SAML versiono
3
1. EBRUT AR Z — RS D IIEShE
° {#fd storagegrid-ssoauth.py Pythonfiizds, ®EFSE 2,
° &M curl iIEK. BEFPE 3,
2. MNREFEM storagegrid-ssoauth.py M. FHIAEELPythonfBRE 3 HITITHIZS,

HIETRES, MAUTSHRE:

° 8SO Fif. H#iIN ADFS 8 ADFS .

° SSO AF#&

° 2% StorageGRID BYig

° StorageGRID RYiiiiik

o BifnfAFPEIE AP FIFEFMKF ID o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e e e

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

W IZET StorageGRID ##X$H, WE, ErILUGSEATEMIER, RUFERFER SSO BEA
API B9 A=,

3. SNREMEA curl IBK, BEAUTRESE

a. EHRERFIFEHNEE,

16



export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Fihin) WS EIEAPIL. 15(ERH0{EY TENANTACCOUNTID,

b. BIZFIWE R BMNIRIEURL, [RIZHEIR EEPOSTIERAIXE /api/v3/authorize-saml. FMIILZH
PR E tJSONZRED

IERAIERTHEE R SHISIEURLAIPOSTIER TENANTACCOUNTID, ER¥EE#E python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIBER 24— URL RIZAE R URL , BREHEEISMNY JSON TR,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1s/?SAMLRequest=fZHLbsIwWEEV%2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#7F SAMLRequest MIARARIREY. LUEEESHSHER,

export SAMLREQUEST='fZHLbsIwWEEV%2FJTuv7...sS1%2BfQ33cviwAS3D"

d. MAD FS REXEEEFihiEK ID RI5EE URL -

— AR ER LB HRY URL IERERKRE,
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curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

PR SR P IRIEK 1D ¢

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e REFMMNPHEF AKX ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. BT ERERIXE E—ImA AR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS iR[0] 302 EE M, HEMERERENMER o

@ R SSO RABAT ZERRSMWIE (MFA) , MERPEAHEREEE_NEN
B EEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth M HAYcookies



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. A SHIIE POST Y Cookie ¥ GET iR AZEIHEEME.

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

MMNARSKREE AD FS REER, MEBEEHRNMER, miuiIEXR SAMLResponse [RiEE— 8

B FERH,

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store
Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8
Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin

for more details
Set-Cookie:

SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND

UxYzA37ZjkzYw==; path=/adfs; HttpOnly; Secure
Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;

path=/adfs; HttpOnly; Secure
Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. {RTZ SAMLResponse TEfRRFEEH:

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response 4 StorageGRID &{75%
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UL RERNIE K,
BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34E B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

EIMERT LUER MYTOKEN MW FHEMIER. HIUTFREASSORERAPIEYA .

MRBRATERER, 15EH AP

MREBEESER (Single Sign-On, SSO) , MHIMXF—FRF AP IFEKFITIR) @R , AR FHEMIEE
12 AP AR BEIE APl . HNRIE(ERA Active Directory 159 SSO S92, ML TiHERER
XFIES
MREFBE, EAIUMALH RS EHTUEEHE. LUFHHStorageGRID APl, 3%, &t rILIM StorageGRID fi
EBEUFH (SLO) , XHEEBM StorageGRID $hE,
TIE

1. BERESZFHIER. B5%E® cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool
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R[BELETH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. R1FE5 URL -

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D

3. [A7EHE URL RIXIERLUfEEL SLO HEEMIE StorageGRID o

curl --include "$SLOGOUT REQUEST"

R[] 302 MRz, thEE MBS T4 AP EH,

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. fHiP& StorageGRID HAZH SR,

fliB% StorageGRID AHFH LI TIEA XS AER SSO MEl. &M cookie "sso=true" SARKIZH. M
FIFP £ MStorageGRID FiEH. MASFEMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETAFIEESEHE,
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HTTP/1.1 204 No Content

MREATERESR, 15FEA APl (Azure)

MREE "BEEHBERAESER (SSO) "fEH Azure {E/ SSO 12HIERFAE, &ATLL
FERR N REIRIZASSZIREN A NI EIE AP| A BIE APl BB B ) IIEShE,
MERBAT Azure E2&F, 155 RE API

WNERIEMER Azure YER SSO SMREIZRE, NI FIREEER

a2 Al
* EHEE T StorageGRID AFAREXSA AR SSO B FHp it E,
* MRBIFAEFEE AP, EBELEHEFHKF D,

XFIAES
BRI HIIELHE, STLMER U TR

* o storagegrid-ssoauth-azure.py Python iz

* o, storagegrid-ssoauth-azure.js Tim.jsflz

X NI EB (I F StorageGRID LEEXHFB R (. /rpms ¥ FRed Hat Enterprise Linux8{CentOS. . /debs
i&AFUbuntusDebian. 1 ./vsphere iEBFVMware)o

BREEECHSAzureBIAPIER. 180 storagegrid-ssoauth-azure.py flZds, Python HIAA=EHIER
StorageGRID X EFMEK (B KB SAMLRequest , AIGEFEUENSHE) , REHESTERA Node.js fiizs
5 Azure XE LIHAT SSO #1E.

AILUER—Z5! APl IEKHIT SSO 1&1E, BXEMHREE, puppeteer Node.js #&EIRFF1Rf& Azure SSO %
Ho

WMREFEANRURLIEE NEHER . WAESEBEILLTHEIR: Unsupported SAML versione

1. REFIFHNERIXR, WTFFIR:
a. 2% Node.js (BB M "https://nodejs.org/en/download/") o
b. ZIEFRZER Node.js 1&IR ( puppeteer #1 jsdom ) :

npm install -g <module>
2. 3% Python BIZs{£3%44 Python fRRRE8 LUTIT IS,
SAlE, Python BIZ<}5IEAERAY Node.js BIZS LAH11T Azure SSO KX H,

3. HIFERAY, WMAUTESHNE (HERSHEEXLE)
° BFERE Azure BY SSO EBF MRt
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https://nodejs.org/en/download/

° StorageGRID AYiik
o Bifa AP E1E API FIFEF K ID
4. HIEREY, MANERD, HEWENERENESRE Azure 321E MFA #R1%

ey storagegrid-azure-ssoauth. py sso-email-address userfmy -dosain.com
ocom --tenant -account-id @

(D LERIZSBRE MFA 218 Microsoft Authenticator T2RHY. F 0] BEEEE A LA I H s
NEIMFA (150, SNTEXZSTH B R UREIRIERD),

W PIRA T StorageGRID X< hE, M1, ERILUBLEATEMIBER, RMFERMER SSO FHEA
APl 197530

MREATERER, 15 APl (PingFederate )

NREE BEEEHBRHAERER (SS0O) "WREHA PingFederate fE/9 SSO 171tz
, MR —ZFI AP iERKF TR A8, DUREN MR EIR API SR EIE AP
BRNBHIRIUESHE,

NMRBATREARER, BERE API

R E(FE A PingFederate {E8 SSO B{1RIHIERF, ML TFiXBEER

FHAZ Hl
* {&50E/EF StorageGRID FIF4AREX S A SSO AR AM%E,
* NBREHEFEFEE AP, EEIEFHEFKS D,

KFULES
BIRIE L, AJUERUTRAIZ—:

* . storagegrid-ssoauth.py PythonfflZs, fiiFStorageGRID ZEXHBZRH (. /rpms X FRed Hat
Enterprise Linux2%CentOS. ./debs &R FUbuntugiDebian. # ./vsphere EHFVMware),

* cURL &R TIET.

NRHPITERETD R, NEMTIERREREN. RSB THER. A valid

SubjectConfirmation was not found on this Responseo
(D) w6l cURL THEAF R BRI WAL B,
MREFEANRBURLIEEREHER . WAgE=EEILLTHEIR: Unsupported SAML versiono

p
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1 EBBUTHZEZ —LIREN S B IIEShE:
° ffM storagegrid-ssoauth.py PythonfilZx, #ESE 2,
° B curl IEK. HEDSE 3,
2. NREMFA storagegrid-ssoauth.py A, FHIZAEIELEPython iR HITITHIA,

HIRTRES, MAUTSHHE:

o

o

SSO Ak, ERILUEAN "pingFederate’ " BY{E{r]ZE{A ( PNGFEDERATE , PingFederate %) »
SSO AF#&

L4 StorageGRID Wi, HFEEARFT PingFederate » &7 LUGH &% sk N E{A{E,
StorageGRID AYithik

EiFafAF E1E API B9FEFIKF 1D o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
S e e S L e S S s

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

W AIEH T StorageGRID EIXSHE, WE, BAILUESHEBTEMIBER, FMUFERFER SSO K{FEH
APl 950

3. SNREMEA curl IBK, BEAUTRESE

a.

b.

24

ERERENTE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Fifn] WA EIEAPIL. 1EER0{EN TENANTACCOUNTID,

ERREZ BHIIEURL, [AEHER 151§ POSTIERAIXE] /api/v3/authorize-saml. FHMIELNZH
fHBFEMISONZRED,

RAIERT— POST 35K, BTN TENANTACCOBTID 2% Z B30I URL , EREFERE!
python -m json.tool LAfIB& JSON 4%,



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 824 E—1 URL RIZRVE R URL , BEFREHEEISMNY JSON HiZE.

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R7F sAMLRequest MIRZFIREX. LAEERELHSHER,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHmNF cookie , FHIFMANHITEIE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B "pf.adapterld" {8, HIMANHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href B (BRERIAT/) , HIERRITEER:

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'

g- | "act" f&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. &i% Cookie LAz EiE:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

. R1E SAMLResponse ERREF R

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response 4 StorageGRID &{75%
UL RERNIE R,

EFTF RelayState. BEAHEFIKFIDHMREEZS R IIMEEIEAPI. BEFEAO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E14E B A 3IE < héo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOKEN M FHEMIER. KT REASSORERAPIFIA .

MRBERTERERER, 15T API

MNMREBERESER (Single Sign-On, SSO) , MMM —ZRF AP IEKFITIE) R , A BEFHEMIEE
12 AP| SRFHFP BEIE APl , WNREER PingFederate fE9 SSO SR 2R, MLATREEER
XFIES
MREE, EAIIMALH B EHETEEHE. LUFHStorageGRID APl, 3%, &tWaLAM StorageGRID fi
REUEHE (SLO) , XEEBEMH StorageGRID £h,
PIE

1. BERESEZFHEIER. 3E® cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. R17E5 URL -

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. MEE URL AXEK L& SLO HEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"
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iR[E] 302 MRz, LEETERERER T4 AP £,

HTTP/1.1 302 Found
Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. iR StorageGRID HAZH SR,

fipx StorageGRID EAEH LN ITEAXSAEH SSO HE. &M cookie "sso=true" HARFKIEMH.

FIFP £ MStorageGRID FFH. MASFMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \

-H "accept: application/json" \
-H "Authorization: Bearer SMYTOKEN" \
--include

% 204 No Content MNIETAFIES £,

HTTP/1.1 204 No Content

fEF8 API = FATHEE

BRI LUIE R MR EIE AP| 5t 212 StorageGRID R RLLETHEE, =/
REENEM A S ECHITS ZIIEEE R ESHINR,

KXFULES

REINEERE,

y

FRNINEERFAVFEFELEYIR) StorageGRID RGHRBYRELEINEE, FRAE T8RN LE root AP EAE * root

IHIRIARER * W EIRA PRI P BEBB R 2R E— T %,
BTRICHENEREE, BEEUTER

_Company A B—RIRSIRME, BIeIEBFKFIEAHE StorageGRID RGNEHREE. AT HRIPHEFIR

W&Ze, AXRFREHRRECHRITEIREKA EKITFERRERBAKA. _

CompanyA_IL,{l_liﬁﬁﬁlﬂ% 2 API RRE AT R SR EIMIL B iR, BIT2ERAMREERFR &

AR IRZRES * IheE (UI A APL) , AT ARURFREAEEGEF (8 root BFFIETEE * root iR

PR * 2HE’JEHF') A REE UE M, 1K RY root A3 RIS

T

1. 5R AR E IR AP B9 Swagger X1, iBES I EHEMKEEE API"
2. ¥ EERIhEER =

3. BEZAEXRFEF root BEBEINEE, BRI TAI/RE APl AXIEX:
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{ "grid": {"changeTenantRootPassword": true} }

BEXRTENE, EXEARZEERRER. ARPRETAEET * EXFEAREN « EENR, SiHEN
P IRZRIRIES AP BRI, FHER 403 ForRM . °
ESUEEERrIIIEE
AIMBRT, ERILUERMRERE API EXTEUEEFAIIIE. B2, WRENIEEFIIEFANIIEE, N
FILUMZA * BUELNRE * ThREdS o

@ T EE A S activateFeature* IgE, WMREREFRBILIIEE, IR, ERXTTEEMHE
EREMEFRIIEE. EXRERERNINE, BRI F.

T
1. R AR EIE APl B9 Swagger X4
2. ¥ EE IR =
3. EEMBUEFTATIRE, BRI TG IESX RIXE API :
{ "grid": null }
LIERTRE, EIEENEF root ZIBINEEEARFIETIEER G EFAE. UE, " BoAFIRES " E1F

NREERERARET, WRAFAS * RIGEIR * 5 * BEEFPREDS * EEAR, WEHEER
REZRDRYER] API IEREBIG AL,

E— A ERAE all EEANEE, MREMIEEER, MXLNERISEARS,
SifE PUT IESRAABIIRISTEEN ). BI, BEIHCEBARAS root BISINEEHHLEMTIRMIA
() e wx PUT R

{ "grid": { "alarmAcknowledgment": true } }

1= %% StorageGRID AYif5ia]
1= HIStorageGRID iiia): 1A

R LB AR RS NBFIF 5 30 S MA S ARSI AT LI StorageGRID LUK
AP ELTILES. CHETERERBAER (SS0) , REPBIEBIENR
PG AT,

FEHI X RS E IR A 1R]

TR LUBE MBS R EXE RS S NEF A P 308 B A28 A 434 F P SR B E 1 B LA iRl AR B 1R 23 A AR B IE AP

[e}

R "SHEE" #ITIRE "A" M "users" REER. AL FHFRERAENERESEREStorageGRID, 1R
f6EF8 Active Directory , OpenLDAP g Oracle Directory Server , Ma] UECE BB S,

() mRmEAEE AP 3 RS, BRREALSE.
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ERILUBEE D EEAERRABES A T URITMEES "R 81 4H, fid, EaesE—NMEPAFaE
BBEE ILM AN, mB—NMARBAF T URITERES. BRORELBT— T ENRRS.

THAILUSHE RN R, RATRNAR REEERENMIEE. ML EEMREERIMEERAPIRHTT
EfTE I TR Fo

ERERER

StorageGRID AL IFFEAREMSITCIES 20 (SAML2.0) FREMNBESEER (SSO) . RIS "ELEH
[EFSSO", FERRFEwMSTEEINES D IRHEFHITE M, AGAEHRNIGEIEE. AP EIES.
WIS EIEAPISIE P BIEAPl, AP T/28 RFStorageGRID,

BB RIETIE

WL REMEIFIIZUUN T StorageGRID MERMHBEEEREZIIITIE, T3 StorageGRID RFRIMIE
HIMSEMMEZZHEEME, WREFERTIEEE, S "ENZEEIE RIEFE,

BT AITH A %B

MRS T REBE—THE—NTRER &G, BREFEASSHE"admin"S§NERIILT R, HEE
WVMANIRIEH S ERE R ErootAF . ERILURIEFEHITIRE "SEoiT mizfl 8 2" W FEIM T <.

BB EERIEIE

fEFA kIR EL 18 X StorageGRID ECEZIIEIE, ME, I BN IIEEEZRILIE
B, THEMERHOEZNNEEFERAFEEE, EHEENRIGIMSE, MRTaiEH
S LUK StorageGRID RZERINNZZRA,

Froa > B

. TSRS E AR S ERE "S5 Web 155"

. 1B root SN IR,

A UFAR B EEE,

ETFIES

S REMMP TR RSB EERBREE T TENE e, RERDEERETSIH Passwords. txt
XHE S YT R R B R E S R ER MR,

1

188 < BRE ¢ > * IR > WASES .

T EREETIEE T, ER e

189\ Y AT A B RO ATIE.

WAFEDEE. BREELAELAS 8 MNFH, HETFMERT 32 MFF. BEEERSANS,
BHRBTDEECHERSUE, B8, FENEPILESERE.
EFRAFEDEE, REEE - RE

© o & W BN

RETEEENTAE, RARET— M REBNRIIER.
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M NetApp StorageGRID®
Sign in
Account

0

NetApp support | NetApp.com

© NREZELRE MR ERR NS RS, RAARREREERKIEKASBMAKS ID :

M NetApp StorageGRID®
Tenant Manager

Recent
33 tenant v
Account

62984032838045552045

MNetpp support | MNetApp.com

®
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|:‘ass-.z-n:|rd
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, BHEIER,

S HE, MREMBERBRIR, WATLUFRAMEET R, HEHDNEEERHEF EER
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* Active Directory BX& B4 301EARSS (ADFS)
* Azure Active Directory ( Azure AD )
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» PingFederate

Azure BIE

49



AD FS EX
SR LIE R L TEERRZSAY AD FS ©

* Windows Server 2022 AD FS
* Windows Server 2019 AD FS
* Windows Server 2016 AD FS

@ Windows Server 2016 Rf$/A "KB3201845 E#1"3 E = AR N0
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* Microsoft .NET Framework 3.5.1 S{ & 5 hkZ~
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b. #afRE M Active Directory EHBESANEDL—1NEEEH, HERESES root IHIAR,

c. JF%H,

d. BWIAEA U SATPNAF SN ERZTRIIMEEIER,
3. NREHFEIMBHEFK,, EHRIARE root IHIERNEXERAP AT UER:

a. EMRERESET, EFE HP

b. WEFRFAFIKF, AFERE * B> R\

C. ERNFAEEERIR L, & -4k,

d. Rk 7THERB SN MR EEE, FEUEEPIZEEEHERRE"

51



Edit the tenant

@ Enterdetails ——— o Select permissions

Select permissions

Select the permissions for this tenant account.
Allow platform services @

Use own identity source @

Allow $3 Select @

B R B8 P BUE.
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StorageGRID FEEFLEGE, E TR, BNAFER SSO SMRHEFNIGAE N EET ROIBKRBAEE
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1. 35%4% * BeE * > * IhIaiEhl > BRER

IEEHE 87 Single Sign-On Ti@E, FHikiR * B2/ * &,

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled
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e AR,
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Ffig StorageGRID AR &R SSO . RBEAXMAFRAEER.

BREBUTTBEEER#SEE (Active Directory ) , TEBBIWNEIER (Azure) SECE SP i&E#E (
PingFederate ) o

57



Active Directory
B
1. ¥ % Active Directory BX& S9IIEARSS (ADFS) o
2. {#F3 StorageGRID ¥ L& RIE EHRFPFAIRNE MIESIRIRRT A StorageGRID gJE— P a %4
KR 1T,
BUARNRFAIRNENEETREE—MEE.

BXYLA, EEE "7£ AD FS HOlEEAM A EE"

Azure BIE
5
1. NERIERIINEETANERBERITAF, TR U THRHRET SAML TR,
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Active Directory
B
1. 7£ StorageGRID £ERERIEY, HEVEEIVEEPRIEEE,

It URL BMETE * XGRS B * FERAPBANEIRERN,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. EERIEEEE, ERI URL EFIHAEGEINEERF, LipRSHiRMIEZFNERITE,

3. BEFIAEALUER SSO B RE StorageGRID , IBER  BRIUTHEZ—, ERFEETEN
RFSIRRRT, AEEFE*BER~

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. NEHEX S AP 2 ME,
° YR SSO ERMEHRENY), NEEBTR—FAINHEE,

+" Single sign-on authentication and logout test completed successfully.

° YN5R SSO 21FKN, MEET—FHERHES. BERMER , BFFXIEEEH Cookie HEiHo
o BEE FRPRE, WIENRPEMNEET R SSO &K,
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+ S5ingle sign-on authentication and logout test completed successfully.

° Y05R SSO ##1FKNK, NMZET—FHERHES. BEREER , FFRNEEEH Cookie HEio
4. EEFRSRE, BIEMRPENEET R SSO Ei,

PingFederate
HIR
1. M StorageGRID £ SERIEF, EFENV2IEIVEEFINE—MEE,

—REFEFH A — DR

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party

identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. WS AP,
° YR SSO BERFEHIRIEMT), WERET—FAMINER.

+ Single sign-on authentication and logout test completed successfully.
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ik, BF, WREELREAN IP i, EER, WRILKMSEER IP UL EELL, SR AERNE
eI EE. )
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v
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'

Replication
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for only one bucket for both buckets

v

Add or modify object in source
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v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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RIS MEFADRIDERTENRER. NZERHER.

Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

Actions

o N

o Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Object Lock disabled. (logiD 139165081090259435924)
Check for errors

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
< Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3

FAER

NFEITMBESER. "R HEIRVIEREFNBIEEHIES — MR A EREMEIR(NRE). 15!
RERE ﬂiEE’JE“H%E%‘J%EE, AR R ERNHEIR, WWHIPAIESHIER. REMNT:

* RILENFEX SRS,

* REEIREMED KR

BRIt BAn gD Ko

* BInFiED ERE B E MK B EIE.

* BIRFiED ERE EEhRA TR

* BirfFfE REBB—KFAEMEIE. EIEEBUEREES.

BINBRIE
R EREERTIFHIEIRER, FRBUT S RIZE:
1. ERHENXA

2. PUTETRINAVIRME, B30, SIREBIRFHED R EE SRS Lu#
B RhR sz %o

3. MERAEZFEESHEF KA,
4. EEERERY
5. %F* = *L/(/ﬁ lz%/é % #E%?%Jb’lk/u\o
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6. EFRF5-60%. AN RBNFEDR. BWINEREEFBREM,

() Emeamssss. BEEERNREREELEH9H. ABEANFTR,

AREIRE, MRES—INEEIERPEANNR, HEZEEIERBEEREIR, NS
IM— TRV 1ast error*s

/. EWMERSHEEANREFEIRERMAEES BFEN "HEHZIHXKWHERRE

BRI E SR A BIEER

A A i
BRI E HIKA KB ER.
FAEE

IERIETIEZER IR LN ZEIEHEFAHR. REASFTERF THARR, LERERZHRFHE
RS BiRfF g BRAVEERLE 2R,
BRIV AYIRAE
1. BREMAREIRHIMIE,
2. 3# N\*configuration*>*System*>*Grid Federation, I%ZEIZ3RP%!HAVEZEZ MR,
3. EAVRMEF IR L. BEEF* LREIRTIIURE WL KA FEEIR.
4 BETREXBENESER. BEIHNER SRS S EE" UEEBREEHET.
S. WFE/MZEMMAIFAFKA
a. {FSIARYIRER " TR AR #IATE A REBE HAE B ARRAS LA FE R E HRYEC .
b. IRIBHZE. EMBEFEME LWHEFEH. UARFRENHNR.
6. ¥ FE/ITEMHEF. ERIME LERIEAEIER. UELREFESERYIR,
. HTFERRBNEEFINEG N EEDER. BRIALLTRSA:!
° A—HAFES— W& LB XN EFE D B (DAL REHIRIR),
° XN I B AN RhRASIEH (R e E— W _EEEARAIEH)o
° XA MR EIIE R ASSHRBE.
° MNEFEIERIIRE TR R: RS
8. EffINREHEIR BERR. BN "HIT MRS EE EEEENEEFIER. SITUTEE:

a. iR [O]E"PIAREXEE DU HE.

b. EEZRMAVEF . ARTE LRERFIRIEEBREIR

C. EF R LURIRE R HEM AR,

d. F#5-601. ARKMNSIBAFED R, WIAHREEFSEREMR,.
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a. AL TF®H%: ssh admin@primary Admin Node IP
b. HINFRFHEEY Passwords . txt XM

C. AL T etk Hroot: su -

d. BMANPFILRIZER Passwords. txt X

PlrootlIF B8 ERE. IRTFTEMNER S to 4o
2. ffaudit.logHh#EZRCGRREE. HFHaudy-expand TEXM4E R #HITIE o

Bla0. tas S A300 HARRFIE CGRRIEEi#1Tgreps. FHfEHaudy-explastT &,

# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%S') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

LR LHEREMTFIRAE. HPEEFCCRRESENZH, FEIRAIF. FIEERNREHIEKIIRD

AREEIR. AATEEFTR. BI=NEIRAT "replicate object"t2fE. FE=MEIRA T "replicate delete marker

121E,

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI3A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2Q jEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTY5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error

FTFEMEILUTER:
FER Description
CGRRESMIBE A TERBIBIR
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version R EIRRASFRID
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* BENWNREHENREED LR
s (FRMEEIEL HAPL. MR,

g
1. IR EIRTHVINER, HEFEEBNENR, SAEEEFE*API documents®,
2. R ERETRAAPINXR

@ FRIE A" private "BIStorageGRID APl R NB Ee. BMAFBITEH, StorageGRID fAB RS
MR ILIEREY API ARZS,

3. TE*cross-gridEHl-EK* O, FEFLUTimS:
POST /private/cross—-grid-replication-retry-failed

4. %A

S. fE*bodyXAIER, IF*versionID*HIRFISK BBk Haudit.logH 5 KM EEMIE S HIIE K R HIARARID,
BSVEFHEARRENSIS,

6. 3E5F AT

7. #IABRSS BRI RS9+ 204%, RN KREMIEFTCEARE HFFEMEEFIESE —WK,
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replication-status MRk, EREGUTEZ—:
P& EHIRE
IR * *SUCCESS *: &%,
* *pending *: FWREFEH,
* KK EHIRMHDIKABRIE. AP BIERRIEEIR,

Bi5 REPRAM: X REMEREES,

* ERMREETAAPL WFMA,

p
1. EEAAPIXIEI EMR S-SR B0 H, ERUTHR:

GET /private/cross-grid-replication-object-status/{id}
wEE A .
ESEH YD, WMANEEDERMMAID cross-grid-replication-retry-failed &Xo
W AT
AR S5 28N A AS /9 *200%,
EEEFINRS. ZRSAUTREZ—:
° *pending *: MREFEH,
° B5eRk: EFImIN.
° failer: EFIKMFIFLIKAMIE, FAFGIRRRILTEIR,

EETEMH
BELZEM . A
A IMNS BRIl ES ML IR E, LUEBIRIP StorageGRID &4,

© o & w N
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage

e Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate R B " Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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X FIES
A IR RESSER A R INBIE R M A NI 2 89IE B,

R
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2. BRI FEETS:
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b. HINFRF|HIEES Passwords . txt XfF
C. BN T an <tk Hroot: su -
d. BMANPFIERIZER Passwords. txt X

MrootllF 8 ERE. RAFHEMER $ to 4.
3. FRMNBERIEPEE StorageGRID

$ sudo make-certificate --domains wildcard-admin-node-fgdn --type management
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° BIABERT, ERBEBEREAN—F (3656 X) , WATEIEHIHZAIEMEIE, EaJLUER
--days BT BERINERES

@ IEPHBERHAM AT IS make-certificate BiafT,. EBHRINARREEREFiRS
StorageGRID EF EIFE—BYELR;, &N, P imAgEELILLIE,
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6. HIABEEIEH:
a. ip) IS EIELR,
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IERLTAERBEXRS[/EBT AR ((key) o

()  ECtRmPBTMATRET 224 fir, RSATMBUFATHET 2048 {iL,
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I =58 A BAIARI S3F Swift APIIIEH,

B

1 EFBRE >Rl > iEH*,

2. £ 2 Emk L, % - S3 0 Swift APIIEH * o
3. &8 ERINES *
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* BRARENIHEAUR.

ETFUAES
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2. f£*Certificate PEM*Zf%>, TEHEHNTEP.

TEIERX M
THIEPR .pem XH
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EFNEFR A UL R E At (i B
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IR TERERN, ERAIUERBERRS[ERHLEHEMERMANE (CA) ERENER, EE~
EF, ENERBHEN CAERMIER. B CAZIZMIERAULhETRR, efttERE, RRE(TTU
St LERE A .
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T
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15 RE fh B T eR i i O AR EERY CAIE B ERAMNTERERE. ARG, #H CAIEHR,
@ zz%glaj CAMALT S\torageG\R’ID;»IE:B\, J”\ULIZ\\ZE#EET#\EPI‘E? CAE#H, 2 StorageGRID i
TEEZBIR CAMAR, MWAFTHRMR CAIEFH,
FEER P ImiEH

B IRIEP A IFENAINEEE F imikia] StorageGRID Prometheus $UEZE, MiASMET
B I5#F StorageGRID 121 T —MZ AR,

NREFERERIMNBSIE T RIGEIStorageGRID « NATERMREES LENERTFIRIER. FHRIERE
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BEN "EEREIER" M "B B EX RS EFIER"

NBRBEFRRSSIEBRW ML, HUHEARSZFIEBENGEIEN, FLIEHT LECER
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B " L& KMS EFIFIER"
FreaZ Al
* & BH root KRR,
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° B HERESHIER. ERAtiT BN HRME TIERRERER.

129


https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/fabricpool/index.html
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AINEFIHES

ERMEFAIFIER. BERUTIEZ—:
* [BEEEEZOED]
* CANABIE F imiE+
* [N EIRER 4 R AVIET)

EERESEEOITE
MREFEARTFIRMUNCA. BEFRHIEPNEAZALEEEZOIER. BFERAUEESE FMEF IFIES.
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1. EWISEIRSEF, EEFEREE > T2l > iEH, AEEE* BRI ¥ AT,
%5 ) |
BNIEHEZT,
EFERIMNBIEIE T RIARIPrometheustElR, 5% Allow Prometheus*(5tiFPrometheus*),
rirs ey L5 U
¥fF*attach certificates* 5, 15 ELEERZOIER,
a. JEF - EEIER
b. SEFRN S HIRFEEZEIEB XM (.pen) o
* R BRI RIFAER  UETRIERTEIBRNES PEM o
R EERED PEM* RHEBRA S BRI E i T3 TAENS,
C. J&#F * BIE * AT MR EIRSEPRIFIL R,
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MEIPEETRERP ML L.
7. BRESNERISIET B, fGrafana.
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NRAKEEESEREOIES. HBEEIT X AERACATARNE P iniEHH T A& ARIPrometheus 7R INE F IRIEH.
BEALLRESR ANEEREFIRIESR,
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p
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BEIERER:
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° BMKRE: ERIEPBEMZ BEEMIIKE.
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C. B *TLS EFImSKINIE * # * £ CAIEH * o
d. ETLS/SSLEMIIE#4EET. SHIFHANL: +
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HEI Al e EH A NI ARBERB L 2,

BANE NREFZ@ATAEINLE. BEALERR,

FIPS™4& MREFZ@BATAEINLE FHEFZEANtAppIIE L £1RIR3.0.053

TN PR ER LUE R R A B TR <. AP EIRSEMMRERE

25, IREAILERRE, (A ILLERIEAIRERMEEIERE,

BEX MRFBEVALCEHCHAPRIAR R, BEIEBEX R,

3. EEERXBIMEBRIME. WNNBEZNFAER, BEFEERAERS
4. BENLUFIRES, HEEERRE

LB _ERY*current policy* =i B — MR EEIEIRIC,

BIEZBEX R ER
MRFBENVABCHARRA. FTLIEIRBE R,

p
1. NEZEIRM B E X RESAAMR RS, SR EFFRER"
2. R EHITISIEAR, REEFEEUE

Matches the test configuration used for Common Criteria certification.

o Some StorageGRID services have not been updated to use the ciphers in this policy.

|_D Copy to clipboard

Cancel

3. W'BREXREEHNSF, EEEEENER
4. FMLIEE HIRIJSONH AT TR R ERE L.
O. P EARE"

BITE X RBSHANS £ By HRTRE S5 BT — MR B EIEATIC,
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6. (B[ )IEFE*Edit configuration* XTI B EX BRHITEZF X,

HIERARRINR 2RI
MREETHEX KRR, HAHRENTLSEREBSAHE. VAT EZERIIMKRERS BRERSHFIED

TR LU IR R A RN R 23R,
p

1. BRIEET S
a. AL F#<: ssh admin@Admin Node IP
b. FNAFIHAIEERS Passwords . txt M
C. AL T etk Hroot: su -
d. BMANPFIERIZER Passwords . txt X

rootAAFRP SHMERRGE. IBAFHRMER s to 4o
2. BITUAT®H<:
restore-default-cipher-configurations
3. M Web R 28iAR[E—EET = LIRS EIESE,
4. RS BHITIRE BE— L 25 DB E R,
FLEMZHNRZ M

SR LU MEN N R L2 ML E AN EFEAI RHEITINE. PHLERLLESIFSwitiER, &
TR P HEEDEET SRERHTTPMASHTTPS,

FENZRNE

BEFENRMNEZ. o] UEEE SIIRENFAE 3 REWER 3 XLEHIRH TN, INERT. FHEHONRFAS#H
1TI0%E. (BEATLLERERAES - 128KAES - 256 BB AM M RHITING . BRLIRER, FAEMENNX
KEFWINE, ERSHUEFEIXMRHFTEMENR. MRZAME. WHIMZNXNRDEFERFMNERS.
BRI REFITING,

EERFT RINEIEE SR T H R EIS EE 2 ERA AT RENMZFHITINZRISIH R,

B XStorageGRID MIEHEZNELIFMER. 1EEN "&F StorageGRID NIZEF57E"

A IE & ER % P i

FFIEE P IRERSE— I ASSEENIRE., NRIEEFE T *prevent clientfE2ED, MEEL L TIER.,

S3 REST API

* MFRTFAED ERIER
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* EEIIAENREYE, BFEXBTTHEIER S3 WRITIEHEMIER
Swift REST API

* MERAEERIENK

* EIEEMENRVIER, HIa, LUMRERIEL: PUT Bx, MER, THEERF.
NEFET RIERERAHTTP

RIAMBERT. BERIHNBEFSERAHTTPSHAMINEREEIFEET R, eI AXLEEERR HTTP
, IR AR == PIAR AT

NYSIFSWit P i EEEHIESEMET S B IIHTTPEREN . AEAHTTPEHTEMET SEE, WMFXE
FHTTPSIEZEMNE P insiEE R H P @ RSHNE i, BEBERIET(ANERI L "TREES 12T
25Um " LUERHTTPERHTTPS),

BEN HE BRUREEDN P HLEAIRO" T AESSHSwIftE P infE EAHTTPEHTTPSIERE EIFAE T — B/
b s

PRI

AR =]
c BB ERAERIIMREIESE "STIFHT Web 528"
* %25 root iFAAE,

3
1. 3%&#¥*configuration*>*Security*>*Security settings.
2. WM RIET R,

3. WFEFEIMRINE, NEARFEMNEMHTRFITMNE, BER*None*(FIN)IRE, EEIFAES-128*
¢ *AES-256* I 1F BRI T RIFITINE,
4. YR ERHIESIFISWIft Z P imA HFEIBER, A% prevent clientf&{*,

@ MREFAULIRE, NNBIMKEFTEAN—DHHiE. BEENERHITEFUIRSERE
MY FREES .

5. MIREFIGERERIFEET R EEEERANTTPERE, WA LLEFE AFET EZBRAHTTP %
@ NEFMRER HTTP BHES VMG, EAERZUKRME S RNALIX.

6. WE *REF

BN e E R iRy

YN Grid Manager M~ EEZA A AT IFEEIRSHET BT —E&AYE], &R] LU
RS EEH,

Fazal
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B REIRR GRS S Web RIKEE",
(B8 root KL,

KFUIES
M RIFEEIERENIA 1508, SIRAF BRI SRR B ERAR A TERIRES. Mz P BHREH.

o] DRI SR Bl & B s ETh A 2 IR TiR IS N 5 s/ B BT HAR.
W 5323 IREBNEBRTIER LA R R
* — PRI ARAJECE StorageGRID itiY2:, HREERATRAST2FIFANITHE. FINERT, 8TAF

MBS MHIIESHERFAERG 16 /NEIR. HAFPHNS MBI, BIERA T M KRR EehE
FRERENGERBIE. ZAFtEEEHE,. Z8IT9M, BRATENRER.

* BN HIEFIEIIEE (R f9StorageGRID BT B A ER(SS0)).

NRBATSSORERAFHINGERER. WA UMERMARSSOZIEA BEBRiLIFStorageGRID, EE M
"ERERER"

p

1. 1%$#F*configuration*>*Security*>*Security settingso
2. P S 2R AR E BT IR TR,
3. EHHHIEEMAR B FEF, 1BENINEZBNEAR, N Fe0MEIT7XZIE,

R LA RE N S 2B RS RAPR (IARD . 8. /NEFER A RALL)o
4. %R R7E . MERNKRERTENERLFIBERS. WAF MM SERFAF EESETEH,
WMRBERTMARMBEERNAR . AFRONEMERURIFTN IS, MVBRIRES BEEN.

ECERAEIERS
RRETREERSS: il

?ﬂM%%—fﬁ%¢%%@%%ﬁW%ﬁ(KMS)%ﬁF?ﬂE%%&%H%LW@
fEo

—_u

TAREREERSE (KMS) ?

ZIHEIERSS2: ( Key Management Server , KMS ) 2—MIMNEE=H R4, AlERARHESETIREMNN
( Key Management Interoperability Protocol , KMIP ) J33xEx StorageGRID = _EH StorageGRID && T3
RIREMEZA,

TR UER— T RE I BAEERSFEREBELERERBAT * TRINE * RERE StorageGRID IRETI R

T RMEBER, BIREREERSFESXERENTRESHER, ERIURPEE, BMERFEMBIEROFH
BERtERNLt, MREESHITMER. ERTEDRIRE LOEAEIE. FRIFLTRAIUSKMSHITERS,
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StorageGRID A= RIZHEER T IIKET RETMEMBRERIMNIER. WREHRIERINR

@ RIAEIEARSS2RRIRIF StorageGRID #5448, NI T RIS EZIRSS 28, FHELM T HENAIE
EMEER. MITRREERESAERRBREEZAN. MIRF2HEL, BFSNEREERSH
BSOS BB R AR Ho

KMS Fi&&FEEBHA

EERAZHEERS2E (KMS) RIFIRET = LR StorageGRID #2251, WI5ERH
MEEAES: KE—1THZ 1 KMS IRFZ2BUNFSETRBETRNE, STRXRIED
BESE, BASEIEEEHT.

IERIZE R R T R KMS EIR&E T R LRIP StorageGRID #iEHIS AT R,
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KMS setup

Create a 5torageGRID
clientin the KMS

v

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

*_

KMS process

Yes

Power on
or reboot?

Mo

>

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?
* Yes
> Appliance receives KMS

configuration

v

Appliance connects to
KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS

A

MIZEERT KMS REMISEFIREHITHIT; B
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HERHEERS .
REFAEERSE (KMS)

RERAEERSHVEUTESRI R,

TE BE0

IH18) KMS 3%, HmEE KMS 3 KMS 8558 II—  "7E KMS A¥F StorageGRID FEE A& Fim"
™ StorageGRID & F i,

7 KMS _3REX StorageGRID & FixmFFEHIE Eo "f£ KMS f1%% StorageGRID BB AR F 5"

¥ KMS AMNEIMRERESES, BEDEE— MR "FIIEAEERSSE (KMS)
—HHEONIE R, EEFENIEBHRT KMS EEE.

RERE
IREEFA KMS FIRETREEUTELAT R,

1. S B R ENBHEEME, £ StorageGRID IKBEREEFNILEEH * TAME * &8,

@ Rig&EAMEIRNgE. EREBA*NANERE. HELENRBAT RIMBIREERI
ERE AT,

2. 1&1T StorageGRID &R REEF., HEREHE, RASAEMEEEIER— I HEHEIENEZH (DEK)
, WFFAR:

° X DEks BTFMENE LIBIEHITINE, XERARTIRFRERGPERLNUXG—ERIZ
B(LUKS)HAEME LB FTIEEN.

° 51 DEK @I EZAMEER (KEK) #HITME. #i8 KEK 2—NMabdEsE, BFXZRHEITM
#, BIIR&EALUERE KMS ALk,

3. IR ET =ANE StorageGRID ,
BEN BATANE" TRIFAER.

BHEEMNELRE (BhRE)
ZIREENBEEUTERAT R, XESRSENIT.

1. EMEPREBA T TRMNENIEERN, StorageGRID KT BEHT RNILRERFE KMS &,
° NRENURECE KMS , NEZ&ERFEW KMS BBE.

° MREARNIESEE KMS , Mg ERHIERHERIGET KEK 1%, EREANLRERE KMS BigdE
WeE| KMS EcE M1k,

2. 1G&EFER KMS BB IEES KMS FiERMZBZA,

3. KMS 2MIREREMER . KMS havERFIMAIRINS KEK , AERTHIREEH DEK #TINEH
R,
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@ MERET REREIECER KMS ZRIFEREASUEER S A IR ZRHTME. B2, &
RImE 2R RS KMS MMERAZAT, FRIFIREEUNRE MEIEROREREI R,

4. NRITEEBIREHBDT), ©REMEED KMS LUERER, WRAREFESZRMERER. TEEZH
FEE B EIRIR M,

ERRAEERSHBVIEFIMER

TEREEIINBEAEIERS2E (KMS) ZHl, BT REIREIMENR,

KMIP Z23RZ21t 247

StorageGRID 32#F KMIP 1.4 ki,

"REAEE EIREM IS 1.4 R

BRETRSHEEN KMS ZEHEEFERRSE TLS &%, StorageGRID #F KMIP LT TLS v1.2 25!

- s ECDHE_RSA WIT_AES_256_GCM_SHA384
- s ECDHE_ECDSA WIT_AES 256_GCM_SHA384

TR RRER T SMBNEMRET R LUEE N LE AR ECER KMS 5 KMS &&

WML AIBE BN N TFEMEETRIBTATRABELIRFEMEIX ( Key Management Interoperability
Protocol , KMIP ) &{EMimO#ITES. FAIA KMIP iHO 59 5696 .

TR

TR UEAZRAEIERSSS (Key Management Server , KMS ) EBIEMEFERT * HTaNE * &EEM
StorageGRID & &MINZZH. I HETEMEF StorageGRID 1§ &R ERFREGENBHEEMER, FrEEALE
RE,

@ Rig&AMEIRNEE. EREZBATRNE. HFETENKRBATRMENIREERINIEAE
#,

& A3t StorageGRID & &M1& & T R EA B ERIKMS,
EAREMETRHERZE) N T RFERABEEENKMS. 8EUTHR:

* BREAEMAL (VM) BITIR
* 7f Linux EAERIRRSIEFHENTR

EXLHMT S EEEBNT R USRS HEE SRS StorageGRID SMBRIIIE

NEARECE R AEERSSER?

MNFHRE, BENACRER ZAENREERSPIRE— IS M ERAEERSSE. WINFaTHBERT R EFE
X REUEZ IR R,

BRI UERERE T RZANZEEMREERTEERAEERSS R,
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HBEEZ VDI RAEERSE?

A AR E — P 2 MIME A IRARSS 28, LUEA StorageGRID RARMIGET SIRMMMBZAE, S KMS
#F B UL —AlE 5 _ERY StorageGRID && T SR E—MNEZA,

StorageGRID % #fEf KMS &8, 81 KMS £ EE &S 1M EFINEREERSEE, XERSELZEEIR
BEMMEER, BiNER KMS £EHTERERE, RANERURSER BHEENSIERZINEE,

Fan, RIKEH StorageGRID RAHE = NMUEHROIE S, BRI LUE— KMS $EE8$EE /189 Data Center 1 £
MFrEIRET RIREZH, MES— KMS £EEE M A NFEEtiL s EMFrEIRET RiRtZh, e
AN KMS £8£8Y, Za]LLA Data Center 2 1 Data Center 3 BEEZRi\ KMS .

HEE, FREMIESET T HERE A*Node Encryptioni& & HIERNIEE T R EAKMS,

KMS Cluster 2
(default)

KMS Cluster 1

v v v

Data Center 1 Data Center 2 Data Center 3
PAN | GN SN | 3 30 AN | SN
SN SN SN SN SN

Appliance node with node encryption enabled
X Appliance node without node encryption enabled

)( Non-appliance node (not encrypted)

RIRBAN R REMFARBR?
FARERELE, ENERRRENERER KMS ERRMEER,

TERRFINE IR, BEEA KMS BMEPFIZERM _ ERERBAR AR EIE —Z ARV AS. FEieiLETeR
[EBYHo

145



BN E IR P EN KMS WERET (518) REHRER. MEBBIEH KMS K
@ PR IRRASRICRE R, WHBAERS R BARENERG B, NRENEEE KMS
HZ AR, N StorageGRID RIRETC &I EIBIHITREE

AR ] AR
* ERBEMPAES KMS XEXBIIER RIS ET R 0 KN REREI—/ AT,
* NRAEDRHEBRARMEIRET /B, WiET OB EEHR B AR EIFHER.
* IRBATFEARELEERHZRRAINKESHITME. WENIIgET RARA* KMSIEERIeR A
Lo EPIRERBRRARASH U R ERo
REAMERETRMEREEERE?

MREERNMZIGERETS— StorageGRID R4+, MHAMLEEME TR, ARG REIEZ TS —
MR AR, EAJLUERStorageGRID & & LEERF EMRKMSELE" . Abk KMS BRERZA * TR * 1%
B, #MFRIEET S5 StorageGRID I A KMS ERE 2 B89 X EX,

() mBFEHHE KMS BES, Mg HRBOETUBEEABBIHAAYE,

BrRit =AY KMS FEESEI

BENEPEIERS2S ( Key Management Server , KMS ) 3¢ KMS £8E s AR D ILR
o —2Hih s ERIFRAIRE T SigH—NMINEREH, MRFEFRESFEAN KMS , A
BEEERBIMBZHAM— KMS EFIEIE—1 KMS .

NRELLUEREAB KMS , AR AT LAERFAETER KMS ERYE A UL = LRI EBaNL & T RdET
fRE, ERLERRT, BaRERURIRARNINZEEZAMRE KMS EIZIH KMS . BoHR KMS A8
EWEA, UENER ERINEIRET R TR,

folan:

1. BRNSRE—THIAKMS. BT ERTR B RE T AKMSHIE R,

2. RFKMS 5, FFEBRAT * TRME * RENRET RESERE KMS HiERMEEA. ERA TR
BlR ERIRE T RBHITNE, Wi, ERRERIERZ AN XL L& HITRE.
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Default KMS

v

Data Center 1 Data Center 2 Data Center 3

O. O, O O O O O, O O

3 REA— AR (EFREIEFRO 3) FMERETANKMS . BR, HFRENRAEME, FES
RFUERTH KMS NERENSAFIRIEEFIR, ZAAUEIMLEIR, SENLSIFER KMS LB EHNE
AR IZIE R _ERT ROEITRER

Default KM5 Site-specific
KMS

(= =
v v

Data Center 1 Data Center 2 Data Center 3
588 25858 KRR

4. EfRRPEER B, 58 HARAMEZAMIIN KMS EFIZIFEI KMS o (MR L, &L
RiaBRAEFIZIREREZHER. RISERFGHMBARNLAMRE. ) IE, BRISEN KMS B
BRATXEIESO 3 LRIRET R THRZRVEREIR, RIAILUSEIREZTE StorageGRID Ho
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Default KMS Site-specific
KMS

v v

Data Center 1 Data Center 2 Data Center 3

Fjﬁﬁ O, O. 0O ﬁ’_ﬂl

1D

EREA LR KMS KBS
TRELT BRIAR KMS BIRE LIER TAREHND B,

BECRih R KMS A ) FRES R

TE— RS PUERIFERN KMS & HEESISEN KMS . 7 * BB * TR, &F * T2HM KMS
B, #EFZEEAEST—IMFEFE  GERAKMS) BEERIER * . WE, BRTHEN KMS BAEERIA KMS
FERINKMS 6 o ERERTRETRAKMSHIERIER,

"RETIAEERSSE (KMS) "

TE—IRIAKMS , HERTEH 1. NRES EAIRETRERBIA KMS INZ, i5EA KMS AR
AT — DS R SRR HTIL ATARZSHIINZZ TAMERTA KMS EHIZIHT KMS o

=1 L
IEFERUAKMS, 2. (ISR KMS HisiEi,

"AINEAEIERSEE (KMS) "

CEARDIERN KMS EREMES 1 MRi5S LERET DRI KMS 1%, AR KMS 4
% KRB ESAMINE KMS SHIZIH KMS .

2. {FRAMEEIRRRIBIE KMS ECEH RN B IP ik,

"AINEAEERSEE (KMS)

7 KMS /¥ StorageGRID EZE HE i

BT StorageGRID EEB NS MIMBEZABIRRS 2/H KMS EBNE AW, A8
& KMS 710%! StorageGRID o

XFUIAES
IR BBiE B F Thles CipherTrust Manager, BXXZFHMATIR. EFERA "NetApp BZEMEFRTE (IMT)

o

148


https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome

TE
1. 12 KMS 5, AIRIERINEN KMS 3t KMS 86— StorageGRID FF i

S KMS e B MR —4HiE = LA StorageGRID & & R EE—MIBEH,
2. 7£ KMS 3R, AEA KMS 2% KMS £8#813 AES MZEZ .

MEBZEARTN2. 048UKEL. HAXLMAIFH,
3. IBRE KMS T KMS EBHUTEE,

¥ KMS 7Nz StorageGRID BYEEIER,

o FNIRSZIBHIIEMNBR I IP ik,
° KMS fERHY KMIP %,
° KMS HNZ 2252,

()  UMEBAAFEHET KMS B, StorageGRID TR AIRHEIE KMS Hih,

4. JWFED KMS 5 KMS £8%, RE—PEIEBMANIE (CA) EL/HRS|IES, HE—TES PEM 4
BHE CAIEBXHRERRSE, XEIEBRIIERHEIRF R

Bd RS EIEH, SMEF KMS AT LAA StorageGRID #1T &40,

° JERMHIERA Privacy Enhanced Mail (PEM ) Base — 64 #4RE3RY X.509 &z,

o BPIRSZIBIEPHH " FERERHEZM (SAN) "FERNMES StorageGRID BiEETINTERE
% (FQDN) g IP b,

@ IJ‘;EStorageGRID FECE KMS BY, TE * EHE * FERPHNEREBR FQDN 3 IP i

° IRSFEEBLINES KMS B9 KMIP ZOEANIEBLE, &N @R MERRD 5696 o
S. FREXIMEB KMS ik %5 StorageGRID MAH FFIRIERUKRE P IFHIEBHE AEH.

Z P IRIEP A1F StorageGRID 6 KMS #1789 341E,

AINZAEIERS2E (KMS)
&AL StorageGRID ZiAEIERSZ2RASAIME N KMS 3¢ KMS &8,

FroaZ Al
* BEEE "HARPEERSSNEESEIMMER",
* MEHE "B7E KMS F StorageGRID EEE N EFin FIEAB S KMS 5 KMS £EERIER.
c EEEAERIIMAREIER "0 Web %28,
* & EBA root AR,

XFIAES
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ZID%_JHu, ‘ﬁ?E@EEEE@HE,MHEE’J%%Héﬁﬂ[ﬁ‘z%%, ARBEE—TRIA KMS UENFREARRS—
KMS BIEMIER#ITERTR . NRETLIEERIAKMS , MNEHMAET RINERIREERFEAEIA KMS

?ﬂ]l] ﬁD%E?ﬁE@UEHE,m?ﬁﬁE’J KMS , MRS HIJH&ZISE’JDDEQ%HM,.“MA KMS EHIZHTHY KMS
o HEN "EE&JE,.\\E’J KMS BEESI" THEFAES.

18 RBEFMER
TEARMEZAEERSBRASHI R (KMSTFAEE )P, Er]LURMHEE XKMSEHKMSEEFRTIFAE R,

TR
TR ERE > Relt > BIREERSSE .

LB R B BAEIEARS B NE. FIEPEEIFAEBIET+.

Configuration = Key management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS}) to manage the
encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS,

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you
cannot use a KMS for appliances that do not have node encryption enabled.

For complete instructions, see Confipure key management servers.

Actions + . Q Displaying one result

EMS name 3 Keyname @ 2 Manages keys for @ Hostname @ Certificate expiration @ 2
KMS 5G-Global nmakmipdcl thalesi.vtc.englab.netapp.comand 2 others Q All certificates are valid
1

prirs =Sl il < Sl

A 2 R"Add a Key Management Server" (I A E RS 28) A SHIE 15 (KMSIEAE L ).
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @

3. 3 KMS Ff&E1EZ KMS FEZERY StorageGRID ZEF imf N TEE.

FEL Description

Kms#2 ¥R —MERMERZIR, AIEHEEIRRLE KMS o ATNTF 1 2l 64 NFERFZ
i&lo

BB R StorageGRID ZFimE KMS FaRLIZARE. HATF 1 Fl 255
MNFRFZIEL
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FE

EERER

Port

E[E

Description

B 5t KMS XBXRY StorageGRID Uhsa, MNRATRE, &N A E F{A
Ih S ENRAEIERS S, REBIRE— 1IN KMS , UEXNARZ
F—1 KMS BB LR TERDS -

* IR KMS BEEBREM R LIRETT RIMERSH, \EFE—1
Ih o

© EFRAHEMKMSE BRI = (FHAKMS)* LUEZE ERIAKMS,
ZKMSKE N BFEEEE T BKMSHIE S U R EHEREYT BHR
DA AT

c AR MREEERNIER A EREIA KMS ME, BXRFE
# KMS R HRTRAHIRIGINEE R, WREF KMS ECERR
KEIEFAIR.

KMS fRSES2BRATEAESELT RN ( Key Management
Interoperability Protocol , KMIP ) @{EMim. EAA79 5696 , BN
KMIP AR iR,

KMS B5E£REE B K IP ik,

SER RSB PHEAEBERBT(SAN)FELME & T LA
ANBIFQDNZ P, &M, StorageGRID T E1EREE] KMS g
KMS &8 hRIFRE RS 28-

4. MNRBECEKMSEE, BEF FINSE —ENZ ARERNEERSHFFMNENZ.

5. A% * kY,

28 LERSJIED

ERNEREERSSZMASNTE2 (LERSZSS[ED)P. B EEKMSHRS ZIER(FIERE). BIRS
#2EPH, JMEB KMS BI LM StorageGRID #17 &9 I03IE,

p

1. M B B2 (LHRSZER) , NEERFHNRS SISO ERENIE.
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Add a Key Management Server

@ KMS Details 0 Upload server certificate

The server certificate allows the KMS to authenticate itself to StorageGRID.

Server certificate @

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,

2. FEIEHXM
B B AR S5 BE B iR,

Add a Key Management Server

@ KMS Details o Upload server certificate

bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem

Alternatree names

Upload & server certilicate signed by the certificate authonty (CA) on the ¢xtemal kéy management server (KMS) or 3 Certificate

Server certificate details Uploaded successfully
i
Metadata
Sulbiect DN M ] bdd S ] b= 354 3 34-308%8 32454 Sl M VD= nmanghar
Sarial mumber FEAC 322 COETT YR IABDDT- 62813209
LLues DM CEUSSTaMD L= 0alc amp Qo Gemalto, TN MeySedure Root CA
Issued on JOX205-23T 161524 0002
Lapeires o SO 405227 1 G 1524, 0007
SHA- 1 fingerprint DFAFAR- Y 346054 -CoF - TAOT-D0:1 7-54:-88-00:1 1 DB: 38 (8
SHA-I54 Bngerprint TSEQ R0 TRCT . CF AT A2 BARE A MGF O D45 T DT A58 2 8F S8 050 2 D6 -F R TO

() nRELEnSIHESeE, NS MEBNTRESERELE SRR L.

153




3.

prirs 1

$3%: LERFIRIED

ERMEAEERSEMNSNSES (LEFFPHIED)P. Bl LERFHIEBNEFHIEREAZH. BF
IRIEB 72 StorageGRID [ KMS #17 & 1450131,

p

1.

2.

3.
4.

154

MHES (EERPIRIER)H, MR HEBOUE,

Add a Key Management Server

tf,:“ KMS Details @) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KM5), and it allows StorageGRID to authenticate itself to the KMS,

Client certificate @

Browse

Client certificate private key @

EEREPIHIERX M
IR B R P IR IE B o iR,

NEEEPIHIEBNE BEALE,
LA



Add a Key Management Server

() KMS Details () Upload server certificate ° Upload client certificates

management terver (KMS), and it allows StorageGRID to authenticate itself to the WMS

Client certificate g

v/n: pdm
Client certificate detalls Uploaded successfully ~
Metadata
hew L WL e 3 1 '
- 4 S ». A p TEXB
0 w5 STeM0 L sBeicang t g ot CA
d o 20224523 4
E 1- 44 24
LT AF- A &6 4 ADTD o BB IRE
- 256 Firy i £ & i BACA 4L 4 ’ & B4 EB
Acternat P& T

Client certificate private key @

| B | « Key.pem

o. MR FHRE"S

MR EERSFBSRET R ZBINER, MRFAAEEERYEN, FEE KMS LIXEEMRER, N
MEREERS S NINEZ A EIEARSS 28 DU E L RYRF,

@ A0 KMS 5, ZAEIERSS S IE EANEFIRSKIIENE R AR, StorageGRID AJRETR
FKIX 30 DA BEIRRIE MEBRIKRIPRT. EIRIET Web X528 74 BB E HFTIAS.

6. MIREEFMHAHARFHEHINERES, BEBHSFAES, AFEEOK,
Bgn, WREFMHAEK, EeJgexUaE 422 ¢ Unprocessable Entity $5i%.
7. IRBEARNAIMNEZNER TMRFHFIEE, 15%EEFE Force save®
EFERERTF RIREKMSEE, BFRMXMEMEEEZKMSHIMNRERE, MRAAILL

O  EEmRmms , WTETEERRHEEMES L ERATANE0RETR, EI0E
RZE, EERETABARIE
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8. EEMINE S, MRHLERGIRFEE, HEE"HE *.
BfR7F KMS E2&, BXRNIRAS KMS BIiER,

EE KMS F4ER

Ee I EF B X StorageGRID 24HENEZHEIERS2E (KMS) HEE, BiERS:S
*D%F—lffﬁlﬁ:ﬁ’méﬁll’ik/u\o

p
1. %8~ B * > 2 > BREIERSRE

R BB EERS RN E. REFAGERENFREETRERENEMNRAEERSE.
2. EFEE KMS IRANER.

FEL Description

Kms# R KMS B9$ER MR R,

HEARM KMS & StorageGRID &P IRHIZEASZo
IR 5 KMS XE£HJ StorageGRID 55,

I FEERRIFTE StorageGRID i BIZFREL * REHEM KMS  (BRIA
KMS ) BEmubs, *

ENZ KMS Y52 fREE R EL IP #idt,

NREBHTVEHNEAEIERSE, WRFTIEHXHMRSBNTERE
ER e IP ik, MREBPEMNULNEREERSS2E, NI
F—1 KMS HE2REF B IP it R EBF P H 2 A EIRRS
%EE,JQQEO

ffl¥0: 10.10.10.10 and 10.10.10.118{10.10.10.10 and
2 otherso

EEEEETPAMEENSR, BITHKMSHIEEZFEdit*

g *Actions*>*Edit*,
IEREIEA ARSI, Ak CAIEBMEFIHIEBIEHIRES: B, BidHh,
IR S SN

7AE: StorageGRID AJREEEKIR300 #A RERFIEPRIEEH. &
AR Web Y5284 BEEE HAlE,

3. WNSIEBEIEARSEIRAD. EERFB0D . FARRIFTWeb 5
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@ AINKMSfE. "ZiIEIERS 23" TUE EAE B I ERE LB E R A"RA", StorageGRID AIEEFR
BKIX 30 DA BEIRENE MEPRIEPRRTS. EATRIFT Web X 5287 BEE B L PRIRE.

4. EHEBBIRHERE NS EEMREE RN, ERRE RN
BEKMS CATEREISE", *KMSEF TR A KMSIRS BRI EIRE, 2 TS R0
R FHATTRRIL O

(D =eEmese, EEARRERAEMEBNE,

o. EEFIKMSHIERIFAES . IEMERFIEFEKMSEM,

6. EKMSHENHE L. EERSI/IEBNEFAIHIERBRITHIEFIEBPEM, RIEFE, @EERIEIEH LUSIE
BERAFIER.

BEMETR
EAILIEERBX StorageGRID AAFERA * TRME “ RENRETRHIER.
B

1. %8 * B * > et > BIREIERSR

LA BB EIRARS R TIE. REFHAESENRERERENTATAEERS S,
2. MDTETREREE T S HE R,

MOET RIRI-R5IH T StorageGRID &4 /EF 7 *Node Encryption *IR BRI E T Mo

3. BERPEBMRENRIER,

Hl| Description

Node name "ETRNET,

TR TRER: 76, EEIMX,

U = RET SR StorageGRID 5 =RIR R,
Kms# #R BT =i KMS B9ER 4B FFo

SNRARFIHKMS, IBEREEIFA(E RED-RLGRINKMS,

"AINEZAEERSEE (KMS) "

A UID BFIgET R ENBIEETNENBRZENMBZZANE— D, BE
BENEAUD. BRCITE TSR LT,

mExlsk (-) RFEUID KA, FIEERENIKET R KMS Ziafz
TEERRRIEER o
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5l Description

Status KMS 5ig&T R ZERNERRS. IRTREERE, NEZE 30
DHEM—R. BEAKMS EBEfG, FIERZR/L0 A sEEMERR

A
o

COEED  ERARIFT Web RIS REEBFE,

4. NIRRT KMS [EFER , FIZBMRR IR o

FEIEER KMS 1&(ERRE]l, KR * BEEEE KMS* . IRTREMIEHFERE, WERTREERS
( administratively down 2§ Unknown ) o

HRSHEN N FREEBI StorageGRID £k :

° TENNE Kms BCE
° Kms E#5HIR
° RIXE Kms INEZIAR R
° Kms MIZZ AR
° Kms BATEM IR EEHITHE
° RECERE
X EEAR AT IV AYIRFo

(D CHAUEEREMNG, UHREOREGHIRS R

RIERAEERSSE (KMS)
fBign, WNERIEREMSEIER, Gt RERER A EIERSEIEE,

Froh 2R
- CRLE ERTHEERS BT EINER",

* MREHREIN KMS HiEa0i, MEBE "EA 6200 KUS S EI,
 EREREREIMISEIRI S Web A5

* 15 root SHIURIR.

p
1 &FRE * > Ret > BIRBEERSE

HENE B RZRAEIERSSEIE. HERCRENFIERAEERSSS.
2. MBRBERIBAIKMS, FAEEF* Actions*>*Edit*,
1840 5] LB R APIEIEKMS B MHTEKMSIEA(S B T E _BEFEdit SRARIEKMS,

3. (FIE)EMRIBRABIERSBRASHH R (KMSIHFAE R ) HRIFHAEE.

158



FE

Kms%&Z R

A k=g

EENEH

Port

ENH

Description

— NMERMRIR, FIEBEARIRL KMS o &0 F 1 5 64 DNFERFZIE,

StorageGRID B Fifm{E KMS REVFATIZEIARIZ. HONTF 1 5 255 DNFERHZ
8o

ERDEBIFRT, BRFBRRETHRZM. FM0, WNRTE KMS REHE T 33
, WAELMERIFMERSEEERIZIFFBRIREFHEIERT, WATRE
ZHRBM.

YIEIET B KMS WEBEH (FI8) RiewEe. e
BT FEH KMS TP EIRARRIE S, StorageGRID B
RASRIARIERRIE M KMS AR B ERNPAEE RS (4

(D  REX0EAZIES) . NRERDEE KMS WEH3IE,
M) StorageGRID RIBET A XM EUEHITHRE

EREHEERSSEIERSFIMEX"
NREIERREFE THRIKMS, HETZEMIARIKMS, Me] Ok B
BE—TKMSEEMIE R (FRIAKMS)* IEERSTE Fih R AIKMSHE 9 2
INKMS. XA T8 T AKMSHFRE L= LU BRI =,

SEMNREIEERIEIHE T IMRAIKMS, NAgRFREMILR, NREIEER
BEVAKMS, M EEEEE I o

KMS RSS2 T RHREEFIREMNMNY ( Key Management Interoperability
Protocol , KMIP) @E8imH. BAIN 5696 , BN KMIP #RiR .

KMS BY5e2REZZE IP ik,

SER RSB BHEREB LB M(SAN)FERLME S EELLA AN
KIFQDNEIPH#itE, ZM, StorageGRID ET%iEREE] KMS 8§ KMS 8541y
FRERS 23,

- IRBEEKMSEE, HEF FNSZ—ENZ ABRETHNE LIRS FHFNENS.

CHEE AR

LB 2 R miE R A E RS R MR E 2T (LFIRS[IES).

- SIRFPEFMRS SIS, I5ERE * W * H LS

S vicic il =

LB R B gmiE A EIRAR S5 2R M SRV (LR P IRIES).

- NRFEBMEFIRIEBNEPRIERERAER, HER * X% * H TR,

- IR A RTES
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MAZAEIRRSVBESZ MR ERIFIETN RIIBIRET R ZERER. MRFAETREEYEN, HE
£ KMS EEIEWMVER, WEAEERS G RNEIRAEERS SR TE LARF,

10 yu%iﬁ%ﬁiﬁ;ﬁlﬁ\’ i%ﬁgiﬁlﬁxﬁéﬁﬁ%_:%\, %Eﬁ?ﬁ * EﬁE * o

Flan, WMRA KMS EFMIESEHS—D KMS &1, sEFEENEEK, NeTseslE) 422 ¢
Unprocessable Entity 5%,

N NRFEERAEEERZARTHAELE, Bk Force save®

PR SRR FAIRTFKMSECE, BARAZMIAME MRS ENZKMSHIIMEER, NRAFI
@ FEERREIEIR , NAIRETEEMBHREMiER FERATSMBNIGE TR, ERHEHF
RZH, ERIBET R IR,

LD RTE KMS EEE,
12. EEWINES, IRHLERFIRERE, BHEF *HE *o
BR7F KMS B2E, BEXRMNiXS5 KMS 89%E#,

P AEIEARSZ2: (KMS )

EREERT, CUERENMEREERSR. fN, NRESHERES, NTERES
BB IER % FRHY KMS .

FaZ i
c BBEEE TR EERSR(OEEFIMEX",
s RIBFEAERIIMR SRR "SiEH Web 552",
* =B A root HE]APR,

KXFIAES
EUTERT, ERILMIER KMS :

* MREREFR, HFUSFRERATRMBNRET R, WML R% A KMS .
* MRBNUREFTURTANKMS , #EBEAIRETRME, WATLMEREAIA KMS o

p
1 %FRE * > 12t > - BIRBEERSE

RN B RRAEIERSEZRNE. HERCERENERABSIERSS,
2. EBRERIPRIIKMS, SAEEF Actions*>*Remove*,
B AT LLUBIE R PIEEKMS Z R MKMSIEA(S B 1 E kiR *Remove* FHIFEKMS,

3. WINB R AT M:
° WERPREMNIERBEE T IRRIKMS, Mt 2B B AT R MEBRIRE T Ro
° BEMFFEVAKMS, ESNEREIEFEAET RMEBNLR T AKMS,
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4 ER,

LEEPREMER KMS BCE.

EEAERE
REFHRERE

NREFEANBEESIRZHA=FMEN, e AETFE
I, Hle0, EBageBE— P IEERRERAITFIETES
Internet LRI &=,

Faz Al

* BEARERIHRINR,

* ERERERIIMAREIESE "2 Web X%
KXFUIES
TR U BN FENEREIRE,

p
1 &FEBRE > Ret > HEBgE

=Y &2

T RSN S3
HERIX

R EREFEREIRENE. RINERT, EOEREPERT *FE o

Proxy Settings
Storage

Admin

2. g s TR AR S AE,
R E A TEREEFEAENTR.

Storage Proxy Settings

251 EB i

i, Il

ﬁﬁ”ﬁ)ﬁZl‘EﬂﬁE%ﬂFiﬁﬁﬂ

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.

Enable Storage Proxy v

Protocol HTTP SOCKS5
Hostname

Port (optional)

3. NAEBEPRAFMERIEER N,

161



4. I NARIEARSS BBV EN AT IP itk
S (FNE) WNATEEZIAERS RN,

NRMINERBIAIRD, WETLRFILFERE=S: 80 &K HTTP, 1080 &R SOCKS5 .
6. EEFERTF
REFFEARES, FTUREMNLT SRS FERRRR.
() AEFHATEREKEL 10 HHTEER,
7. BENRIERSSENILE, URKRAXELRE StorageGRID BT S ARSZSHEXIE S

FERIE
NRFBZAFMEAE, BER BRAFEEREERE, AREERES

HEER
* "ATFFEIRSHIMEMiRA"
s EA ILM BIEWR"
EEERRIERE

WNERMER HTTP 3¢ HTTPS &% AutoSupport ;E2 (iE2 0 "Bd & AutoSupport") , f&8]
MEBIET SMEALE (AutoSupport) ZiBlECEIEBARIEIRSS 28,

ez Al
* BEARERIHRINR,
* BREREREIMNSEIEES "2 Web X%EE5"

KXFIAES
TR AR ERERAERERE.

p
1T &FRE > Rt > AEBRE

LIEEIE 278 Admin Proxy Settings TiE. EHIANER T, EHEREERIEEFET * =68~

2. MBFESEER R < B

Proxy Settings
Storage

Admin

3. & B AEER IR EIRIE,
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Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy |+

Hostname Mmyproxy example.com
Port 8080
Username (optional} root
Password (optional) ssesssse

N

B NAIERRSS SRRV AR B IP sthit,
- N T EEEIRIEARSS 22 RYIR o
(A1) WMANRIERAF R

o o

MRENRERSBIFTERFR, BRLEFRES,

N

(FIE) HARIEED,

MRENRERSBIFTERD, FRLFRES,

o]

R R

REEBRER, HAEESANERZHZ IRERERSS.
() HRESKTEBEKE 10 HHAEER

o MRBMELAAIL, WER BATERNEEHE, REEERE"

IR A3

FESNRS MBI

&R LATESMER B A AT FF 8l R A4 RE s o

TR LUBE R IMNER B A T A B K S E i L K IZ 63 StorageGRID EIE T = AP T EA API 89if1a), f
n, BT EREMSEERIRGRZI, ERIEEEFHEN LA P RSB TER AIBAER R NS EIEER,

MR EFLE StorageGRID REBFAAIE. FSI "ELERNEBIAIE",
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Port Description IR EEFH ..

443. BETHAMNEIAHTTPS  Web HIU2SFIEIE API B ume] LUK R NS EIE8E,
7. | MIREIE APl , HRPEIERMEFEIE AP,

« A Y iRO 443 HBETFRERNIRE,

8443 BIETA MR EIESS * Web X281 EIE APl ZFEHEILUER HTTPS
A M PHIE MR SRS MR EIE AP 6
* Web 'S B IBAPIR FinT:AipR AP E1228
A EIFEAPL,

© RN B RIEL,

9443 BET S A SRR * Web X281 EIE APl ZFEHEILUER HTTPS
Ui 52 fR FHiaEF EEEMEF EIE APl
* WebX|% 25 F 1 EIBAPIE P in T/ A1h R MR SIS
FH R SIEAPI,

© RN B R RIEL,

SRS EIRE T E - S5 Elﬁr#m{ﬁ%ﬁ’*i (SSO) , MREHFEHFEIEAER
HITEMMIIE, MHATERBEIA HTTPS is0 (443) o

e
L BRI G
IR IR
SN

BRI A

StorageGRID EFE M TR EEHEE— 1 WEFHAE. ALESIEHIIT TR E’Jﬂ%iﬁl‘ﬂ%i%ﬁﬁ
MIRHIZ 2, FERBGAE Tf‘ﬂﬂ:iﬂ#mﬂ%%%ﬁﬁ =i SN PR s 1 T EE h
8, 7ERAASEIEHITIE LA EEEREHEIE T R

fE AR AT DTE A = MEI -+ B E X WA PR BRI RIAR.

* RSRUtAESIRR . FER IR R R KA IS CEITEE R, &R LAEACIDRERR APk F
M. LAp el A EIRIMER GBI+ X RYIR o

© EERIMEBIAR): ERLLIEIRXARINT ARG, SEFITFLAIXANR .
* FEERFPIRMNLS: ERILETFEE T RS EEREZFHEMENNILRE,

R RE R M THEEERE T AR EF A IS B TR E tbis O RNED, XL R IR E
IR EEA/AE A B IR 2R HYIAIR)

EEET-F LRI BB S EERINRGIIE R RLE,
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© AARAEREFHEMNEHNT RUEREZT R LEENMHTEHSERED(ERER. TREOMZT
REBIFILIRYIR R ) LBIER

© ERAMER P IRMSET R NI ANEME S ERE A ER P RS LT, BEREERHTE
2& i R B2,

° Tie"EEIMNBMEET R ERISENA. A HTE R RS EODAEENEMEO_FME2AEZF m
28 EE—F TR

° WIRZASME. WETLOHRITE " EEINRIIR R T BFRE in O AR R F inM 4 _EF TR ERIf
T EERin R

@ BHE—MEBR LM BRI R SR ETE S — NET R _EFFRVILIRE, BSURERRE
EIR ERIRE. LIBRERINSEIE A BT,

BECEABRRIAEES] S0 "EAEEA

BXRINGBIHMIBEFMNB R 2RIFAES . FSH "IN A =R

RO SR EIRSNER T P)E -+

BRI T FOETR. R LUEM— DB DRI T3 K B AS U O 15 1A PR APtk i@ " E ISR
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p
1 %EF P,

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

Export to CSV Search tenants by nameor 1D O\ Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 D
Tenant 02 §5.00GB 85%  100.00GB 500 4 0O
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

2. B BYRERNTEP K
ERERERZIRE, IDEREF

3. EFMA, ERIUBITUUTE—IRIE:
o PP M MEIEIE, AGIEE Actions*>*Edit*,
c EEFEHEPEMUERFEAEERE, AEEFEtS
4. (AIE)BA T FERRE:
o * L2 >
° * [ RRIEIR *
° * IZ{EECEN
6. SEZTERRE P bk BIAR.

* IRMEERER * FEIKRS * WHEHPREALLRS, WEA S3 pREBENRSKFLEIF. FamErR A
EEREIRER. FlW, MREFERN S3 FEDREE T CloudMirror £, ML RIIEN RIFMETE
FiEDRTD, EXEWNRIEIREFELIBEEEENRRBIIMNG S3 FiEn BT, 1520 "E1E S3 |
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R A StorageGRID 2ABHE T ERER(SS0). NAMiroot AR LEEREIHEFPKF . EHIT root BFES,
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Tenants

To view more recent values, select the tenant name.

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

O\ Displaying 5 results
Name @ = logicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 1 D0
Tenant 02 85.00GB 859 100.00 GB 500 4 O
Tenant 03 500.00 T8 50%  1.00PB 10,000 =1 1@
Tenant 04 475.00TB 95% 500.00TB 50,000 —)] |_D
Tenant 05 5.00GB 500 4 0

2. FFFAPIKP . ERILURITIAE—IRE:
° RPN VREEE, FAEERE Actions*>*E L root&iS*,
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WA RS FERE
gN5R7EStorageGRID Zid AR MB AT R EHIR. HAEEBNESRLEEER—FER.

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

HPAFAUEED " imR " THEES MNRRNENEIRER, HBEHIRRESKME, " R HEIR*"
SIEFEMEANBRESEE, FHEREELLNNE. aanss € BFET R 7 RRd.

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ *+ Lasterror @ * Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es:::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl

@ *RE—HEIR  FIFHREHRE S JRESERESTEEHEE ID . MREERIRASZRFA
IUGERIE ID £ bycast.log FEHA XILFHIRAE L FMES,
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ARES R EEIR, BEfRRXLERE, 7@’5&@5& BINISE. LARASMELESFERSBEXER,

HBERBREHEIR

MRAEIRTRAREEAREREIR. HPEESPHNEERBEETERERS. ErILURE " kR " TEHNES
BXIERNEZFAER.
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CloudMirror i53KE A FIRER EI BARIm R IERERIRM, EAXEERFS RIVKIESIERE S TIRREMNEMH
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FaRSBEREY
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DC1 (Site) & X

MNetwork Storage Objects iLM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests

1350 1355 1400 14105 (B A L1 14:20 1425 1430 1435 1440 1445

== Pending reguests

Request Completion Rate @

0.250ps 4
Dops
1350 1355 1400 1485 1410 14:45 1420 14:25 14:30 14:35 1440 14:45

== Replication completions == Requests committed

Request Failure Rate @

Qi0aops

Q05ops

1350 R 140 1405 1410 1415 14:20 1425 1430 1435 1440 14:45

Replication failures
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Software version 11.6.0 (build 202112071804 614b<17)
| HA groups: Admin clients {Active)

FabricPool clients (Backup)

IF addresses: 172.16.1.225 - ethQ (Grid Network)
10.224.1.225 - e¢thl (Admin Network)

4T.AT.0.2, 4T.47.1.225 - eth2 (Client Network)

Show additional IP addresses v

EEEARERER SR EMFARR?

SATFEE VIP MR O ZEEE . R HA AR ES MEOBEMRORERE, N VIP iR Rk
IR ES— A ANENEO, MRZEORERE, VIPHIRBET—MEIBAEMED, KILEHE,

A ERRISBREN T

202



* EEEERONT SRR,

* BB TV ZEONT RSB EMT RENERE DA 2 2.
* SEREOXH,

* RETFESRRSHEL,

* BRI AMRSEFLE.

@ REENMZONT RINTHIMEHR R E R ML RIERS. FiF. MREERNEF EEE0
RS AR R ERLZ,

WERSIEEERFT/ LN, HEREEUEEFENARFASREEAZE, FEATUKEEENERT
FIREEITITo

AR, MRESMARNIZOBRAA, N VIP =B Er] BRRENIERED.
SN{eIfsEF HA 48?

B MERS AT (High Availability , HA) #B1Rfit5 StorageGRID HIE B I ERE
, MATFRRMIENEEEN,

* HA AT U0 MG IR SR sl A P S TR SRR (S EE B Y TR IS,

* HA AT S3 F Swift B iR o] A SRS,

* fNR HA AREE—MNEQD, WETLURHSA VIP HiitHEEMIRE IPv6 il
QEY HA AP ESHRET SR EERNRSE, HA A SHRMEaI AN, AR HA BB, BEAIRERE
RS EIT SR R IEO,

CEIETA Y AEAHTERRS, HAERME SRR EER,

* METS: SEAHTEHSRRS.

HA AR & AR T SR INE] HA 48
418) Grid Manager c FEETA (*E*)
c EEBETR
. ; *FEETAMMAEEO, FEEPEIERENEEET SR
To

XipiR P EI2aE * FEETREEEXEETR

S3 B Swift ZFimipRl—HEFE - BEETR
2RSS

203



HA AR AR BBV TS SR INE) HA 4
By S3 B ifiAiA) "S3 Select" * SG100 8f SG1000 1&&F
* HEF VMware B9E 4T =

* ¥ {#H S3 Select By INER HAH, BAREXREH HA 4,

¥ HA 5 Grid Manager S8 P EI22345 & A BIPR!

YR Grid Manager STHFP EIERRBZ LM, NA=HEA HA AR,

MRERELRERZHNERIINREERHEF EESE, WS EHEHLNERERTEMEES,
HEEETRATAN. TERITREMRIIE. THREREHE, ErUERAMEEERSESET StorageGRID

R,

HA ZARYED B %10

TEZEFEATRE HA BAIVARRG . S MEMEBE LIRS,
R, EERF HAARNETED, BERT HA AFNEHED,

Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_Lb GW 2 (Primary)
_I—) GW 3 (Primary)
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q Total interface

MNode = Interface @ = Site @ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected

(D slEVLANEOR, BERRS 5 5%, ERENSTERD,

PERRE R AN
© WIMEMEE—M RO,
° BREN—ITRER—TED,

IR HAARTEETRRS (BEMNREERNEAEESR) B HARE, BOEFEETRENE
Ho

° WNR HA HFATFT S3 5 Swift FFIRHREFHTT HA RIP, FEREET S, MXTRIAME LAED,
c NREFAFEREN R EED, WEET—FEREIR. RASIRER, MRREMRERE, N
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P. ERF. ENEETRITERITEEET /A LURERNEEFIE,

© IRTFEFZEO. WBERAHEHEEE, TRRTERTESZER.

Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

© MRFEMRONFREHMNXS H—MEEROAR. WETEFZZED.
* NREEEBROGHFHFSIPHILE, WFREEFZED,
2. IR ARG
HE LRI
NRHALEESZ MO, WEILBEM MR ERO. MEREMHEERES RO, MRERORESRE. VIPH
WRBEARANESMARED. MRZEOALERE, VIPHIPRBEETRANT—ITRSMAEZED, Kit

e

g
1. R SERIRE 51T U E R OMEAE DD,

FIRFHNE-—MEAREEO, FEOZEDEQA, FRIFELERE,

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) DC1-ADM1-104-96 eth2 Primary Admin Node

DCZ-ADM1-104-103 eth2 Admin Node

SNR HA AR EX PR ERSEAIARNR, MWAFUEFEEET R EN—MEOFENETE
Mo FLEEPIREREMEEETRRIT.

2. IR ARG
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W IP ik

p

1. 7 * FW CIDR * FE™, L. CIDR RTIEIETE VIP FW— IPv4 it SERFITAFREE (0-32)

MR BEIS B EMENAL FIE0: 192.16.0.0/226

() e 32 (a1, W VIP ML HRRIERMEHIIER VIP Rk,

2.

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

T L 0 R || PUNOPRE | TR LPO SISURCY o1 WOy NONRE LY (R~
Pvd address followed by a slash and the subnet length (O

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IP address

&, MRMEMAS3, Swift, EEHEF R IHEMEMFRIARIXLE VIP sk, BN * BX 1P itk

o MIRHIALMTBTE VIP FMH,

FR M EER AP EERLLMXIGEER 1P ik,
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DAEDRME— IPv4 Hilit, EWAILEEEEM IPv4 7 IPv6 Hitik,

oSy

WERR ¢ GBI HALH * FhEsE * 5ThL o
LRI EIZE HAH, EIMERLUERBEERIEM IP toit,

() @Kk 15 9%, LUEX HA AFHMNERNAFAESA,
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RIBFE. IR UFERABIERARERNETA R T ERRSHFAEEETSMMX T RNTERERE. 5130
. *.storagegrid.example.com FA*BARTRT adml . storagegrid. example.com #
gnl.storagegrid.example.como

NRIEH R EASIEIMEERINIER, MIERBELAANENEE—MTERARIFE "S3haiEz" EEE.
BEEfEETT 2R flan:

Alternative Name: DNS:*.s3.storagegrid.example.com

() wRERERERE. FEE RSSEBNELE,
EEBTN RS HREN BIEN—TDNSZEH.
N EIREMRE B HARGIE?

@ MRATFRIFS3N ATIZFMStorageGRID Z[BLEZAVEREIHA. NIz BRI R AR
i8)StorageGRID,
TR IR, 58 BT RERE:
* BT ERE S IE BRI B AR BRIV EHR, FIaNS3FSwift APIYEHRAY* T7 & i 28 im U P EIHR
M*2BIRS IR,

* 1BIRLREFStorageGRID MS3N AEFHIEBRARY . MREEMRHLITRA T HHTERIEREVES.
A BV R SR 1T S A2 R S AR Y FRUIEFo

* FRAAHERICAIER, MRFEAHCAZZIER. WeIUT RS EIREVRERIRBAIES.
* MREEEMBE R StorageGRID IEH. HEIZIEBENG SR, NWARENEIEHS 251 FohE
#StorageGRID F1S31 T2 HHIIEP.

HERNPEETEM

WEIHER. G LUEHIRT B FihR s E T Esin v IP#ist, NRERERPERN. NEFRNABRERFN
EEARITRIPHINE S E I W RY T2 PRE 52 (FQDN)BY 7 BB IR i Ih R EREREMIPHaiFQDNRIZ -

I N TR Fo A VI IR b i 2o

ERILEE U T EEHEERL:

* 2REIN): BRmNBER A UERTAMAT S EET S IPHit, FRIMLE _ EERHALREIP
(VIP)H#3E S AB R FIFQDNIA E)if . BRIEEERFIIR BB AE . TNHEERLIRE,
* * HAHRYEIAIP * B P s BT A FAHALR Y R IP e (S ABRZ AV FQDN),

* TREO. FRIRSIEREE T A EORIPHE(S4ENFQDN),

212


https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html

* TRER, REEEENTRER. BRHAAERETFAEET SAYIPHLL(SAERAIFQDN)SERM X T
HEYIPHIE (S AERZAYFQDN)o
HPIFEERE

A IpEE—IAEN T 2I0EE. B A FIEHIMLEStorageGRID 8 A iK F B] LA A fa & i es i m R iR 2 5
B ERILAFFIBEFIBEENGEREIN). A UAS MNeRIEE A ELENER IR,

TR LUERILINREE P MR R Z BiR BN 2RE. Fli0. Er]LUERLIhERBER—EF FAERY
fEHBENEMRIGE R WEMBE, T2,

@ HFHEERBBER. BARIRIER P A RPERRITREZARAERN. MREIERPAREH
BREABIINERAR). WEREES RFIEERAER .

P iARRA
BT RERENRENTERE. BEEUTRG:

1. ZEIRm M AT ERnS. WTFFR:
o *AHUEe T EARO10443F AYFFRIETF A,
° *topZBA IR EAKO10444H AL topZ A TAF . RYIGHLIEFRE iR P iAialtkis =,
2., top-secret.pdf UF*topZ A A MENEMHEI T,
BAiAIE] top-secret.pdf, “Top SECRELE* A Al UME L IEREER GETIER
https://w.x.y.z:10444/top-secret.pdf, T RIFIIEFEA10444im=. EILA R A LAAR]IERT

Ko BR. MRETEMEMBANAFBRE—URLRLAERER. tiTFUEEI"SIEMELHREE. BIERE
MERZBE. IHEBEHEIELE,

CPU AT A%
ERFET R A S3 5 Swift RERT, BNEETAMMXT R EHNAHFERRSSMIET, BIMsE
2, METERRSFEEZIETKEHEE CPU AN ESNEFEH#ET R, TR CPU BEEER/LoHEH—

R, BNEFTRESEMEMER, BMETRIREFIAERN 100% SKRERSFAER, BINFAEEFETROE
&/ NEEINEE,

FERLERT, BX CPU T AMMEBNRTF A E T8RS FRTERLE =,
FCE N T Easinm
NETFHRIESURE 7 S3 M Swift FFIREEZESIMXHEET = B StorageGRID £
T 872885 BT LAME AR BV im A AR 1IN
@ XISwiftE PN FAFEFIIFEFA. BERREM AR,

FrH 2R
 EREREREIMISEIRI S Web K5
* {5 root IR,
- CREE ARTEIEET

213



* NREEFEEFRRNERA T AHTERHERNIRO, NWRRESERIRS "EMFRE O EHIRGT"
* BESIEITVERNERSA AN (HA) A, ZNER HAA, BARERER HAH, BS0 "EEEH

FAtELR"S

* AEFH TR DB "S3 Select B9 S3 A", FREFERAEMEN TS89 IP Hilitsy FQDN , AF
S3 Select By & #7280 X /A 1FER SG100 ¢ SG1000 3&F U KRETF VMware BIERET =,

s RBEEITRIERNEM VLAN 2O, F281 "EBE VLAN #2007,
c MREBRIE HTTPS Iins (BN , WIERABRSZFIEBHER.

()  ABSESFRBERTERERL 15 SHA EuBTHETA,

c BLEIEP, BFRERSF[IES, IEBTAERAUK CARYHE (Fik) .

° BERIER, BF

DB o

£ S3 5 Swift FFIRA TR R REVFRTEERA 1P ik, EESTEREEE (7]

° WREB(EA StorageGRID S3 M Swift APIET (WA]ATEZEZEEETR) , WERRNERER
NERIMBIEBMANAEZHIBEESGES. BENEE S3 M Swift APIIEFR"

BIEAHTFERRR

SMHTEREREEE— RO, —MEFHRER (83 5 Swift) M—PREMN (HTTP 8 HTTPS

o

iE)ES
p

1% BB * > WK * > * AHTERIER *o

2. EFE RIS

MANRRIFAES

p
1. NI R BIFRE R

FE

Name

Port

214

Description
im R AVERMERIR, RBERTEAE TSR RS UERRP,
ERFHETFERY StorageGRID i, WFERIENE—NimR. LEFEREIA

7910433, BER LIS T 13165535 2 BIRYERIARfE A RYIMEBIR o

SNSREMAN * o 80" Bl *. 443*, MNEMXTRLEERR, XEHATERE
TR LEFE,

BEAmERINEP RN AREFEE, AILE * S3 8 * Swift* .


https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/removing-port-remaps.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html

FEL Description
PAZE 1IN B P im SR 2 i R AR E R BB 1Y

* & *HTTPS * Al TR LM TLS MFRBE (BN . BIMinE it
B, AETBEREFLIFS,

* R HTTP * AISRHARRENRMEZBS, WNTFIEEFMNIE, BNER
HTTP o
2. IR 4R

R ERET

pg
1. RImROERSPERT. LUEHIG0 5 FE AR PHE 54 RE 1Pt RO P48 4 (11 18) i =

1IN Description
2/ (FKA) B R imA] UEREAMXT RS EET R pIP#it, FRIMNE _ EERIHAARE

PAP (VIP)HtE B AE N BIF QDN 1R i o

PRAFFERFIL I REIRISEMYE, SNIEER -2/ *1’RE (FRA) o

HA £BRVEHA IP & P umds e FAHAZE Y REHNIP st (SR AR RZRYF QDN) 7 BE 1/ 1Rt i o

BAIBERANGERE I UERBENREAS. REANRREENHAARE
ZBRIA],

TREN % P im s UE AR IR TE T3 i O B91PHtE (SUABRZFQDN) A BB 18]tk 2o
TRRE RIBEEEFN T RERE, TR IRMSIEREMEET RRIPHLL(SAEMN
AYFQDN) S ERT R X T3 = BYIPHtE (S AR R HIFQDN)SRIA Rt ik 20
@ MRS N HREMRB—IKO, StorageGRID R EALLMFTRINFRAEZERNIRR: HAA

BIEEIAIP *>*Node interfaces>*Node type*>*Global",

2. INREFET * HAHMEIA 1P+, 1FEEFE—IHZ D HA A,
S MMREET * HREO Y, BAESKHHERXENSNMEEDREMNXTRERE— I HZ M N RED.
4. gNSEE T *Node type*, HEFEETR(ERETEETAMNEMFEEEETR)TMXT Ro

EHIE R AR
p

1. WFHEABEPSE, EEFEUTERZ—:

215



FEL Description

FRIFFRBIEF (FAIN) PR KA EBR UER LR R RIGRE D o

NREARSIBERBAK, . MWBTUERULED, FINEFKFE. &
B LA4RAE 01 3T 28 e = LA A P S PR LEAS RE MK

RIFEETRF SBEREMEFIKFZ ReER iR RIBRED K.
FEIEEEFRF %E%HF' b TEERLERIBRE DR, FrEHMBF R A i
2. MREBGIBHTTP RS, WARZMIMESR, 5% * U2 * LUMIFNAHTFERER. ARG, 2 5Tl
[Go BN, FEEEF * 4rEE * LIMRIIES,
P ANIEF
p

1. (IREGIZE * HTTPS * I, BHEFREMMEIZIERNREIEHLE
LEIERRIRIF S3 # Swift & ik Z B AR U R BB T MM X T = R 3 23RS

o * HEIER * . MREELEBESGES, BERIED,
o *ERIER * o MRERBERBESGERFAFRNE, HEFIIET,

° * {3 StorageGRID S3 #1 Swift JE# * . MBEFALE S3 F Swift API IEH, MIEFHET, HiF
B AFEEREEIEFEET R

BRIEREERIABIS3FISWift APHER (MR CAZ R )& A IMNBEPMANMEZNBEENER. TNE
JEIRRILIEIN, FB 0 EE S3 # Swift AP IEH",

2. INREKREAStorageGRID S3FISwiftiEH. 1§ EEHERIIER,

216


../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html
../admin/configuring-custom-server-certificate-for-storage-node.html

EEES
a. R ERIES
b. _EERRRAIARSS BHIEFH
* *ARSSERIED * ¢ PEM mEEHVBE X ARSS SHIEB XM
*IERTAERBEXRS[IEBLTAERAXXMG ((key) o

() ECtRmPBMATRET 224 fii. RSATBUFAFHET 2048 {iL,

* *CAbundle* : —MENEXH, HPEERESMHETLIERHIANE (CA) BIES. It
XHENEE PEM 4miBHED CAIEBRXXH, HIZIEBHEIREF B,
C. BA *IEHFAER  MBERE LENSMEBNTHE, NRELETEEN CAE, NEME
FH =B REHECRIET R Lo
COERE T TROLES * LURFRIEBXM, SEEE * TH CAHSE * RFEHRSE.
EEIEBXAHRNTHAUE, R BRAREXMH .pemo

fld0: storagegrid certificate.pem

R EHER PEM* 5 * £ CA 4G PEM* , RIEBABE GBI E MU EH TR,
d wF g2+, + BRIRNHTERIER. BEXIEBAT S3 M Swift EF SR ZERFAEE
SERTIERL
ERGEH
a. R ERES o
b. fEEIERER:

FEL Description

I ZUSTERPH—I RSN 2REEE, A (FUBERRTZ T
R

IP BREUSEIEBFH— TS TP,

EF(A]i) IEPFB ERIX 509 E B A 2 PHZFR(DN)o
WIRREMFERPHENE. NEMBIERHFERE—MARHIPHILER
fEAE QAR (CN),

EESES 5 SIS AR R E.

217



FEL Description

NNEARET B NREREINMEMZNE). WSBERAZENT REARET RN
ERAVIERH,

XY RE X T IEB A2 ERIIAR.
AR MBI REAXEY RIBE5IAEFIRMEREEE, SIER
R S AR,

C.EE*EM*,
d. JE8F *ERFAER * I EFERIEB TR,
* RS FEOEP * URFEIEBX 4.
BEIEBXERNTHAUE, AT BEFREXH .pemo
filan: storagegrid certificate.pem
* R EFRER PEM* BIEBRAE BRI E I E#HITH M,
e JFEBE,

i{tﬂﬂ%ﬁﬂ@ﬁﬁqz@ﬁ%ﬁﬁﬁﬁo BEXIEBAT S3 M swift iR 5 ik = Z [BIIFE E4EE
Zo

FERE

p

1. YNREFADNS. EMEDNSEE—KIER. BT 5StorageGRID 2 REE & (FQRDN)S5 X A A F EIE
ENS AN IPHILEAE X,

7Z DNS iZ2FH AN IP AT R B ERN R A EH & T SAM HA 4H:
c NRBEEEBEHALA. NE P IEFEEENZHALA R EHAIPHIAL,
o INRAFEAHAL., NEFPIHFIFFERMXT Ao EET S AYIPtEREF|StorageGRID & F#28ARS3,
b, AR DNS I8R5 | BFrE N ENRRINE, SEEAEERFTEMR.
2. 73 S3 1 Swift B P imiehEIEI G = rENEE
cIwOS
o SERREHZ I IP it
o (RAMNEMIERIFMEE
EEMBEASTHRES
I UBEEMENH TESRIENFAEE, T2 ESNIERTEdE, X UERIESNZF RSB ERET

218



» HEFERIXERBIIEH,

/J\
i l_J\

BEEE AR S 25 BY(S3ESwift). SO (HTTPEHTTPS),

* BEEEMMAMHTHRERNESNER, BEEAHTERIHERNE LK.

SEArCT O\ Total endpoints count: 1

Name @ = Port @ 5  Networkprotocol @ %  Bindingmode € =  Certificate expiration @ =

53 load balancer endpoint 10443 HTTPS Global Jun 12th, 2024

* BEEEAXBERRNFIERAES, SFIERTHRE, BERTIERRERBEM.

S3 load balancer endpoint #

Port: 10443
Client type: S3

Netwark protocol: HTTPS
Binding mode: Global

Endpoint 1D: 3d02c126-9437-478¢-8b24-08384401d3ch

Remove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.

* BiRIERS, REARHTHSRRERIUE L * 2F * REFKERRBIFEE S 0TH.

IBAUS, EAEBESHKEA 15 98, TARFIRNEREATIET .

219




5

YRAB IR R A TR a.
b.

C.

iR RUPERRTU

B ROET a.

YRAEAE P A 1R) a.

MRS T BRI
ERILAER * #8215 * REMF— P HSZ N wR, BAIUMIFAE S NEFRFRE NER.

O

BFF—P SRR

220

ARIEE P iR, BERPRAR T ERRR Z A BRI
Fo B8N EFIRUERD LS — M AHTERERNEOHTER. BSYUENERRE
B ERBEBER.

o

1BRIERER

et i = 3 R B 2 AR
PR ARME > Y RIBIR BT Y o

HINFTRT,
pris =l T C
prita sl s PR PIVA: N =Bie £

WERE * 1R1F * > * RIBIR R P ERRT

o

RIEFEERHPER.
PR RIFEH ¢

prirta sl s PR PA S =B £
PERR R > PRIBIRRIED o

RIEFEE LESERHRIBESGES
HFERASE S3 M Swift IEH.

PR REFEN o

prirla sl s =P PA: S =Bir £
PR R > RIEE P 1R,

PEREMIGRNED. YRk
ﬂ}/ﬂg BRHEF . HERBHITXFRIIE

CER REFER

=2 Y S WAL

a.

b.

o

o

o

o T o

o

o

o

a. E"AHTEETUES. EPREREFNE D iR R X AR E,
b. eFE * #24F * > * Wk% o

C. &8 *HE * o

T o

PR IR R B MU B TIFAER.
WEERREERT o
BNFTRT,

pris =l S

R IR R R MU R TIFAER.
R RIESEET Y o
RIEFEERHPERT.

PR RIFER " o

EFIRRBMUETFRER,.
prirs = Tl Dl il S

R RERIEP * o
- RIEFE LESNERFIBESOES

S HFAERALBE S3 1 Swift IEH,

R REFER

R B U ERFAER.

%
it =i N I i Uil S

- AR IR,
- EEREAMIGRLEDL. MPIRPIERES

?}ﬂ'ﬁJFﬁHF‘\ AR HRITX PR

CERREFEER

ZRMMAY S3 5 Swift &Ik AR



* MIF4RE B TEFREF— N im s
a. MAHTFEIZRIIE. SEFiRRE Mo
b. 7EIFARE S UE LiEE * MR * o
C. EHE*HE "o

FCES3im =iz &

%S‘Z%%Eﬂ‘ﬂ%ﬁﬁiﬁ%ﬁ?\ HAER MR EIE R ACE S3E P imiEEERIS3in R =2 7

(D FEHERPHIENRREE. RREERRIIRE,

FHEZ A
© ERERE REIRREIR " Web 145",
© EEE EBTIR
* EEHARREFERIE T,

(D m#emssies. EmaEeREHTETER,
LTS
BERFIBEBER S3 BAEE, BATRTUTAERE:

* FRAMKEEIERE S3 IRl BANIE StorageGRID &%,
s 1R "E iR T 5StorageGRID #H{THTTPSIEZMIE " B N E P HFIEMNFIEIER#ITEZ,

fFlan. WNRIHSA s3. company. com. EANTRERAFHTTPSERZAIEREHE s3. company . com ImmAl
Im RBVIBECRTERE ZARBFR(SAN): *.s3.company.coms

* EBCEZ P infEMARY DNS fRS3E5, BIEEF inATEILERNIPHAIFIDNSIER. HRERXLEICRS|IARE
HENSImRINEZ . EEEABEC AT &R,

BT LUEAMET R, IR AR AN (P R SE S NI B A R P
() 43 StorageGRID » 1R 7 5 IR AR FAITEZEINM, LIEFE DNS iBRHE
STERAN IP Hohk,
2R HTTPS S8 (210 MEEEIMAENE PRI USRI FE—ES:

* EREFNHTERERNEF IR LNZEREREEXER. AIMMNEMETERHER#TIRE. 5
BEBSIRAIRERIS3IH R IR0

C ERINHTERERNERERIFET RN IR UBENX 2ES3MSwift APIER. UESMELE
AYS3im IR

@ NRAAFMSm RIS BT IR AE . WEEAXNSIEMFTERINIERAISZH o

221



NS 3 g2
B
1. R ECE > L > SmAIHE
2. BV FRPRANGE, EEFERMEMEEZ LURINEZEE,
3. HEEFEREF",
4. HRRE P iR EARRS SHE B S PR RIS i i & ITht,
° IREFIHEZIEAE CHIE PN A B TERIES. "5 RS KBEIER",

° NRF P InEZEIEAE/F/SIMSwift APHEBH A FiRinR. NEERERIEFETR. "Ef2
B S3FSwift APIEF",

O. FNNNFRFEHY DNS 12K, LAMREILUARR LG =R 15K,
“

IWE. P IRFERESE bucket. s3. company.com. DNSHRSZ 28 MR EFRYIR =, IEFIFILTIHER XS i =
HITRHIIIE,

B S3immiEE
YNRECASIN AR EANRM. EMFEERTERIFRK.
p

1. R ERE > L > SRR R

2. ERERBYRENES FRAHITHENEN,

3 EERE

4. EE BRINER.

PR3 =15 #
SNRMIBRSI ARFERAMZIR. EIEERITVEIRERK,
p

1. SR ELE >R > S3immIE &%

2. EREMIBRERR X & 550,

3. W2 IR,

HXER
* "{FAHS3 REST API"

EE IP i
© BB

R TP ImEEZRY IP it is O
BEFHEIRERNR. S3HSwiltE A iR AEF = EREI N H T HSRRS(EESEREER

222


https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/s3/index.html

T RMPKT R L) At 2 A BB ES(LDR)ARSS (BB EFr B FET R L),

& P iR FAFE A BT LUSE R AR T m APt AR 3% = E AR SS AR [ S %422 StorageGRID,  5(#&. &R LAy
AHTEHETREESTRMEHA)A. LUREEREINIP (VIP)ttiutpy S el BSiERE. MREBEATERE
& (FQDN)MAZIPEVIPH#itiEE % EIStorageGRID « MBI AR EDNSFHBo

REBET B P IR&EREE] StorageGRID BIARE A UK SHERLRFRERR IP itz O, NRELIRHH
TR AEHAA. BSR M EHIPHiE FEMRERSEPERXLE(E,

BIEENUE B P inEiEEIMARSS IP it Port

HA £ AE TR HA ZBBYEEIX IP sttt 7 ECLA S BT 2R IR R Y
i

BEETR TAE e BET R IP ik DEL M HTERIRERN
i M

PIXTI R RS IR TI =AY IP itk DECA M HTERIHERN
i H

FETR LDR FETI =AY IP Hthik BRIA S3 RO

* HTTPS : 18082
* HTTP : 18084

BRIA Swift TR
* HTTPS : 18083
* HTTP : 18085

fFIURL
ERE PN AREFEERIINXT RHAAN A HFESRinR. BERNTAARAURLLEE:
https://VIP-of-HA-group:LB-endpoint-port

Flan. NRHALEBEIAIPHIE/192.0.2.5. fAEFEisin = iinS /910443, NN FEER AT LUER L TFURL
% $#%%|StorageGRID :

https://192.0.2.5:10443

M &P

1. EREREIFIEEIRI 510 Web il 158"
2. BEHFIET RN 1P 4L, BT THRIE:
a. MEE *

b. EREEZINEETR, WXTNARFHET R

223



C. lﬁ% *EEL lﬁlﬁ—Fo
d EPREEHAH, B TH=H IP H,
e. XF * BRES * A]EF Pv6 it RS,

TR AR N P imN A2 215 R AP 1P st AYZES:E

*eth0 : * RIMEMILE
*eth1: * BEWKR (F]ik)
*eth2 © * BPIRMLE (AIiE)
@ tu%ﬁftr‘*% BYRENXT R, HEZTAEEAMARNED TS, I
eth2 L8R HA HBYEHL IP Hdt,
3. EEWE T AMANEIN IP ik, ERITUTIRE:
a EEEE > ML > HaUA%A .
b. ERH, BT HA ARV IP Hthlil,
4. ERAHTHERERNIHEOS:
a. JE&8F * BEE * > * g > AETEESRES .
b. 2 FEFEAMNIHANEOS

@ NRIHAS 805443, MNEMXT R LRERR. RAREROSTEET R LR
B, FrEEMEOEHENX T RMEETN R E#ITRE,

C. MFERFIERE IR R RI R Ro
d. #IN IR (S3ELSwift) 5 B iR R AR F ik T2 ILAC,

EIEREMIERE

AIEEMLZIZE . B
BRI UMM BRI E S MMZIEE, IR StorageGRID 24RIETT,

EiE VLAN 0
BT LA "RIEREMLAN (VLAN)EEO" Bﬁ‘%‘%ﬂﬁtmg\ iReEel. REMMMEE. 51 VLAN ZO0#5EI1E

T EMNXT R EN—MNHEZNIZOEXEL, ErU7E HA AR 3T imaPER VLAN 20, %A
EFRREPREER RN EERE,

MBI LR

TRILUER "AE D LR IRIMAIERELRBENMETRE. SESHESR. AP FREFRSAHTE
FinRAEXARE, XERRATFIREMEERE,

224



StorageGRID £ EN
Ee] AEF MR EIRSs AL E M EIE StorageGRID ML FEE,
ESN "ECE S3 # Swift &P imiEiE" T RRANENERE S3 3 Swift 2 F k.

2R\ StorageGRID £

BINBRT, StorageGRID B MWET RIEA=TMNKEO, MM UREENEZ2MIGREKRAS M
BT RECEMLK,

BXMERINIFARER, B2 "W EEEN"

PoA& P48

Required & M4% B FFrENEB StorageGRID SRE. R LEMEPRFAE T =2 8 A RFAE ih = F1F M 2 8]
EIEE,

BRI

ik, BENKBERTRAAEENER, cUIRTEF R, EENEEER— N ETANS, TFE
bR Z B TER o

& R4

Ak, B IRMEE—FARNLES, B8 A FRMEX S3 # Swift 2 P imcN FA2FEAR], E RS a] Lo
TIRBARIF, &P RN R S AhE@Ed At X7 B p A F RE I TE S,

N

. ’i/l\ StorageGRID Mg T REFEBENHDEIMNS I NEEE — N TAMSED, P i, FREEHK

* = PR RAEE—TNE LRBZMED.

* RS TMETNRES IS LER—ITMX, FEEZMXOASTRATR—FMF. WRFLE, &AL
TER X SCEE S 2RI ER o

* EEMTRLE, STREEHRE—MFENNEED,

£ EOZR
P A eth0
admin (AJ3%) Eth1
EPim (A1) Eth2

* MNRTREREE StorageGRID 18, NS MMEHERFERD. BXFAES, BELERTENRE
A%

s MY EHEBEHERIVARE. MREBHAT eth2, M 0.0.0.0/0 37E eth2 HEATFIHMLE, MNRKB
F8 eth2 , M 0.0.0.0/0 3E7E eth0 L{FEFEMIZMLE,

225


https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-117/network/index.html

* AEEMRTRIIANEE, ERENETREEET
* JUERRT RBEHEREEENS, UEEMETEREZ ARSI RERF R H.

A&
TR BT R ARINERIMNYIZE O, 0, SRR ERPREOFMNIEETRIMXT R, LUERTLUER

"VLAN " [RER T ARNBREFFEFNRE. &, BUgEFERNBEERFERNIGNEROD "SR E (
HA) 28"

TR REED, EE UL TRA:

* *VMware (ZEBSMGE) *: "VMware © [AT SR I0A44s85 00"
° *RHEL 8 CentOS (&Z&ETRZAN) *: "8lETREEXXH"
° * Ubuntu 3¢ Debian (L&ETRZAE]) *: "CIEDSRESH"
° *RHEL , CentOS, Ubuntu8f Debian (&Z&ETRE) *: "Linux @ [T R INARLEEE R "

EFE IP it

EA]LAEF StorageGRID ZZAFREMWET =AY IP #illk, AR, 0] LUER LtIPHiEE
F R LITEREIMET S HRITEMEIR TR

ez Al
TRERERIIMBEIRSE 21580 Web J%H528"

XFIAES
BXERPHUBER. BSN "ECE IP i

p
TEF IR > Mg TR >k

2. &4 IP iR A NS * B RES

HERIAE T mAY IP it S FE R FIH,

226


https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html
https://docs.netapp.com/zh-cn/storagegrid-117/maintain/configuring-ip-addresses.html

DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface = IPaddress =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

LI EH TLS EZEMZG

StorageGRID 24X IF—AHERNEFREEY, BTFiEEmELZE ( Transport Layer
Security , TLS) EEZIBTFEMBRKEMNFZEBIIINE RS

HHFH TLS hRAS

StorageGRID 3£/ TLS 1.2 # TLS 1.3 EZF AT E K SMaEFE BN RS,
NTHERS—RIIMNBRGFRE, BIIERTEISINERALESEARN TLS BiE, MFIRAFZHE S35

Swift P imk AfEF P ERNZETIR, EEREMESZE, 151 N configuration*>*Security*>*Security
settings, SAEEIEF*TLSHISSH policies*s

227



@ 7£StorageGRID . TAEREMINARA. Zh5. BIRARMBEZEZMMACE ZEFTLSECE R, R
ENXERERRHEENK, BEKRER NetApp FF K.

BOE VLAN [0

O AEEET SMMXT R ESIEEIA LAN  (VLAN) ##0O, H7E HA B TFE23
ImRPEAXEREORSNIERE, URe%ReNE, RIEEMMEEE.

VLAN ZEFEFEm

* EARILLUEE A VLAN ID AE— 1 EE T R BiEFEEROREIEZ VLAN 0.
* RIERIA LR AR O E 4z,

o REOTUEMIEMLE (eth0) , BFEHMLK (eth2) , WA EMMEENENAMINR4ED ()
i ens256 ) o

* XFEA VLAN 0, BREMEETER—IREQ, fi0. FeeERE—MxT 5 MR MLZEO
E P im4giE OB /ER—VLANBIRE O,

* IR VLAN ZEO0RTEET ~RE, HPeESNREESENEAEESAXIRE, BNEREETRE
EgE-Jm S

* Y0 VLAN EORAT S3 & Swift EFIRME, HEREETRIMXT R E89ED,
* IRFEFMPLIZED, BHSUUTRETRIFMAES:
o *VMware (RETERF) *: "VMware : [T SAI0h4karimeE"
° *RHEL 8 CentOS (Z&ET=RZAN) *: "8lETREEXH"
° *Ubuntu 8¢ Debian (RETRZAN) *: "tlETREEEXH"
° *RHEL, CentOS, Ubuntu8f Debian (Z&ETRE) *: "Linux @ [T RIS

B2 VLAN 0
ez Al
* MRERERIIMBEIESE "S21FH) Web J%H528"
* I 2H root KRR,
* BEENKZHEREPHZOFRFEERES VM 5 Linux TR, EHERLEONET,
* BB ERERN VLANBY ID 6

KTFUAES

WEERRAREERE— I HZ TP MEOUNR—1HZ VLAN , LIRERETARNBEZERHEFRNE i
FEERE, 81 VLAN i8I — 1= ID SiiricRinIR. B0, ErIMLEaIsERER VLAN 100 25
FabricPool &, M{#EA VLAN 200 £33 t48N BIEE.

SR A RMREIELSCIE VLAN 20, UATFEFIHHRSE VLAN A StorageGRID , I/ VLAN 2O
, EEILIIERE VLAN ID FHiEE— 1M HE M B R RN (F4) =0,
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1. $8EMLEH VLAN B9 ID » f&ERILUEIN 1 El 4094 2 [8]p9fEmI{E,

VLAN IDARFREM—, Flil, TN —NibRpEERRERA VLAN ID 200 , X 5— N ibRpEF i
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A BRHE,

p
1. EFE—IH S ERILE VLAN EEFINRED,

g0, ERIREFRER VLAN EZFINXT M EETRNEFIRME (eth2) O,

Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface,
Saare Q
Site @ 2 Nodename @ 2 Interface @ = Description @ 2  Nodetype @ = Attached VLANs @
Data Center 2 DCZ-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin _
2 interfaces are selected. Previous
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WRTE HA APfER VLAN , MFEAE#H VLAN ID
4. (ANk)iEF I ERRMEN EEE LRI ZEOSMERRERIEO, ARG, T« 44,
S. BEMREHBHITEMER.
6. EE*REFE"S
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A LARBR— a2 VLAN £,

230



9N VLAN $ZOSHFIET HA B ER, NWEEFEMER AN HA HRHIER VLAN #20, AT &R
HERo
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* BIEAEALL VLAN #2085 HA 4,
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2. ERERPFHENVLANZOMN NN EIEE, ARG, &7 < 12E <>~ #ikk
3. %HE * B MIAERIEE,

WEEMFTA VLAN EOEEEMIFR. VLAN #ZONE L& ER— MBI INER.

BIEREOEE: BA

NTEEARSSE (QoS) ARSS, ERILAGIEME 72 RRIEKIR A =R E SR BRI
ME. XERBAB TR EERE,

BN EERNATMXT SMEET S/ StorageGRID 71 & F#i35IRS LIRS, BRIERED LR, &
MBI A EH FE 23 o

TLEZFLI

BIRENEERRIAES I HZNEEMN, AFRRSUT—1MEZ N EEEXIMERE:

* EEDER

e Subnet

* AP

* AE RS a

StorageGRID ZRIEMN B BiRa S REFERMMMNITERRE, SENREEERANCENERIREY
FIZ RSN, K, ERILUKBEMNRICERREE R ZIMIFrE R E.
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BRI LR LU BRI SEBL RN ZI SRBR o
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© ERE

iﬁ%‘]ﬁﬁﬁﬁqzﬁﬁi%ﬁi%ﬂiﬁﬁo MRAERNDHES I AHFEEL, NERKERZEIEENERRHRIE

9&0

@ TR LIS RBERIRFIR S BB REIES MERIFE. B2, StorageGRID A EERIBYFRHYX
MEENH R, REHERG AIBESNIFRIRRE EHIMNIEMIERER M,

MNFREHEMIERIHEERS], BERFUERERERRE NS, StorageGRID REEHHIT—MEE,
Fitt, ZILECRRRERHIHITRAKRREILE, HIERSANTEREAIITANEERSHERGIREEANEMA X
ERLERES. NTFAEEMRGIEE, ZFRIRBERILR 250 2, N FEIERTERRERGIRIEK,
P IRERZULE] 503 MENEE IR

EMRERSET, EUEERERRAWIERIEE S IETE52H SRR R E MRS,

fEFARE SLA RURE D 3R

TR RE D KRR E RERFINMIBERIPESERARLERSRINMN (SLA) , XEDMEHRTEXS
8, SERIPMMENAERER.

UTFRAIERT —1 SLAB=1RE. ErRILEIRRED KRB LUSLIME D SLA ERIIEEBT.

RSZRFIE Capacity BIRIRIP AFHEREMEE BN
Eh& 23F 1 PB 776% 3 &%) ILM 0 25 K ik / # A $$
5 GB/ # (40 Gbps
) W
iRk {%ﬁﬁm 250 TB 72 2 &4 ILM 10 K MEKR A $$
Ik
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Gbps ) &%

3] AF100TBFE 2 EH ILM AN 5KiEK/# SR $
1GB/# (8 Gbps
)
BIERE 7D KRR
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&I, CIDR. fAHTHERE=ME,

TLEC(E Wi\ 5 E LB ILECHY(E,
* FHEDER WA TS M EED BB
* by RIEMFARN: WARTLE—ADEBFN—TEHZ N ENRER.
ENFEREIUHEME. ERBMBIFLERMEEHI TR, ERIRHY
HRERASHEHRITE, ENRANLASZFFPCRE (PerlzR A ENRIEL)
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FESAETREHRINEMIRRLARENREM It StorageGRID #ZLA TR
3= hE T Ba PR 1 B " B " TAC :
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a. EERIEEM,

b. %R HRER A IFE UM Edit &5,

3. WFHMARBENISRE, eIERRIERKEIIRHREHER , AFEECONTINUOD
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1RIERS
a. A ERBE ISV Y E EAE,
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RIS B M
a. ERERREZ,
b. &R KL R FRZHHI* Remove 1%,
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I SRBEIF AR BRo

EEMEREIEIR
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BMfE R B AREDXKRRISERS), WS, HEEFRARMERNERSRTRREESR,
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lig:NESR BORRE TIE. RPFHILIE RS,

2. R EERHEIRIRE D K EIEZ R,
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LB R R E 7 KRR AR, XEEFE RS EE SRS ILECRY R ERTIEIT.
E EEELUTER.
CIRREER: CERMSHENETARA RN RSB HRE, WEIRISESEEIEREIERR
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@ BRTERE. EERXETHFRERE, HTERERETRAINRIBENR. KFRBRITHTE
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1. 3%&$F*support*>*other *>*Link cost *,

Link Cost

Updated: 2023-02-15 18:09:28 MST
Site Names  (1-30f3) "
Site ID Site Name Actions
10 Data Center 1 4
20 Cata Center 2 4
L1 Data Center 3 7
Show| 50 v |Records Per Page | Refresh |
Link Costs

Link Destination
Link Source 10 20 30 Actions
0 %5 % | 5)
Apply Changes m

2. 75 * SERRIR * TOEE— A, ASTE * SR EA * THA— AT 071 100 ZEMIRAE.
MBS BATHEE. MR B ARG,
BEGKEY, EEE O EE .

3. YEIE * AIEM Y
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83T AutoSupport IHEE, StorageGRID AR AR AT R AEETIRAMRSEE,

A3 AutoSupport FJ AR ENNRPIERVFAEMBEREE, HASFIER] U ST RFNFEER, HEMERE
EAFEMIFITRENER. EWAILUR AutoSupport JHEBEEE N AZEEI S — 1B 15,

ERNEEEET = LA E StorageGRID AutoSupport, B2, EMNMACE Hardware AutoSupport (FEAFACE)
TEEMEE L.

AutoSupport JHEFEESHER
AutoSupport JHEBEWMTEE:

* StorageGRID #{fhiRZs
* RERFRRAE
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* MRECEIRE

* NMS 52K
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f&n] LITE B R % 4& StorageGRID BY /3 A AutoSupport IHEEFZ™ AutoSupport &I, tWEIUEEERE].
R KRB FAutoSupport . MREEREERLEEETR—FES, IWEEEE15ME AutoSupport Bt E T E Y55

The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive maonitoring and troubleshooting

MRXAMER, WILHERAEBRETR, BEBRNGSREF AL, BIfE AutoSupport I FERRKS.

42 Active 1Q ?

Active 1Q B—R2ET=EHFHIE, FA NetApp BRENFUNMESAMARXES, HFEXLITE, Tk
Lik, MCHIESH BRI BIEERRREZRBHETRA, MTRERRSITRAHRSRSATA

(e}
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FF &% AutoSupport jH 2 HIHYX

EA] DU LU =Ml 2 — R &% AutoSupport JH R

- HTTPS
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- SMTP

YR fER SMTP E79 AutoSupport SHERIMY, MHIRECE SMTP BiFIRS 8-

AutoSupport 3%EIR
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CCEM4RE D B)\NRHALEEARAS MR BETIAIE AutoSupport SHE. BRINZE: enabled .

IRE L AR ARZEHEKRER StorageGRID 2FBEEI&IX AutoSupport JHE, XTEMAIIEFEEA o) @
R (FBE HTTPS AutoSupport fZ5tHiY) BREEEEH. BRIAEE: disabled o

* PRk * . BERYFEhAIX AutoSupport JEE.
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AutoSupport

The AutoSupport feature enabies your SterageGRID system to send periodic and event-driven health and status messages to technical support to aflow proactive menitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predicive recommendations.

Seftings Results
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MNetApp Support Certificate Validation @ Use NetApp support certificate v
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The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

5. 1%&4% * BgE AutoSupport R4 HE * 6

IEEHE B RACE AutoSupport 3314 /534 T HE,
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10.

Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @

F via Proxy server @ |

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Save Test Configuration Cancel

PR * HTTPS * {EAfEX A%,
(D) EHREEBHTTPSHIES.
PR B IERSER Y o
BN ... tunnel-host AF*EMMIL"
tunnel-host RFEAEET S KIXEZRFAutoSupport ;8 B RI4F L,
BN ... 10225 iKOS%
10225 &StorageGRID {IERS 28 E MIGEFHIE R FITH281Z U AutoSupport JE BBYIHO S,
W * X ERE * LUNIE AutoSupport IR SS 28R RFNACE
WMRIEH, NWERE#EREFSER—FEHE: "EH AutoSupport BB B 0IE, "

NRMAKRY, NESEABHBEPER—FBERHES. HEStorageGRID DNSIREFMMLE. HR "Bk A+
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DHERNIEEFME (DDS) REHEMETRITE, ©5 Cassandra BUEEREIIZEO, UEXNTFEHEE
StorageGRID ZFFHMRTEIERITEEES.

R
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(SR LIEEAIF A5 560 "Nodes” T >"Object” HEI-£ L EEX R BH,

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @

18/s 1B/3
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0.200B/s 0.200 Bfs

08/s 0Bfs
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Object counts

Total objects: @ ]
Lost objects: @ o 1N
53 buckets and Swift containers: @ 1]

Metadata store queries

Averape latency: @ 10.21 milliseconds

Queries - successful: @ 18,427 1

Queries - faited (timed outh: @ (] [|,

Queries - failed (consistency level unmet): @ ] [l i
&if
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ERILET RIUE > FEE £ LEEFHET R REFME.

Object stores
D@ = Size @ = Available @ = Replicated data @ = ECdata @ = Object data (%) 9 = Health @ =
0000 107.32 GB 96.44 GB 1, 12460 KB 1ls 0 bytes il 0.00% No Errors
0001 107.32GB 107.18GB 1ls 0 bytes 1l 0bytes 1l 0.00% Mo Errors
0002 107.32GB 107.18GB 1ls 0 bytes l; 0 bytes 1ly 0.00% Mo Errors
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Object Segmentation Disabled Object » LDR
EEEE] (0]in]
L) _"Dhject\
Client
—Container CBID1—
Object Segmentation Enabled—s | CBID2 | CBID3 » LDR

v v
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StorageGRID 2FAHEIXRIFDAMPMEIR, WEHANTHE, RENRBERFEM=1, WTFHAR:

segment container + segment 1 + segment 2 = three stored objects
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Storage Volume
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Hard Read-Only Watermark

Soft Read-Only Watermark

Read-Write Watermark =--=---s=ssssssecsecmcmcacn e
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o MRFHET RPE—FEES LNITRATEATZERNREKE, WiZTRsBhdERIRE RS,
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S KENIZE R TR R 37K ENFIRE R 52K El,

BEEFEEKED
ERIEEYRIKEMREMREMEIE, WRARERMALKED. ERILUHBERS A AN IZAEIRE,
Faz Al

* 8B 52 StorageGRID 11.65{ & SR ASHI AR,
* BREREREIMEEIESR "2 Web 35
* & EBA root HE)APR,

EEYRIKENGE
ERILERR BRSSP E R AR EFiEKEMRE.

p
1% 8F BB * > &Y > FEEI .
2. EEFMEKEDRSH, EE=FHEKNBZNLE.

Storage Options Storage Options Overview

: Uipdated: 2021-11-22 13:57:51 MST
Overview pa B

Configuration

Obhject Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Stnragﬂ- Volume Read-Write Watermark Override 0B [
Storage Volume Soft Read-Only Watermark Overide 0B |
\_Storage Volume Hard Read-Only Watermark Override 0B ;
Metadata Reserved Space 3,000 GB
Ports
Description’ Settings
CLB 83 Port 8082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083
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Storage Options Overview
Updated: 2021-12-10 13:53:01 M5T

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks
Description Settings
Storage Volume Read-Write Watermark Override 0B
Storage Volume Soft Read-Only Watermark Override 0B
=terage Volume Hard Bead-Only Watermark Override. o
| Metadata Reserved Space 8,000 GB

TREHEES, *ciHETZE=E *EN8, 000GB (8TB) , X2 &M StorageGRID 11.63% E S kRS
HEANIRE. EPESIFHETREB 128 GBI EZRAM,

TUESHRRYSERT TN == 18]

5ZRFCERNTHIETMETEIREARR, RASNENEET RENRITHIEN actual reserved space » 3
FREALENEFET R, THENEGEMETEENRT T ANE 0 KNURRSSEER * TEIEME =E * 1%
Bo

T ErE 0 X/ TCAIRRI PR =]

/NF 500 GB (FE&E=H) £ 089 10%

500 GB E{E X XLEEAF U N(E:
&0

* TEIEMETEIRE

EETHIENEIFRE =8
RERUTSBREEREFMET R EATBIEME R LR,

p
1. EMREERD, EE TR > FETR
2. 4% * 13 * R
3. BAMET EREH-NRTHE'BRLE. AEKEEHRMEE,
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Storage Used - Object Metadata ©

100.00%
75.00%
2021-02-23 11:48:30
S0.00% ;
= Lised {%): 0.00%
s Used: 126.94 kB
25.00%
= Allowed: 1.98 TB
- | = Actual reserved: B.ODTB
- T1:10 1720 1134 11481 11:50 T2
= |lzed (%)

TRBEER, * LB EN8TB. IWFREEERTH StorageGRID 11.6 K EFRNAREMETI R, H
FHFET RRNRICCETTHIENE TEIRENTE 0, EIIT RRYSSFRE = EF T o #dE B ==ia)iz
B,

SKRRTR B TR = 1B {5

BRISEFER 1. 7REZET — 1 #BStorageGRID &%, FIRAIF, RIFENFHET =AY RAM &iT 128 GB ,
HEFM@ET=1 (SN1) WE0A6TB, EFLUTAE:

* RYSCEIN * THIETIE TE) * IREN 8 TB . (MREBNFEHET RHIRAMEEIZ 128 GB. NIXEHELLE
#JStorageGRID 11.63E SR ASHIZRIAE, )

* SN1 THUBRSEFRE BN 6 TB.  (ATFE 0 /)T * n#iEFETE * g8, FItSREENSE. )

SV TTEHUE ]

BNMFET R TTHIESRFRM BN RIAD N A BT HRTHIENTE (RIFRTHIETIE _) URERKRE
FettE (WNBURERAEE) URARFBAMRGARATRNTE, AFHTHETERRATENEENREE,

263



Volume 0

Object space

[ Space required for
database
operations and
future upgrades
Actual
reserved
space for
metadata
Allowed
metadata space

TRETRT StorageGRID $MARIEARRIFAET KRR AEFEEM TTHIER LR E TE I BEAREFMET /B RIFTT
HHE=IE

FETR ENARES
&lt; 128GB  &gt; =128 GB TTEIRAYSERR TR R =5 )

&lt; =4TB TOEHURBVSERRT  TTEIRSEPrTIE T EIRY 60% , I K EHIE; 47TB
B8 60% , 1.98TB
5% 1.32TB

BEEAVRITTHRIET 8
REUTSREEFET R AT THIETE,

p
1. ERREERD, EEFETR*
2. ERERFET RO
3. JEHE * TEfE I+,
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4. BAGETERFM-NRTHIEER L. ARRE RIFHE,

Storage Used - Object Metadata @

100.00% e
75 00% 2021-05-05 11:03:30
— Used (%) 0.13%
50.00% Used: 3.3468
Aliow Pf.‘.i: - 395 T8 J
Z5.00% = Actugl reserved: B8.00TB
0% - -
10:40 T10:50 1100 1110 T1:20 1730
= |Ized (%)

EREEHEDR. “AWEN3.96 TB. XEFMHET RIVRAE. ZEHET RRTHELRMETEEE4 T,
* ST * EXMNTF I Prometheus 517

storagegrid storage utilization metadata allowed bytes

SVFRI TR (B R

BRIZIERENZERIRZ 11.6 BY StorageGRID #4t, ZEULLRAIF, RIGENFETT = RAM it 128 GB ,
HEEETSR1 (SN1) ME0HR86TB., ETFLUTE:
* RGCEEW ¢ IR TIE Y BN 8 TB . (HENMEET SHIRAMIEEE 128 GBEY. XZEStorageGRID
11.6 X ESRAEIAE, )
* SN1 THIBNKLIRTE=EN 6 TB . (AFE 0/NF * T#EFE <A * 188, AsREENSE, )
* IRIEFFIRETTE. SN1 ERTEIRAFNTIEIAS TB miIEATFHTEIER: (FrBRISERRE =81
TB)x60%. £x%3.96 TB,

REA NI SR R A R
U1EFFR, StorageGRID STES MERMTEHT A2 AN BRRTTHRIE. Fit, MREMEABSTEA

NITEET R, MR E&) BT R R R E RIS R BT IR R £
BEEUTRA:

* BE—TRUESNE, EREE=1MAKNRERNEFET RO
* * TEHUETIEE =R F IRE N 4 TB o
* W F KRB TTHIREEEM AN T HETE, FETREGUTE

FET R % 0 BYR/N SEERFNEERYTTEES R AFRITTEEEEE
SN1 227TB 22TB 1.32TB
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FhET R % 0 BYR/N) SEERFNEERYTTEES R AFRITTEEEEE
SN2 5TB 47TB 1.98 TB

SN3 6TB 47TB 1.98 TB

HAF N RTHIEFEERNEET A2 B2 6, RARFHHNEN TR REERSE 1.32 TB BidE. LA
FISN2FISN3 2 1FHIZ17M0.66 TBITEIE=IEL,

— Metadata capacity for a site —

Used space for object metadata

SN1 SN2 SN3 Allowed metadata space

[E#¥, BF StorageGRID 4SS MNibm E StorageGRID RAEMFTE R TEIE, Eitk StorageGRID &4
BATHIERENAT R/ NEENHRTHIER S,

BFRRTHETEEHRARRE, ALY — M BRARTRESEN, MEXTLEEH,
XS

* ETRINABES ME T RN RTHIERE. BB "2 StorageGRID

- BENASNRRTRESE. 7RG RIS

EAFHERNR

BRI LU AR [E48 LU \StorageGRID FRZERIM R AN MBI R S ARFIES
8o

FHEZ AT
© ESEAE RTINS EIZE S Web HIK 5",
© EABRENHIERR.

XFIAES

RIMBRT. NREELTERRS. NMRBAYIEESE. NStorageGRID SEREFS T NERNZIXERTE
RE%E.

@ MRBEUIRE, NNAMKEZFEAN—2HHEE, ERENERHITEFLURS RN
=3 1a

BRNKREEZA. EEEUATEIL
* BRAFERLEFRFIERVEIER FIEZAERY, SNARLEE ERFMHEBINRS
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* BXRRFE StorageGRID N AIEFAIRERTERFN R ZBIMEFITESR. NMREFIHNBREFERY
Z1R17EIStorageGRID ZHIBEME#IT T E4E. NERILRITAZ#H—Z R/ RETKR/

* YNER¥ENetApp FabricPool 5StorageGRID ££&1EH. B7A R EREEFENTR

* R EF EREEFHENNR*, SIHSwitF P ini BZF AR TS EREIFHHCCENGETH RIZ(E, X
Lt "range read’ " #R{EXEIR T, [EF StorageGRID A MEREGEFN R LUAIEIERNET . MIEEKH
FWRIFRDVEFHIRERIRERELEMT,; 5190, M 50 GB EFEFRIZEN 10 MB SEEIRVIRIENEM
To

INRMEBNSRIZECEE, NEFIHIEKAIEREB,

@ MRFEEENR, HEBEFIRENBEFSIERCEIRE, 15EIN1NBERF 8 IREGER Y
8o

B

1. #&$F*configuration*>*System*>*Object CompH [E45*,
2. JHEFEEENN R EIRE,

3. EERE

FETREERE

BIMFETREMERAZS M EERENITHESR. EAEFEEEIRENEEITHNBT 6
ARER (RS

@ PRI AR, SNEEREAFEETREBIREZA, NEARAE. ErRILURE
FEEEFMHTHSUBRREER.

BEBRUTSBIFREFET AR EIREN I,

p

138 * 2R > TR * > * RgHi *,
2. JER IR > FEHETR o

3. BT mHHERIRS A M

4. %8F * BB Y &I,
TRLETEETREEIRE,

LDR
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B4R FR
HTTP %A

BaEn) HTTP

LDR > $uEFNE
B 14 & FR

EERRPINRITE

LDR > 75fi

268

%z

HSTE

HTA

(A%
RCOR

Description

BFS3. Swiftfl EthNEEStorageGRID REHHTTP
HYFPRES:

* Bl AAVFBITEMIRIE, ERZHITAS

LDR RS589 HTTP RIEMNE P in AIZFER UL
FEIRES. EMRIEEE XA,

© BXAL IRERARIER

* NRGEEFRUED, NEH B RFEHRSEURT

* LDR* > * 72 * AHEAPIRTS. WNREFHBSHAT *
LDR* > * 7=fi * AR HI%E, M HTTP O A
3%, R * LDR* > * 77f% * A5 9B, N
HTTP AL, TN, HTTP ZFOBRERAIA

AN
eNo

* NRKEF, W HTTP BOBFREHRIIAS, BE

ERNERAILE.

Description

EE RSP ERINRLEER T EREE.



BIE=RFR
FHERS—FRE

BT BB

LDR > I&3F

BIERTR
EERDPINRITE

FOIEER

EERTFNRITER

(¥ E]
SSD

SHCT

(A¥Z]

VNMI

VPRI.

VCCR

Description

AP REERNTFEAMFARIRSIRE, LDR ARSSFIR
BUEEHZRS LB RAVASE, tHEEEH
BERREAE,

flan, ERILMER IR ESRFIEF AR RiREME, BD
fEB BRI BEETEHE RNt XX FHRIEHHR
FEBEM.

B URAUTMEZ—:

* Bt SFFRRE AN, LDR RS ZME
LDR* > * 7#fi#f * A

* OiF: YUFABEREAHRIER, LDR BRSSIEEFEME

REBERIFREHELLEZSHIRS. 5FE, K

%‘Tﬁ“AQ FrEREREFEDIEET AR, BRI
RNEXFA A LE

* Bl EIERRSHR(ERAE, RUItEERB VB,
FERS—FEAFR SR RSFBERSRE
LDR ARSZBVR (BIUNE] BN RIFME=EIE) =P
SIRE. WRTEFE, WAFKENRE,

BTN ENRO TR BERFESIAIETTR
MEIFBEERE] (LU REA) » RBEEN)
BERERULER, A EE,

Description

SERNEIFRERTZRE (Oomis) . BRXENRE
ENETREMER. StorageGRID R4i= BHEhiX/RTR
DIV E HIXT R IR

REHITREEWIENER, FEIAXEERFSWIE
EERES.

EERSWIEHRIEA I EE X RBIEHR IR
s, IR AFERUNERTFNNER (OCOR
) BiRFM
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BIE=RFR
il EHEESPOES

LDR > {Z[R4RE5

BIERFR
BEEBANKRMITEX

EEIFIKRMITER

EEMPREMITEX

E BN RN

BEERNEIRBRIT R R

BEERNFINRE R I

LDR > £4l
BRI
EENLEHIERMITER

EEHIAERIKKITER
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(¥ E]
OQRT

(%:E]
RSWF

RSRF

RSDF

RSCC

RSCD

R /=X

(% Z]
RICR

ROCR

Description

MIRE B RHRBFRIFHFR, EREMNRIITHE
BATE, ARBMRENEIRENSR (OQRT) &
R. 7E StorageGRID R B R RMIFNTRGE,
fEA LI,

MRMENRERER, RAZFAIERBEIHNIRES
BN R. EREFAT, RENNRNTHRERER
A SBNRE SR EER A BERE Ao

Description

RHRIFRIE N RIS NRWETRYIH 2R E B BT

TR

EEMEFET RIS T A MRS B REUER MR
THEs.

EEMNEFET RBIBRE TR REBHER KA
TR,

EEFMET R EEIURRIE I R BRI R 2
Hitnas.

%ﬁﬁ%ﬁﬁt@%%ﬂﬂ%ﬁ%ﬁ%ﬁ%%ﬁﬁ

SEEFHET R EERDARRD N REE R BREVITER
2B BNAENREERNETMEMER.

Description

EENGEEHIKRKB TR, WIRFIBTER RIRF
(NG - RIK) EiRo

EE NIRRT R, HIR(ERTATARR
RORF (HItE#H] - KK Eiko



BRI g Description

ZRANEEH DSIR GERR TR LR EUNEUR(E D R SRR BALE
fillo FEIERBREREFREREFIRS.

ZRANGERIE. AJUMEET R PRRETR USSR
Z|StorageGRID 2ZHHEMAIE. (BFEMEMIL
BERNREFZFET = LDRIRS HRIK,

BRYILEH DSOR ERR IR AT TE 4RI B R FD B SI2R A g
EF (81 HTTP RERIAFIER)  FEIEFIRIFH
IEMRFFARE IR

ZHHEESGE. TN RERIILEET S, B
T MUETZE T I BRI R LIS §1FStorageGRID £
ZONEMAIE, LDR IREHNEERS.

EETEFETR

SEETREEIREN, ERIUETRNINFFERY & StorageGRID R4, B =FiEINA]
k. NINEFES, PMNEFET BRERAANNEET <o

ANEFEE

BN EETRYERRAHENEES. EXNRAKERFTEMR. NREETRESNEESEHV TRANE
, WAILLAINELIEIMERE, 52 IBEE "I E StorageGRID #4:"

AINTEAEY RS

Hib StorageGRID i8&F#ET S (740 SG6060 ) B XIFEZIZMELE, WMREH StorageGRID &EFEHY
RBINgE, EEKRT BIIRARE, NEILURMEMEELUEMAE, 152 NAEE " & StorageGRID 245"

ANEFET R

TR LUBE RN SR INEFHAE, RINEMER, DIFAZEISRPENN ILM MUMBEER, 7S
DLB935ERA "H B StorageGRID R4E"

EEEETR

TAREELTR?

EETRAARERSEE, nEMASKEREFEERS. STHBRHLOAE—TEEET
=, FEREARHKENFEEETR, UERTR.

EREIMEEERNE BIERN, BEEERIBEEDT R, EaUEZIEAEET R, §)EETAHsE
T— PR StorageGRID 2B, B2, HAFEREEED SRITHIPEE,

BIET LR AT S3 # Swift & F i & T 3T .
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BERHFARTA

IR EAIStorageGRID HEBR S ZNEET A, NFEET RS ZIREBEM. AutoSupport HE. SNMPEHFIE
MUKRREREZEIRENNEIELET.

FEBRARET. REEERAREARAZEH, BE. FIEEMEETABIEEERAGA. R NEIR
&, HtEET K7 E_standby senders,

FEUTERT. AIESARIEZ M@

* NREETRRIELRIE". WEELHFANERAHFARBERHAEEN. FEAEIWEZ M BRI,

* MIREFARAGARNEEEL M ANRBATFGAEE]. WEELH A ESERIRGRIXERBIEES .
MREEZXMIFRN, AJRRSAZEENEN, SFRAXFATBRIEIEELZHANEIRN, ERFLELRE
b1

@ MitAutoSupport JHERY. FIEEET RBSLIX NN EFEb. ENRERERE, B
BERISNEET R UIEER,

EETRNERS

TRETRTEETRIERS; B2, IRHARILAETRIRS,

AR5 KPETNEE
HIZEERS (AMS) IRERRGUENME M
FEEETR (CMN) EERASTCENEE, XREEETR.

BENAREFREZFREZEO (mgmt-APlI AERBEMREIE API F1IFHF EI1E APl B9IEK,
)

=R Ak EIEEET RMMNXT ARSI BIEEN 1P ik,
©oE: RS MAIEMXT R L E

AE TR AMNEFIREEMET SRY S3 A Swift FREIR M 51 H T,
©OE: RS MAIEMXT R L E

MEEERS (NMS) RILMEEIRIRAIThAEE,
Prometheus MEFRB T3 = £ BYARSS WS M 1= (B RY 8] P T 481 T
AR5 e RSaizeE (SSM) BRI RSN R EE
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ERAZITEETR

— StorageGRID ZAF LB EZMEET R, XiF, BMEF—MEETRLINHE, &h
B LUIFE R IEHIAC & StorageGRID &4,

MREETRATA, NEEMIERASE:, BRNER (BRS%) MMk, R{HERAEBEFEA@EM
AutoSupport JHE. B2, HESMEETRASRMKERZRIT, E@AM AutoSupport JHEFRI. 453!
B M EETRAENEREHAZERZIHBEET R,

<::>® %@ Qs% %% c:@ c@

Client Client Client Client Client Client

- L)

— Primary Admin Node —Admin Node
- Jh

Attribute data

Attribute data —Other Grid Nodes
-

MREBIETREISEE, AJLUBE RS EHEEEMEE StorageGRID R4::

* Web & i a] AEEE A E MR B EIET <o

* MRAKEIEREE TS AMEETRA, M Web & imp] LIRELER HA ARIEEIN IP sthiitina] A& E
ERNEFEER, 20 "EEsTAEA"

fEAHALRY, MNRFENEET RAERE. WiHRERERET, BFUATE HA HRIEDL 1P ok
BERBAATHNS— I EETREERER.

RLEGIPESREFEREIEET RSNT. IRFEETAUINE, WKAAHEH#HTRE, R
StorageGRID #4i74 BEEMTLIERIET.
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HEFTEET R
FTEETRILE CUN RS, FE4PIRREREERAEEET AT,

ez Al
* BB ERE RN SRS "STIFH Web 528",
* BEARERIHRINR.

p
13T > XF > TH > W~
2. &F; site * > EETR Y, ARER 4 BEFRIMIFEREEET R ERENRS.

FEETRIEE CMN RS,

3. (IRBEETSFHEE CMN RS, BIOEHMEERET S,

BERERIRSHAT!

BET A EMNMEEIEZRS ( Network Management System , NMS ) RS2 AEREEAR
SERXEN. EAUEZEOSIZnE EEE NMS RS EHFPRS R EBHIATIK N

BiheiEO5I1%8mmE, BiEFR*F > TR * > NREH . &F, B s > EEDE _*>*
NMS* > * 5| *,

| Overview 'l, Alarms Reports Configuration

Hain

Overview: NMS (170-178) - Interface Engine

Updated; 2008.93.09 10:1247 POT
NMS Interface Engine’ Status Connected e
Connected Semces 15
E-mail Motification Events
E-mail Natifications S1atus Mo Errars )
E-mail Notifications Queued ] =L
Database Connection Pool
Maimum Suppared Capacity 100 L |
Remaining Capacity 95 % s L
Active Connections 5 |

WAIET B FER @A AT TR, FHRAIRFE D AEEI B FARSS 88 SIRBINRLE (FIA0MLSIEREHIR
) > HEESHAXBNERARS BATAE, WRIEEMERLXZ BRIV IERREE 60 70, 1R
BHIE 60 MERAIXEIEAARSS2E, NBAIFMERATIFMER, FRIAENTIFRET—ME,

BT @A AT AMERI AT RIFRTI AR IX, R, ERLKEEMBIERT, AJRSMAZEHR. MRMATIFHIER
BHITMARAIE. MEih% 0w (B FERERRES)RBEE R
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EIETRNAERERIANER (lE%—JL)

E-TEETRLEMAERE, BRANERTSSHEEAREMEE TR, BT =R
ﬁt’&1nuJﬁiﬁuﬂﬂﬁiﬂﬂrﬁﬂEﬁﬁ,\\ FtENEET RBIRERIMY A REERER AR,

%R Web ZP IR, XMERFEER. RIBEERIFER, Web BFIRAILEBRRFR StorageGRID %
S

W17 P storageGRID Webscale Deployment #57 P StorageGRID Webscale Deployment
- Data Center 1 -4\ Data Center 1
- DC1-ADM1 -4 DC1-AD1
- ) ssw - ) ssm
I Sf ams - S AMS
I - cun - gl can
BE -4k NMS B -k NMS
-y DC1-51 -y DC1-51
-y DC1-S2 -4y DC1-S2
-y DC1-53 =i-dfiy DC1-53
-y DC1-54 -4 DC1-54
-y DC1-GW - DC1-GW1
-d Data Center 2 -4 Data Center 2

FEE, AR E AN SIS SR,
BB B P i
ERENFSHIE R i)

BETRBIEZEERS (Audit Management System AMS)W%%%E$V&?
%$#E§UTLL$&#;ﬁEMEUY#¢,ﬁY#AT ERRAIZENEED
., BZEZEREBRAREHRE,

BihEZAS. ERUERESEFPIHENNFSEZEZNHEINR, &, SR ERINMIAZASRSEE"

StorageGRID RAXER B EWIAKBLLERHFEZEREANBEXHZRIERAXLEHER. HES—HTE HE &
HEBA, BE AMS RS RIEEZPHIRS AN E#ITIEGI N, BXFMAES, BFEN "EEHZAE

FreaZ Al
* 388 passwords. txt EBroot/adminZEiBEY {4,
* #8388 configuration.txt XHF(TEME NG EHIRM).
* BiIZEPIGIEEERA NFS Miids 3 (NFSv3) o

KFIEES
Xt StorageGRID BZHREMPHRFZHENE N EET RITIIRESE

p
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BRIFEETSA:

a. MINLAFE<: ssh admin@primary Admin Node IP
b. HINARFIHIEAES Passwords . txt X

C. WA Ta<tI#EIroot: su -

d. BNFRFIHAIZER Passwords . txt X

rootlAFRP SHERRGE. IBAFHRMER s to 4o
2. WINFRE RS IPIRSIYAIEEEITHERIE, N ... storagegrid-status
WMREARS AKIIAEEEIT"H"BIIE". BRI, ARBHE,

3 ﬁ@%uﬁ%%ﬁo E *o Ctrl+*,
4. BEN NFS ECELA#ERF. WA ... config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config

| |
| |
| help |
| exit |

5 FMEZEFEFH: add-audit-share
a. IR, MAEZEPIRNEZEZIPHIAEHKIPHIASEE: client IP address
b. HIMRRET, 2 * BN "o

6. NRAFZ N EZEFPIHIFRIEZER. ERMEMAFPMNIPHILL: add-ip-to-share
a. MANEZHZENHS: audit share number
b. HIMRRES. MNFEZEFIRNEZEZIPHALRIPHINESERE: client IP address
c. HIIRREY, AN ¥,

AP B NFS BRB SRR,

d. WENFEEZEZNEME N EREFHEEXRLEFSE,
7. (—_I-L_) QJIIEIQ\E,JEEEO

a. MALITFAZA: validate-config
LB RHGE H BiX AR SS.

b. HIURREY, B *HWA "o
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LB 7R NFS BCE SERER

C. XHINFSECESSAIERF: exit
8. MERTHNEHMIL R BAFEZEE,
° 9NR StorageGRID HEZENER, BRET—F,
° YN StorageGRID HPECIFEMIL AN EET R, FREFEEAXLEHZEER:
L RfEE RIS EET R
A BN E: ssh admin@grid node IP
B. INFRFIHIERS Passwords . txt XM
C. AL TS tifElroot: su -
D. NPFIHAIERD Passwords . txt X
i. B8 FRSBAGIHMEET REEFEZHES,
iii. KXEIZFER S Shell FRFZEEET R, BN ... exit
9. MEn<¥ShelliFsH: exit
NFS BiZ%E FIRERIEHE 1P Ml R IR HZRAENIR, BT NFS Bz P imE 1P bR s
HERREZE PR T HEEAEZHHENR, EBIHIRATHZEF iKY IP HiRBIFRZE S

Ufio

& NFS BB P ImAINEEZER
NFS SR RIS IRIEEL 1P SALTRIGT B S U0 PURIR., SBIHIGH NFS SHES
B IP bR R ZE R, BEREENIRRNRRTHIZE P ik,
PR, =P
* f&38A passwords. txt EBroot/adminti 58935,
* f&38A configuration. txt XH(EMERHEHEM).
* HIZEPImIEEFERA NFS ks 3 (NFSv3)
i
1. BREFETEET A
a. BANLLFE<: ssh admin@primary Admin Node IP
b. BHNFFIHAIEFS Passwords. txt X
C. AN T e root: su -
d. NPT HEAYZE Passwords . txt X

HUrootFP B ERE. RAFFEMEN $ to 4o

2. BoINFSECESLAEF: config nfs.rb
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add-audit-share add-ip-to-share validate-config
refresh-config
help

|

enable-disable-share | remove-ip-from-share
|
| exit

3. BN .. add-ip-to-share
LR EREEETS EEAN NFS ERERYIR, EZHZSIHA: /var/local/audit/export

4 MNBERZHENHRS: audit share number

5 HMIURTRE. WAFEZEFIHRNEZEZIPHNRIPHNSERE: client IP address
LY, BB P EERNEEZHEZER,

6. HIMERES, 32 * AN "
BT £7R NFS BRESLBTEF.

7. WRAINEEZHEEPNE N EREPHRES R R,
8. (AIE)IIEEMECE . validate-config

LB EH BRX LIRS
a. HIURTREY, BN,
LB 27~ NFS BcE LR RER.
9. XFNFSECELRIEF: exit
10. Y1 StorageGRID HERH LS, BHEF—F.
AN, IR StorageGRID HEGIFHEMESNEET R, NWAMURBESEEEFEAXLEHEZER:
a. mIEERIMANEET R
I MIANLAFE<: ssh admin@grid node IP
ii. NFFHEAERS Passwords . txt X5
iii. AL TFep SIS root: su -
iv. S NPT HEAYZD Passwords . txt X
b. B8 PR BEATNEBTARREHZESR,
C. XAIItIZREShel BFREIZEEET R exit
1. MEs<ShellF7EH: exit
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ISIIE NFS BZEERK

FEREZEZHAINNFS HizEPinE, EAMESFZERRHEAFWIEXEXGHES
A MEEZHZETI,

p
1. EAEE AVS IRSHEET RE A s IP it IIEEE (XEFHRARNER) o B ... ping

IP address
WIERRSS R SRR, TETIER
2. ERERTEFRRERANMIHBFZRRHZ, Linux 2Rl E—ITPREN) ¢

mount -t nfs -o hard,intr Admin Node IP address:/var/local/audit/export
myAudit

EAEE AMS [RSHEET R/ IP Ut IR EZRAZNTUE X HZZIR, HEHAAUER P mEEaEm
BIRBEA. myAudit EE—PESH),

3. B HBERIMEZERIAR, WA ... 1s myAudit /*

Hef: myaudit REZHENEHR. NEDTH—TEEXM

MEZHEZHMER NFS BHiZE P i

NFS BEizZ P InFiRIER IP tAbBREXMNEZHZRIARNE. &o] LI HIFRINE HiX
B IR 1P #ik SR iBRIE & P i,
Fraa 2 A

* &85\ passwords.txt EHroot/admintik P ZEEEI 4,

* f&38A configuration. txt XH(TEME R HEHIRM),

RFUIES
BREMBRARIFSREZEZENRE— TP,

T8
1. BRI ETEENR:
a. WALIT#<: ssh admin@primary Admin Node IP
b. BINARFIHEES Passwords . txt X
C. WA T <t EIroot: su -
d. NP FIERIZER Passwords. txt X

Hroot AR BMERE. IRTRFTEMTR s to #

2. BRINFSECESLAERF: config nfs.rb
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add-audit-share add-ip-to-share validate-config |

refresh-config |
help |
|

|

enable-disable-share | remove-ip-from-share
|
| exit

3. MERZHZHMERIPHILL: remove-ip-from-share
LB R Brpks5 28 EECERBEZEZMNRS TR, BHREFEIIHA: /var/local/audit/export
4. WMANSHEREEZWNTMEF . audit share number
LB B R AR EZEER IP IR S 5IR.
S. NS ZMIPRAY IP kX W AIE
IR EMEAAR, HEFTBAHERL IP MR ERIEZE P imE T,
6. HIURTES, BN "o
BT 27 NFS ECESERER

7. XHAINFSECESSHIERF: exit

8. MNRIEHY StorageGRID FEANSHIER OIEREE, MEMES EEELEETR, BRIEFEZERAXLE
HIZHE:

a. mEERISMLRNEET R
i N TF®<: ssh admin@grid node IP
ii. 3NAPFIHAIZERS Passwords . txt XM
i. AN TSRS root: su -
V. SNPFIEAIZER Passwords . txt X
b. EE ERFBAEIHWMEET R EFZER,
C. XHIZEFELLShell BRFZEEET R exit

9. ME%ShellFF5H: exit
B NFS BHiZEFimHY IP it
WNREEZFELL NFS BEIZEF IR IP ik, 15U T E,

I
1. [mIA NFS BEZEZ RN P ik,
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2. MBRIRYA 1Ptttk

BXER
* "} NFS BiZZ P im AN R izt ="
* "MERIZHZ MR NFS Bz "

ERAETR

a2 IETR?
& BT LU RS T S 2FES 1 StorageGRID g Obs, LUEEZEEIBEFRINRYT
RATEE RS, 590 Tivoli Storage Manager (TSM) o

EF AT RRISZFFH(EAS3 APIAEI = AR EATSMA a4 I EIREH). FBTER KA
?JKEEF'HH'JF%O R RMIAET R 55 EISMNER IS F M R A B RIR M E 2 TRERYILM B2 fE i FREX

BE0
@ * "RBRRIBEEFMEL"
* "ERTEMEL

ItE5h. 7EStorageGRID 1. 78X E Rk, EWMERILMERBEPRIFRIIET R MIEREFETE)T
BT R LR REIERE RN AR, BS R EAILMANFILMEREE",

JIIRTRERT —NMRO, SFLLESZEOKRINIIEFEARFARBEFENREENER. IATRES
FIEERZ N StorageGRID 485 BIRMNBII-TFHER S Z BRI R BEL .

FcE SN BRRYERE S, ERILIECE I TI R LALIE TSM 1468, 7 TSM BRSS 288 SRR ] BRI
TR, UREEEFNNRIZE, EERAUNAETRIREEENXER.

ToEMBRMERE HAI R BY X RERIEPT LABERY M AE TS R BV IRSR AR S ESMDIEEZME. AR, WREE

B2 EIEEBIEF ORI T RUUNECE ILM NSRSy, fEXERN A, 35T Rk
AABTHRERBAN " Bi5 "o IETRASERTENREELRS; XA @ISR,

() dAgmsmETRE, BLRBERFETSL,

42 ARC-Service

JIRT R LRI (Archive , ARC-) ARSFIRMT —1EERE, ERILUERLFEREEET TSM Fiaft
ERBSNBAIEZAE (BIaniE ) BOER.

ER—MASIMNBIETFERAARENNAREFRS, BT MELEERENKREE, AEZEFPRNAREFIBER
IR REIFHITIRER, SEFPHENAREFIERIIENREY, FiETRSM ARC-Service IR R EHHE. ARC-
Service ZMIMBIARFERALHIER, ZRARINRIERNRETEH KT ELIXE ARC-Service o It T2
FIRS ZIENRBIBEHBERLEEFHET R, ARFETRIFULXSEREIZNIERHEF imN BERF.

B TSM FRiE R IR BIBH RIS KA LUATER, DURSHERME, fJLOHERHETHIR, UER
E—IRFIE RGP FAEE T LN R, RS, BRBHNSFFRREEFERS. RIBIIEIRENARE, AU
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E A EXARE LBIH RIS MEK.

1Eid S3 APl AR4E=

AT LU T S ER B N EIEEIE R Amazon Web Services (AWS ) s¢a[&E S3 API
&% | StorageGRID RFHERIE M AL

EF AT RV (EAS3 AP B = AR ER TSMA R E#ET). FRBTERFRR
APffR. XN RMIFET R BRSNS EFER R ERIRME S IRERILM R AEHFTEX

O

BEN ERTEER

Fo&E S3 API HIEZISE

NREfEA S3 ZMERFIET R, NAMECE S3API BIERIRE, FEEXEREY
A1, BTFITESHERIFEEFERGHEITERS, FLk, ARC-Service FARFEELIRAS,

EFAXNIET RBYS I (EAS3 APIAREI T A ERTSMA B IR EIRET). FHIRFTERKMR
PRI, FR RN T RSB EISMB IR EFER R ERIREE S TRERILM B BFTER

O

B2 ERTEFER

Fraaz il
s B EAEREIMAG SRS "0 Web Y52,
* BABRERIRRINR,
* BEEENIMFEAS LOIREES B
o WEESEEATF—MIMT R, HM AT A N ARERTEERE,
° FED R E AT B EFEN X,
° NIETFfED ERECE P E Ehi izl
‘s EBEANRDE, HEBRADEXIVNFHET 45GB (4, 831, 838, 208 FT) ., fNRfFH S3
TERINBVILTEME RS, BITILER S3 API IEREE K.
p
18R > TR * > * WRiafh .
2. R IR > *ARE* > * B ¥,
S EEEE > E ",

282


https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-117/ilm/what-cloud-storage-pool-is.html

Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name
Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .
- MERREEITHIFIRFIERE * =HE - BREFHERS (S3) *.
() SemsmErsE, REREATR.

- BE=DE (S3) kP, AT B2 EEDZ R S3 NEMRIMNE IR EERSA.
IOIE ENASHFRBEFSEREN. TEANABTHRFEESNFR.

o *HIX * i RTEIEER * (ER AWST BYRI A, AR S TR 0E 3 B RV X I IL AL,

o *ieS * ] * EF AWS* : 33F Amazon Web Services (AWS) , iH%ER * EH AWS* , 2AfE, R4
SIRIE " SBRBM A " X " BEBMA s EHRHA URL. fli:
https://bucket.region.amazonaws.com
FFIEAWS B1F, RAREFEIENARZN URL, 8iFiHOS, 5I90:

https://system.com:1080

c M IRRBHIIE . BIABR TATERRS. MRIMPIIEFERFHINEAE. WA LUERIEE EE
A BARIMED IR B R RV R SSLIEBAM EAN R IIE, d1RStorageGRID RAHIS— 1 LHIZ B
RS, AERREE 7 AHEZIER. WA BURFHER IS FEE,

o *FEK L R AE BON) C EAENEME. XA TERIZENNRIERE *FBETR o * TR
D RIRRARAER AN, FRRAISEE. WIRBRAEEERSZ StorageGRID RARISZ—1SEHI, M0
REEMRKE LHANREER TR, W - 243 * BT BRAS LB ZNREEN S
B
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6. Wi * AT .
AAREIHEENEEIREFH B HENAT StorageGRID #%5. BRERE. TEERB T,

1EER S3 APl HIEIZIRE

RItET RECE @D S3 AP ERFSMBIEEFRRSAR, MREZRLELK, &AL
ARG,
FreaZ A
* EHEREREMIEEIRR S Web %
* BRARENIAEAUR.

XFIAES

YNSREELK Cloud Tiering (S3) KA, NMAMHARAFGREEXNFEIERESIR / 5ihRNR, ST
T RAFEDBRENRIFIE R,
p

13T XFF > TH > W~

2 3% D TR > ARR*>* Bint,

S EFErERE > E

Overview Alarms Reports | Configuration \I

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (33) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:if10.10.10.123:8082 M Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key LTI

Storage Class Standard (Default) LI

Apply Changes .

4. IRIEREEHRIKFER.
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YNRELFMESE, NHWNREERSHEER—ERE BN, IENRIDEEEFHELET,

() #Esaemn KEMEAEPAWSE TEEX.
5. 4% * MAEH .

f&24 Cloud Tiering Service A7

f&e] LUEI E R Cloud Tiering ARSZ VIS KITHAETI R 3@ S3 AP FiZ8Y BRI ER
VIS FHERRRIRE .
Fazai
* B ITERE RN EIERE "2 HF80 Web 35
* B AR EHIRINR,
* MECE I R
XFLES
B335 Cloud Tiering fRSZIRSEN N * E2HIETS *, "JLIAMMME)IRT =R
P
103%48F * 85> THR * > * MgHEH
2. 5F . JAMTR _*>*. ARRY,
S EEEE > E ",
Overview Alarms Reports | Configuration l\
Wain Alarms
H!' Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:28 PDT
ARC State | Online LI
Cloud Tiering Service State | Read-Write Enabled ;I

4. 3EmF DOBRRSKE
o. W * NAEN * .

EE S3 API EERTFAERIEITE

NRIETI T S3 APIEREIEFERYE, WA UEEFMERIEITE

:_F/EE%ARVF (??ﬁ%ﬁkrfa) ZR,
Frea > Bl

Apply Changes .

, HEitHEETA
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B REIRR GRS S Web RIKEE",
* EEEEA R,

S

1. 48 S+ > TR > * FRIEH .

2. MERE * TR > ARRY > TR,

3. % RE > E S

Overview Alarms Reports | Configuration '||I

Wain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-09-29 17:54:42 PDT

Reset Store Failure Count -

Apply Changes .

4. iF - EEFHRIEITE
o. W * NAEN *

FESEREEENS,

EIZR M Cloud Tiering - S3 T8 B =1FhE:

SRS S B EAE A = 4 B R A AEAR S5 (S3) A M R MR D B RISt ., MR
BHRIBIREE . SEMEHIRMT —Faly B 75%, FIFIA StorageGRID R
BFFEFET 2o
FriaZ

s RIBFEAESRIIMR ST "TiER Web 552",

* EEBESERLIRINER.

s MBI RFMETEN Cloud Tiering ELERY S3 1ZED EE T,

()  EmusEra, BRAGH Netaop BFARE, THRHEEEMIEXNE,

KFIEAES
MILM BERE, sEFEBSEEBEM]. B, RAFHEBES StorageGRID RLHFRITFMET REUIET R
, BFENEE— MR S3 FiED K.

TERIFTRM Cloud Tiering - S3 TR EIFiEM a1, HIMAcLIE S3 FHEDER, AG7E StorageGRID HEI|E =
EiEt. AR, ERIUEIE— M ILM KB, HIGRETFE# Cloud Tiering BRI RAY ILM LM FTE
Cloud Storage Pool F7ZfiEMERI 3T RAYFELE ILM R0,
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UM RIESAFAEREY, KT R ORI AT BB/ E7EStorageGRID o MIREHAAT
() =HRS LM ANRENENEHREEESMIE, BERRENENTLTETS, B
BEEILE. NBASHITITS, WATORFAN, TrRrEIamn.
R
1. BlEEEE,

NEFENERIAN S3 FHDR, UHERAENESHEaFENEENEUE.

AT ILM SREEFIHR B BFREER D BEDRFHRERE XREVEM ILM FN,
- Aubus=agy A

FERENANS, FREUE BB TEFEL,

RIFFEFEBIRN,

SR fER LN B SRR

TRIAFRCEHT B,

N o g k~ w0 N

R RRFHRIT ILM iMEE, WRIGMA Cloud Tiering BRER S3 175 E&F#85hEI A Cloud Storage
Pool Bt &/ S3 FiE D R. MR LM OTATEAZEM,. BXNRBEEREMEBG, XEFZRIEM Cloud
Tiering 93 B lRR-

HXER
“$A ILM BIEXNR"

BT TSM el B i

BRI LS YIRS TS S BERE S UL Tivoli Storage Manager ( TSM ) ARSZ28 A0 BAE, ZARSZEEA]
IRMHZiEIEO, ATENRIUEEENCREIEN SRR A 0EFEISSE, B1EHSE,
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() TS TSMIRS BRI,

fcE TSM ARs328
ATNET IR TSM s EKEAESR TSM BRS52EIR 515,
MTRBR S BRI T

* 12 TSM BRS5 88 LR A A EIEE (IREBE)

* ORI SIRTF OO X B TSM EIBAAVIERDE, FOEMT R UER I RS

XERRNHSE; ENFREATSMXE. AR ERTEERENTEMEEBIRE, WHEAERER
FARERIN—EEE TSM Server XAHHY TSM B IR MBI EFE R,

EX TSM Wi N7

JIET R ENEEFE L. ERARTIEENET, SAEEMEFEELISRBERE
i1 iE .

XFIAES

3FF TSM BRS328, fEWAZMTE Tivoli Storage Manager RTE X iz AR F . EXHMENGE, SIE—
MEBREFHEED AN, MNMREN TSM RSEFVEREE - 768, WAZTEHS A,

W FIETSMARSS 88 ESEMZE NS B, ARA RESIBEHFiE . (EHEERIE—EBHEENELDL—
IXzhas. X MBRSSEREIRE LA MARSS 2R EIRENERAVERIZE, PARNEHBEXIRER, ) RIFUERIVEHECE
MEHFER, XESBIFAEEAIRSERTR. BXFAES, BESM TSM Xi.

UT—AHIRBAREAT IR, HEE, RIENZEER, ENUERARSEMAR. BXEEFMAEEMHA, 1§
S0 TSM X1,

() e AEREERIRERIIRSS. HERdsmadmc TARITH TR,

p
1. BUEHLH .

define library tapelibrary libtype=scsi
HM tapelibrary @ AMHEEEENEERIRUANINE 1ibtype AIReAEHEEREMS.
2. EX MRS 2RI EERIRE 120

define path servername tapelibrary srctype=server desttype=library device=lib-
devicename

° servername il SMARSS 2RHYA TR

° tapelibrary @i X BIHL T FE R TR

° ]ib-devicename etk RIS E AR
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3. AREETE X IRThERo
define drive tapelibrary drivename
° drivename ;e B NGNS EHI AR
° tapelibrary @IETE X BIHLH FER TR

RIEEREHECE, EHRKTELE—1EZ M IREgE. (B, R TSM RS [/EEE—tF@Ea
A, M EERBEEENR RN, NERERFENSMRAEX —TREES. )

4. E X MBRS5 22 B1ETE X RUIRBhERATRE 120

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname EIREhasVI&EZ A TR

° tapelibrary &€ XBEHEER IR
ERRIMIIN N EE XNENIRERES IR PR drivename M drive-dname BT IRENZR,
S. NIRTHERTE M I& &K,

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName BIRE&ZEHIZFR

° lto miEtETIARSS 2R HVIRRNRR KA

° tapelibrary RIEE X MHEHESZ M

° tapetype esHZEEL; Flglultrium3
6. iFHEHS RINEIERE 2,

checkin libvolume tapelibrary
tapelibrary &€ X BT FE R TR,
7. B XML TFE D,

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool E)AIET REVHHFMEMN R, ERLINHHEEFMENEREAET (RBEZAVMER
TSM BRS3 88 FUHABVEEZNE) o

° DeviceClassName sehbts RIS EIEZT,

° description fFEMBREER . I LUERETSMIRSE 28 L E/R query stgpool ap: flgd: ™
I RV A,

° collocate=filespace 18 TSMARS 2N E—XHZEFHIXRE NE ML
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° XX @MU TFIZz—:
* M ERNTHERE (RAET REM—FRZENNBRER)

* BC4s StorageGRID RAERMHHHE (EHEHFEENERT) o
8. 7£ TSM AR5588 b, QIEZMEFMEM, 7T TSM IRSBHNEIRITHIGH, A

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool E)AMTI RRVHE AR M, TR UINMEFMEHEREAET (REZBIRMER
TSM FRERRVIEELYTE) o

° description efFEBMREHER . FTLUERETSMARSS 28 L8R query stgpool &< a0, "
NPT HIRE D FiEt. "

° maximum file size BHIFATFUIA/NNNRERENES. MAREFEMEE LT, BIGKE

maximum file size E/10 GB,

° nextstgpool=SGWSTapePool BHEREMEMS | BRI R E X EE D,

° percent_ high REMBMFIGRERNE TR EMITAIE, BIUKE percent high ZE0.
LAE S B sasdEErs
° percent low REFILTIBRNMHEMIE, BIEE percent low RENOLUBIRIELER M,
9. £ TSM BRSS88 £, BIE— IS MEESHRBHE D RLHE .

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool el EZ .

° volume name BFTEMEBENTERZEBIW. /var/local/arc/stage6.dsm). MUES NEEEM
AR, UENEREIHHT &S,

° size RHAEERKR/. LUMBAEL,

fflgn, BEIE—NMEEE, EHAMNABTER—MET, BERTENEEN 200 GB BFHFX/IMER
&79200, 000,

B2, FRREENEZMRUINANNEEESE, EN TSM RSB MBS HTHNE N ES NEEE, Fi
, SNRMERA/NA 250 GB , B8 25 MR E, §1MEMNANN 10GB (10000) -

TSM RSB REB RPAHBEMDE=TE, R(FRIREFE—RIYEA8E5TH (33F 200 GB HE%E,
FE=TZNH) o
REXIARBEFEMT R

BEBZANETET R RFNEIEEX —MER TSM EIEELAHEREE, AREMR—TTR
LAfE AR It 35t SR B

@ W%R Tivoli Storage Manager (TSM) HIET SEFIHZSEHE, WA T SH#HIERRER)
mAF. BRBEE TSM iRS28, UWENPAETRNEFRHAR R / Bk AZE,
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ETSM IREZ#B EAMTRUERFIET S (IEFIUETR) B, HIEIEIMT Rts<SHIsE
MAXNUMMP S#RIEET ol TFENRENESRNE, ERRNHEEEE T oS INT ST IX
sheskVEhE, ATSMBRSS 28 EAIMAXNUMMPIEERV B E MM ZE /D5 R T S R*ARC>* B>l &*>*
F>BAEFESIEHISENEER, EEEN0H1. AANANT AR T REFERIE.

79 TSM BRE 231K E R MaxSessions EATFIEHIFFE R R imN EERF A [E TSM IRZBFHTANRARIEH. &
TSM _E35ERY MaxSessions EA4AE /D SEMEEIRSZP A AT RISEN *ARC* > *Bif*>*EEE *>* F
* > EW - NEAR, IETRSRNAS M EEARZE—IRIE, HBIIMIELE (<5) M8k

SEA) IS T ENTSMT SERABEENITHFER tsm-domaine o tsm-domain IEHEHEERE"tandard s "I FEARHY
BhRA. BBBE NS N, Fi5)31 Eﬁﬁﬁﬁ?ﬂstorageGRID REMNTFEEM ( SGWSDiskPool) o

(D) EoRERERURERE TSM RS, 3R dsmade TARAISEMER,

B H BRI ERES

i@f‘\?ﬁﬁUE—ﬁ\iﬁ%Eﬁ, PARRHEEUE, UEE TSM iRSSFURFMNITIET R RIXRIE
Eo

pA
1. BRI SRR,

copy domain standard tsm-domain
2. NRFERMBEEEL, BRAUTREZ—!:
define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default EERERIBRNINEIER,
3. BlE— M EIRARELNEFEL. T—1THRAN:

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default B)IETRAEIAEIER, AIE retinit, retmin, M retver EEFUILETLUR BRI T =
R fERNERETH

@ B/ E retinit to retinit=create, IE{FIRE ... retinit=create FHIEYARSTI Al
BRNA. BAREESEATMTSMIRSSEFHIBRRS.

4. BEEBEDRNERINE,
assign defmgmtclass tsm-domain standard default
S. RBIERBRERIGE FER.

activate policyset tsm-domain standard
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BRI activate LAY ERAY " no backup copy group’ " 5,
6. JFM— T RLUAERTE TSM AR 28 LR ERMSEES, £ TSM iRSes L, WA (F—17LH)

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

arc-user #l arc-password ST R EEXHNEFIHT R A MFAERLHERE, #FH MAXNUMMP B9{EI&
BRANIET AEESIETRE I EIRTIZR =2,

@ %%ti}\‘r%?ﬁ"l:, AMTRIEB— T EFFARFAAERNNVEERF ID, AALKTTREXE

5 EET# %) StorageGRID

EaI LU KREEIETE StorageGRID £4t, [EIBY{#EF StorageGRID RGHITH %
=

TR R ELIETZ EIStorageGRID 48, BEAAIER. SERARHIEIBNERER, BAEER

TEBRFEASE, BERATHRIENMGRE, BEREFAEHEBRENER TR BE
StorageGRID R4/, FHHf{R StorageGRID RFiRENS IEH M IETIEAIEIE,

ffai\ StorageGRID RZMBE
ERKEHIETIEE] StorageGRID R 2 Hi, iBHfiiA StorageGRID A4 A BV BTHREMBIHMER S,

gNRStorageGRID ARG B E—NMIETIR. HEHERFIBWNRNBIARFEELFEGINET). IFHERIIET
RETFERE RBHNAERBATTHN BT HES,

ARENMLIREDR, BEEHTUVIBHIXNKRIVBIEEREX Y, HItEAMENHEESE, BXEE StorageGRID
AGMERENFAER, BB "EEEFMET 2" UKAYIRER "iEiEStorageGRID",

HE EEZEERY ILM 5RE

StorageGRID A48 ILM SRESAIHE UZRVRIALR, BIATFAEZIRIE IR XERIAEIRER 8, ILM SRBSH
—4H ILM FMARRY, XEERLN TR 0fAIThase s SR AR A0 el i 4 BY (B] B HERS B IR SR &R

RIEIBHIENER AN USEBHIENER, ErRIEFEANIBIIEIEE XS B ERFFIERRY ILM R
[ERME— ILM RN, B30, 3NRABEHIEEENEZMNERS TR T ESHEERENERRE, WERTESE
TEARLRBFME_ LT R HREI R TR EREIZN,

NRAI UM —X 3 BB HIENET B B RERTFHONREIE, WA UEET BT e SERAN,

ﬁlijl%‘&"ﬁluﬁﬁﬁ TOHIER 2 — A K R, WA LERLLFRAE X (ERTEIBZHIEN ILM £
s

EFREIE TS 2 A1, EHRE T ## StorageGRID RERY ILM RES R HINAIN A FEBHEEE, HEEX ILM
SRBSHT 7 BogHHIT TR, EEW EA ILM BEXR
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@ NRARIEMBIEE ILM RESLZEIRE , ARSI AMERNMIEERR. EHUE ILM REEZH)
, IBFAERMNZRBEPIMEBFIA L, UARIZ R IMET,
&R R IFRVRZIN

StorageGRID 2GS AN REFMENONRIEMSEIRE, HEITESIBRNRIIEMTHRENTREIAZHT
BRMIERP, PIEHEERR.

BR. BIERAIEEFRRBFAEEIETIS. WEREMAERFIRE. HEETRKERT. #%
£StorageGRID &4k & FEIY 2R E In FRAIXFL

TR ASHIESLRAT RN H, & StorageGRID RAHFTER, ©REFEMCEXNRIIERL R
ERIE, XA TIE BRI HRIOFENILRIBER, IBRTULERR BREMIEERR, Fl40,
HEETREOREN, ATHEFANMTENAERSMEARHAIUNEFET RETRERR , EEERIEM
B ZE1ER, MmmEREA.

INRAHILAEE, WAL StorageGRID R THITHIZMRIEF LA, LSRR BIENTHETS
TURo

HTHRR AP ENFAE RIS, LR StorageGRID R TBHRIR EMMITIT, THEUE
B, IRHEHANNRIFFERFIHN. ARG, 5 EStorageGRID ARG LIHERAZEIEMEIEE,

TR ST SRR

WIRIER BT i BUEE, URREFRINEIRRYEE ILM RS EHRE.
HRIBIETS

BEREZOIETTHELESHRE. KFEEIBREIAR L, ARURRGERRBIRREME,

YNREIRE. BDIEEIIEMEIT N EIEEE. B2, NRTEEEFENHRAAT, RBELRYEITEXRE
MHAHBIHZRERREUE], AU EMBREIR(E,

BIEEIEE
EERFIE T ERUEE S R A i BV B 1 R P AR A IR)

R EEREBRXRFBFURED LRRIERBEIEN, WAJULESG TRIIRBNSIHE SR SENREIER, 7
RIEFE XL RE,
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A ges Description
FF LM THMER N REE 108 * 285> TR > * [gHi* o
2. %$E*; deployment * > * iR *>* FE*,
3. 12 "ILM Activity" 539, HITAUTEMEETHNREE:
o *IETEFT - 28 (XQUZ) * @ FF ILM IHMER R SH.
o *IFEEHRF-BFR (XQZ) * . FHEEIRFIRRE (s
AN) BT ILM IR RS2

4. MRAEPT—EUHETHFRHKEET 100, 000 1, BEREHIITR
RENER, LUR StorageGRID R4 LRI EH,

BN IERGNEERE YO ILM RERF ETRHMIBNRISREFE B EFMERSE MENa
), FREEMAEFERASANTE, URREIVHEAGTRENE
==

* TR > *ARC/ * FiE . WIRMATHM * FEKE (ARVF) * BHRER, NBERFEEFEER
SAREEREIRE, NEBRNIEFEARHBRIRL TREEMR-,
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