EIEIEP
StorageGRID

NetApp
November 04, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/storagegrid-117/admin/using-storagegrid-
security-certificates.html on November 04, 2025. Always check docs.netapp.com for the latest.



H=x

BIRIEH

BIEZLIEH: Bk
HinLLIE+H
ZLIEPIFMER
IEBRBG

FCERSIRIUEH
ZFFRVARSS SRR
FEBIEEOED
FCE S3 # Swift AP IEH
SHIME CAIIES
79 FabricPool BC& StorageGRID iE+

FCEXE P IRIES
AR P imIEH
RIER P IRIEH
BN B9 E P imIE S
THIESHZ P IHIED
fIBRES i IE

O© O = a2

10
10
10
16
20
20
21
22
25
25
27
27



BEIEH

BIELTLIUEH: A
ZRIEPHE2—NNEEIES S, AT StorageGRID A% (81L& StorageGRID Af5
SNER ARGz BRI R L 2 n{EREE
StorageGRID FRMMLEI MWL SIEP:
* {EF HTTPS EENEE * RE[UEH * . IRES[BIEPRTEZRFIHMNRSZ B EZELLTEEE, IEF i
WIEARS 28NS D H N EIBIRE L 2BERR. REBHNEFHEE —MEBEIZS,
*  BPIRIES * A NRSENE P IRHEF B OHITEHRIE, MNMigHtRIMERREERENE M
i, B IRIE B ARSI EIBEBHITINE,

HEFIRFER HTTPS EZEIARSEN, IRSBEEABELE BRMRS[IEBHITMN, TP @Rk
SRTRSHIFRIA LR HITILESRIIEIER, NRTINE, WEFHREERERNAE BB
SRSBEIIRIE,

StorageGRID FA{ERLEEIZMNARS 2 (FliNAFHTERiER) HEMEZNEZFIE (190 CloudMirror EHIARSS

o

* BIARIRE CAIET *

StorageGRID B&— 1MARBIEBMANHM ( Certificate Authority , CA) , BITERZiZEEHA E] 4 B RIER &
CAIEH, BINERT, FAMME CAIERFRIPALE StorageGRID &, SMERIFEFRMEHME (CA) BIUAXNTE
2R AALEELZERBHBEESXGER#HITIO R . BAEATUEIEEFIMERERME CAIED, B1EE
FHiER, REMCEEERRIMNBEBMANMEZNEENER. UZFAFIEIPNATSEE. BREBINX
EJE

* BEXCAIEBALMIFRREFIED; ER. BENEPBNENIIEIRS HEEMIEEIER,

* FRE BENXEPERIER "IREZHEPH AR EN"

* StorageGRID 233§ CA FRNERIRHAR—PIXEF (FFH CAIEPE) .

@ StorageGRID i BETEFFA MR _EAERIBVIRIER ST CAIER. EEFHIES, BHFREE—TH
SMEREBMANEERNBENXIESR, UBERIRERY CAILER.

RSB EFIRERRENTREI S LK. FEERSZA, ENEEFRTE StorageGRID ECEFRTE
BUFRBIES,

IR R EIES
BRI E—MIEIAIAEXFAE StorageGRID IEBMER, MURISAS MEBNEE TERNTEE.

p
1. EMREIRSRA, %R configuration*>*Security*>*Certificates*s


https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-117/harden/hardening-guideline-for-server-certificates.html

Global

Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

Grid CA Client Load balancer endpoints Tenants Other

external certificate authority.

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
G Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate Custom Jun4th, 2022

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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