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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
W
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1. MGrid Managertr@lsh, ERFEENENR, FAEEF*API documents®,

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. BfERE A APl #11Ti81E, 757E StorageGRID &1 API TUE L% * 2 E LB API XX *
LHAPIIIEEN, BMAFT@M, StorageGRID FAH i ti & ZBRILEIERE API RS,

3. EIEFRTEAVIRIE,
BTT AP 121E8Y, ERILIERIRTAM HTTP #21F, fI%0 GET, PUT, UPDATE #1 DELETE .

4. FEFE HTTP BRFREFIERKIFMAES, S15HS URL , EAMSEHNESHRNTIR, ERERA (M0R
FE) UKFIBERIMERL
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .




P& EIE APl 121

IR ER API Kol IR EALREI LI T ER o
() isEREAAE AP I REIRIE

* KPP BT EEEMEEF KSR, BIECIEIKA MNRL EKF NEFHEERE.

. %:?E: AFFHEMERERRR)FHREE XMNBRIZTTRRNER(EEISIMERMNT RERINSHEER)RVE

* alertsFRIER: WEBRRIEIRMITIRME,
* BiREWE EREMZEWEIRIERTHRHE),
© EIRAN . HERANRITIRCE,
* BiREE . BIRGFSRE
© ER WEIRITIRM,
* audi: HIHFNEFEZECERCE,
* auth: TP RIESHIRIENIRE,
MR EIR APl ZIFARAIAHSHEMIRIEA R, BEER. BESHRIDERNISONEXHIRERF BZE

F3(EN. POST /api/v3/authorize) o SIRAFBRINESFHINIE, NRE—1MELSh, LLShE
AIEGEE AP iEKIIARRR IR ( "Authorization : bearer token" ) o

@ R StorageGRID RARBRHT B REFH, WAMRITARN T BHITEMRIIE, SR "™
AP SEREN AP HITEHWIE, "

BXRRESEHNRIIREMIESR, BEEPILEEERIERME

* client-certificates: FTECEZEFIHIEBAMRIE, LUEFEAIMBEIET AL St kA StorageGRID,

* config: SMEEERAPIR™mAITRAARAAERAVIE!E, ERITIHIZhRA SRS EIE AP B9 mhk
KIMEZRRA, FHEFTUZREFAR API ki,

* *DEactive-Features *: AFZEERIREEEHAMNINEERIRE.

* DNS-SERVERS: 7|HIENE FeERIIMEBDNSARSS 23 AV E,

* endpoint-domain-names: %! LS3im =3B FIE(E,
 AMHLRED : HEUMISRAD AR B ST AR 1E,

VR TRREIERER).

TERTS VBB RER).

* VRIS T RREEER).

* *GRE-NETWORKS: FIHF1EELGrid Network ListB9#1E,

* GRIDZERS: MISZHEIDEIRIZIE,

* 40 AT EEAMMSEIESGA KR MIMNEBLDAPARSS 2810 REX & MIAS B 1R S 4H 1R 1E,
* BR: BFEEINBSRUKRFaIEL BXERAN AP E SRR,
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* LM BXEELHAREE(ILM RIRME,
* license: ATIZEMEHFHStorageGRID HFAJIEAYIEE,
* logs: AFUWEMTHHBEXHrIRE

* metrics: XStorageGRID fEARAVR(E, BIEERE—BTERRIBNBHEREOME—REEREEERE
o FIREIE API /8 Prometheus RYIIE T EIFAEIHIIER. HX1E Prometheus TWIIER, 15
201 Prometheus Wik,

@ BIERVIEIT private HEXBEAEEH, XTI fERTE StorageGRID FRAZ Bl &2 %
B, MABITEA,

* TRFEMAMER: W RIFRE S RITRVRNE

* TREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T RTEEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)ARSS 230912 1E,

* R AR RITEIBRITHRE,

* B MERIETRE BRI

* MEE: BT THMERGENIRE,

* X RTFEEMOIRXIEAIRIE.

* s3-object-lock: MEFESIMRBITEIRERITIRE

* server-certificates: A FEEMNEHGrid ManagerfRS3 23E HBHIIE(E,

* SNMP: X 4aISNMPEZ B HITHIRE,

* Traffic Classes: 25 LKAV,

* REERFIHME: WNAREEF NS E E R TAVR(E.

* AP ATEEMNEEGrid ManagerfA P HYi2E,

P B2 API A1)
A EIE AP| fEFRRAIEHIFRSZIF AR
g0, LtEIER URL 85 API kRS 3 6

https://hostname or ip address/api/v3/authorize

NRXIBARAHITT * RS _* B, WHFEEAPI WEZRAELESEE, MR * S5IHRARS _*
T7EN, WHEAEE AP BURBIRAR LK EEL, RENELSENIFHESRIHELE. UTFRANRRA T
EIRIEFA B LAY BT API RRZAS TG

API BYE PR |BhRZs Frhzs
5|RRAFRE 2.1 22
5T RE 2.1 3.0
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BR%EE StorageGRID BHFEY, X=BRARMMRANMIEEIR AP, B2, £H4E StorageGRID FYFTTHEE
RRZSBY, EE LA ZE D—1 StorageGRID IhEERRZSAYIHAR API o

ERIUERMISEIR AP| MBS SISI0MRAS, XSS, EE M Swagger AP| XA4HHY
©) config * T, EEAFATIAETE AP B/ BRI, GHEBHRIBRANS

EERRIEREEIUATARRENEFA:

* MgRZAR3k A9 "depression: true”
* JSON Mz IEX B % "depressioned" : true
* NMS.log F2AIM— N EFHANES, fiu:

Received call to deprecated vl API at POST "/api/vl/authorize"
ff7E HBThR AN SZ FFH0LE API hiRZR
BEEALLT APIERIREIZ X H5HY APl EERRAT X!

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

1EEIEKHY APl fRZs

(EET LU Fpath BEGEEAPIERE (/api /v3)BATE (Api-Version: 3) o MBFEBHIALXFME, WATLME
SEEREE,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

Pkt iER09iE ( CSRF )

EaT LUBE ffEA CSRF £hEIEaR{ER Cookie FIBRIRIE, #BIBALE StorageGRID ZE|i5
ERIERE (CSRF) Kih. MSEERNEFEERSBERLZ2IIEE,; Hit
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API B imA] LUAREE RN EE B A LLINEE,

NRKEHE TR R M H MG SRNER (FIMIFER HTTP REAH) , MR ERBERBAFH cookie &
RUREBRETRERR L,

StorageGRID mli@idf# CSRF < hEEBIFSIE CSRF K. BRAG, 15E Cookie IR M S ERE T T
EELEBIESHHARLE,

EZSHILINEE. 1BIRE csrfToken BHIEEN true BHIWIEHRRIE, EKIAENRN falseo

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

MR Atrue. MAA GridCsrfToken Cookie=fERMBAEIZE NN EIREFFIER AccountCsrfToken
Cookie=fEFENEIRE NS FRIHP E1EES,

WNERTFTE Cookie , MIAJLUEARGEIRESHIFRAEIER (POST, PUT, patch, delete) EATMEIELTINZ

* o X-Csrf-Token #ik. #RKRVEIRENCSRF<LEcookieBI(Es
* WFERRPRIGIEXHIHSR: AcsrfToken RERFIBHIERIEXSH,

BXEMTOMIFAER, BTSN API X1,

@ KB T CSRFZhECookieViE R R 5aHISChE "Content-Type: application/json" {EEiE
KEVARSL. WRFHEISONIERKIEXIENIFCSRFBEERIZIMRIF

MRBATERER, EFEH API
MRBATERER, 1EFH APl (Active Directory )

NRER "BEEHEHERESR (SS0O) "MMREFEA Active Directory £ SSO 1t
2R, WRATIx—ZRTS APl IER#FITIREEAR 0IE, DUERETWREIE APl SiE A EIE
APl BB I0IELhE,

MRBRATERER, BERE AP

AR E(FF Active Directory {8 SSO B{ntRiftiZF, NILATFiRBEER,

Feaz i
* f&FNE&E F StorageGRID P AMELS AP SSO AR A=,
 NREFHRAFEIE AP, EEERFKP ID,
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XFILES
ERWME RIS, AIAERUTRAIZ—:
* o storagegrid-ssoauth.py PythonfflZs, fiiFStorageGRID ZEXHBRH (. /rpms XIFRed Hat
Enterprise Linux@CentOS. ./debs i&HAFUbuntuggDebian. # ./vsphere i&FHFVMware),
* cURL iEREVRBIZIER.
MRPITRELE, WEHTIERAESEN, EAESBIUTHEIR: A valid

SubjectConfirmation was not found on this Responseo

(D 6 cURL TIBRFRRIPERT KBRS B,

MREFEANRURLEEREHER . WAgE=EBEILLTHIR: Unsupported SAML versiono
3
1. EBRUT AR Z — RS D IIEShE
° {#fd storagegrid-ssoauth.py Pythonfiizds, ®EFSE 2,
° &M curl iIEK. BEFPE 3,
2. MNREFEM storagegrid-ssoauth.py M. FHIAEELPythonfBRE 3 HITITHIZS,

HIETRES, MAUTSHRE:

° 8SO Fif. H#iIN ADFS 8 ADFS .

° SSO AF#&

° 2% StorageGRID BYig

° StorageGRID RYiiiiik

o BifnfAFPEIE AP FIFEFMKF ID o

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e e e

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

W IZET StorageGRID ##X$H, WE, ErILUGSEATEMIER, RUFERFER SSO BEA
API B9 A=,

3. SNREMEA curl IBK, BEAUTRESE

a. EHRERFIFEHNEE,

17
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export
export
export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
SAMLDOMAIN="my-domain'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'
AD FS ADDRESS='adfs.example.com'

FiH RN EIBAPI. EERO{EN TENANTACCOUNTID,

b. BIZFIWE R BMNIRIEURL, [RIZHEIR EEPOSTIERAIXE /api/v3/authorize-saml. FMIILZH
PR E tJSONZRED

IERAIERTHEE R SHISIEURLAIPOSTIER TENANTACCOUNTID, ER¥EE#E python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIBER 24— URL RIZAE R URL , BREHEEISMNY JSON TR,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1s/?SAMLRequest=fZHLbsIwWEEV%2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. {#7F SAMLRequest MIARARIREY. LUEEESHSHER,

export SAMLREQUEST='fZHLbsIwWEEV%2FJTuv7...sS1%2BfQ33cviwAS3D"

d. MAD FS REXEEEFihiEK ID RI5EE URL -

— AR ER LB HRY URL IERERKRE,



curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

PR SR P IRIEK 1D ¢

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e REFMMNPHEF AKX ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. BT ERERIXE E—ImA AR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS iR[0] 302 EE M, HEMERERENMER o

@ R SSO RABAT ZERRSMWIE (MFA) , MERPEAHEREEE_NEN
B EEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth M HAYcookies



export MSISAuth='AAEAADAVsSHpXk6APV...pmPOaEiNtJvWY="

h. A SHIIE POST Y Cookie ¥ GET iR AZEIHEEME.

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

MMNARSKREE AD FS REER, MEBEEHRNMER, miuiIEXR SAMLResponse [RiEE— 8
B FERH,

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHJIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XExVWx3bk11MnFuUSUzZCUzZCYmJiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">
<input type="hidden" name="SAMLResponse"

value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSzZXNwb25z72T4=" /><input
type="hidden" name="RelayState" wvalue="12345" />

i. {RTZ SAMLResponse TEfRRFEEH:

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN. ..lscDpSZXNwb25zZT4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response 4 StorageGRID &{75%



UL RERNIE K,
BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34E B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.

export MYTOKEN="56eb07bf-21£f6-40b7-af0b-5c6cacfb25e7"

EIMERT LUER MYTOKEN MW FHEMIER. HIUTFREASSORERAPIEYA .

MRBRATERER, 15EH AP

MREBEESER (Single Sign-On, SSO) , MHIMXF—FRF AP IFEKFITIR) @R , AR FHEMIEE
12 AP AR BEIE APl . HNRIE(ERA Active Directory 159 SSO S92, ML TiHERER
XFIES
MREFBE, EAIUMALH RS EHTUEEHE. LUFHHStorageGRID APl, 3%, &t rILIM StorageGRID fi
EBEUFH (SLO) , XHEEBM StorageGRID $hE,
TIE

1. BERESZFHIER. B5%E® cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

21



R[BELETH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. R1FE5 URL -

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D

3. [A7EHE URL RIXIERLUfEEL SLO HEEMIE StorageGRID o

curl --include "$SLOGOUT REQUEST"

R[] 302 MRz, thEE MBS T4 AP EH,

HTTP/1.1 302 Found

Location: https://$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. fHiP& StorageGRID HAZH SR,

fliB% StorageGRID AHFH LI TIEA XS AER SSO MEl. &M cookie "sso=true" SARKIZH. M
FIFP £ MStorageGRID FiEH. MASFEMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETAFIEESEHE,

22



HTTP/1.1 204 No Content

MRERTRERESR, 15FEA APl (Azure )

MREH "EEREHEAERER (SSO) " Azure 7 SSO R IZFRY, ERILEL
FERAMNREIASKIRET N EIE AP SFEF EIE AP BRI B HKIEShE,

MRBAT Azure B 5 R, 155 REIAPI
WRIEFEE Azure {E8 SSO BtRitiZER, NLATiHEEEH

FiaZ Al
* EHEE T StorageGRID AFAREXS A AR SSO B FHi it
* MRBIHREFAEE AP, BERLEHEFHKF D,

KXFUIAES
BIRIEIDIIEhE, A LAER LT RGIRZs

* . storagegrid-ssoauth-azure.py Python fiz<

®* o storagegrid-ssoauth-azure.js *ﬁ,'.ﬁ\\.jsﬂiﬂzli

XN IZS BRI F StorageGRID REXHBEFH (. /rpms XFRed Hat Enterprise Linux&{CentOS. . /debs
iEFAFUbuntuzkDebian. 1 ./vsphere iE&HFVMware),

BRERRBCHSAzureMIAPIER. 158 storagegrid-ssoauth-azure.py B4, Python A= EER
StorageGRID A MNMEK (EHIREX SAMLRequest , AEBIREUSINSH) , FNESERE Node.js fiZds
5 Azure RE LIATT SSO #21E.

A LUERE—ZRY AP iEKHUIT SSO 121E, EXEHEMHAREE, puppeteer Node.js HRIRE FIEBR Azure SSO %
Ho

WMREFEANRBURLIEEREHER . WAIgE=BEILLTHEIR: Unsupported SAML versiono

-
1. REFIFHERXR, WTFFR:
a. Z% Node.js (JBEEM "hitps://nodejs.org/en/download/") o
b. LIEFFER Node.js 1&3R ( puppeteer #1 jsdom ) :
npm install -g <module>
2. ¥ Python fiZs{% 3845 Python fi#¥%28 LUBTTILRIZS,
SRIg, Python BIZSIEE AR A Node.js FlZs LAB1T Azure SSO R H,

3. HIFERAY, WMAUTESHWE (HERSHEEXLE)
° FBFERE| Azure BY SSO BB FHBFhE

23


https://nodejs.org/en/download/

° StorageGRID AYiik
o Bifa AP E1E API FIFEF K ID
4. HIEREY, MANERD, HEWENERENESRE Azure 321E MFA #R1%

ey storagegrid-azure-ssoauth. py sso-email-address userfmy -dosain.com
ocom --tenant -account-id @

(D LERIZSBRE MFA 218 Microsoft Authenticator T2RHY. F 0] BEEEE A LA I H s
NEIMFA (150, SNTEXZSTH B R UREIRIERD),

W PIRA T StorageGRID X< hE, M1, ERILUBLEATEMIBER, RMFERMER SSO FHEA
APl 197530

MRERTERRESR, 15FMH APl ( PingFederate )

MRER "BEEHEHELRESR (SS0O) "WREFA PingFederate {7 SSO 11812+
, MBI —ZF APl IERFAI TR SRR I8, LERETMMREIR APl IiiEF EIE API
BB R IUESHE,

MRBRATERER, BERE AP

MR E(FH PingFederate {E8 SSO B HIERF, ML TFiXAEER

FIaZ Hl
* {&&0E/EF StorageGRID FHF4AMEXS R SSO AR KM%,
* NREBFEFEFEE AP, SEEFRFKA D,

KXFIES
ERIMENINELhE, A AERUTREIZ—:

* o storagegrid-ssoauth.py PythonfflZs. {iiFStorageGRID ZEXHBRH (. /rpms XIFRed Hat
Enterprise Linux@CentOS. ./debs i&HFUbuntugiDebian. # ./vsphere i&FHFVMware),

* cURL IERBYRABI TIER.

MRPITIRETDIE, WEHTIERAIESEN. BRESBEIUTHIR. A valid

SubjectConfirmation was not found on this Responseo
(D) Bl cURL THEAF R BB RS WAL B,
MREFERNRURLAEEEER . MAEERE LI THHIR: Unsupported SAML versione

p
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1 EBBUTHZEZ —LIREN S B IIEShE:
° ffM storagegrid-ssoauth.py PythonfilZx, #ESE 2,
° B curl IEK. HEDSE 3,
2. NREMFA storagegrid-ssoauth.py A, FHIZAEIELEPython iR HITITHIA,

HIRTRES, MAUTSHHE:

° SSO Ak, &AL "pingFederate’ " BEfIZE{A ( PNGFEDERATE , PingFederate %) o
SSO AF#&

o 223t StorageGRID MIiE, ttFEEFRATF PingFederate » &R LUSH B = aia NEEI{E,

° StorageGRID A9t

° BiFafAF EIE API B9FEFIKF 1D o

o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
S e e S L e S S s

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

W AIEH T StorageGRID EIXSHE, WE, BAILUESHEBTEMIBER, FMUFERFER SSO K{FEH
APl 950

3. MNRBEBRFH curl 15K, BERAUTRESE
a. EEERMENEE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Fifn] WA EIEAPIL. 1EER0{EN TENANTACCOUNTID,

b. BIFWE R FHIIEURL. RIFHER FEPOSTIERAIXS /api/v3/authorize-saml. FMIERZAH
fHBFEMISONZRED,

RAIERT— POST 35K, BTN TENANTACCOBTID 2% Z B30I URL , EREFERE!
python -m json.tool LAfIB& JSON 4%,
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 824 E—1 URL RIZRVE R URL , BEFREHEEISMNY JSON HiZE.

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R7F sAMLRequest MIRZFIREX. LAEERELHSHER,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHmNF cookie , FHIFMANHITEIE :

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. B "pf.adapterld" {8, HIMANHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href B (BRERIAT/) , HIERRITEER:

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g- | "act" f&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. &i% Cookie LAz EiE:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

. R1E SAMLResponse ERREF R

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response 4 StorageGRID &{75%
UL RERNIE R,

EFTF RelayState. BEAHEFIKFIDHMREEZS R IIMEEIEAPI. BEFEAO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E14E B A 3IE < héo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOKEN M FHEMIER. KT REASSORERAPIFIA .

MRBERTERERER, 15T API

MNMREBERESER (Single Sign-On, SSO) , MMM —ZRF AP IEKFITIE) R , A BEFHEMIEE
12 AP| SRFHFP BEIE APl , WNREER PingFederate fE9 SSO SR 2R, MLATREEER
XFIES
MREE, EAIIMALH B EHETEEHE. LUFHStorageGRID APl, 3%, &tWaLAM StorageGRID fi
REUEHE (SLO) , XEEBEMH StorageGRID £h,
PIE

1. BERESEZFHEIER. 3E® cookie "sso=true" ESLOAPI:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. R17E5 URL -

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. MEE URL AXEK L& SLO HEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"
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iR[E] 302 MRz, LEETERERER T4 AP £,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. iR StorageGRID HAZH SR,

ffip% StorageGRID A LN ITEARXSAEA SSO HE. &M cookie "sso=true" HARKIEMH. N
FIFP £ MStorageGRID FFH. MASFMSSOKE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETAFIES £,

HTTP/1.1 204 No Content

£ API {ZFATHEE

SR LMERAMIREIE APl 52212 StorageGRID REFHMIFELETHEE, FRAEANIHEED,
REENFERIA D ECHRITS 1ZT08EMEXBES IR,

XFIAES

ERNIIEER A A IFEFELETA10) StorageGRID RAEHRIRELINEE, ERENIIEERMLE root BFZAS * root
AR * EIRAFBI A seBERIZIhsERIE—T5 7%,

BTN ERIEE, BEEUTER:

_Company A B2—XRIRZRMHE, BIQEBEF K FABHE StorageGRID AFAMNEHEEE, AT HIPHEPXR
HNEE, ARBHEREFRECHATLERBEKR, GEXKIZAEEHMERBFKS,.

_Company A AJLUB I EFMEEIE API FEVEAINER SRS Bir. B2 FRMEERSETR 8
PRAEFIRZERES * IhRE (UIFDAPI) , A8 AFUBREREESAF (84 root BRHETFES * root iHRIAY
PR * HRYAF) #BFaEEEMIAF KA BY root AP RIZE

p

1. AR M ETR APl BY Swagger X1, iBE N "FEHMEEIE AP,
2. }E=AThEER R

3. BEREMRFER, root BIZEINEE, BRI TEIRE APl KIXIEX:

29



{ "grid": {"changeTenantRootPassword": true} }

BEXRTEAE, EEARZEERRER. ARPRESTAR NEET B IRED * BENR, SHENR
P IRZRIRIESR AP IBRRGKR, FHER 403 ForRA o
ERTAUEEFA/ThEE

AINMERT, ERILERMNRERE AP ENHEEFEANIIE. B2, MRBHIEEHRAEEFHATIEE, N
FILUSR * BUETHRE * ThREER S

@ TR EFT B E activateFeature*ThEE, WREREFEHILLINEE, IR, BB T EEHEE
FREMEERANINEE. BEXRRERELNINGE, BHMBEAFRARZIF,

p
1. FIRIMAREIE API BY Swagger X%,
2. IR =AEERR
3. EEMBUEFTATIRE, BIRNTAIRIEEX RIEE API :
{ "grid": null }
EIERERE, SIEEFERF root ZIEBINEEERNMMBEITEEISENAE. IE, " EXFEFRERE " B8

NREEREAARETR, MRAFESE * RIFER * 5 * EcEFRERD * EEANR, WEHELER
REZRDRYER] API FEREBIG AL,

E—ROREHHE al EEFNINGE, MBEMEEER, MREMETRSEMRES, MK
UE PUT ARBBEHISEEN. Bl, BEMSEERES oot BRMELFMAERERRIA
() e wx PUT X

{ "grid": { "alarmAcknowledgment": true } }

1=HI%t StorageGRID H93f5]A]
1= StorageGRID i5ia): #1iA

e LB IS NEM AR H AN A S BN ERITHIE R LL1fR) StorageGRID AR
BRI URITHILEES, BRI LUEERRERER (SS0) , SIBEFIHIEPEN
A Z L,

IS A B IR 2R RV )

Eo] LUEE M BB EXE RS S NAN P 3k E At st F - SR B E 1 1] LAR IR A E IR 2 S FIAS B IE API

o

A "SMEE" #ITIZE A" M "users" REER. HBE R FHAFERAENEIESEREStorageGRID, MR
£ F Active Directory , OpenLDAP =, Oracle Directory Server , M B]ABRE B7ELS,

() wRBERHEMLDAP SRS, BRARALH,
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EeI LB D ECARRBES TR B UBITIEES "R 81 H, i, ErRE— I HPrAR
BERFEIR ILM AN, MB—NMARNAFR I URITHIFES. BRYAELVBT—MEA B RS,

THAILUSHEEEN R, RRATRNAR REEEREMEE. M1 EEMREERHMEERAPIFHTT
EAE LRI TEM IR,

BRERER

StorageGRID RAZIFHERRT LM SIFICIES 2.0 (SAML2.0) TREMNESAER (SS0) . R4S "EEH
[EFSSO", FiERFESwMTEIINESHIREEFHITE M, AR EHRNMIEEES. P EESS.
Mg EEAPITFEF EIEAPI, AP /55 R 5|StorageGRID,

BN ECEREIE

WL REMEIFIIZUUN T StorageGRID ME R4 BEREREZIIITIE, T3 StorageGRID AFRIMIE
HIME EMNMEBZHEME, BEEFERABEIE, B "EEEEE RIEEE,

BT REHSEE

MRS N TREBE— TN RER R, BREFEASSHE"admin"S§HERIILT R, HEE
SVMANIRIEH S ERERErootAF . &R LURIEFEMITIR(E "SEoiT mizfl 8 2" W FEIM TR

ERECE RIS

EF IR EDS B B X StorageGRID BLEZRLZIE, ME, ¥ BNLIFIEZTERLE
B, THMENRHEEMNUEEFEREEEE, HPEEMNEHEIMESE, MNEHRIEH
AR LUK StorageGRID RZERIINZEZ$A,
FreaZ 8l
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0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

SS0 status @ (® Disabled Sandbox Mode Enabled
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It URL BMETE * XGRS B * FERAPBANEIRERN,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. EERIEEEE, ERI URL EFIHAEGEINEERF, LipRSHiRMIEZFNERITE,

3. BEFIAEALUER SSO B RE StorageGRID , IBER  BRIUTHEZ—, ERFEETEN
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You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j
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+" Single sign-on authentication and logout test completed successfully.
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PingFederate
HIR
1. M StorageGRID £ SERIEF, EFENV2IEIVEEFINE—MEE,

—REFEFH A — DR

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party

identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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NEHER IR MF HFE T
FeaZ Al

* 8B StorageGRID FeEREAER, FHikiFET *AD FS* {9 SSO FKE,

* EMREESNERERNE LAET * DEERR Y. BB "ERIVEE

c BAIEREFESINEETAMNTLREEE (8 1P #thit) MEBAIRIART. EBILITE StorageGRID 5%

ROE ENEET I E RRPIKEIXLE,

@ @7 StorageGRID RAFNENEET REIEKMAEE. MENEETRBERMS
51, AHFRAFTUREMERIEHTMEET R

* 18/ 1E AD FS eI A S1ERVEZLE, WETLLAIR Microsoft AD FS X4,

* WIEEEA AD FS B8 5T, HEBTEERYA,

* MREEFhEIRERSEE, WARILAFRIG S StorageGRID BERFRE LENBEXIEH, HEFEMRIM
&< Shell EREIEET =

KTFUAES

LT #BBERAF Windows Server 2016 AD FS o SNREREAMZEMARAH AD FS , NSRRI R B
BRRE, MREGEMAERE, 550 Microsoft AD FS 314,

{58 Windows PowerShell 82k {51
f&A] LUER Windows PowerShell IR 63—l 2 MK E H 5 1E.
SHIE

1. M Windows FFia3earh, Ai%ERE PowerShell BliR, AEEE * UIBEBREMET
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2. 7 PowerShell S8 ¥1eRATAL, BN TR

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL

"https://Admin Node FQDN/api/saml-metadata"

° &MATF Admin Node Identifier’ F. MANBETRAKBAITRAT. SERERNHELETHNTS

. #l0: SG-DC1-ADMIe
° JEATF "Admin_Node FQDN . WAR—EBETalNZ2REHRZ.

WMHEMRIRLERE. )
3. 1£ Windows Server Manager 1, i#&#F* TR *>*ADFS B2 *,

EHE 2R AD FS B2 T H,
4. 3E3F *AD FS* > * (K AEE * o
LEEIE BRE#i 5 S 115,

o. [AlHT B AR TS (S AN IRl I 5RAK -
a. HENERINICIZRI KR TF 5 E.
b. ARBHEE, ARER * RIEIITHIRE * .
C. WEFRIHIRlE I ERER
d. EF WA+, AEEE - HE
6. BRI ARIE L MR RN e RREX A EE:
a. HENERINICIZRIIRH 7 15 1FE.
b. ARBEHILEME, ARER * RIERIHIFRBEREE * o
C. MR * ANAAM * o

d. FERFANRIRDIE £, MPIRFPERE * 3§ LDAP BEMENBRARE *, AEEE*T—F *,

e EECEMNTIE L, BN ERAT,
Blgn, 3§ * R GUID BHXARFF ID*

f. JFFEIETFME, EF * Active Directory* o
9. TEBRGTREY LDAP EBMFSIH, TN * HKR GUID*,
h. fERRSTRAVE HFRIMERIEHERTIR, M ThFIRFERE * 7 ID*,
L3R SERL Y, REER CHRE
7. BIATTEURERINS No
a. ARBEHEAM S EELITHEREY,
b. HIABETE * = *, *ARRR > M EBE 1 ET R ENFE,

SNRER D TTERE. BN TSR RSB IEM. EFoIRNE.
8. B8 LAY IR, A StorageGRID ZFHHIFAE EET REEEKM S EE,

(NBLE, ErILAT R
IP itohit, B2, WREELLEAN IP s, BT, MRILERSGESER IP UL EBR, R
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9. 5eMfE, R[EZ) StorageGRID HMHAFTEHEXAEE, UHIAEREER, 2R "EHAVERL" XK
BA, BZ W

B SNSRI R A S EE
EelLUEd iF RS NMEETRH SAML TEIERS NS MRS EENE.
B
1. £ Windows Server Manager &1, #%#¥* TH *, AE%EE *ADFS B12 *,
2. TEIRIET, R RIS EE o
3. 7 Welcome TIE L, #%&#% * B *, AEEE* FFiE*
4. 1E%8F * SANE XK A NEL AL ELRIEIE * o
S. fF * BXETTEEME (EMBIH URL) * 1, BALBIETRH SAML THIBMAIE:

https://Admin Node FQDN/api/saml-metadata

&MATF "Admin_Node_FQDN . BAB—EETRNTLRERZ. WEHXE, ELUNBT SR IP
ik, B2, WREELREAN IP i, 5, WRILKHSEER IP UL EELL, B ERNE
MU LIEE )

6. THEH S EEBS, REAMASEEHXFZAS.

@ 5@)_\&5%%‘]‘5}‘, iﬁﬁﬁﬂ%ﬁ%ﬁﬂ’\]*ﬁ%ﬁﬁiﬂﬁ, 5mMEEIE2EM Single Sign-On T Lk
ETRNELERE. fliN: sc-pci-abDMI,.
7. FANAS BRI :
a. ARBEHUEE, ARIEE * FERDRIELRERE
b. 3&#E * AR *
C. EEFRMNERTIE £, MFIRFPIEE * 3§ LDAP BEEABRLE *, REEERE*T—% *,
d. EEEMNTE L, BN ERZR,

Fgn, % * KR GUID EXALZFFR ID*,

e. XFEMTFME, i%IFE * Active Directory* .
f. 7EBRESRAY LDAP BIEFIH, EAN * IR GUID* .
0. TEMURRAVEHMRIERIFERETIR, KN THIFIRFIERE * B ID*
h. %% * 5ER * , SAIRIRIE Y HAE * o
8. HIATTEURERIIS No
a. GRBTERMAEEUITARRE.,
b. HIABIEZ * ks *, *RIRRF ¥ # * 7 * EM R ENFEL

SNRER D TTEE. BN TSR RS IEM. EFEIRNE.
9. &8 LRSI, 7 StorageGRID ZFHHIFAE EET REEEKRBSEE,
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10. 5eRRfE, R[EZ) StorageGRID HMHAFIEHEXAEE, UHRIAERELER. 2R "EHAV2RIL" XK

2]

, EE M,

FrISIREM S S
INREEFEASNRHEBHEERVERIE, WeIFaaNE,

TB
1. 7£ Windows Server Manager &, i%&F* TH*, AREE *ADFS B8 *,
2. TEIRIET, R RIS EE o
3. 7 Welcome TIE L, #%&#% * B *, AEEE* FFiE*
4. E8E * FolMANBXEB AR, AEXRECT—F
S. SERIKB A EERS:
a. WALEET SN ERBT.

ATHER-EE, BEREETRIKRIIAIRATY, SHREESNERERNE LERN—E. FN
. SG-DC1-ADMl,

Bk 1t IR AT BC & RLE L RN ZHE T

FEREEURLIIE L, EF*BRAXSAML 2.0 WebSSOMY ISz 15+ & 1EE,

BANEET R SAML ARSI URL :

https://Admin Node FQDN/api/saml-response

iEATF "Admin_Node_FQDN F. HMANEETRNTL2REEHZ. MNBELE, ERIUMATRH IP it
ik, B2, MNREELLEAN IP #ull, EFE, NRIAFSEER IP iR EBEek, THER
B LEE. )

FEREMIRTRE L, BER—EET AKX RIR:

Admin Node Identifier

iEATF Admin Node Identifier' F. MABETRNKHAINAFT. SERERNELETHNTS
@, f5l¥0: ~sG-DC1-ADMI.

BEIRE, REARMSEEIHXARF.
LB R R AR TR I R 1R A R SR B X IEAE

() NRREFUIHE, WERBEUEE, REEE * BIERTBLES

6. EE5h Claim Rule [AS, i&IEFR * M * :

a.

b.

TEEFEANERDIE £, MFIRAIEE * 5 LDAP BMFARRARE * , ARiEE* T—F *,
FEEMNDTE L, BNV ERZTR,

BIan, ¥ * MR GUID BeIAEFR ID*
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c. XFEMENE, i#F * Active Directory* o
d. 7ERRETERAY LDAP BIEFIF, BN * IR GUID*,
e. FEMUR RAELRIMERIFXRETIR, KN THIFIRFIERE * EFF ID*
&8~ Rk *, ARIREHE * .
7. ARBEHEREAEEUITAEE .
8. 1 * s *iEWR L, NESZEH (SLO) BRERS:

a. &R * N0 SAML *
b. %R * iR R * > * SAML JEH * o
C.IETFE*4fE *>* EEM *,

d. 7 * 85 URL* FEHF, BABTMIEEBET 2R (SLO) B URL :
https://Admin Node FQDN/api/saml-logout

iEATF "Admin_Node FQDN TF. WABETANZ2REEZ. GNEXE, EnlET R 1P i
i, B2, WMREFLLREN IP #lE, 7 FR, WMRILEKBSEER IP IS FER, ENNEMTER
BRI EE, )
a. EFEHRE *.
9 £ * &R * ‘MK L, IEEIKHASENERIES:
a. RIMBEENIER:
* NREEIEEENERIEP L£E StorageGRID , FIEFILIEP,
* MREZEEEENXIER. RERIEETR. AT /var/local/mgmt-api EETRAER.
RGN custom-server.crt IEPHXHE,

i MERAEEDRNBINES (server.crt), MIREETAHINHE, WEMET SBEEHYE
BEINES, BREEFHEFHHET.

b. &4 * A+, AREREHE .
R B ISR RFH KA

10. &5 FIRPIE, 7 StorageGRID R4HHIFFEEET mALE K S 51

. 5EplfE, R[EZ StorageGRID FWIHXFAIEHEXGEE, URIAHEEER. 520 ERVEEL" BRI
BH, BE W,

£ Azure AD HRIEBIR N RIEF
EeTUE A Azure AD HREGZHFHENEET 2B RN BIZRF,

FreaZHl
* [MBFFIR79 StorageGRID BBERERER, FHikFET * Azure * {9 SSO KH!,
* ERMREESENERERITE LEET * WEER <. FER EADEE
* RFPENEETREE D ENBEREFRAT * . &R UM StorageGRID 2R ERUE LN EET AE
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A5 B REFIXE(E,

@ B F) StorageGRID RAFHNENEETREIE— B UENAERF. IS8T EET R
HF— WA N AREFAIRFERRAFP T LR ME R EEAEET =,

* 8B 7E Azure Active Directory gl kN BIERFHIE L,

* BB Azure tkF BITIRBEX.

* I7E Azure tkPHREBUTREBZ—: 2REERA, caNAREFEERA, VARFEERNRS EFNME

o

i%ia] Azure AD

B
1. BRE "Azure [
2. 273 "Azure Active Directory",

3. &% .. "R AERE"

[l]

IR A2 HR1F StorageGRID SSO &

FE1EStorageGRID H{R7FAzureBISSOEEE. B AERAzure I8 N EET REIE— BN ARER. EBEM
?;:l;:lrf SHIBXATHIE URL , HIEEKENLE StorageGRID Single Sign-On TIE L3R/ * BX& 7o#kiE URL* F
TE
1. WENMEEBETREEUTTE,
a. 1£ Azure Enterprise NFIEFENRT, &F * IENBERER *
b. %% * SIREE SN AER *

C. WFURBFR, BWNEM StorageGRID Single Sign-On A LHEBT SiFAE ERPEFRA * AV
FRREFBHR* .

d. fR¥EFES * ERTERE (JEFE) PRARIINEMEMNAER * 235K,

e EEFE R,

fL3EFEr, 28BRRER Y E, REXFLMLEHRN * 2oER * ##HE%,

g. 3%E#E * SAML * 1E,

h. £%) * NBAEFEETTEIE URL" , 3% URL AJ7E * 18 3 SAML BRIEH * T2

i. %% StorageGRID 2R ERNHE, AR URL MEEISEERR * B VRIEFRIR * MY * BXE
TCEIE URL* FEEH,

2. AENEET S S TTEUE URL H3F SSO BRE#TFAE EMtFrE®E /S, 1B7E StorageGRID Single
Sign-On TUAE L% * R1F * -

THENMEET R SAML TTEkiE
f"7F SSO EcEfT, &rRILLJA StorageGRID Z4HFHENMEET R TH SAML THIEX -
p
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https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https: