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LR B REAEIERSSEIE. FHEPREFAE BRI,

onfipuration = H.E:.' management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the
encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant.

+ Configure StorageGRID as a client in the KMS,

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you
cannot use a KMS for appliances that do not have node encryption enabled.

For complete instructions, see Confipure key management servers,

KMS name 3 Keyname @ 2 Manages keys for @ Hostname @ Certificate expiration @ %
KMS 56-Global nmakmipdcl thalesi.vtc.englab.netapp.com and 2 others. 0 All certificates are valid
1

pvirs = Sl i < Sl

LAY 2 7R"Add a Key Management Server"(RIIZ A E RS 28)ASHIE 12 (KMSIFHAEE).
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @

3. 3 KMS Ff&E1EZ KMS FEZERY StorageGRID ZEF imf N TEE.
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IhRER R AEIERSS S, ARBEE—TMRIAKMS , HEWNRZ

5—1 KMS EERFMBIEREITERDR -
* IR KMS BEEBREM R LIRETT RIMERSH, \EFE—1
4o

© EFRAHEMKMSE BRI = (FHAKMS)* LUEZE ERIAKMS,
ZKMSKE N BT EEEE T BKMSHIE S U R EHEREYT BHR
DAY ATl

c AR MREEERNIER TR EREIA KMS ME, EXRFE
# KMS R URTRAHIRIGINE R R, WREF KMS ECERR
REIEFAIR.

Port KMS RSS2 TFEAEETIREMMY ( Key Management

Interoperability Protocol , KMIP ) @{EMim. EAA79 5696 , BN
KMIP AR iR,

ENZ KMS B5E2RE BT IP itk
VAR IRSERIEBRIEAE R AR IR(SAN)FRLOINE & EE It

ANBIFQDNZ P, &M, StorageGRID T E1EREE] KMS g
KMS &8 hRIFRE RS 28-

4. MNRBECEKMSEE, BEF FINSE —ENZ ARERNE RS HZFMNENZ.
O. MWEEE % LR
$£28 . HERRSIIED

ERNEREERSSRANSNTE2 (LERSSI[IED)P. B EEKMSHRSZIIEB(FIERE). BIRS
25IEPH, IMEB KMS BILLME StorageGRID #17 & {9I03IE,

p
1. WP B2 (LHBRSSBIER) R, NRIMREFNRSFIEBSIEFERENMUE,
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Add a Key Management Server

@ KMS Details 0 Upload server certificate

The server certificate allows the KMS to authenticate itself to StorageGRID.

Server certificate @

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,

2. FEIEHXM
B B AR S5 BE B iR,

Add a Key Management Server

@ KMS Details o Upload server certificate

bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem

Alternatree names

Upload & server certilicate signed by the certificate authonty (CA) on the ¢xtemal kéy management server (KMS) or 3 Certificate

Server certificate details Uploaded successfully
i
Metadata
Sulbiect DN M ] bdd S ] b= 354 3 34-308%8 32454 Sl M VD= nmanghar
Sarial mumber FEAC 322 COETT YR IABDDT- 62813209
LLues DM CEUSSTaMD L= 0alc amp Qo Gemalto, TN MeySedure Root CA
Issued on JOX205-23T 161524 0002
Lapeires o SO 405227 1 G 1524, 0007
SHA- 1 fingerprint DFAFAR- Y 346054 -CoF - TAOT-D0:1 7-54:-88-00:1 1 DB: 38 (8
SHA-I54 Bngerprint TSEQ R0 TRCT . CF AT A2 BARE A MGF O D45 T DT A58 2 8F S8 050 2 D6 -F R TO

() nRELEnSIHESeE, NS MEBNTRESERELE SRR L.
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3. MR UK

$£3P . EEFFRIER

ERNEAEERSERSNIES (LEFFPHIER)P. Bl LERFIHRIEBNEFHIEREAZEH,. &F
IRIEB 721 StorageGRID [ KMS #17 &350,

TR
1. MHE3 (LERFIRIER)H, JEEEFHERNUE.

Add a Key Management Server

(i} KMS Details G) Upload server certificate e Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KMS), and it allows StorageGRID to authenticate itself to thie KMS,

Client certificate @

Browse

Client certificate private key @

2. HEBRRHIEHXHE,
BTG B R % P IR B o iU,

3. MEEEFIRIEPNERERUE.
4. EEREAN M

14



Add a Key Management Server

() KMS Details () Upload server certificate ° Upload client certificates

management terver (KMS), and it allows StorageGRID to authenticate itself to the WMS

Client certificate g

v/n: pdm
Client certificate detalls Uploaded successfully ~
Metadata
hew L WL e 3 1 '
- 4 S ». A p TEXB
0 w5 STeM0 L sBeicang t g ot CA
d o 20224523 4
E 1- 44 24
LT AF- A &6 4 ADTD o BB IRE
- 256 Firy i £ & i BACA 4L 4 ’ & B4 EB
Acternat P& T

Client certificate private key @

| B | « Key.pem

o. MR FHRE"S

MR EERSFBSRET R ZBINER, NMRFAAEEERYEN, FEE KMS LIEERER, N
MR EERS S AINEZ A EIEARSS 28 DU E L RYRF,

@ A0 KMS 5, ZAEIERSS S IE EANEFIRSKIIENE R AR, StorageGRID AJRETR
FKIX 30 DA BEIRRIE MEBRIKRIPRT. EIRIET Web X528 74 BB E HFTIAS.

6. MIREEFMHAHARFHEHINERES, BEBHSFAES, AFEEOK,
Bgn, WREFMHAEK, EeJgexUaE 422 ¢ Unprocessable Entity $5i%.
7. IRBEARNAIMNEZNER TMRFHFIEE, 15%EEFE Force save®
EFERERTF RREKMSEE, BFRMXMEMEEEZKMSHIMRERE, MRAABILL

O  EEmRmms , WTETsERRHEEMES L ERATANE0RETR, EI0E
RZE, EERETRBARIE
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8. EEMINE S, MRHLERGIRFEE, HEE"HE *.

BfR7F KMS E2&, BXRNIRAS KMS BIiER,

BE KMS #4158

TR IAEEF B X StorageGRID 24BN EAEIEMRSE (KMS) ISR, BiEMRSES

ME P ImEHR SRS,
S

1 5%F  E * > Rel > - BIRBEERSE

LR BB EERSHENE. REFAGESENFEETRERENEMEAEERSE.

2. EFE KMS WRAHER,

FE&
Kms&#FR

A k=g

EERER

E ]

IEFEIEA

Description

KMS BYER MR R,
KMS & StorageGRID B RHIZARZ o

5 KMS XBx8Y StorageGRID it

I FEE B RIFE StorageGRID Uhsm IR FREY * FEEM KMS  (EIA
KMS ) EIBpiLs, *

KMS B2 REE B K IP ik,

IIREHESHINEAEERSSE, WRFEXH MRS EHTERE
WA P ik, WIREBHPERNULNZAEIERSSE, WRFIH
E—1 KMS M2 REE A IP it AN ER P HthZAEIERS
ZRAVEE,

ffl¥0: 10.10.10.10 and 10.10.10.118{10.10.10.10 and
2 otherso

EEEEBHPIFAEENZ, FITAKMSHIEEF Edit*
g *Actions*>*Edit*,

ARSSERIES, A% CAIEBRMEFWHIEPHNHFIRES: BX, B3,
B 2UHAS AR A

A& StorageGRID AIRERE KA A REIRFIEBEIEREH . &
WIRIFET Web XI55 74 BEEE HRI{E.

3. MEBIEBIBRERA. FEH05%, RERIFWeb 12,
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@ AINKMSfE. "ZiIEIERS 23" TUE EAE B I ERE LB E R A"RA", StorageGRID AIEEFR
BKIX 30 DA BEIRENE MEPRIEPRRTS. EATRIFT Web X 5287 BEE B L PRIRE.

4. NRIEBFEATHETE MEBERHASENGRIHA. IBRIREX R EI#IR,

i % *KMS CAIEBEIER*. *KMSEF iRIE BRI MI*KMSARSS 8L BRI EHREY, 1512 TENEIRMNER
R FHHITRINBIRE.

(D =eEmese, EEARRERAEMEBNE,
5. BEEIKMSHIESFEER. EARPBEMSE,

6. EKMSHENHE L. EERSI/IEBNEFAIHIERBRITHIEFIEBPEM, RIEFE, @EERIEIEH LUSIE
BERAFIER.

EEMETIR
AN BB StorageGRID RANERMA * HAME * 1RBIIE T RHES.
TE

1T BRE > Rel > BREERSE .

LB BB EIRARS R UE. REFAESENRERERENTARAEERSSE.
2. MTTETREREE INEE TS R AR,

INZ T RIEI-£5!H T StorageGRID £4iH/E B T *Node Encryption *I&BERIZE T Mo

3 BERPBMRETRIVER,

5l Description

Node name RETRNET,

TR TRRER: 768, EEIMX,

I ZETI A StorageGRID 5= A9E #Ro
Kms#& R BT S KMS B R R TR

NRARFIHKMS, IBEEREEIFA(E BEB-RLIRINKMS,

"AINZAEERS2E (KMS) "
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5l Description
%A UID BFIgET R ENBIEETNENBRENMZZANE— D, BE
BENEAUD. BRCITE TSR LT,

Xl (-) RTFEAUID KA, FAIEERENIRET R KMS ZEfF
TEERRREER o

Status KMS 51&&T R ZERERIRS. WRTREERE, NYEESE 30
2%*@%&—?% EKVS EcEfe, FIRERE/LD A sEEFERIK

.80

cEER: * BAATRIET Web NI BEEEWE,

4. gNSVREFHER KMS [pldiiR , 512 BPAR R IR &R o

EIEE/ KMS 121EHAE), KERH * BEEZD KMS* , MIRTHRSMEEAEE, USERTRERRKS
( administratively down 3§ Unknown ) o

HRSHEM N FRERB StorageGRID Z4 :
° TENNE Kms BLE

° Kms E#HIR

° RILE| Kms NNE AR R

° Kms MNZ &AL HIKY

° Kms ZIATLENIREEHITHE

° RECERE
XL ITE N ATIR I,

(D CHRUBBREMNE, UHREREGHR SR,

[= N ]

RERIAEIEIRSES (KMS)
fian, WNRIEPBEVERIER, e E B RIEZHEIRIRSSBNELE,
AR =AT]

c IREEE FHRXHEIERSSB[NEEEMMENR",

s MNBEITRIEFH A KMS iEFMNILS, NEEE "S55/ KMS B EESIN,

s IMBEAERIIMNIRSTESE "iEH) Web '4a28",

* IREA root 1AM R

p
1 &R BRE > Rel > BREERSE
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LR B RA SRS B NE. HETERENFERIAEERS.

2. EBRBHRIEBIIKMS, FAEEF* Actions*>*Edit*,

T 7] LUBE R R APEEKMS B MHEKMSIFA(E B D1E LIEF Edit kIRIEKMS,

3. (FAIE)EFRIEE ABIERSBRATI PR (KMSIHEAER) FRIFAEE.

FE

Kms& #R

AR

Port

ENZ

Description

—PNERMERR, BIEBERRL KMS o &1 F 1 El 64 NFRFZIE,

StorageGRID B Fin{E KMS FEVIIZ ARG, “ANTF 1 2l 255 MFERFZ
1&o

ERDEIBERT, BRFEREERGR. HIW0, 0R7E KMS FESH T5I%H
, WELRERIFMERSEEERIZIFFIBRIREFHEIERT, NATRE
AR

YIEIET B KMS WEBEH (I8) Riekme. me
BB KMS i eay AR ARISME R, StorageGRID B
RAEBARRBEENE M KMS A1 LT ERNFTEZARE (5

(D REx0EARIES) . NRERDEE KMS WEH5IE,
T StorageGRID & 4T H AR TR

EREREERSSENEESFIMEX"

NREEEREFTE TURIKMS, HETZERIARIKMS, el LOkE B
F—TKMSEEM LR (FRIAKMS) . EERZIFFE T b R BIKMSE A 20
INKMS. XR A T8 T AKMSHFE b= LY BRI E A8 =,

SECMNREIERRIEBRE T IHRAIKMS, NAgRFEMIGR, NREEER
HEENAKMS, MR ERFE U Ro

KMS BRZ 2B BT EASETIREMEMIN ( Key Management Interoperability
Protocol , KMIP ) &{EMiHH. EXIAJ9 5696 , BI KMIP fRAEis o

KMS B2 REE B IP ik,

SERD CIRSSB|IEPNERE B BFRSAN)FEMAANE S EBIEL RN
HIFQDNZEIPH#E, BN, StorageGRID BT A EEE] KMS 2% KMS &1
FhERRSS 28

4. MMRBECEKMSEIE, BRFHFMSE —ENB AHETNES RSB FMENSZ.

5. A% * k4 Y,

LB R B gmiE B EIRAR S5 2R M SRYSE 2 (L ZARSS B1IED)o

6. MRFEGHMIRS]|IES, HEEF * WK * H L
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7' iﬁ% * é%éﬁfz * [}
LA B R R IR E RS HRAFNEIT (LEFFIRIES).

8. MIRFEBMFTAIRIEBNEAIRERLTAEN, HEF « W% * H LA
0. B MHAHRE

MAZAEERSBESR TR LRI RIIEIRET R ZEIRER. MRFAIETRERENYER, HE
£ KMS E#EIEMRZER, NEAEERS RN ZAEERS B[ OTE LHERF,

10. IRETHIRER, FEBERFAEE, AREE HE .

flgn, WMRAL KMS EFENIEREBRS— KMS 12, SEEEMAKK, NETsesUkEl 422 :

Unprocessable Entity f51xo

N NREEEHAEEEIRZIREFEYIECE, 15%E Force save*,

S BIRTE A RFKMSERE, BFSMEME e & EIRKMSHsN e, MRAAL
(D) mEmmE , NoeTAE AR RN FCERT AMERE SR, EER
RZB, (EATRETE A AR,

LB RTE KMS L&,

12. EEWMINES, MRHLERFIRFEE, HEEF*HE *.
BR7F KMS EBE, BRMIRAS KMS BIERE,

fiFr=ZHEIERS2s (KMS)

ARLEERT, ErRFENFEREERSSE. flW, IREEEFERER, NAEFEE
MiFRuE = T B KMS .

FHAZ AT
F GEEE ERTHEERS BN EEERNER",
B REIRR GRS S Web RIKEE",
 (BE root SHITALR,

KFUES
FEUTIERT, Ea]LURIER KMS :

* MRUR[EFER, HELRTRARATRAMEBNEET R, WrTLMERERT AN KMS o
* MRBNUREFTURTANKMS , HEBERIRETRME, WATLMEREAIA KMS o

p
1 %5F 8~ > Rel > BIRBEERSE

LR B mAEEARSHRNE. HERERENFIERREERS,
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IEBRERPREIKMS, JAEIEE*Actions*>*Remove*,

BB A LUBIE R FIERKMS A FRH MKMSTF4(E B Tl E 1k *Remove* FMIBRKMS,
- IR TR

o REMIFRFE NI S A E T Uh S AIKMS., Mtbih & B B AT SiNZmgE T 2o

o EERIFRELVAKMS. EENILSEEFEEET NENIL ST AKMS,
CEECE Y.

LEEHREMIER KMS BC&.
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