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b. HNAFIHEEERD Passwords . txt X
C. AL T an <tk Elroot: su -
d. NS HAIZERS Passwords . txt XM
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2. (FIEAMSERS LABFIEESIEFBIEEX Y service ams stop
3. SMMEHEZSHER:

cd /var/local/log

4. EMRIR audit.log XHHNE—RSXHER, 0. KauditlogXXHEHRZN 2023-10-25.txt. 1o

1ls -1
mv audit.log 2023-10-25.txt.1

5. EFiEREIAMSHRSS: service ams start

6. QIZERURFEFRZASEXHEHIE LIEMET 2 EAIRRIAIE: ssh admin@grid node IP mkdir

-p /var/local/tmp/saved-audit-logs

HIFRTRET, FN admin BYZEED,
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NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.

» Ve

Install a StorageGRID system Recover a failed primary Admin
Node
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a. BALIF#%: ssh admin@recovery Admin Node TP
b. M NFPFIHAZE Passwords . txt X
C. AL T etk Hroot: su -
d. NPT HAIZER Passwords . txt X
HrootFAF SMERE. IRAFEMER $ to 4o
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a. WALIT#<: ssh admin@grid node IP
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d. AT HEIZERD Passwords. txt X
2. NREIET AR, (FIEMIRSS . service mi stop

3. NEEET A, FIEEIENBIEFIERFZEO(Management Application Program Interface. mgmt-AP1)BR

% service mgmt-api stop

4. TEMENEEBET R LR THE:
a. ERIEMEMNEET=:
L AL T#<: ssh admin@grid node IP
ii. NFPFIHAIEER Passwords. txt X{HF
iil. FNLATErS IS lroot: su -
V. ENPFHIERIERS Passwords. txt X
b. {ZIEMIRSS: service mi stop
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3. ZEMENEET R ETMUTHE:
a. ZRIEBMEMEETR:
L AN TF#<: ssh admin@grid node IP
ii. FAPFIEHZE Passwords . txt X
iil. I NIA T apT S root: su -
v. ENPFIERIZERS Passwords. txt X

b. {Z1EPrometheusfk%S: service prometheus stop



C. ¥ SSH T RZARMEI SSH K2, A ...ssh-add
d. B NFF|HAISSHIA RS Passwords . txt X4

e. ¥PrometheusHiEEMNREET REFIZIEMENEET K-
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f HIURTE, & * WA * BIAEHEREMEEET = LAY Prometheus #3EE,

[R5 Prometheus BiEERHEGEHEREFZIEMENEET R. TRERIREE, HAKEE
MEMNEET R, HEREERUTRES:

BRfERERE, EXRMRS
a. NRFBREWNHEHMIRS[BHITEERGIE], EM SSH KIEFRERA. A ...ssh-add -D

4. EREET S LEHBsIPrometheusfRs3.service prometheus start

MEEEEET REFERIRE
MAEE BT RBrETRE:

ENEEEETAHERME, BRNTRUATES,. M EETAEEREEET S (
CMN) BR%, MAFEETR. REUUBEZINMEETR, BE StorageGRID &4i{X
BE—IEFEETR. IEHMEETRYAIEEEEDT =

MEMBPERNIEEEBET REREZEE

NREEBMNEABENEET RERBEZEE, NWNEREXLEHTEULEPMERRY
ECIMERBRIER. B UEMENIEEEET REHFEITERRENEZATER
T =

/"N O

HREP R SR EZEEXHMNKFEEERT R ERIZ B RMET R ERIRIIE, G, FJLSXERENEH
ZETEHHEREETR, FZASTEEHERZFNEET .

RIESERE, GARTEAMAERENEETRAENEZAS, IRBERIAE—IMEEDTR, WRENEED
REFHEERNEXHRREEFCREEZASH, HEXMERIBIERER. IRFERSZSIEETR,
WA UMB— M EET RS HZAE.

@ MRWVEXZEHEEET R EipREZAE. EFUEERRXERE. . EENREZ

[=o

1. NREJEE, FERIHMHENEET <. BN, FERITEETIHEMBEETR WMRE) -

a. AL T#%: ssh admin@grid node IP
b. MAPFIHMEE Passwords . txt X

C. BN T etk Hroot: su -

d. MARYIERIERD Passwords . txt MM



HUrootFIR B ERGE. RAFFEMEN $ to 4o

2. (FIEAMSERSE ARG IEE QI ZEFBIEEX Y service ams stop
3. SMMEHEZSHER:

cd /var/local/log
4. ¥ RauditlogX BB NE—RSHIXGHE. HIE0. FauditlogXHEHE N 2023-10-25.txt. Lo

1s -1
mv audit.log 2023-10-25.txt.1

5. BEFiREIAMSHRSS: service ams start

6. QIEZBERURFEFEZASXHEH Z RIMMET = EAIREIE: ssh admin@grid node IP mkdir
-p /var/local/tmp/saved-audit-logs

HIFERES, i admin BYZEEE,

7. BFrEEZAEXXHEFIZIIEAIE: scp -p * admin@grid node IP:/var/local/tmp/saved-
audit-logs

HIRTRET, N admin BYZEED,

8. KlrootFHF B FH: exit

EMEFEET R
EMEFEEETR, BB LEIRYIEIEIE.

ERILUGH M FENEEEET RBERAER—Fa LIETHEEEET R, WAILUE VMware LiziTHIEE
EETRE Linux ENBRARSI&E LHENEEEET R

ERASENTREFNEATELEMNREPE . THTRERRFPE EBRTHRETRER) &, &IgF
TR BESERTIFEEETRMENT—F,

FRTER IRIES B

VMware "B VMware T ="

Linux "% Linux TR

SG100 #1 SG1000 BRSZ1&%& "EIRAR SIS

OpenStack RERVERE X NetApp 7 OpenStack 1A REHIMTIRERL STH-FIRD

I, MREFEMETE OpenStack BBBFIBITHT S, EFHEHAT
Linux BERFRI M. AlE. IRAVIRIED TR HITIRME "EfLinuxT
£||

/inn. O
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%£+% Start Recovery LIECEIF T EET A

EHMEFEETRE, EOAENRERSEFTERBHIME, WKHTREENHET R
BN o

FrIaZ Al
* MRERERIIMBEIESS "SZ1FHY Web J%
© IEIRE "HIP S rootiRIAPR",
* MABRERENEE.
* BEMEHRESEAD

1. EMREIREE R, i 4P > EFS5 > e~
2. 1 Pending Nodes 5| &RHIEZFRE M E WM& T
TRAEHEREREREIIRF. BEETEEERE IR, B CEMREHESHFHITMELE,
3. HI\ * BEERIIE * .
4. BE - BHME * .
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Searct Q
Name 1T I1Pv4 Address IT State 1T Recoverable I
& 104-217-51 10.96.104.217 Unknown
Passphrase
Provisioning Passphrase | sssses

Start Recovery

O EMEMET RERPIEITMEH#E,

@ EMEREL R TiTHAE, ERILRE * B8 * UBEHNTE, ERER— P IEE.
ERNREEREIE . TREBLTRHEBRES.
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€ Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

oo o

MREBREERMFIR REAME, YIRTREREIMLERTS, WHFR:

Do you want to reset recovery?

° *VMware * : BIFRESZHENMET R G, SEEEFERBHMEN, EHMHFET

° *Linux *: TELinuxEHN EBETIGRSUEMB TR storagegrid node force-recovery
node-name

c I%HE MREASERESE BEERME. HINETHIKETRAERETNLEIRS sgareinstall 7
TRE. BEN "HEEEEMTENLE ((WRFEEFHR) "

6. IRy StorageGRID ZLIEATRRER (SSO) , HEHEMENEET MBS EEERLENERR
INEEEOIES, 157E Active Directory BX& S 30IEARSS (AD FS) HEH (EMERHEMEIR) ZTm
BRI S E1E. ERTEEET RMEIEREMIFIIARSZRIEH.

@ ERRERHAEE. BEEN "HEELER". BRRRIAMRSSHIIED, BERIEETSN
% Shell, 3% ZE /var/local/mgmt-api BR. RFIEHF server.crt XH

FEMERNIFEEET R ERREZAE

NRCEBREHZIEETEBT AFMNEZAE, WEREHELHEZAEEE, WaLUE
HefZEMmENEFEET =,

FIaZ Al
EmENEETREREHERET.
* FRBEETRLIHER. CEREZASEREIHEMUE,

ééﬂ:lttﬁﬂ

MREETRURKE, REHNZEETRNEZASAIREIER. jLXLﬂ}AijLﬁBEE’JAEE ~EHHEZA
il ?*FJI%JX&"E!?*?EIULJ? FEM ’EE’JAE% RRFERIREERR. RIEXER /R, FIRETEM A ERER EIE
TREFHFEZAE. AXMERT, MRFEAESITEETR, WAILMS—EETRMEBEZES, EN
B 7f? ASZEREFREEET R,

MRIE—NEENR. FETEMEETREFHHEZAS. RENEETNRZARREHFEREHFEFZET
. MEREEHH—#,
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BRHARRMEEET R, THEERATIERINEE.

RINBERT, FRESSAXINEENTR LNEZET, MEFEUTE—FHE, WA UBEX
LEpIR:

@ * BECE THMNBREBEmRSEE, EZATHERLRZIRABERSESE, MAREETRo

T
1. &

* IEERMRIEE XN R i B RTFAE X EH AT = L.
BB EEFRZHENBSER THRIFEERER.

RIEMENEET A
a. AU TE<$:
ssh admin@recovery Admin Node IP
b. FNFFIHIEERS Passwords . txt X
C. AL R es <t Elroot: su -
d. BMANPFIEAIZER Passwords. txt X
HUrootAAFR B ERE. IBTRFHEMEN $ to 4o

- BB REMLLRZXH:

cd /var/local/log

RARBNEZAEXAEFZEMENEETR!

scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIMRTREY, % admin B9ZS,

ATRERER, FERIIEFZASEEEMNEHZERENEETNRE, MEIKERIMET KR RERX
mbzﬁ*;a 15N O

- BMEMEEET R LEZASXHNARNHIRE:

chown ams-user:bycast *

- LrootAAP B2 exit

RGN EZHEZNERAEEZEFRAR. BXFAESE, BHEN "EHZEF R

mEFEEET R EREET REUERE

MRBELNLENFEEET R LRBBXEN, BRMERNHEEE, NAILUME
BEETNREREET RBUERE,

Fazal
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s BEMENEEDN R EREHIEHEIEIT.
* StorageGRID 24 ZE LV EEWIMNEET R
s %488 Passwords.txt X
* ABIERLIE,
XFIES
MREETRLIMKE, WEEETEHEETRMEEFRNAFEEEREX. EHEEFEEEUTER:
s BIRAFIER
* BIRAFICH
s AEEMEIE, BT * XF > TR * > * Mg * E LNERNX A RS

MEEETRE, MEREIBRZAMEN TR LR ENEETREERE. B2, FUEENXES LR
TR —EH R RINBIARSS SRS EIE S,

MRERTEEET R, WAILBIREETRBEEMEEETR (source Admin Node ) EHZEIMER
TRKERHBEER.

@ SHEET A HREATREE/ VN E, ERET R EFEIEARSE, FL Grid Manager IhEE
AT,
g
1. BRIFEENS:
a. AL F#<: ssh admin@grid node IP
b. FNFFIHIEES Passwords . txt X
C. AL R es <t Elroot: su -
d. NS HAIZERS Passwords . txt XM
2. NREEBETRBITUT®HS., ARG, RIBRTRANILEZEEEIE, recover-access-points
3. WEBET A, FIEMIBRS: service mi stop

4. WREBEETSH. FIEEENAREFIEFEO(Management Application Program Interface. mgmt-APAR

%:. service mgmt-api stop

S ZEMEMEETN R EFMUTSE:
a. ERIEMEMEET=:
i AL TF#%: ssh admin@grid node IP
ii. SANAFFIHAZR Passwords . txt X
iil. AL eSS lroot: su -
V. ENPFHIERIZERS Passwords. txt X
b. {ZIEMIFRSS: service mi stop

C. {ZFlEmgmt-APIfRSS: service mgmt-api stop
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d. ¥ SSH THZAARME) SSH KIE, %N ...ssh-add
e. B NFF|HAISSHIA R Passwords . txt X4

f. BHIEENREETSEHEEMEMNEET S /usr/local/mi/bin/mi-clone-db.sh
Source Admin Node IP

g LR, WAEBREMENEET R LN M #iEE,
BEEREDEHEFEFZIEMENEERET R, THEIRFRE, LHAEEHEMRENEET R

h. INRABREXNHMARSS SBHITEEIDIAIE, BN SSH RIBRMPFFFTE. BN ...ssh-add -D

6. EREETRLEEWNEBIMIRS: service servermanager start

e IEEEIRET = BE/E Prometheus 15
B UEE IS IENIEFE EIET = LR Y Prometheus 4P HYH £354To
AR AT}

s BEMENEEN R B LZEHIEFIEIT.

* StorageGRID Z4AE LV EEHIMEET Ro

* %A H passwords.txt X

s BB ERIEEIE,

XFIAES

MEEED AHIHEE, NEBET R R Prometheus #IBERAEIFIIEITIEERLX, MEBETRE, R
SR RNE— IR Prometheus #iERE. EEMEMENEET LG, ERREMCRAEERIT
StorageGRID R4HVFTRE,

MRERTIFETEET R, WETLUBEIE Prometheus #IEEMEEIET = ( source Admin Node ) EHIEM
ENEET RRERA EIET.

@ £ Prometheus #IRERIGEEE— VNN EKE, HREEET R LEIERSEY, FL Grid
Manager THEERE A AT,

B
1. ERIREED S
a. AL TF®%: ssh admin@grid node IP
b. NFPFIHEIERS Passwords. txt X
C. AU T <) Eroot: su -
d. NPFIHEIZE Passwords . txt X
2. NREEBT A, {ZlEPrometheusfRsS: service prometheus stop

3. FEMEMEEN R LEMUTSE:

a BREEBMEMNEETR:

14



i N F®%: ssh admin@grid node IP

ii. SNAPFIHAZRS Passwords . txt X

iil. 3N T apStI#Elroot: su -

V. SNPFILRIZER Passwords. txt X
b. {Z1tPrometheusfRs3: service prometheus stop
C. ¥ SSH T AZAARME] SSH I8, HIN ...ssh-add
d. ImAHFIHAISSHIARIZEHS Passwords . txt X5

e. fPrometheusHIEENFEE T R EFZIEMENEET R
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f HIURTE, & * WA * BIAEHEREMEEET = LAY Prometheus #3EE,

JRY8 Prometheus #iEEREAEHIEREFRZIEMENEET R, TREHIRFES, HARBEE
MEMNEET R, ERKERUTRES:

BRfERERE, EXRMRS
a. IRFBREWNHEHMRS[BHITLERGE, EM SSH KIEFMEFA. A ...ssh-add -D

4. EREET S EEFHBEIPrometheusfRSS.service prometheus start
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