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objects
Bucket name Space used Number of objects
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
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@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

Rl IR API &R

£ AP SRR DTHATRVE APHEEY N KESR(E, 15T, FTEHEIRMEIE, FHMIFREC
BEE thEE,

1. 3% HTTP BRELUBERBERIFAE R

2. HELIERELFEHMSE, FINASAF ID. AG, RIXL(E, EAIRFELITHEM AP ER#H#T
A A8, DEREXFRERRIESR.

3 MERBFEMBIUTHIERIEN, WNRE, EAILULE - BS * RTHRETNFRINER,
4. @E A
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5. RUFIBIEASY, WREBRBEERERE.
6. IR HUAT o
7. ERMERIDREBRET R,

B2 API ARZSIE

P EE AP AR IZ B R TR TR

g0, tIERURLIEEAPIRRZ4,

https://hostname or ip address/api/v4/authorize

WMRFIMHAIER S IBRAEARFTRE. MAPINEBRIRASKZAERIE, WERK are compender SIHARAE#ITT E
. MAPIERBIRAR L ERNIE, RANEREIEMIFERIFE .

AT RB5ER T 0faIRIEFT I B CRAYSE BN API AR AN TIELE

API FYEE R |B AR s HrhRZs
5|RhRAEFES 2.1 2.2
5|BREFRE 2.1 3.0

B R L%t StorageGRIDIHEY. (NEBBARFRAEMAPI, B2, EHKE StorageGRID RIFTIHAEARZSET,
A LLiAIE = D— StorageGRID IhaERRZSHIIBRR API -

@ BRI BB SR IFMARAS, 152 I Swagger APIX I Y *config SRy "MIE EIE API" B X FM(E
B . EEFMEAPIZEFRUERRMRAGS. ENERIRIBRASH S .

EERRIEREEIUATARIRENEFA:

* Mgz AR3k 9 "depression: true"
* JSON Mz IEX EE "depressioned" : true
* NMS.log F2RIM— N EFHANES, fiu:

Received call to deprecated v2 API at POST "/api/v2/authorize"

T S RThRAS ST RLE AP hiRZs

{8 GET /versions IREIZZIFAPIEERATIRIAPIEK, IiFK{IFSwagger APIXXEHT*config*EB 3o
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GET https://{{IP-Address}}/api/versions

{
"responseTime": "2023-06-27T22:13:50.7502",

"status": "success",
"apiVersion": "4.0",
"data": [

2,

3,

4

$ETEIEKAY API hrZs
&0 LUE B pathBEIEEAPIIRA (/api/va4)HAFR (Api-Version: 4) o WREZREXFAME, MinkE
BEERRFE,

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

P EsuE =IER(5E ( CSRF )

&a] L@ A CSRF S h1E5R{FER Cookie BB 10IE, #3BNBHLE StorageGRID 2 EEE
IhmiERMIE (CSRF) i, MEEESRNE-EIES<BIBEAtZT2INEE; Hith
API B FPime] LUEREE RN ET B ALLIEE.

MR EHE TR L T EMIESRNIER (FIRIFER HTTP REAR) , MU ERBERAF B cookie &
MELEERETRERE B,

StorageGRID Bli&@:d £/ CSRF < hE#EBNPALE CSRF k. BRE, 15 Cookie WABRMNM S EIRT IS
E B IE X SN B ITE,

EEAILINEE. 1BIRE csrfToken BHIEEN true BHINIEHRRE, EKIAEN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

MR Atrue. MAA GridCsrfToken Cookie=fERMBHEIZE NMEEIRFFER AccountCsrfToken
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CookiexFRRENEIREN SR S22
YR TE7E Cookie , MBILUERARFIRESHFAAIER (POST, PUT, patch, delete) ERAMEIELUTINZ

* o X-Csrf-Token ¥rk. #RLkAEIRE ICSRFEhEcookieAI{E,
* WTFIESRPRIGIEXMIHES: A csrfToken RERIDANIERIEXSE,

ERZE CSRF R1F, BER "WEEE API" g "THREE API"

@ RE T CRFL R CookieFVIERIE S IHME M FH L EAJISONIBERIEXEATIMRIFHKIRECRFY T
H91E R 58 % SSHE"Contene-Type :  application/json"#rk,

e R ARER S &
el ar e

WNR RSB LIER WIS S EE. 3G M—1 StorageGRID A4t (FTE
F)EHZI5—StorageGRIDZAZ(RIZTHF ). EFFE,G. AINEFEHEFBERLEBFNA
FP#=mEEIEIZAAF,

=832 TH P #9StorageGRID 245 2FfHFHI_ssource grid . EHIFEF #9StorageGRID R4 2FHF

B _Destination grid _» X MEF KA EEHEBNMKFID. ZFR. REER . FEERFMEDEENE. B2
BirfEF &A&BrootAFR &R, BXEFMAER, BEN "HARKFRE" M "EELFHEF"

FEREEAKPER "ENRET" FHEIRN R TR NP LERBRNEFANEF ATHRERER A
[EE—MI&_ERVAEN 2 BRI R

b SeERIFE R TIEAR

NRENEF KA BEBERMREKSEENR. BEETFEATEE. TH=MEA. ARNS3iHRZEHAERT
Npa S
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Permitted

o Sign in to tenant
tenant account on source grid
s,

tenant Using Mo

Configure same identity . .
-+ identi
9 sgurce on both grids £ Enatgn'-‘
¢ * Yes, grid

Opti Il eat
prionaly, oreate Create local groups and

o rEJrEat::sm riEdrid f sted groupscn users on source grid
Ereais : sourcegrid :
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion

UTBILERATRHNEESE:

o EREER

EREREMR (R EEEF BIME)_ LRI IKF,

e (AIE)EEE S IDEXE

NREREF KA AEEAB SRS MTRIIREERKBEEAMA, . BANFREF KA M BREF k- EREER
B ROKENRR). FRIERTMRERE—S0R. ST E=EREANAF. §XiRAE, 521 EHS
HEX A"

e BIEAMABF

BIZAMAFE. 1BHREMBFRURME G, AR, StorageGRID = B H eZ R BARMAE,
* IR NEA StorageGRID AAHIEFA KA EE T HHEXS. "SIEMEF A" MBHTRSNEKES,
* NREFERKESFMNWIE. "I ZAMA" FAF "SI HAF",

o BIES3iA iR E A

,‘&;“EE_[LX "BIEEE SRR ER" NE "CIREMAF IR ER" EIRMASE B ARRAE LM EREED

X o

o (FT3%) e PE S 317 1R 25 4A
MREFBEWHERWE_ EEEHEEANERND R, BERME LEZIFRER. ARERHEA EESREAPIF
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R EEEIBIRME. BXIREE, 1SN0 EHAAPIIES3IHIRIEA"
snferE4E. AP AS3IHIRIER?
BEART. THRNEERFRENEMERS BirgziEsefEdE. BRFS3ihRER.

TePETEIRMAE L IR AYZN IR

BB HIGHEHIZ BATMME/S. StorageGRID = BEIRHIERMNEIFE A RN E A s ERIFE P
HI BRI

[RGB N H R AFHERNILIER. BRRMSIAERK, BXIHAE, BSM "7y S3 A GIEAH"

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ TERMAE LR A AAINERNERAR . ERARER BATMERYAEEER. Eit. 57
FEIRAREERF. MEEeIZAFNERE,

FePETERMAS eI RYZASH A

RN _EOEFFAYAM A Y. StorageGRID 2 BrhiEiZzAF =EEIBirMg. RIsEFR RETEZEEHER
e, AR&FM*deny access*iIRE, XM MAFHMETHERENSE, EXiHEE, BEW "EEAMAF,

HFR2RRE. AR ERAITZEERME, MRAMAFFERBETME_ LR EEE. HAKS
HIrootF F A ZBITE BRI _EAZ AP ARINERS. BRI, BS 0 "EEAMAR

Tenant source grid Tenant destination grid
Create local user —Jp» Local user cloned
Local user 5 Local user must get
has a password new password

FePETEIRMAS L IR RYEX R

RIgFEBERIKARESESHER "2ERER" M "SHEKE" RELFAE. EERME_ LEAEF SIR(TN)RIE
BEF B RERBIRMS LRITEF
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R MAAEEHERNGEMRI. AIRMSIHRL,
NIFEF BB AH =EEIBFEF G, BRBERAF A UEE—MR LEEREIERF,

Tenant source grid Tenant destination grid
Create (import) federated _| } Federated group
cloned

group

Federated user cansignin | » Federated user can sign in

B AFEI e fES 3R A
StorageGRID A= BN ES31RE R, RAEIEE MM LERFRNERA MRS R 2%,

BEER MR LBILEESA. ERTLITUTE—IRE:

* MREAFBENES MR EABRENE. NI LUGER "eI2EE CrpRER" 8 "eZE AP Ehe) =R

TEE WL,
* IRFEEMIWE LERERNER. ATLUEREME LEIBER. ARERAFEERAPIFHEIRE "=

A" BB RRIA.

Tenant source grid Tenant destination grid

Create S3 access keys Create S3 access keys

for source for destination

Create S3 access keys ——p» Opu Ell’;il;'fu;![ﬂhﬂi ;ECESS

() smmmmPmSIARETN. BEANSIHNRAHaREEERER,

AINE BRI RVAEN B R AT E
[

IS M P RYRMAE 2 EZIFA P B BARMIAR. WIREEFRYBARME LIRS NABMAF . StorageGRID &
SR X LT 5o P2 17 A BYTR PR



Tenant source grid

Tenant destination grid

4—— New useror group

E | New S3 access key

/mEEEMIPREVAE. AP MIGRER AT RE

QEFCIEMANMARN. Za#TRE,

NRIRAESMIBRE—NAR ERVAE. BAEARER. NFMMHNERA S ERS — R,

Tenant source grid

Edit or delete
group or user

® No change

..‘__

Tenant destination grid

B 2 @ No change

Edit or delete
group or user

{EFAPISE[£S31h 112240

NREREF KA BEERMRESEZRNIR. WeTLERER EEAPHESIHIEZAM

RS ERE P FEh e ER B RS LRIIEF

a2 Al

* KA AEERMREK S ER IR,

© MBS ERI ERRES N BEE

* BEERERIIEFAREME LR EIELE "SI Web I 528"
* BETRAENARA "EEE A SHS3EIEH oot RIAIR",

* MRBREAMAFAVGRER. WA BT RS L.

()  meBEmrosIEREgsN. BRASIHREHBRNEIERER.
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RfEEE CHIEIRE R
NRFBEIFRIF N LHER DR, BT E B SRERZE .

p

1. TEME EEREFEEE. "CIEEECHIARER" FTE . csv XMt
2. MIEF EIRERAITRED. IR BIEINRH IR APIXIE*,

3. 7E*S3 B, EELTIHRS:

POST /org/users/current-user/replicate-s3-access-key

| forg/users/current-user/replicate-s3-access-key Cloneihe current user's 53 key to the other grids. a

4. E&F WA
5. TE*bodyXAHER, HF*accessKey*F*sretAccessKey*HInfIsk B BN IE T HA . csvX P HIE,

BHUESTNIFHRABRRENSIS,

hod}f * reguired
Edit Value | Model
{body )
{
"accessKey": "AKTAIOSFODMNN7EXAMPLE"™,
"secrethccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0087"
1

6. WNRFTAKTHE, 1EE expires*BIR BB EIRAISO 8601 2B BRI FERT R (FI0, 2024-02-
28T22:46:33-08:00) o WMREFHRFAIH, BN nul*EA*expires* 5 B BIE (S MIBR*expires* 1 THIE
HHNES),

7. T HIT
8. HIAIRSZFIMN B *204*, RRFIHERINTEE] BARME,
P EL AR P 93 8] 25 5R
WMREMARZEEHERNMNE LAER S ER. WA EE IR A
TIE
1. TERME EEREF E128E. "IEEMEFPS3IANZE" HTE .csv XME
2. NTEPEIESRRITNER. EIFREEBIEIARFFIERE APISXHY*,
3. SREYAFID, EEEIEFRFEEMEAFIFIRZE,
a. M*USERS*ZP R, EFLLFimmA:

GET /org/users

b. 4% * A
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C. FEEEAFNEERNEASE

d & HIT

e HEEREREANAR, AREidFRAEHIZEF.
4. 12 S3EAH, EEUTIHR:

POST /org/users/{userId}/replicate-s3-access-key

forg/users/{userld}/replicate-s3-access-key Clonean 53 key to the other grids. a

5 XA,

6. TE*userld*XaHER, HMMEEEHIFIAEFID,

7. E*bodyXZAIER, R RAIAIEZ A FHNZiH R BR G BB AZBE P csvXEFRE,
BEWEFHREBRRENGS,

8. MNRZAKITH, B expires* IR BEHNISO 8601 BN BRI FZR R (30, 2023-02-
28T22:46:33-08:00) - WIREHAAZTH, BHN null*ES*expires* 5k B BYE (S MIPR*expires* I TH1 I
EHHES ),

0. W8 HIT
10. HaiARRSS B3MARZ D /0*204*, REAE M EE] BATMI&.

BRI E

NRECIZMFIKF R AEDE 7 ERMREKGER IR, eI EREMNEEHIEHE
FRRE LRy 53 ERANFE P BARRIAR LRV R Z Bl BB ERIN R BREERI P UE—T7
[T B L# 1T,

BRI E S TR

TERECE TERTWE LD R ZEBIEEENREFMERITHIE. TERFENEXES R,
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

) o New object version
Add or modify object in source — replicated to

bucket destination bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version
permanently from source

Delete marker
—p  replicated to destination
{optional)

Object version is not deleted
» from destination

FCEEMEES

EERBMRERIZA. ERIERES MR EREREF KA HEZBRN DR, AR, B UE— N7
DB MEE D B BB B E S,
FIaZ Al

* BFEEEEMREHNER. HEW A ZBEMNBER",

* WIETERER "STHFEY Web IS

* HAKP BEEERAMNRBRGER IR, MAOMNE LEBEFEEENEFKS, 520 "SEMNREKEIEED
YRR,

* BEERNEFPBAFEMTRIME L. HEBTFEERABFA "rootinRIiE"

* MREBLUAHAR SHERIEFPHBERME. WA KB rootA P BRI ERBF KA IRER
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Grid federation connections

O\ Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name " .
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)
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o This tenant account uses the LDOAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other
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Test Connection

Test username

myusername

-----------

Cancel

federated username and password. The test values are not saved.

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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View local and federated users. Edit properties and group membership of local users.
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my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [
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Stop deleting objects
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ERENERELNEAE BIRE RIS MR,
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type
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SASL/E & FERAWEAXANAFRZMEE B4R« Username
TSP . Password
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NRAFRMNEDIRE MKafkaSe BRI EIRSHE, IHEFREREIREITEHIIE
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Create endpoint

@ Enterdetails — Select authentication type o Venfy :Semer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate .

Use operating system CA certificate

Do not verify certificate

Previous
MEBIOIERYSERY Description
FRABEENX CAIEH FHREEXZSIER. NREFIIGE, 1F1E * CAIER * XKIEFE
HIHAEME B E X L2,
ERRIERS CAIEPD ERRERF L ZENEIANE CA IEBREFEIFEE,
BMRIEIES RIUEATF TLS EEMIER, LETIRLSE,

10. %2 * M FH IR IR R *

* IRAUEREERENNER, WEET—FENER. RASNENERIN— M T RIIES KRR
.

© MBBHAWEEN, NEBT—RESEE, NERBEHHALUEERR, BEE - REIHIHE
S8 HEFILER, A5, HE - I OIREA - .
() wmmknEPkSERTARS. WHS0IRIEAN, 55 StorageGRID BIERE R,
RERSE, EALERE URN BET AR,
kR
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XFIES
StorageGRID A= IIEXLEERE ST AR IERINR,
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1. %8~ 770E (S3) *>* TERSHR *o

IR FERTERSHRAE, HRERTEBERENTERS KRR

Platform services endpoints

use.

4 endpoints

Display name @ = lLasterror® = Type® = URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443
my-endpoint-2 € 2hoursago Search http://10.96.104.30:9200

my-endpoint-3 Notifications http://10.96.104.202:8080/
my-endpoint-4 S3 Bucket http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. EERENHEEENRR,
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EtEjj%Eﬁﬁﬁ/ﬁnﬁéH{%l%\ﬁﬁo

Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. WEHE * M
* NRAILEREERE NS, WSET—FAINES. RASMETUERN— T REIES KRR
Ei%o
* MRFERIIERK, MEEBTR—FEIRHEE. NRFEENUGRUELERIR, 5iERE * BE * HEHE
Bo Afg, & * MAHREFENR .

RIETERSHR

BRI URET RS IR EEUENERTR, URISEMFAEE. Fli0, ErIaEHR
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Platform services endpoints

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

4 endpoints Create endpoint

Display name @ * lLasterror@® = Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-end point-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. %8 BIBRIRS * o
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

2. NEBIRPIERBEFMEDR, JOEFFHESI)> FHED R,
3. EHEIRTFED ERRIR MR,

LRI B R g BOIF (S S 0.

91


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html

W% FARS > EH
ik S PR EE,
B EHIRE XML RMSBISCAIET , B * RIEEH .

Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<HeplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
</fDestination>
</ Bules>

<;Repl1catichcnfiguratlcnﬂ
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services 53 Console

Replication Disabled

Event notifications Disabled

a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to

<TopreConfiguration:
<Id>Image-created</Id>
<Filters
<53Key >
<Filterfule>
<Name>prefix</Name>
<Valuerimages/</Valuer
</FilterRules
4 [fS3Key>
</Filter>

.
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o

"Records": [

{

"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime" :"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion”":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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HXER
"FATFIERERNELE XML"

"TTEEE A R SR RITEE"
"ER IR ERER A AR S5 A ARY JSON®
"ECE B RERARSS"

“{#EHS3 RESTAPI"

BT HERERNECE XML
BREMRSERPEESN—AHMNHITEE

<MetadataNotificationConfiguration> Fl
</MetadataNotificationConfiguration> tride B NFINERISEMNERA=R B
XA R AR StorageGRID N2 X L3¢ R Y 7o #HE & 1= 2 BY B Ao
AILURM R BIRRYAISTHIEN R FlUl. SR URZEEBRIRZRINRATEE images —1MNER. HAEFR]
ZHNRIBETTIIE videos F—1 RIBRESNIEELN. TREMERIEL, Fla0. —HEicE. HPas
—PRIEANT RN test MEZNMN. ATFEEHIRHNNR test2 R,

WITE B S RER RS G/ StorageGRID Imm A URN 38 BT, XL = 23E Elasticsearch £8 ETE X
HIZRS|FISEEL,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description
MetadataNotificationConfiguration  FfF457E s #URIERI AT R A B ARAIFL NI B9 A 234
120

BE—THES T HNTE.

AL BT RRRG H TSR AN S E 2R 5 | FRIX KRB
M EY A ZEARIC

BEFIZESHIAN.

& 1E MetadataNotificationConfiguration JtZ&

ID M BYE—FRIR T o
BE7E Rule TtEH,
Status KSAILUZ "ERA "N " EER" . FTaNEREAN

MR TESATHRFo
BE7E Rule TTEH,
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Name Description Required

EIE: SHALERNNRZUMMEIRE, ExfiEitE =28
E¥sE B17T.

BENERENR, FHEE—TTIR.

B &7 Rule TR,

Bt M BB SRR, =i
B &7 Rule TR,

URN RENRTHENBIR urn . BAREBLUTESE =28

A StorageGRID 529 URN :

* es UIMEE =N,

* URNZUAFETTEIERIRS IFIRBLEE . A

domain-name/myindex/mytypeo

im AT BRSSP EIE AP #H1TEE., T
AT

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHCE XML ZRiEcBimem, SNEERFRK
HER 404 2,

un BEEBMRTES,

ERRGITTEIEENEE XML T RENEAEZB 2RI XML .

BT ER7F AN THEENEE
LRI, FREXN RN R TEIEE R ZEEIE—B 1.



<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BER MMy THRERECE

FELRBIR, BIESAELRRENMRIMNRITEIE /inages KEF—1BIR. SRR RII RITE
EURIEE— DB /videos KIXEIB—1T BT,

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

MEXER
"{#EHS3 RESTAPI"

TR IR BN B S R R TR
"EIRREMARSS AR JSON"
"ECE R REAARS"
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EERREMRS

SR, MSHRNERETYIERIFEN, BRER RS BB TR LREE
PR ZRERS,
FaZ Hl

* StorageGRID BIERE AP KR BEF &8RS

s BEAIBRENEHANBREIZRSIMSIEME D .

- BEREERERRSBANIESEEE. FEEEEHURN,

 BETREENAFYA "EERE S ESrootin|[aE" s FRAF SRR EFMED R, XENRSESA

HEE D ER RSP IIRRIR B

RFUAES
NIFFEDREEERREMRS G, SIZNKRUENRNRITEEIATC AL BREE B RG2S R T
. MRNEESHRNEEIRERERENRS. WAZEHANRENRLIETIHIEEM, EUREHXLE
PREXNR, UHRETSIEE NMNE EMERERSIH.
g

1. EAX AR C)E R B RREMFIRRTEESER XML

c BEENAEXATERERNEE XML BEE.
° BgE XML BY, BEREREMIFES URN /£ B 15,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. FAFEESD, ®EFhE (S3) >k,
3. EHEIRIFED ERRIR R,

LRI B R gD BOIF (S S 0.

4. R TERS * > BREN
o. B R REM EEE,
6. BriEEECE LRI AES, AFEE - REENR
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

@ StorageGRID B G AEAMIR SRR EIE APl A MAFKFP BBRTEERS. NRR
FECE XML Bt A4 $51R, 15BKA& StorageGRID EIER,

7. BIFE R E IR E R REMRSS:
a. MIRFESERAIN— TR, UHRERE XML iR TiEaM A E R,

ERE SRR, FNEEFED R N RE SRR T EE.
b. HINE XN RITTEIEFIRIZH JSON XISE RN E KRR EERRSIF,
Fehl/E
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RIERE, EaUERUTE—AA2RAEES BRAIEREMR:

* 3%&$¥*storage (S3)*>*Bucbes*HiEPFR*Enable search integration*&i%4E,
* MNREEHZEFER S3API, BERMBRS ETTIEERIER. 155 IEXLNE S3 B imi AZFRIMA,

BXER
"7 RIS REE R AR S

"FFIERERAEE XML"
"($EFHS3 REST API"
"BIEFEERSIHR"

HIEREMARS LMY JSON

NEEDERERERERRS G, SRR, EMSBERNRITEIESNIRCH, RAEHS
EM—1 JSON XA H & IXE B iRim =0

R FERT EREEHEN RIS AT REE B AYJSONRA sGWs/Tagging. txt FER AMEFEME D EEFEIE
testo o test FMEDERHFITHRAIZSH]. Flt versionId FFIEAT,

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

TAIRBAI & M R TT AR
TRIIETERRRENGERIZEBIRGRR JSON XEREEHIFTE FE.
NHEBMEEFEDRBR, WRAMMARD ID WIREE) -

Type 512 2 FR A Rl A
FEIRAMNRER bucket: TFETERAIZRTT
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Type T 8 2 RA0 () e
key: MNREARZIN versionID: MRhZA. AFRIRAEHIEIDERPHR

region: U0, BucketXiE us- AR ITEUE

east-1

size: HTTPEFIHAI AR RK mds5: WREHE

TN TS Jo 28 1)

R Tz metadata: MNREFFERFTHRE. (FAREXN
key:value

Tags tags: ANREXBIFAIEXRITIC. (FRREXN

key:value

FFARICH AP TE#E, StorageGRID 38 HEAFIEFENFE R R S3 B @E %A

@ Elasticsearch . EAZE Elasticsearch UG XLEF TR AR N HEAZEF, 15I%IR Elasticsearch
PRI TRIAS FERIRET AR ST HHANR . ERLBIEREMRS 2/, HNERS| LEANSFR
BRET, AMXARHIRSIGE. TTATERS | PREXIATIEIEE,

f5FHS3 REST API

S3 REST APIZ#FRRR A E 3

StorageGRID ZHEIEFMRS (S3) API, Z APl {EA—ARTKREEH (
Representational State Transfer , REST) Web AR F L]t

B XS3 REST APIBIZ#F. BRI LU HS3 WebBRSH & RIEMARSS RN A2+ 58 F StorageGRID R4THIN
I RIFMEEIRE R, FENEF RN AERF HaifEHAS3 REST APHABNE R#H THR/INEXR.

S RRRZAR
StorageGRID Z#FLATNHFEMAH S3 Fl HTTP

e version

S3 APIHISE "Amazon Web Services (AWS ) X#4: Amazon
Simple Storage Service APl &Z"
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e version
HTTP 1.1

BXHTTP H¥AEE, 55 HTTP/1.1 (RFC
7230-35) o

"IETF RFC 2616 . BXAEHMY (HTTP/1.1) "

* 7 *: StorageGRID A%#F HTTP/1.1 BBk,

31S3 REST API&I#{T T EH

hRSo P

11.8. FERT SAHREMBFR. LUESHERIBFRILA "Amazon Web Services (AWS ) XX
#: Amazon Simple Storage Service APl &&",

1.7 * BRI "RESE . ZHEHRIS3 APIER",
* BT I EERNSSIH R EL S ERIZR.

* AN FHHFE FStorageGRIDAYZ #F x-ntap-sg-cgr-replication-status
GETHRHMHEADM RIEKAIIMNATL, LhARSK AR HEE MR E HIHIHN REFIIKRE.

* OE, EFENKRABTIERIFFEAERR,

11.6. * IEINT WERBIXEF partNumber GETXHRHMHEADX RIEKFHIRequestZE,
* BT XY S3 WRMERFINR BRI FME D BB RIB AR B HIPRAY S H5,

* EANT IEUSZHF s3:0bject-lock-remaining-retention-days SRE&GFHFH.
BAFIEEXNRAFIRERARETEE.,

© BB AMPURIZIENEA_Recommended_A/NEZA5 GiB (5. 368, 709
« 120FT), WMERFNKRATF 5GIB, BEHEZIH L%,

1.5 BN M EEFE S BNENEZ I,
* IEINT 3 S3 MRBEMEFAIBEMMEIERNZHF.
* BN T MIERRAIEHITZ (R 7 B L E AR 2 N R #.
* o Content-MD5 HIEBEMZFHERIT K,
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hR 2o
11.4

11.3

11.2.

11.0

10.4.

10.3

10.2

10.1

10.0
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AR
* B0 T WNMBREFMES ERARIS, REEFMED BRATCHMEFE 2 BRARICAIS . X%
R D ECATIC,

* X$F1E StorageGRID 11.4 FEIRMDER, FHFEREINRERARILUAE EER
(EISM5

s EINT WEMEDERBMAIZIF s3:0bjectRestore: Post HHRE,

* MTE, ZEBHEYAWS K/ REIEEFITM, ZED EERFHNENBEHEARANTF 5
MiB #1 5 GiB Z &l s&xE—MEFrILUNF 5 MiB o

o AT ITLS 1.3092 35

* EINTXEREFRMNE (SSI-C) M REUEHITIRSS BIRMNBHIZH,

* IEINT XHRIBR. FRENAIRE 3 LA dn R HBRE (PR B AR IR ) MU 2 1 x-amz-
expiration MIN#R3k,

* BT PUT MR, PUT MR - EFIFIZEH EE, LIRBBESNRMERRSHREDN
ILM #E0 A9 52 0,

* REXETLS 1.1 &5,

BT WATFoEE NN ENRIEIRAIS S, EI1T MELMFED BRI ER AWS
EERLIEARN , RESFMHZAMRBE B, HZFFERM StorageGRID 1E7ER
A B EFE D ER RS,

* EE: * THMEIE JSON/XML F{EF ARN/URN BB /S EHNE, GFEEENX
StorageGRID IhaeHERRE .

T MRS FRHEZ(CORS). BFS3% P imEEEIME T RBHTTPLUR D B &
IR B RIS FF.

BINT X RNEEDEREEFESESE ( CloudMirror £, @%1F0 Elasticsearch F2ZE&ERK
) BUSZIE, LEAM. NN T MTEE D BRI RARC L E BRI LA B B — B2 15

EINT MARAES, HmARIEBRIIEEN, REPHNRGNESE, REERFILUR
PutOverwriteObject IR ILM 38 B AR Z #5o

YN T IR ASIERIBY S F o
BN T MAMTFAED BRIGIERIR AN SR RIA (LEE M4 - EF)) BI%H.
EINTWNEE D L%, EPHTERINUERN v4 BHIIERIS .

StorageGRID ZAR#Z#F S3 RESTAPI , Ha|Z1FH _Simple Storage Service API
BEHRZ<H 2006-03-01 5



RESE . XHFHIS3 APHEK

L TIEC 2 T StorageGRID Az 3 FAmazon Simple Storage Service (S3) AP,

L TUE{Y €1 & StorageGRID 2 #5HIS318(%,

(D) EoES MMEMAWSIH, EEBITERNEHE,

BAURIZFSHAIBERIT K

FRIFEAIRA. SUZFUTERURIEZRISH:
* versionId (IRIBWMRIZIENFE)

FRIFS AR, B TERIEKRIRX:

* Authorization
* Connection

* Content-Length
* Content-MD5

* Content-Type

* Date

* Expect

* Host

* x—amz-date

HEXES

* "S3 REST APISEHEF RS 8"

* "Amazon Simple Storage Service APIZ% ;. @R IERIFX"
"AbortMultipartUpload"

URIEBSHHIERITK

StorageGRID <#FiE EASHARK MFULIER. 1 LLIEMITURIEDSEH:

* uploadId

BRIEX
p

StorageGRID X714
"ZE D ERIRIE"

107


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html

"CompleteMultipartUpload™"

URIEIBSHERANERITL
StorageGRID ¥ ERASHARK WMFIIER. M ELMMURIEIDSE:

* uploadId

JERIEXXMLARIE
StorageGRID Z#FLA FiEKIEXXMLERIE:

* CompleteMultipartUpload
* ETag

* Part

* PartNumber

StorageGRID X4
"CompleteMultipartUpload"

"CopyObject"

URIEIBSHRANERITL
StorageGRID #FFH EASEMTA JFLHIER. AN ELATFHIINARk:

® X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-server-side-encryption-customer-algorithm
* Xx-—amz-copy-source-server-side-encryption-customer-key

* Xx-amz-copy-source-server-side-encryption-customer-key-MD5
* x—amz-metadata-directive

* x—amz-object-lock-legal-hold

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x—amz-server-side-encryption

* x—amz-server-side-encryption-customer-algorithm

* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

* x-amz-tagging

* x-amz-tagging-directive

* x—amz-meta-<metadata-name>
BXRIEX
I

StorageGRID X714
"CopyObiject"

"CreateBucket"

URIZE S HAIERRL
StorageGRID Z#5FA @ASEAIRK M FLIER. MN_ELATHIIIfRk

* x—amz-bucket-object-lock-enabled

ERIEX
StorageGRID Z#F7ESL AT Amazon S3 REST APIE X MIFRAER EXEEK,

StorageGRID X714
"WHFAE D BRI TRVIR(E"

"CreateMultipartUpload"

URIEHSHHIERIT K
StorageGRID < #55Fff EASHANRKL FFUEIER. MN_ELCFHINARL:

* Cache-Control

* Content-Disposition

* Content-Encoding

* Content-Language

* Expires

* x—amz-server-side-encryption

* x—amz-storage-class

* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x-—amz-object-lock-legal-hold
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html

* x—amz-meta-<metadata-name>
ERIEX
7o

StorageGRID X#4
"CreateMultipartUpload"

"DeleteBucket"

URIZ B EANIERITL
StorageGRID #F¥FiE EASHMIT . o

StorageGRID X#4
"SHFEAE D BRI TRVIR(E"
"DeleteBucketCors"

URIZHSHFIERITX
StorageGRID Z1FFrE 1EHAS IRk o

BRIEX
x

StorageGRID X4
"B BRI THUIR ("
"DeleteBucketEncryption"

URIEBSHFNE Rk
StorageGRID #¥FiBE EAS MR o

BRIEX
p

StorageGRID X714
"W FE S B TRV
"DeleteBucketLifecycle"

URIE S EHFNIE Rk
StorageGRID Z#FFrE 1EASHMIT. o

BRIEX
p

StorageGRID X4
* "XWTEMED BRIITRUIRE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html

* "GIE S3 A an/AHAECE"

"DeleteBucketPolicy"
URIZEIBSHMIERRK

StorageGRID Z#FFH BASEAITE -
BERIEX

"

StorageGRID X4
"B BRI TRUIR ("
"DeleteBucketReplication”
URIEIBSHMIERRK

StorageGRID X#¥FiB EASHMIT. o
BERIEX

o

StorageGRID X4
"WHFAE D BRI TRVIR/E"
"DeleteBucketTbaging"

URIZE S EFIER IRk

StorageGRID Z#FFrA 1EAS IR -
ERIEX

T

StorageGRID X714
"D B TRVIRE"
"DeleteObject”

URIEIBSHRANERITL
StorageGRID A @RS ARk WFUIER. MN_ELHANERIRA:

* x-amz-bypass-governance-retention
BRIEX
x

StorageGRID X4
"W R I THYERE"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html

"DeleteObjects”

URIEIBSHERANERITL
StorageGRID 35 EAS ARk FFUIER. M_ELEHANERIRA:

* x-—amz-bypass-governance-retention

ERIEX
StorageGRID Z#¥7E 5L FHAmazon S3 REST APITE X HIFR B 1B RIEXE K,

StorageGRID X4

"W R R THYERAE"
"DeleteObjectTagging"

StorageGRID X#FFRH 1B ASEAITE -

BRIEX
x

StorageGRID X4
"W R R THIIRIE"
"GetBucketAcl"

URIE WS HFNE Rk
StorageGRID #5FiB EAS MRk o

BRIEX
p

StorageGRID X714
"WHFAE D BRI TRVIR/E"
"GetBucketCors"

URIZE S EHFNE Rk
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BXAXESENFAEE. BEN TEETFIREE

P

1. EEBAWSEH L1TRmEIRE UERE7EStorageGRID RF i BIEAIHK :
a. HANBER: aws configure
b. I NEEIRAIK P BRI ZEAID.
C. N RIZERIK P BINZ TR Z A,
d BMAEEANRIAXIE, fli0: us-east-1o
e. MANEFEANRINE LS, HER * WA * %EF JSON .

2. BIRFEMED R,

HRANRIREEF A H T Rin R ECE I ERIPHINE10.96.101.17F 55110443,

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

NREMINCIREMEDER, WREIFEDRINUE, WATROFR:

"Location": "/testbucket"

3. MR,

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

MR R EEHTN, MRE— Etag , % Etag B3 REIERIGH
4. FIHEF#DBNANBS U R E EEENR.

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

o. MR R

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

6. MIFRTFED RO
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket

StorageGRID #1{A/SCfE S3 REST API

BRIHERTR
ARIEFHER B0, WIEFWENE—EH) KL " &L " AEETR

" BRARE " ITERESEIEURTF StorageGRID RAIBITERLATEIRR, MARZ S3 & InAIRIFFiatelE.

—E%E

—HMERERREFET R R Z BN R A A SXEN RN —EIE Z BRI T, &
A] LURHEN BRI BE KRB —E %,

AAAERT, StorageGRID RIEFEIZHINRIE NGiR—EM. BIFER PUT ERYER GET &R AENSIRET
MENBEIE,. NIANKRNES, THEEFNHGRERLARE—N. BEEEFTE/LD L0 6E1LHE,
BRIBEREKIE 15 RAVETE,

MREUAREN—EBERITHRIEE. &AL
* FEEM 4 B EED
* FEEM—EE S TAPIEE,
* BERHITUTES 2 —FREIARINAESEE —30iE
° EMIREIEESH, ¥ ZE*configuration*>*System*>*Storage settings >*Default s—= 1%,

o

@ RIS EE— RN EEATEERISEE N . BEREERMNFAEE. 5
BRMFHIEIZAE /var/local/log (#€Z*consencylLevel*),

—EEME

r;?ﬂl'&%%éllrﬁ]StorageGRIDﬁﬁ FRENSKHNTHEET RZENDH AN NMRMMRIE SR A

EA LUK F 7 EREAPHE(ERY— IR B A LU TMEZ —!
* all: FRET REBRILEMZEWEEE, SNERRFERK.
* 82 RIIEFFBMRPPAEREPIRERNE NGR4T,
* RRIER: RIBERAEEFIRERNENGE—EE,

* read-after-new-write: (BAANAFMNREHEFE—HIE. ARZANKERRE—BE. RESTHEM
HHREFRIPRIE. BIATARSHER.
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* O AFNERINKREFIRERR -, WFSIFMEDE. BXIEZEMER(BIN. N¥FaESERIE
BB EENFHEDR. BN TR EENZHHITHEADRGETIZIE), S3 FabricPool & 57 ER A 1F.
A S e e B —EiE
IR headskgeti2EFER "S5 NEIEE"—2E. NStorageGRIDSIE I Z NS BHITEK. W TFFAAR:

* EEAERAR—EBMEERNR.
* MREEHREY. ERFETFT—T—HEELEEREN. R S5EEBITAFHE—EMENLE,
gNRheadsigeti(EEA" M ENEIRE'—EIE. EXNKRAEE. WNKREHFIRLEE SRE/BITHEFRRI—

%, ATFXM—HMERE MR LBES IHRTHIERIA. Fit. RE—GR EARIHESEFET R
AT, ERIBERWEIRES00 T AERARSS 2R FHIRo

FRIFIEEE S5Amazon SR —EEFRIE. BN AT LUEIT B —E41& & /9 available "3[hIEHEADFGETIR{E
HINX LR, WNRheadSigettREER"TTA"—21%. NStorageGRIDIUIR RN —HIE, EFRSE—HILE
IRENEIREAMIRE. ALAEERHUWNRTIHIENZNEIZ,

[[APl-operation]#5 E AP R —2 14

EABENAPHRIEIGE—HE. IHEESIE/—HME. HEMTEIERIFAPIEE—H . tRG
1 GetObjecti@ERY—E 41 & /9 "strong-site",

GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
Host: host

Consistency-Control: strong-site

() siFPuObjectiiGetObjectifF. AAEFERII—IHIE,

EEFED R

g EFHEDER—M. ILUEAStorageGRID "PUT 70 EE—E14E" 18K, S RILL "EeifziEn By —
%" MEP B

REFESERN—EER, EEEUATED

* REFED BN —EIETAENFE D R EED REE PN RINITHSHEEFERAN—HE. EFSF
M {F i 57 ER A B B2,

* BPMAPHRERN—HMERBEFH O BRN—E,

CBE. DEMNEARIA M read-after-new-write", IRIERTEEETIE. BRAIGEERNAEFEF
HmAITH. HE. BEFIKRLRENNAEIAPIEKRIEE—H . ReeERE—MHET. EEMEIEER
-I-Q%_E&'HEO

[[how—sistic-controls-and-ilm-2 F-interact JJ0I{alEE —EUEFILMIL A B S22 A0SR R

EERN—EEMILMANE SR RARIF A . XEIRERILIH#ITE R,
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a0, FRENRNERN—EIE SR RTHRIERRRE. MAILMAULERNIMNEIT AR KRB/
A E. HTFStorageGRIDFEZEREIYIHIRIMN RVTTHIEREIIEA BEHEET P imiaR. Bt A—BEREAT
PR ICECRY RIP RS AT LUR B R BIRRIP. HIRSRAMAN A A TN,

UFAE "IIHGEDT sJAFILMALN :

PRI/

StorageGRIDZ I BIBIR M RBVIGASEIZS. FHIFAIHETREILE iR, SNRFIEE, FEUE ILM ANPIETE
BYEIZS,

i
RS OIRRIMAN IR RIA. AE7 S RUEEIEIE i

¥
StorageGRIDRFEMEEI A QIR ILMANFIERFTAEIZ; MBTL0R. WROURISIREIA. SR
GRIEEUAT i, PN T, el ILM AN ERRIA,

— B NFILMAR R IN{EI 32 B B

BIREE— M IR, EERE U FILMAN, 3 EA%E Tt

*FILM AR ¢ BB ANREIR, —NMEAMIER, —MERRIER. ERMRIMAITN.
*—HE: BERMIRITHIELAS RKEIFIBIER).

HEFP RN RFMEEIEET, StorageGRID ZEIEM M REIAHFTHIED KEIW MR, AEBEER
iR BRI

AHARIEEN, ENSRERET2ERF, F5EKR. 0, IRFHIERTEHNEGFAESR, WiTigib= L
MEFENREIENN RTEHIENRI A, EHRTEFARNER,

R ECEARBRILMANA R R —E . WEBNREIEEF IR Z/E. ETRLR D AN RITHE
ZAl. BPIEARESWEI—REINES. EXMERT, WRITHERRIPERS SN REIENRIFRS R LE,
MRAHIERTEHNEFAER, WHRTHIERER. TECRILENR,

—HMEMILMAN Z BINEEXR AT RESR. RFEHR. BEXRNetApp,
X R hR A2

MRBEREFTHRIZSTRE. AJLUKEDERIRASEGRS. N7 KREBREE S
VTR LEESMIBRI R HRTATFRENERERN R FERRES,

StorageGRID RALGEhRAITH], HFFAZEINEE, BFE—LIRH. StorageGRID &%3<#5 1, 000 T3
KhR7S,

HRhRAIEHI AT LS StorageGRID R EMARRERE (ILM) 3 S3 FESBREGEPIEEESHEH. Eum
RS NMEE S BB RRAES. ADEBERRAESIE. M2 ENS M HREBE D EE—MhRASID. ZID
FIStorageGRID RS Ao

FXFHER MFA (ZERSHEIE) Delete o

() Rt StorageGRID 10.3 EAATABIRHIIEIES B | R MRS
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ILM FORRZSIE

ILM KRBV AT XRIEMRAE, LM BEIESIFSEEMENER, HIRIEZR ILM RESERITX LY
Ko M ILM SREEFRMGEVEM BN A TR BANFIEN R, WMREATRAER, NEETFIHABR
7% ILM B FHEY ILM B A F RN R,

MNFEATRAEHISERPHSIMR. RAIEH R AT ELIR A "I AR )" (E A SZ BB RYILMAL (3
FRIEF RN N A FRENRIRA? " HEEFEE AP CIZILMANRESHEID") » WREHGE, HiE
Eﬁﬁﬁiﬁlg’:Q?ﬂﬂF%%ﬁHﬁﬁio B A" IE Y AT IE] RS, &) LAV RTR D S B AR AN SRS T BRI REMMATER

ERZERD LT IRE LITMhRABINREY, [RIGARAX R BVIE S BB ] R BRAFT A< eI 2 Z 203
@ EZR9EYE], MAEZE 7 EETMREE. EERBERT, RighkApIIE=SF1EdEATELL =550
hRZs BYBYB] £ B S E R

BXES
* "WAMIBRR AR A HIRY S3 MR"
* "S3 hRASITRAY ILM AMFIREE (RfF14) "

{EFES3 REST APIFC B S33 R UiE

YN fIStorageGRID 2B A T 2ASIMRMUEIRE .. MATLIEEASIHRMERE R
gﬁﬂ@ﬁ%o BRI N FEIEREEMRIAMRE. BALUAS T NRRETIEERE IR

A REES BB SR BE
YN:R7 StorageGRID REBAT 2/ S3 WRUEIRE, WAJLUEZRTERIES M IERINEA S3 WRBE.

SIHRBMER—IWKAMNRE. AREREFEIRNTREM. IBDRE. BLARMNZASIHR M
REo

BNFEDERBRASSHNEMUE. BEAUTHEZ—!
* (EREF EERCIREMEDER, FEN "6 S3 FEIE

* @I fEFE CreateBucket. I} 7EfiE 9 ER x—amz-bucket-object-lock-enabled IBEXKIT#, 1HEEN "W 17
&3 ERATRUIRE" S

SIMRYMEFTED EBRRAIEH. SIRDERNSEIEAIIIEE. EREEFEDRIMRAER, BN "W R
="

FEDBRIERINMRRIRE
NEFEDERBRASINERIER. EALUERANEFHEDSRBAMIARE. HEEMANRERIANBAIARBZIAR.,
NINCR L

* EEMRIT!

° ERAEREEHLEAIZA. TERBRIEX R,
° MRAVREBELE BEARTLUEM. BAREEmL,

130


https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/create-ilm-rule-enter-details.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-objects-are-deleted.html#how-s3-versioned-objects-are-deleted
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/example-4-ilm-rules-and-policy-for-s3-versioned-objects.html

° EREIZBEAZAT. TIERFRXN RREELLBER.
* ERERIT!

o FARMAERF s3 :BypassGovernanceRetention PR AT LAERR X—-amz-bypass—-governance-
retention: true IBXRIFKUSEIREIZE,

° XULEF P Al ITE A EIAR BB &l LE B EA 2 i BRI R A s,
o IXEEF P A LUEN. B MIBRIT R ARG E LB .
ZRINREZHARR
FNEED ERE A LUEERIAFRBHAR(UFEH K A RIL).
WA EEE D ERHIERIA RS
B BEFEDERMNIGAMRERE. BERUTAEZ—:
c BUAFEESNEEFEESERIRE, BEEN "0 S3 FMEX, " "EHSIHRBERIAMRE"
* )RR TZ0E 5 ERRIPUtObjectLockConfigurationiEsk. FATFH5E SAMAER AN KL FE £

PutObjectLockConfiguration

1833 PutObjectLockConfigurationig3k. &R LUKENIERE R T SR BIENTFE 2 R FIANFRZIRNAEAIA
REBEARR, EF o] AR RIEC ERIBVIAREIRE,

MREHREEBTNEZEEDER. MENARIAMFRZEIRT x-amz-object-lock-mode #l x-amz-object-
lock-retain-until-date KT, RIMFZHRAFIHEREZEIEBEAIF x—amz-object-lock-
retain-until-date KIEEo

REHANRRAERERTRIARBHR, WHRRANREBFRFREFE, FERMIRINMREHRE
Hit&.

BAER s3:PutBucketObjectLockConfiguration PR, TETIESMKF rootFl P 352 IR 1E,

o Content-MD5 AMTEPUtiEKPIEEIGTRITk,

BRTA
HRBIANEFEDERBRASIHRIME. HIFMARERINRENEGM. BEAREHRRIKEN6E,
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

SNfAIRRRE B D ERBIRA R R
BHERSNEMEDRBATSIHRMEHAEERNRBRANEREBHR. BEAUTHEZ—:
* FHAFERSETEEEEIR, FEN "EESIFEDEK

* [B)RE R —GetObjectLockConfigurationi& Ko

GetObjectLockConfiguration

1813 GetObjectLockConfigurationiEXk. ERJLIAERET NEMEPEBE TSIWRBE. NREZH. WEERE
BREEDEREE T RNMREIRFF ZHAR,

NREFHREET NZEDER. MESNEARKIAMFEZIEI x—amz-object-lock-mode FIEE. FMIAMREHAMR
BFIHEREELEHEAIF x-amz-object-lock-retain-until-date KIEEo

BHNEE s3:GetBucketObjectLockConfiguration PR, THEEAMKF rootFl P K5eRL iR 1E,

BRI
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

G vean ]

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

EEENRNFREBIRE
BRTSIHRUMENFHEDERAIUESAENFAESSHRIMERBIRENNRAS,
MNERFFRBIKEFNEIS3 REST APIRIEE. MERNRBKEFESFHEIRITAAANREIRE,
ERILAS IR RIBEUTIRE:!

* REBEX: SAMHEE.

* *retain—until—date *: $§EStorageGRID H/{RE X R ki~ Z K B8] B A,

c EEMMENT. REBELEBAARKEH. WEILRRWR. B AERSBIRE. REEILEAH
BILUENN. B aER D SRt B HR.

c AEERNAT. AAFANRNAR I URIFREELLEBEIRE, 117 UEN RhikdspIREEAFREHA
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ZEFEMER. SRR LUEM. B EERERREELE B,

*AERE D WNRIRENASEREN, SUMBMEZNR. FlM, ErFEENSHESARS IR
KN RHITERERE, SERESBEHABE, BERHRRZAIREEN.

MNENEEREBRESERBEANFERLLABPLRX, NREDMWRREFLTFEERBRES. WERAZRHET
EMERIZAR S

EEREFEED RN RRANIEESIMRBEIRE. EEAREER A "PutObject”, "CopyObject"s
"CreateMultipartUpload" 3§,

TR LUER LTS
* x-amz-object-lock-mode, AJIUBEMMEHLEE(XIKNE),

@ YNRIEFE x-amz-object-lock-mode. EIEMNIIEE x-amz-object-lock-retain-
until-dateo

* x-—amz-object-lock-retain-until-date

o {RERENIF AEAEMN TR AT 2020-08-10T21:46:002, RIFER/NEFD, BIUFE 3 i/ (K5
ERZ) . AAVFHEREMISO 860118,

° REHLEBHAL AR B HH.

* x—amz-object-lock-legal-hold

MRBTFEERBRES (KDOKNE) , WNKKETEERERS. NRXHATEERE, WARHTE
ERE, ERAEHMERHSSE 400 #HIRIFER (InvalidArgument ) $Hixo

NREER EREIERIRK, EETLATRSE:

* - Content-MD5 WIRAB. MIFRIFKLAMIEIN x-amz-object-lock-* PutObjectiE KAATFEIEIERIR
3k, Content-MD5 ¥fFCopyObjectdfCreateMultipartUpload R &4 FH T,

* NREFEDERBASIHRBEN x-amz-object-lock-* IFEIBERIRL. IR[E4005E1R1E
K(InvalidRequest)f&izo

* PutObjectiE K Z#¥ M x-amz-storage-class: REDUCED REDUNDANCY M ILEZAWSITAH. B, M
REBAT S3WRYMENBE R TRURENFEIE, N StorageGRID FIEEHMITIIRZE N

* [54:RIGET 3 HeadObjecthiR A<M 4& S FEFR x-amz-object-lock-mode, x-amz-object-lock-
retain-until-date, M x-amz-object-lock-legal-hold(Y1REEE)UNIBERAIESEEIEH
s3:Get* PR,

O] LAER s3:object-lock-remaining-retention-days REEZHXEF. BFRHFIFNRATFNREM
IR B HARR.

WEIEFTA RAVREB G
MRFEEFMUERNRBREINSEREREREZILE, AIURITUTHRFRIRIRE:
* PutObjectLegalHold

TN EERBEN on , WHERBETEERERS. WREGEREEN off, NEUEEGERE,
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®* PutObjectRetention
 BEFTUZEMMER R E (XD KNE),

o (REHLEBEAMENTRARI 2020-08-10T21:46:0020 AVFER/NFD, BURE 3 i/ (151
ERZEW) . AAVFEREMISO 860118,

© MRFMRRAEEGMENRBEAE, WIREEMIRE B, AN ELNEREN.
nfAIRER S R
BB s3:BypassGovernanceRetention NXRAIUSI R BERNNM RAVENRBIGE. EAH
BREEPuUtObjectfR i IRIFEBNNE S x-amz-bypass-governance-retention: true EXRINH, XA A
PABAT AT M AN :
* #11TDeleteObjectsl DeleteObjects iR ELATE X R R B HAMR ZIHA Z AU MIPRIZ XS SRR A,
TERBRLE FEERBRESHNR. SERBYUIKH,
* P1TPutObjects & 1#1F. UEENRIVREBHARE R Z AW RIRARRIEM B EE NG,
BRATFRHIEAMEMEER N EE,
* H11TPutObject® & RAELUEMN. Bt/ SR 3T SRR ZSBY R B8 HAPR.

HXER
* “F/ S3 WRIMEBEETR"
* “FRASSHRUERETR"
* " { Amazon Simple Storage Service FIF3ER: £/ S3 WRIIE) "

Bl 83 EREHEE
TR S3 e BHARCE, LUTHIAIRT M StorageGRID R MIFRFEXTRo

ATPRERRGIRAT S3 £anAREEENEITHIMGE S3 FESEFRPR (IHY) FLEXRMETE, 475
FRVRGINEINEE, BX6IiE S3 L AMEENTREIFHAER, BESM " (Amazon Simple Storage ServiceFd
FIEF: WREGEHEIE) "s BEE, StorageGRID (XZIFZIHAIRIE, FHETERE,

raREmARERE

FeoAHEER—HNATHE S3 DA REIMN, S MMNEISE R RIHBIN R UTX LIS R AV EI RS
| (EREBRHEH—EXEE) -

StorageGRID E— M AMREERRSZEF 1, 000 FEGAEHAFN. SMUETUEEET XML 7Tt&:

* EIHARHEA: MBIREAFR, TDARFETE HEAZOAEIEE R EETHIFRN R

* NoncurrentVersionExpiration : MM RENIEEFTREHIE, EXREIEERENHERIT R,
* Jmess (U4, 712)

 Status

* ID
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AR LENNR. EonARIRRIERERILME, S5FMED B4 AL R R&EE
BILMRBEEIREIRE, MRETWNREFEDEREmARRTER LA, HERBHIEEZIHRIRE. WAEfE
BILMERBRIREBIRE. XERENRRIFKARE. FSN "S3FE D L B HRFILMEEREE L e Fon bl

o

Ftt, BPfE ILM ANFRRERBIER TR TR, BRI AT MMETRIFFR, &, BIMEXREVER
ILM HEELBERN, ZMNRUARZRBENES, BXFAER, BSR "ILM IEEN REVEN L E
RE1T"s

@ FEORESERERETRTERAT S3 WRYMENFHEDER, BIRRSMAFMED A ZFFFE
DEE AR E.,

StorageGRID LU T FED ERIRIEREIR L e A HARCE

 DeleteBucketLifecycle
» GetBucketLifecycleConfiguration

» PutBucketLifecycleConfiguration

L AHRE

ERCIZERBREENSE —F, EFERLB—IEE— TS MHNIAY JSON X+, 40, 1tk JSON XfHE
BN, SRR

1. MU UER TSR R categoryl/FABEEH key2 BIE tag2, o Expiration BEIEESTH
1 RRILER I &R IG1E2020E8 B 22 HF &R 2 HR,

2. MN2MGEATFTSaIBERIIR category2le o Expiration BEIEE ST ILECAIX RIFEEN
[5100 KT HR,

@ HEEXRBBIAN SN RN EEX, MR EEBEIHN BN XS, NERAE
AHEER, FIRERILEIMEFMED EBRFRIFFELEN R,

3. FMNBLER T SR TEAINR category3le o Expiration S2EIEEEMIERFTIRASAICE T RIGTE
HT HIEEFTIRS50K G52 HA,
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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Bha AR EN AT EEDE
SIBEMARE XA, EA LB % HPutBucketLifecycleConfigurationid K i& EL 1 B F126& 59 %o

HIEREZRREIX AR EmFAREN A T2 ANNFEDERPHIMNR testbucketo

aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

BTt AR E RTEMRIINATEED . 1B5AIXHE#Ra GetBucketLifecycleConfigurationi&XK, {3
n:

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket
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aws s3apli --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json
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*"Expiration™: "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

RRIOMEN BLHE REVTTHIE, HIETRMRIFGE 100 X, FBSMN 2 [LEC,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

(D) HFBBTEAEHNNE. x-anz-expiration MEATKUERT YAMANTR.

SCHE S3 REST APl B2

72T StorageGRID BJ S3 REST API B, RAB1ELL TN

HRARFERNRITEIN

MREHNAREFERRERE M NREZSUTERFTERNREFFENRI L. MNER"RTA" "—20E" f
. MREMNAREFEREZRIERRMIE. NNER"A A",

BN, MRHEADIRIERIXEINR. WER—IR LR PN RESFET R AR AEEMNEIRE /A A] I E e,
el RE R EI K E500 1N EFARSS 23 56 1R

BRI UERAS NMAED BRIKE "I A"—BE "PUT FHED B —20E" 15K WA TR TAPHR{ERVIERIRLH
EE—Ht.

X REFAERIN
RIEEREEZ D ERBVBTE. BB EXENRERZEN.

7£StorageGRID 11.45FE R AP BIiEN S ER

* FEFAMBEFEANRENFGINNFR. X5 AWS LEIF R AFIRENAE. BckBIEREI. JEM
—BYEIZR. 80 imageo

* IR LAAIRAWS Z W E IR AR P ERMBNAE—FF. BENREAMAMIBRET. iR, 5
fERLUTMI:

mybucket/mydir/f8e3-image3132.jpg

MmAZ U T

139



mybucket/f8e3-image3132.jpg

7EStorageGRID 11.45E ShRAH BRI D EL
AREEBRBINREZHABMLUH B MERERELR. EAZHBERT. WREHAFRAEENFRT A LUERRETIE,

BSITEREAIN. CRIEEIAEHEBSFIENS, 57 BATREHEEILERERT

BRI, ESIRAT P NS BR—REBSHNNSR). HERAWZXNNE. I, B
@ BSIEFHEREHEA2. 000N R, MILMATES B ESBBEREE=REMRFHEH

2. T RAREHREN NN, ETUERN FERHEER:
/mybucket/mydir/yyyymmddhhmmss-random UUID.Jjpg

"SEEREEIY

MR AT EEFENSNEBET BEA. NSIEF MM ARF IR RN TIEE BEEN T T T

HIGetObjectiBfF, XEBEIEAVIREMERT. EStorageGRIDAAEMHMMELEF S HEBIAIERIT

o MIFRKNFSIER BT HIGetObjectBIEMERFIE; FIN1. M50 GBEENSIZIN10 MBISEER

AR 8.

NRMESER RIRECEE, ME P iERPTAE 2B,

() WRBEEENR, HEBFHUAREUAEHTER, HEN AR IR EE,

*3#FAmazon S3 REST API

S3 REST APILHEIFAE R

StorageGRID R4 NEEEEMEIRSS APl (APl hRZs 2006-03-01) , TRFKZEIRME,
BE—LLERHl, 7£EM S3 RESTAPI BEFIHNARERN, BEETHRLIEFHAES.

StorageGRID AL ZIFEIMEEENIER, ZRREFERERIIEK,

SEGPUSES

S3 REST API 89 StorageGRID SEHE{NSZ1FE WA HTTP HEARE .

TR BHEREMIRSL, StorageGRID £4NFFHEMH HTTP BRI HHERRIETEIERD AJ LA
gratrERtE (GMT) RINSCEAMERE (UTC) RIiEE, HEREFENXRE (WIHEE +0000) o
NREIE x-amz-date IAFIEEREAE, EHAWSE R A4ET, BER x-amz-date ERIFKRPUBIANF
iR, FNF B EIRE.

BAERIRK

StorageGRID R4 1FE X HIEAIBERIRSk "Amazon Simple Storage Service APIZ% : EHIERIRL", BF
— MG,

140


https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-stored-object-compression.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html

JERATER S2hE
Authorization TETEF AWS FLHRZA 2
X AWS BZhRZA 4 , BLUTIE RN
* REAMBERIESGHE SHA256 B, 1#5 AP IRRIEMAHITIOIE.

FIGIZ{E—HF UNSIGNED-PAYLOAD ENIRMH x-amz-content-
sha256 i,

X-AMZ-securation-token REhf, IR[E] XNotImplementeds

1B AR AR
StorageGRID £4:32#5H _Simple Storage Service APl 2% TEXMFIBEAMNARSL, BE—MMFI,

B VE IS SET
X-AMZ-ID-2 (&

FHERH#ITH MBI

StorageGRID &4 15 E A S3 APl W3 RHITE R IIEFE R i1,
S3API ZIFEZRA 2 MIEZB IR 4 XF S3 APl i5RK#HTTE DKL,

234 B IIIERNERSIER ERIERIZEER 1D MYEIB R ZRHITER

StorageGRID R #FMIHFHINIEST7%A: HTTP Authorization ANBAERE IS,

fEF HTTP #Eiink

HTTP Authorization #RkEHFAES3 APHEIEER. BEFMEDERREEAITRIER TERAERIBEKRE -
Authorization ARKBEEMNBERFITEHNIIEFMFENMEERES.

ERILMEREISHA URL NS HIIEER. XFFAMN URL #ITIES, AATFRTFHERRNIRE
[EIPR. BAEERURLA AR THENEHRZREONERRER. ZEEmeI AN T RREE=ZRi719)
R,

MRS HMITRVIRIE
StorageGRID Z2FAZHFHFXZARSBHITIA T I2E,

141



1R1F SKHE

Listi@ TEFTE Amazon S3 REST API 1T i, WMNBEER. BASITEH,
(LLRTFR RN GETARS3)
REVIFEER S StorageGRID "FEV/ZfEFEFHE" Request (IEXR)B TS EK A EAN S

FREEURSKP XENS N EFEIBRNEEE. XEMIRSHITRIE
E. BERN. HEBEEXEWSH (?x-ntap-sg-usage)o

EIT / =P iR FAIEF R LUE AR opTIONS / MTEET 5 EAIS3EmOA
KHIEKR, EREHSIBMIEIEEE. UREFEETRES A, &0
!—)j(ﬁﬁﬁlttiﬁ*iﬁﬁ%ﬁ“, W] USSR fa T 2SR E EE T =By %
Eil

FHTEE D ERNITROIR(E

XFEN S3 MK, StorageGRID RFEHZZHIF 1, 000 Mo

FRED EBRBIRRFEIEMBAWS US Standard XIFRE. BERE—T K ERFIJIDNSERLAE. LUIFFSIEIMT
BEEIBR.

BXBFEAER, BEUUTRA:

* " {Amazon Simple Storage Service B {5F: 1ZEDERIEH])
* "EEES3UHAIHZ"

ListObjects (GET Bucket)#ListObjectVersies (GET Bucket)¥} &R hk7s )i {EZ #5StorageGRID "—Z14(E"S

TR URERTENS NMRED BB R L XinREEH. SR
"SRENFFE D ER_ERIA IR IE] "

TRNLBT StorageGRID UNMAISEHE S3 REST AP ZE D B2 1E. BERITEHPEMIRE, HAMAKFIRENE
BYIAR R,

142


https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-s3-api-endpoint-domain-names.html

1R1F SKHE
CreateBucket BIEMEFED R, SIBEMEORE, EMaRNEFHEDRFIEE,

* FREDEBTMOARTE TR :
° 81 StorageGRID ZFMNIEH—H (MAVLEHAF K- PEIH—) ,
° MRS DNS EK,
° WAMELVEE 3NFER, HFETEEBT 63 MFR.

° AIUR— I HEMIENFY, HER—MR2RESINE. 8 MiE
%ﬁu¢5?§ﬁﬁ?ﬁ%ﬂﬁi,#HR%@%¢E$§,@$ﬁﬁ$
Fo

© FEES AT 1P Hi3Lh 200,

© ANEREPMEERNBERPEADR. ARSERIERS FBECFIER
HIAERE (A,

* BIABRT. BEFEIEDER us-ecast-1 XiF; BR. ErILUER
LocationConstraint IBRIEXFHIEKRTRLIEEEMXIE, FEH
LocationConstraint Elementf. ENITHEE EFERMNMISEIES o MIEE
BAPIE X XIS R R, MRERRENERNXIRZIR. BEKRER
RAEER,

AR tNRCreateBucket(BIEE7F &5 EL)IE R A RYX 15 is] R £ StorageGRID
FEN, MsXEHEIR.

* &R LIEE x-amz-bucket-object-lock-enabled IBEXRIRELCIE R B
T SIMRBENTFED L. FEM "EFHS3 REST APIFCESIWREIE"S

BIZTFED AT, BISA S3 WRIE. CIEDEKE. BT ERNIMNKEASS
MRBE. S3 WRIMEFEDERMRAIES, EEIBDBRINEBMBERD KRR

=l
DeleteBucket MRIBRTEE 5 ERo
DeleteBucketCors fRipRTZAE D ERFICORSECE

DeleteBucketEncryption  M7FfES ERFRIFRECANZE.. IEMBEX KB ERIFMBIRE. BRMEEFED B
EfIFN R ME,

DeleteBucketLifecycle MEEDERFRFRESEIERE, BS 0 "I S3 L FHEE",

DeleteBucketPolicy TRBRESINE % 7 FR AV BRBR

DeleteBucketReplication  WIFRHIIZI7Z %2 RIS HIEE,

143



1BR(F SKHE
DeleteBucketTbaging £/ tagging BT MEEDERPRFFFIBIRICHFHIRo

AR WRANEESEIZE T IEBIALMEREIRIE. WSHI NTAP-SG-TLM-
BUCKET-TAG BB DA EME D ERENZEME D ERINE. WREFEE. B700EHE
iA— DeleteBucketTbagingRequest NTAP-SG-ILM-BUCKET-TAG 17{i& 5 E&#R
%, MEEAEHERAL HNXEEMPutBucketTagingRequest NTAP-SG-ILM-

BUCKET-TAG T MTFE 7 P RIFRErE R ICAARIE R E D ECE. B71EEK

PR NTAP-SG-TILM-BUCKET-TAG 129 ERA7E,

GetBucketAcl R[E & MR R TEE D ERFTAEMID. DisplayNameFftLfR. $ERFrEEXNTEE
DEEBEIHRNR.
GetBucketCors IR[E] cors TFEDERRIERE,

GetBucketEncryption R [EFE D ERBIEIAN B &

GetBucketLifecycleConfig iR [O|fFfE 5 ERAVE M ARIECE, ES W "0IE S3 £ mEHRE",
uration

(BT AGET DR A
#A)

GetBucketLocation REMEAIZEMNXIY LocationConstraint CreateBucket. 3R 1FiE D EEAIX 15,
J us-east-1. FRENZXIFMNTFRSH,

GetBucketNotizationConfi R [EIMiINZEI7ZiE 5 EAIBRIECE.
guration

(LARIFRAGET 23 B IEAN)
GetBucketPolicy iR [E AN E F0E 2 FR AV SR ER
GetBucketReplication R[OTINEIFE D BRIV EHIECE

GetBucketTaging A tagging AFIREITF#E D ERIFFEIRICHFE IR,
FE NBEANEFESEISE T IEERIAILMERRITE. MEHI NTAP-SG-TLM-

BUCKET-TAG BB N ELEFMEDERINENEFEDERITIC. 1B77EEMPRIER
12

144



1B1E LhE

GetBucketVersioning tbEHEER versioning AT IREITFME D B AR AIEFIR S FE R
* blank: MKBERBIRAES(5 & B BUBMAIEH")
* Enabled : BEAhRZAsiTH
* suspended : fcRIEBRAREEFIHEEE

GetObjectLockConfigurati R[E|7F &5 B RAIARBIRAABIAREBEAR (AR EEE).

on
EZ N FHES3 REST APIEIE S3WRBIE"

HeadBucket HMEFEDRESHEE. UREREENHIZEFED Ko
AR ERHRE]:

* x-ntap-sg-bucket-id: UUIDMIXHIEE D EEAIUUID,
* x-ntap-sg-trace-id: XEOFERBIE—EIRERID,

ListObjects EE D ERFHEDHSIBHNREZ1. 0001, NRUEFHETUEERMEZ
MListObjectsV2 —. EMERNRZM—HEH NN REDUCED REDUNDANCY 7Z{ERIE:
(ARIFFAGETER) * STANDARD. FRNAREMIEHREET RARNERE P,

* GLACIER. RIANREHECFEMIEEHINFIZED R
MREFESERESAETRERNVEMBRZRER. MM ] gt iE—LL %A

CommonPrefixes NEEZEA,

ListObjectVersies EEfED R EREREGIENIRN. KIGEESESHER versions FRIFYIWH
T B BT PR R A3 R BV TTER R

(LARI#R A Get

BucketObject Version)

PutBucketCors REFMEIRICORSEE. LUEEMED BRA UIRERILIER, BRARLE (

CORS) B—M&2Nl, AF—MAFNEFis Web NEERFIHIEARREFH
HiBo BN, BRIREFEARAMNSIEFEMEDER inages LUIEHEER, @BTIRE
HICORSECE images FEDEPHNEG. B UEMLL B RiZFESBEPHNE
& http://www.example. coms

PutBucketEncryption KENEEESENRINNERS. BREESIREINNEZER, HINREES RS
BRI REBSHITINE, StorageGRID X #HFH StorageGRID EIERIZ A
THRSZ2RIHNNE, IEERSRIHMEZBREFNEY, BIRE SSEALlgorithm B¥&
BN AEs256, HEAREMH KMSMasterKeyID B3,

INRMR ERBRESEEMEEL. WRIBFBREER). WEHEDRAANBRERHK

7B x-amz-server-side-encryption-* IFKIKER),

145



1BR(F SKHE
PutBucketLifecycleConfig f#ZfED ERSIEFAVE s AR EN BRI AL EHECE, StorageGRID £—

uration MNEGEAPRETRSZIF1, 000 £EGEALHAN. SMMNTUEEUT
XML JT&:

(BT A" ME R ERE R E

#A") * B|HAEEACRER. HEA. ExpireObjectDeleteMarker)

* IFHFIARAZHA(GFrIE L FIRRAS. IFSRTBEA)
* fidess (RIZ, A7)

 Status

- ID

StorageGRID Rz #FLL T RE:

» AbortincompleteMultipartUpload
* T

BEI el S3 L AHIECE" s BT BEES R BT IR EIOM
S5ILMAERARE. BZW "ILM WNEEN RN LB ERIETT

AT FHEIRESEREERRTERT S3 MRIENFEI R, BES%
GRFED R E D R E AR B,

146


https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html

1BR(F

PutBucketNotizationConfi

guration

(LARIFR /9Put Bucket"i&@

1)

PutBucketPolicy

SKHE
ERBREXFESHEMEEXMLECE D RIVEN. BN THRUTERFAES

* StorageGRIDz#¥i§Amazon Simple Notification Service (Amazon SNS)

FKafkaEFENB IR, FZHFEEPATIARSS (SQS)aAmazon Lambaiif o

* AIUEEA BAREE S StorageGRID ifm= A URN o BILUERIEF S22 0l

FEIE AP 8=,

ERIHEE BN, IHRUNFTE. NRIESAEFE. WA 400 Bad Request
REIFFIRHERAES InvalidArgument,

* BAREAUTEMHREEERN, XEFHLEE £ 2%

° s3:ReducedRedundancyLostObject

° s3:0bjectRestore:Completed

* MStorageGRID &ZHIEHEREAITEISONBIN. FRIZAETENFE

BRERNA. MOEMERAERNEE. WA TR
o EHR

sgws:s3
> * awsRegion*
T EtE
°*s X-AMZ-id-2*

N5

° * *

arn

urn:sgws:s3:::bucket name

REMINEIFEDERAVERRS, BS0 EREFMED EBRAA R SRR,

147



1BR(F

PutBucketReplication

PutBucketTaging

148

SoHtE
AL E "StorageGRID CloudMirrorEH!" A ERIEX PR ENE HIELEXMLEIYTE#
3E&. FF CloudMirror £, &N TR TELMEFHEE:

* StorageGRID X2 REFIEERN V1 . XEBKE. StorageGRID AZ1FHH
Filter ElementRBIFIN. HEREV1REXBBRTRREHAE. BXRIFH
£8, &8 " (Amazon Simple Storage Service B 15/ : EHIECE) "

* PERERITLUED AR RS R LECE,

* BRI ERIECE XML (S MNP EE R RN BAREE D R —NREFME
DERAILERIZZ 4 BREED Ko

* M BIR D ERIEE TP B IR FH P B2 AP H#EER StorageGRID i
HEURN,, &N "B2& CloudMirror 2"

B HTEREE, YIFERESR. NRIELSAFE. WIFIFLUKKEY
F2ICHIL 400 Bad Requesto HHIZHEEAR: Unable to save the
replication policy. The specified endpoint URN does not
exist: URN.

* IBTLEISTE Role EECEXMLA, StorageGRID AMEALLE, MNRIRZE, N&
BERIL(E,

* NRHEREXMLEEIREEZ. NStorageGRID 5§ STANDARD BIAER
T. FiEEL,

" WRNIRTFED BRI R AMIFRREF A A S, NEKREHITAMT

© MRAEFNRAFEDERZAEERPR. WASERNZNRIFMED
B, WAZEHIE,

° MRIEEEFINRUFMED ERDIFEMIPR, N StorageGRID X EXIHE
#1689 V1 BIERAE Amazon S3 IBRIT A,

M tagging BFAEED BRANHEF—BINCHFERR. FINEFED EIRC
B, &R TR
* StorageGRID 1 Amazon S3 AENMEED ERE&ZZ1F 50 MrE,

* SEEDERXBRFICHIEEE—RIRE . — MREBANKERZA]
1% 128 4 Unicode FfFo

* RS EMNKERZ AN 256 1 Unicode FfTo

* ZHREMNEXHANE,

AR NRAMEEDESE TIEZHALMERRITE. MBI NTAP-SG-ILM-
BUCKET-TAG EE RN ELFMHE D R ENFME D RIS, R NTAP-SG-ILM-
BUCKET-TAG T2fiE BRI & & EFEPutBucketTagit R M B A ECET. &7
Be PR IEEARIC

AR MRMERBSEEMIREBNEAERIME. MRAEESHERTEMRE
fRic. WEMEREED BRI RIS,


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-add-config.html

1BR(F SKHE
PutBucketVersioning f£F versioning AFIREMBFME D BRIMRAEFRIRSHFHR. ERILER
UTMEZ —IRBERAITHPIRES
* Enabled : ATFED RPN RBAMRAES. ANNEEFHED BRPIFIENER
HEUEIME—BIRRZS ID -

* suspended : AEFEDERPINRRABREIES FINEITFMEDERFRIFEXN

REWEIARAID nullo
PutObjectLockConfigurati  fir & S fflBR7z & 57 ER AN R B IR FN ERIA R BB HARR,
on
WMRERT BINMFRZEAR, MMEXNRRASHFRE BEIEFRIGAT, FxERHN
ARG AR EFIT R,
EE N FHS3 RESTAPIELES3WRBIE" THIFHAEE,
FHRFTRUITRIIRIE
I RMITHIIRE

RTIT 4R StorageGRID RLINAIFTT RIS S3 REST API 121F
UTEMERTFRRERIEE:

* StorageGRID "—E%{E" WM RHAITHFEIRIE, BLUTRIERRIM
o GetObjectAcl
° OPTIONS /
> PutObjectLegalHold
° PutObject{R
> SelectObjectContent

C RRBFFER (W, RYEFPESANE—ER) B " SR " AEMEITRR, " SHmE " 1T
HYBYBIEURF StorageGRID R4 RIBITTRAEIEK, MAE S3 B in{aiy FiaiE(F.

* StorageGRID FE S ER PRI E W RIYIAEE D ERFIEEFE, SEEEZRPEMK, AIENHR,
* @I SwiftNF# 2 StorageGRID RLHIEEEX R TR BIT S3H#H1TIA ).

TRNAT StorageGRID N{aILHE S3 REST API 3 RIZE,

149



121F
DeleteObject

DeleteObjects

(AR ARSI R)

DeleteObjectTagging

GetObject

150

;]
ZRARBHIIE(MFA)FIMR ARk x-amz-mfa A2 ZHF,

b ¥EDeleteObjectif kAT, StorageGRIDE 2117 B MFRE 101 & MIBR
WNRMFFEEIA, WRMIN, StorageGRID &I7ENAEZE F HHi AN,
NRTCEE 0 IMIERPRERIA (B0, BHFEMIBERRAIA).
)"'%StorageGRlD KGR AHPAEFRIBR. AEREF iniE R
Do

hiR 242

ERPRISEMRAE. BREDIEFED RFAIEEHER versionid
FHR, FEREFRBEFXKAMBRIARA, R versionId MNF
MIBRARIC. BNERZATSk x-amz-delete-marker IREIIIGE N

trueo

* BRI RBSAER versionId FRBEEBBIREMEEDER
. BE/MMFRITIE. o versionId XMFMIERFRIS. ERIR[E
x-amz-version-id MARAF] x-amz-delete-marker iR[E]
MM ARKIKE N trueo

* BRI RBSAER versionIid FRBERETEENDE L. ES
AR EFZER " null"hRZS 2L "null"BIBRIFIS. FFERFTEY " null"fl
F##5120 o x-amz-delete-marker IREIFMNIRKIEE N
trueo

CER L ARERRT, —IHRABEEES THERTIC.

158 FHS3 REST APIECES3XW R BiE" T #RINAI7E S BRI Tk
I RhRZS,

ZRZEFHIIE(MFAFIPARATA x-amz-nfa FR3ZHo
A LER—ERERBFRERZ R

15S FHS3 REST APIECES3XW &R BIE" T #RINAI7E S BRI Tk
IR ARZS,

£/ tagging AT MNERPRERFIBEIRICHIF R IR

hR 22

R versionId IBKAKRIEET IS, HIRERMNZIRZAIZHIHY
FiE D PN RS MRASHHBRFIEIRIC. MNRMREHFIRZE
ZMFEARIE. MIR[E"NDotAllowed™ RS x-amz-delete-marker
MM ARSKIEE N trueo

"GetObject"



121F
GetObjectAcl

GetObjectLegalHold

GetObject{R &3

GetObjectTagging

HeadObject
RestorEObject
PutObject

CopyObject

(LAHI#FAPut Object - Copy)

PutObjectLegalHold

PutObject{R &8

SKHE

NRAKAIRM T BEEVHRENE, MIARERIRE] S VAR LUK SRFf
E%E’\J ID , DisplayName F[R, {ERFAEENNREBTEIHIAN

"{EFHS3 REST APIEC & S3X R IiE"
"{FFES3 REST APIBC &SI R EiE"

A tagging FRBELUREIXNRBFAETFIC.

hiR 22

R versionId IEBKAKRIEET IS, HIRERREIZRAITH

BFEME D BRI R SRFMIR AT EIRIC. WRMRIEFREZE

fiFRtRIE. N=iRE]"NDotAllowed K7 x-amz-delete-marker M
NARKIEEN trueo

"HeadObject"
"RestorEObject"
"PutObject"

"CopyObject"

"{EFHS3 REST APIAR &SI R EiE"

"{#EFHS3 REST APIBC &SI R EiE"

151



1B21E K
PutObjectTagging M tagging ATFRAMBEXNRFI—AIFIEHNFEIRo

M RATICRE]

&0 ATE BRI RS ARRINE, A LIEERNEIE TR
A, StorageGRID #1 Amazon S3 X E N WREZZHF 10 Mric. 5
HREBERICHNEEE—IREZE . — MRERRNKERS
BAILAE 128 4 Unicode FF, MiNCEMKERZOILIE 256
Unicode Fff. ZIMEBEXSKNE,

RGBT

fEAPuUtObjectTags BH X RHIFRICHES. StorageGRIDASEFHINEXT
R, XEKELSERITE ILM MNFIEERN " HAITH " ET, &
SEREGES ILM #EEHITE ILM i, EFRfhEEANRREER

=T

XEKE. WNRILMIRNIEAstricingiE I TINEIEIRE. WIETLE
MEFREXNRGIMN. HBENMUEARTR)NASRITEMRIE. B
EHMRSEEEYFNE, BEALUHTRRAENMUE L,

fiRIR ST
MRIFPIHER (FlH, BIEFREANE—EHRH) KB " =

Ih " AEREHITEER, " RFRE " THERIAEEBUR T StorageGRID
RGUARISTRLATEIRR, TAZ S3 B i BIFi51%(Fo

hR 72

WR versionId RELIERPIEEE TS, RERARICAM
IR AR AT HIRTEME 2 P RVERFTAR DS, SRR HFIhRZS
ZfiEREARIE. M=iR[EI"NDotAllowed IS x-amz-delete-marker
MM ATRKIZE /T trueo

SelectObjectContent "SelectObjectContent”

£/ S3 Select

StorageGRID Z#HLL FAmazon S3 SelectFf]. #HIERAMZER
"SelectObjectContent <"

()  FHRTIEHEETE,

BXiB%, 158 "SelectObjectContent"s B> S3 Select WiFAAE 8, iES M "EHTF S3 Select fJ AWS XX
=R

DBERBAT S3 Select WA M A BEFHITIOHE R SelectObjectContent Zifj, 1HEE I "FF S3 Select B E
ETFEX",

152


https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/selecting-content-from-objects.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/manage-s3-select-for-tenant-accounts.html

=+

* EEIR

* from F4]

* Where F4J

* Limit F4
#hiEER

i)

g 5

* string

*ER

N, B

* timestamp
ZERT

EARITEAT

*NFZE

- g

B IEES R
i

* %

153



HFTERF
o +

* %

StorageGRID #&f&Amazon S3 Selecti®{ER 5o

B AR
o0
LI (%)
* BAME 0
* BME O

*sum ()
SHFRER
© =
&
e NULLIF
LR R R
* cast (ATFEZFOVEIELDR)

date X%k

* BERA

* HHRER

* 1EEY

* to_string

* to_timestamp
+ UTCNOW

154



FIFERERIEL
* char_length , character_length
* B]
* FFEFH
- 51
* LR
fEFARSS 2R Im N EE

RS 2RImMZ R A FRIPE AN R EIE. StorageGRID RTEE A RES X #IEHITINE,
HEERN RIS W EIEH TR

NREBEARSSB[IRME, A LURIEMNZZANERS MR E /GRS E—Em:
* *SSE (f£A StorageGRID EIEREAMITARSS BRIRMNE) * ¢ FEREER S3 IBRIUTFEXN KT,

StorageGRID &{#EAME—RAX M RFITNE . ERZFHER S3 IFRUEENRES, StorageGRID =f#H
ERENZHAM T RHFITHRE

* *SSI-C (EAEFFIRMEMNEAHITIRSR[IRME) * . ERTHR S3 IFRUFMENRE, ERILURHES
BNZER . MERWRE, EAUEBERPREEERNNEZR, MRXHMMNBERLE, WK
1THRE, FREERXN REE.

&7A StorageGRID AR ERFMBE W RIMEMEZRIE, BELNERRHMNERR,
(D RennEmEcTTaEi, IREANEEE, NEERTOHR,

() TR SSE 5 SSI-C HMRMTINE, NAZBEMSRAIMEEIIMELE,

fEFA SS

HE(FF StorageGRID BIEMM—ZHNIWNRHITINE, BFEALUTIERIRk:
x-amz-server-side-encryption

AT RIBIEFFIE A <3k

+ "PutObject"
» "CopyObject”
* "CreateMultipartUpload"

fi5F SSI-C
EFEAEEENE—FAN RTINS, BER=MERIRK:

155



JERAT Description

x-amz-server-side EBEMZER L. PEEMXNINA AES256o

—encryption-customer

—algorithm

x—-amz-server-side EBERTFRIWNRFITINZE L BZENINZE R, ZHNELIN 256 (i1

-encryption-customer-key base64 #wh,

x—amz-server-side 1818 RFC 1321 I8 ENMHRZHA MD5 HE, BAFHREMNBZRIPERE
-encryption-customer-key BEHiR. MD5 HERBEXINA base64 LRIZHY 128 {iL,
-MD5

IR 3 R1%{EZ$F SSI-C i5KIRk:

+ "GetObject"
+ "HeadObject"
+ "PutObject"

* "CopyObject"

* "CreateMultipartUpload"
" EAEERE
* " Ff&PartCopy"

RepRSS RBIHMESEFRMHES (SSI-C) EEEANEIEEM
£/ SSI-C Z#l, IHEERU T ERSIL

* WIER https o

@ {6 SSI-C AY, StorageGRID &31E42i@id hitp X HAMEMEREFLELERE, BNEEFE
A http BIMNRIENEAZAZ IR, EFZEH, HRESERE,

* MR AEY ETag AT REIER MD5 .
* BN ERINZZATINRAIMET, StorageGRID REEMEZRH. EHRBIENES N NRIBEHANZR

Ho

* MREHFEDREBBIRAES], WETHRRFEHNES B CHMEEHR, BRRRES M RRAERE

PRI & tRo

* BFEEEF G LLEEMERR, BbEEsEs s L EREREMERPER, fINRARHR.

@ CRMEMEBRAKITAZF M. MRERNERSH, WSERENEINR,

MR AFED RECE T BMRE B S CloudMirrorEHl. MFTEMESSE-CH R, HMNRIEREW.

BXES
"Amazon S3FIFER . EAE IR AHITIRSS 8] iR (SSE-C)"

156


https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerSideEncryptionCustomerKeys.html

CopyObject

&R LUEFES3 CopyObjectia K N B FETESIHAIXN R BIE R4S, CopyObjectiRES kR
H1TGetObjectFIPutObjecttl[El,
R RIZE
MRPEFIIER (B, mIEPIHEEANE—FH) G " &R " AEMEITHRR " &HmE " TEHH
BYBIBURF StorageGRID RGN FTEMLATIEK, MAE S3 FF infBY FFIGIR(E.
FFRKN
—NPutObjecti2{ERIERA_Recommended A/NA5 GiB (5. 368. 709. 120F ), MIREMITLRATS5 GiB.
BER "ZE EE TR
—NPutObjecti®{ERYER K _supported_K/N95 TiB (5. 497. 555, 138. 880F T ).

WRIEMStorageGRID 1.5 BRI AFAL. NEZH EEZEBE5 GBIXREY. itk S3 Put

@ Object Size Too LigerZik, MRELFHRET StorageGRID 11.75¢11.7. MEXFHER T A=A
REWR. BR. NTFHEAWS S3tnEE. KFKhAHIStorageGRIDA X EZ#BiE5 GIBHIT R,

P TH#3ETEY UTF-8 F5/F
MREMEREAFEXHTHRNZHABMHEREE CR¥EX) UTF-8 8, WRKEX StorageGRID 17

o

StorageGRID N 2T e A P E X R HERN Z AR MEEPE S8 UTF-8 FiF. 3 XHJ UTF-8 F1F
W79 ASCIl F7F:
* NRAPEXTTHEIEE S5 XA UTF-8 75, NMESRRII,
* StorageGRID F&R[E] x-amz-missing-meta SIRMBERRMHENBERES S TEHTEINFRT. WA
PR
SEFRVIERAT K
SFEATIERIRK:

* Content-Type

®* X—amz-copy-source

* x—amz-copy-source-if-match

* x-amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta-. FEER—MRI-EN. ZWNEEHFEXRITEHE

* x-amz-metadata-directive: ERINMEN copy. ATERIM R XEXRITEIE,

ZP]LAISE REPLACE EFIMNRNEBZINE THE. NEEMNRITHIE.

157



* x—amz-storage-class

* x-amz-tagging-directive: EXIAEN cory. BFEFINRIMABIRIC.
ZR]LASRE REPLACE AJIEE RN RENBEMAIRIS. HEMFIC
* S3 WRMUEIFERIRK!
° x—-amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold

MRERHIBERNEEXENRK, WEEREFEDERIAMREIRERITERNRREEXNEEE LR
HA, iE& 0 $FAHS3 REST APIEEES3WRHIE"S

* SSA IEKHRk:
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption
° x-amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

BEN [ARSSSFmMNERIERATK]

BRIRKAR 2 H5
FFFAFIBERITRL

* Cache-Control

* Content-Disposition
* Content-Encoding

* Content-Language

* Expires

* x—amz-website-redirect-location

TFAESIRTR

o x-amz-storage-class ZFFIERIRK. WNRTERILMANER "R K" BEFE". MEw
MStorageGRIDEIZ I RENAE " INGest"FEIN",

¢ STANDARD

(ZRN) FEETE ILM FNE AR ISEINE, balanced-option [EIRE| g2 a] @I A B 1T RGR T E N2 1E.

158


https://docs.netapp.com/zh-cn/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/data-protection-options-for-ingest.html

* REDUCED REDUNDANCY
FEETE ILM FLNEFE SR 23211 8Y, balanced-option [ER 79 82 FRE] @I 4B AT 2R3 H N IR,

NREEBATSSHRUENBERTERNRBANEFEIE. WEER

@ REDUCED_REDUNDANCY AU AL, MIREFWNRYNANSHAFEIER. WEET
REDUCED REDUNDANCY JETUR[EIFEIR, StorageGRID FIALHITIURRZHN, UHARHERE
BAMEER,

7£CopyObjectHfEFx-AMZ-copy-source

NRRFED BRAEIB. IFEFIEE x-amz-copy-source k5 BIRDBRMBIARRE. BN REIENEIZRF
EEPNEE e

WERBEM BARILES. MMEAM x-amz-metadata-directive Frk$iEE N REPLACE. MNERMTEIBISERIE
RARHATTEIREHRHITEN. EXMMBERT, StorageGRID AEEMHANR, XERITEEGR:

* FBEfERCopyObject RIMBIBE IR BAREENRMUMBE W RIMNE, INRERM x-amz-server-
side-encryption FR@lay x-amz-server-side-encryption-customer-algorithm ¥R

k. StorageGRID 1E421EKH1R[E] XNot Implementeds

* AEERATE ILM MNREERN " HATTH " &0, @ZEREE ILM #EEEMITME ILM B, EMifAR
AN REEEATHZHITo

XEKRE. MRILMANERstrictingi BRI TINBIERIE. NWETEZREFMBEXNR(BIG0. MEBNUER
AT A)IASHITEMIRE. EMENNKFERBELGRUE, BEIFLUETRENNUENLE,

AR S5 28 Um0 2 BYIERAT K
NRE EARSSEIHNE", ERERIBERILEVAT RN RERTEMNEUREEITIME BTN R,

* NRFEXNREAE FIRMERIZIA(SSE-C)HITIME. Wui7ECopyObjeciB KRB E AT =15k, LUER]
NN REITRE. ARHITER):
° Xx-amz-copy-source-server-side-encryption-customer-algorithm: }87E AES2560

° x—amz-copy-source-server-side-encryption-customer-key. IEEEECBEX REIEHA
MEZA,

° x-amz-copy-source-server-side-encryption-customer-key-MD5. IEETECIEFEX KRBT
HEIMD5SEE,

* IREBEACRHENEENE—FANBTNR (BlF) #HITNE, FEEUT= R

° x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,
° x-amz-server-side-encryption-customer-key: NBEIRNRIEEFHINMNEZRH,

° x-amz-server-side-encryption-customer-key-MD5. F&EFINZEZFHIMDSHEE,

@ RN BERKTARF E NRERNEBESR, WSERENHIHNR, EERTFR
HEVRARIPFRNRBUBEZ /. BERERE EARSSHEHNE"

* YNRE(FEFHStorageGRID (SSE)EIEHIM—Z A3 BRI R (BIAS)# TN, 1BTECopyObjectifE kKA EIE

159



i e

° x-—amz-server-side-encryption

@ o server-side-encryption TEEHMRIE, MEFERFEIESA server-

side-encryption MMEfFH x-amz-metadata-directive. REPLACE,

RS2 %)
NRFFED R ERAITHE. WA LA x-amz-copy-source AT ERIRMRATRIITE, EEFIFR
RERRAS. HERBHIEEEZEFINMA versionld FHF. MRBRFMED BEEHITRAEH. MEF

REIEMBIARZA x-amz-version-id MINATSk, MRBEFDREMRAIZFIEEE. M x-amz-version-id
R [E]"null"(Eo,

GetObject

& LIfEFIS3 GetObjectiZ S K MS3TEE D ERPIE R R,

GetObjectf1ZE 773 3R

R AEA partNumber BFRRRZE L HDEFTNREVEEIDIVIEREH. o x-amz-mp-parts-count
MNTRETHREZ DIEH

AT LU E partNumber X D&/ ZED W RIMIEDER/AEZEFD TR, 981, ER. x-amz-mp-parts-
count REFTENRHAZEH D WRA SREIMA TR,

R T#iE+F ) UTF-8 F/F
StorageGRID A =fEMT SRR AP E X HIITHIBPE X UTF-8 F1ff. WMEFPEXBNTHIERAEEKXUTF-8
FROFTREZHAFKEERASIR[E] x-amz-missing-meta RZPFBZHFRE B ERETITEINZER. MAR

o

BEKRIRKAZ
AEZFUTIERIRK. FHiR[E] xNot Implemented:

* x—amz-website-redirect-location

hR s

WRA versionId KIEEFRIE. IIRIEIGIRENZRAIZHINERE D RPN RIERFNRA. MR REHF
A ZMFRARIE. MSFERE]"FRILFIRS x-amz-delete-marker MMNARKIEE N trueo

FEREFRMNMEZEZ (SSI-C) #HITARSJBIHMBAVIERITX
INRERERENE—ZANNRETINE, BEARE= MRk

* x-amz-server-side-encryption-customer-algorithm: }8%E AES256,
* x-amz-server-side-encryption-customer-key:. IEENRAININZEZER,

* x-amz-server-side-encryption-customer-key-MD5: IEEX RINEZHEFARIMDSHEE,

160



@ ERENERAKITAZFME. MRERNERSR, WERENHINR. EEAEFREN
BIARIPRNREIEZ A, BEEPRERE EARSEIHNE"

GetObject for Cloud Storage PoolX & 1T 1

WNEREFBEET "SEFEHL", GetObjeciFBRAITHEURT W RAVIATS. 1B5S MW "HeadObject" BXRIFAER

@ RN REEERFE L. FEERNRN— PRSP RIS B TR, MGetObjectimRF=
MR REE. AEBNEEFEBPREREE.

I RAVIRTES GetObjectfI1TH

FHREEH N StorageGRID 1B FKiET ILM #HITiFE, 200 OK
HNEFEEERAEE NP R ERLUMRD
BRI RAVEIZS,

SEEHATFHINS, BERTERTERRIRS 200 OK
RERNREIA.

HRESEETENRIKRS 403 Forbidden, InvalidObjectState

5 "RestorEObject" TR RIEREN AT ERE.

[EEMA M TRIRESEFERI TR 403 Forbidden, InvalidObjectState

ZFRestorEObjectiE K52 Mo

WRETEXR R =EFFEA 200 OK

RN RHEIZ

CEENTNZEDH D ETR
MRIE LENERZED MR StorageGRID F—MAREWRIFND HEZMNXR, N StorageGRID =B EXF1%
HROEDHXREKAEZNRELECEFEATTA, ERLEERT. GetObjectimRrIgER R IRMIR[E] 200
OK MERMELZH BT BT ENRIRE. HERNRIIELEZ S H R ER,
EXLERT:
* GetObjectiEKAIfE IR [E]— LR, (EREERMPIERSL,
* AJRESIR[O]f54:GetObjectifX 403 Forbiddeno
GetObjectf M E H
WMREERRZ ... "WIRELE" M "ENRET EARERBA. NS3FFina] LUAE % H GetObjectiE K RIGIE

FHRPEFIIRE. MR EIERFE FStorageGRIDAY x-ntap-sg-cgr-replication-status MRk, ©F
BEEUTMEZ—:

161


https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html

A& EHIRE
R * *SUCCESS *: E%ImI.
* *pending *: FREFEH,
* KW EFRIRMFHIAALE AR OTRRLEEIR,

ko REPRAM: 5% EMIRMIEE K,

@ StorageGRID A #F x-amz-replication-status fxele

HeadObject

&0 LIEHES3 HeadObjeciE R MITRHPIGERITTLIE. MEFREIFNRES, IRTRF
fETE=fzfE R, AT LUEAHeadObjectffiE Xt R AT IR o
HeadObjectf1ZE 3 3R

&R LUE A partNumber BFHRRZIHD XD R RIFEIB D ITEIEINIERE . o x-amz-mp-parts-
count MY TTRIETHREZ D NEH.

EOI LUK E partNumber M F DR/ ZE R I RFIEDER/AEL IR IR, ¥9H1; BR. x-amz-mp-parts-
count REDERMRHZEHHITNRA 2IREIMN TR,

P TTEERBY UTF-8 F 75
StorageGRID = f#HT SRR A P E X RITTEIEFRIHE X UTF-8 Fifo WA EXRTHIERAEBR X UTF-8
FROMREEHIHEADIERFARIR[E x-amz-missing-meta NRFHZMAEELSRAITEINFRE. WA

FRElo
BRIFK AR T
AZFUTIERIRK. FHiR[E] XNot Implemented:

* x—-amz-website-redirect-location

R 42

WRA versionld KIEEFZRR. IHRIEEENZ HRZASITHIBFE 2 R PRI RV GRIThRZS. R RV HH]
heZs Z2fiBRARIE. NISFERE]"RIFE"RZ x-amz-delete-marker MWMNATKIEE N trueo

FEREFREHNMEZ (SSI-C) #HITRSJBIHMBHNIFERIT.
INRMREACRENE—ZAHITNE, BEAFABEX=TMr%.

* x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,
* x—amz-server-side-encryption-customer-key. FEEXN RIVINZ A,

* x-amz-server-side-encryption-customer-key-MD5. ISEMNRINZBEZIAHIMDSHE,

162



O

TiFfEHITRIHeadObjectiz
MRIFEETR "=FMEML", FREILTImRAR.:

* x—amz-storage-class: GLACIER

®* X—amz-restore

ERENERAKITAZFME. MRERNERSR, WERENHINR. EEAEFREN
BIARIPRNREIEZ A, BEEPRERE EARSEIHNE"

MNARKIR M T B XM KRB R aFMEN, EFETEIAIRERSHERRMETREHIER.

X RBRES

HFREEHN StorageGRID B K@i ILM #1TH(,
HEFEEEREFEN PR LU 4R

SEEHATFHINS, BERTERTERRIRS

MNRETEEFATLTRES, BN LEEDMBEE—
TRl

ﬁ%aﬁiﬁ%ﬂ%iﬂﬁ?ﬁ’ﬂﬁ?&, MR _E AR AR

YtHeadObjectfINE
200 OK (FiREMEFAFFRAIIEN AT R, )

200 OK
x—-amz-storage-class: GLACIER

‘x-AMZ-restore: ongoid-request="false". thy-
date="Sat, 23 7-20 203000:00:00 GMT"

ERMRITERTEORIVRSZ AT, NIRHEYE

expiry-date RBEARRNEIZETE, I8N
JERYE] AR5 StorageGRID R4:1TH,

200 OK
x—-amz-storage-class: GLACIER

‘x-AMZ-restore: ongoid-request="false". thy-
date="Sat, 23 7-20 203000:00:00 GMT"

BB expiry-date BB AREHNENZIZET (8],
AR INRMAE ERNBIARRTRGIW. FHETHREX

). MAZE R a)EHEIR A "RestorEObject” 15Kt
NBEEOERREIA. AT RERINCERITR,

200 OK

x—-amz-storage-class: GLACIER

163


https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/what-cloud-storage-pool-is.html

RIS fHeadObjectfIE 57
[EEMA MR RESEREIATR 200 OK

x—amz-storage-class: GLACIER

‘x-AMZ-restore: ongoy-request="true

WNRETEXRE=FE 200 OK
x—amz-storage-class: GLACIER

‘x-AMZ-restore: ongoid-request="false". thy-
date="Sat, 23 7-20 2018 00: 00 GMT"

o expiry-date IERAITE S EEMPATRIRE
B EERNRIRTS.

CIFEMPNZE DRI TR
NREEENEZIHIRE StorageGRID F—MNAEFRIFDAZINXIR, N StorageGRID =@ ENF1%
FHEHEBHHXIRKHE XN REGCEEZ MNP A, EFREERT. REMHeadObjectimRIFELEER 5

ERFRARARERES. HEBZNRIELEIERER. WiZIEKPTEERHEIRMIRE] x-AMZ-restore
: ongued-request="false",

HeadObjectfEE M1 S H
WMREFEANZ ... "WREE" F "BMEES" BEADERBA. NS3K kA LB % i HeadObjectid KR

R RIEFIRE. N E3EFE FStorageGRIDEY x-ntap-sg-cgr-replication-status MINFrk. ©
BEREUTEZ—:

A& EHIRE
i * *SUCCESS *: &%,
* *pending *: MREEREH],
* KK EHIRMHEIKABRIE. AP BIEERIEEIR,

Bir REPRAM: X &REMEMEEH,

@ StorageGRID A3z #F x-amz-replication-status fxele

PutObject

&R LUEAS3 PutObjectiE XK 3 RAMNEN 73 Eo

RS
ARPFFP AR (BId, BIEFREANE—ZHR) FLL " &) " AEMETER " RHmE " TER

164


https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/grid-federation-overview.html

BYiE]EVR T StorageGRID ZLEfAIRIFEMELATEIER, MARE S3 FF RIS FiGIRF.

XRA/N

— M PutObjecti2EHIERA_Recommended A/\I5 GiB (5. 368. 709. 120FT), MREMIIRATS GiB.
BER "2 HE .

—MPutObjecti2fERIERA_supported_A/)\J35 TiB (5. 497. 555. 138. 880F i),

IIRAEMStorageGRID 11 SHBRARAFHR, ML HEMITS GIBIRIRET, RAS3 Put
()  Object Size Too Ligertifi, B2 T StorageGRID 1.73411.7. MZEKHIES A
KER. BR. NTRHEAWS ST, REhRAHIStorageGRIDF 325 L %815 GiBRII R,
R TRIE A/

Amazon S3 &4 PUT iEKRIrkH B P EXBTTEHIREIA/NRSI 2 KB . StorageGRID P rT#iBRH /9
24 KiB o AP EXMTEIENA/NSESFRA UTF-8 HFIENEMENEMNFE TR Z ARG EN,

AR T#ERE UTF-8 7§
MRFRMEREAFEXWTHENERBMREFES (R¥EX) UTF-8 fH, W=KREX StorageGRID 17

o

StorageGRID A& fEFEERA R EX M THIENZHAB M ETE SR N UTF-8 /., BXH UTF-8 F4F
WAL ASCI F5F

* MNRAFPEXNTHIEE S NHUTF-8FR/F. NMIPutObject. CopyObject. GetObjectflHeadObjectid ke
B 0.

* StorageGRID A=iR[A] x-amz-missing-meta MR FHZ M ENERFEESAATITEINFR. WA

Ao

M RITICRE]
TR L EER RS A ERIRIE, A LUEEAMEIIENRF, StorageGRID #1 Amazon S3 HE MR

BEZXEF 10 MFIt. SHREXBIIRCHNETH—RINEEH, — MRACBHENKERZAIUZ 128 D
Unicode ZfF, MITZEMNEKERZTLE 256 1 Unicode FfF. ZATEXR HANE,

MERFEN
7 StorageGRID /1, FREMSRIYIAFEDERFIBEEKFFIE, BEHEIFFMAEKPRERBFIENNR.

SFHIIERIRK
LA T IERARL

* Cache-Control
* Content-Disposition

* Content-Encoding

}EERY aws-chunked i&FTF Content-EncodingStorageGRID AEIEIE LRI

165



° StorageGRID AR chunk-signature X XIREIE,
° StorageGRID ARIIEEIRMHEIE x-amz-decoded-content-length IR,
* Content-Language
* Content-Length
* Content-MD5
®* Content-Type
* Expires

* Transfer-Encoding
NREI. MZRDRERIRIY aws-chunked bIh. ERFERAEROEE R,
* x-amz-meta-. FER—PEF-EN. ZNEERFEXBTHRIE.

NRAFPEXBTHRIEIEERN - EXH, BEAUTEREI:

X—amz-meta-name: value

NRBEAAF E X VIR BT EAILMMN S E 8, WABEER creation-time {EABIE
KEFIERAVTEIERI R, Fla0:

x—amz-meta-creation-time: 1443399726

BB creation-time MHEAB1970%FE1 8 1H LERAIFIER,

@ ILMFL R BERIBY 52 AR * B P RE X RY B 2B B E A & & BY B AN T s M AR AV A0 T, I
ILM BT IR [E1FEIR,
* x—amz-tagging
* S3 WERBIEIFRIRK
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
WMRELALIEREZEXENRK, WEERFEDEMRIAMRDIRERITENRREEXNFEREE LD
HA, 1520 "ERS3 REST APIEZE SR IIE"S
* SSAIEKIRk:
° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

166



° x—amz-server-side-encryption-customer-algorithm

BEN (ARSI MNEZRIERATK]

ERIRE AT 45
AREZFLUTIERIRk:
* o x-amz-acl AZFEIERIF k.

* o, x-amz-website-redirect-location AZFHFKIFK. KRB XNot Implementeds

TFAESIETR

o x-amz-storage-class XIFIFKITke NIRXMIE x-amz-storage-class #MMStorageGRID TEE A
HAEMRIP M REIBAI A . MAFMMStorageGRID RFEFRTEMERI I RIFA B EE(BHILMARE).

MRS EMFANRITEBIILMARNER 7 AR INFGEDL. N x-amz-storage-class PRl Lo
AILMER LU FE x-amz-storage-class:

* STANDARD (ZAIA)

°*IURR ¢ IR ILM MNAFNITHIEE T IRIET, WEHANRE, RARILAEIEZNRE
BMRISHBED REIHMEFET R (WRR) o WHMEILMES. StorageGRID ZHfEX LAIAIGET B
ARENEMNPNHEIRE,. SN, AEFEEAEUECEMMNREIS. HEATRFENFIGIE
B EIZS,

° B SNRILMANEEE T EFHENED. MStorageGRID Fo7AIZ BIGIZEMN 15 ERIPFI BRI,
NIStorageGRID =EARREBIFAET = LB MIRET BN,

1R StorageGRID 7] LAZEISIZILMIM N (B KE)PIEEFIE M REIAR, MEER x-amz-
storage-class TR LMo

°* REDUCED REDUNDANCY

°*IHRR ¢ AR ILM MNAFNITHIEE T MEE3ZiEW, N StorageGRID RTEH AN RIS EIE—Mm
BRIE (BMER) o

° ¥ MRILMANIEE 75%nED, NRELRRTELRICIEFMN FHEENFRBRI 46T
, StorageGRID 7 &BIE—MIRESEI4S, MR StorageGRID BIAITRISHE, NIATLREER,
o REDUCED REDUNDANCY $IRS5XMRICEHIILMAMN IR — N ERIEIZAS. NRIFERIET, TEXME
SR, {£F REDUCED_REDUNDANCY THRIEBRENIEIEREIZFMMIFFENIMIX REIA,

f£F REDUCED REDUNDANCY FEEMER . RENEALLED, REDUCED REDUNDANCY IZfNELNHAIE]
WNERBBEERXL, FId0, NREVEEDBIAFEERERENFET R L, MILFETSREEHRTT
ILM 3, MAJgesEREIRE.

A — BN R S — MBI S EHRER KA BRI, MR MR E— )
(D 5%, WrEEES ARSI BN, RHREER, EARSMENTER, TT
AT TR KB ITUR,

5% REDUCED REDUNDANCY MR AN R CIZNEIAE. EFRFIELEEILMERI T RE A
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WNREENEIEL. AR SBEUETLStorageGRIDARSEH LIBIRBI T REF #1775,

NREBEEBAT SSHRMERNBR FRMRHNFHEIEL. WEER REDUCED_REDUNDANCY it
(D) wkwems. NRESHRENBNANEESR, NAER REDUCED_REDUNDANCY SETHELE]
£12, StorageGRID BIEAHITWRRHN, LIBRARSMLER,
PR SRR AR ATk
(R DRI B SRIT BT RS SR AI BRI X R T SSE Fl SSI-C MR E FH,

* * SSE* : WIREEA StorageGRID BRI —Z AN RIFITING, EER LU TR,
° x-amz-server-side-encryption

* *8SI-C* . MNRBFEAEIRMUMNEENE—ZANMNRETINE, BEAAEX =Tk,
° x-amz-server-side-encryption-customer-algorithm: &% AES2560
° x-amz-server-side-encryption-customer-key:. ISEF N RIINEZEEER,

° x-amz-server-side-encryption-customer-key-MD5:. IEEH M RINZBZEIAHIMDSHEE,

@ EREANBRAKITAZF M. MRERNEERSR, WEERENHINR. EEATFREN
BIARIPXRYUBEZ AN, BEBEREI EARSSEmINE"

() @R SSE % SSI-C HMRHTNE, WLBBETHBRIMERINNELE,

RS2 %)

MR RNEFEDERBATHRAITE. NAE—B versionId K EAFAEFEEXNRAIIMRAELER. X versionIid
2fEREMNAFR[E] x-amz-version-id MR ARSk.

NERRAIEFEE . WEENRRAI AT versionId MREBFEEThRA. MHiZkAEHE =,
BRITENERITE
fEMARY Authorization BFMIERHETHNILIERIRK. StorageGRID S5SAWSTELL T HEBFRAE:

* StorageGRID AFZE host EEESEFRMIRM CanonicalHeaders,
* StorageGRID REE Content-Type FEETEHP CanonicalHeaderso

* StorageGRID AEE x-amz-* BEEEFHIFA CanonicalHeaderso

@ EAN—MRERAESLRE. BIRARXENTRME E7EF CanonicallHeaders AT HERENIE@EIIEIE
; 1BR. MNRHFFRXLENRK. StorageGRID A=iR[EIFHIR,

BXEAER, BEN BN ERITE: FREMKIRPERAH(AWSE R ARZ4)",

HXRER
“$A ILM BIEXNR"
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RestorEObject

f&0] LU#FE S3 RestorEObjectiE K IFRZEE = ZEAP IR,

SFFRIIEREE

StorageGRID{Y Sz #F A FIX R I R BIRestorEObjectid K, EAXHF SELECT EREEE, EFIR[EIEK

XNotImplementedo

R 42

(FIENERE versionld MRZMRAITHIITFAED FRPGEMAEN IR MRKIEE versionld. FERMR

HYERHThR S

LIFfE IR EAIRestorEObjectdy1T
WREIZEETD "SEMED", NIRENRAIRE, RestorEObjectiEBREHUTITHN. EEM "HeadObject" B

FAMER:

@ MRENMNHREFEEREENP. HEZHRE— I HES IR F NP, WEFE
HiRestorEObjectiERKIXRZM Ko M2l LUEHGetObjectim R HiZ R AR 74,

W RBVRES

FHREEH N StorageGRID , 1B#%K
B ILM #TiTE, HENRAE
=iEfiE

CEEHTHINSR, BERKTEER
TIERRBRTS

W R BT EEIT ARV

EEMRARRREERRINR

RestorEObjectfy1T /9

403 Forbidden, InvalidObjectState

200 OK A= ITEMER.

AR ERMNRERARTRRREZH], EFEFNE expiry-
dateo

202 Accepted FEIEKIEXFHEENRBARE N R AT REIFERE]

oEfEt. EULHAESERE, WRFREZETECRITIAS.

HE. WO LUER Tier IBRTEUBMEIRR(ESEHPTFRIATE
(Expedited, Standard 3 ‘Bulk) . WIRXKIEE Tier,
Standard BFEREE,

FE: NREWNRETI5ZIS3 Glaciereep ArchiveE = 17 {EAzure
Blb7zfi&. NI EEAERE Expedited Bo REIU TR 403
Forbidden, InvalidTier:. Retrieval option is not
supported by this storage classo

409 Conflict, RestoreAlreadyInProgress
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RIS RestorEObjectfI1TJ
HRETEERRE=EE 200 OK
CER CNENREERRBARERE. WA UERE expiry-date £

FRFT{EE % HiRestorreObjectiEK Days. WIE BHPGHETFiEKT
BHITE .

SelectObjectContent

f&aI LUE R S3 SelectObjectContent I KIBHEEI R SQL BAIHIE S3 MRIAA,
BXEFAEE, 1BEE MW "Amazon Simple Storage Service APIEZE . EEWNRAR"
FeaZ /i
* tEFAF K BB S3 Select 1R
* IBBIHE s3:GetObject EEHAIRIINR,
* BB ROAMERABUTERZ—:
° CSX. AILURIFEIFER. WA UEREEIGZIPHbzip2)ItE,
o BAMIMNR. MEAMIRITRIEMEK:

* S3 Select{XZIFFHGZIPTSnappy#{T7ITVE B, S3 Select RS IF AT EAMMMR AT RIFHITEAT R
[£48.

* S3 SelectFZiFEAMIRAIL . HIFHEERIEECSVEHISON,
" RAKREREITHAKRNA512 MB,
B TE R RIS E RV EIE LR,
THefEMIEFE. JSON. %X, EYEISKUUIDIZIEAEEL,
* SQL RARHIRAKE R 256 KB o
* MARERPHEAERIZAKER 1 MiB,

CSVIEXRIEZETA
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BAMIRIEKIEZRG
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &5l

IE W MEBAOSHEIERIRBURES AR, 2010 £EAO, 2015 EHITAOQUNRTEE S . XHHIER
SHIE RGBSR,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEWHIHEIL1T. SUB-EST2020 ALL.csv, S1FFIR:
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWSE LT EEATBEI(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

WHXHRIETL{T. changes.csv, Y0 FFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWSER L 1TSREERTHI(EAMAR)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

S HBIFT L iTchanges.csvill FFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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CompleteMultipartUpload#@{Ei@id B & 5oai_ L EREM M REMIT R ZE D L%,

RS

ARPFFIHER (BId, BIEFHREANE—ZH) FLL " &) " AEMETER " RHmE " TER
B {ElEXR T StorageGRID RA(AIBISERLATEIER, MARE S3 FF Im{aBY FHIaiRE,

ERAT

o x-amz-storage-class ZRHEKRIRKk. MRITEMILMANIEE "WRR " "EF&". W
StorageGRIDEIZ I RENAER " INGest" I ",

¢ STANDARD

(BRIN) $EETE ILM FNEEAXNERIEIE, balanced-option [ELRE| S A B BIZSEH I TR R E N IR E.

* REDUCED REDUNDANCY
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FERETE ILM AN fEAXHRIZIETIEY balanced-option [EliR A 8! BRI AT RIZ R H N IR/ Fo

NREEBATSSHRUEMBER TEHNRBANGFEIE. WEER

@ REDUCED_REDUNDANCY IV 2B, MRBFHHRBNANEGMEED R, WZER
REDUCED_REDUNDANCY EBUR[EIFEIR, StorageGRID RIAZLHITRIZRREN, UHRHRE
BAMEER,

@ NRZERD LIERTE 156 RATTAL, NIRIERARICAIEERD, FMRGERMFRAAE KR,

@ ?E ETag REREFZHIEAIMDSZH. MEEERIAmazon S3 APISLHE ETag ZE 73 3T RAY

RS2 %)
LR Z D L5, MRADERBRATRAER. WESTRZHD LEEEIRITRIRA.

MBHEFEDEBA TS, MAHE— versionId S BEAFREENRIMRALER, X versionId t
SEREMNHIR[E] x-anmz-version-id MINFRk.

NRBAIZFIBEHE. WFENRREIAZT versionId MRBFEThRA. MNZARARHE o

MRNEFEDERBA T hAIZH], Wl Zain CEmAtl@fhka, BEER—NREHAL

@ ERTEMZ 87 LA tBRMNLt, MRENFEDBRARBRREES], WeILEBmZEs L%,
AEBNE—NRERBNHTHSE — 1S LT, FIRRAIEHNEFEIR L, RETHR
ZE 7 LR M.

S, BRISTHIERAIRK

MRATFERSBEE T HITEZH D LENEFMEDEL, NEMEXBNEFISBRIRIELRK, ZE0 LEHEMI.
MR EEXFER, MSEMREESIPHMTEZEH (SMT) KHER, FFEBENEMHNRE— YR, &
E—%E 4 H 2% E/R"Ffailed to puber-nameobject keyRV@XN", (BEBRIVER, BIEF* T a * > * FiED
m > FEEF, ERMBEF LREHS,  EHEEHMESEDTIE /var/local/log/bycast-err.1loge

P AT OB BTN R TTHUR ST IC R R RN E FIEiER. AR A UEMRRERNEE, NERETILE
NEE @

CreateMultipartUpload

CreateMultipartUpload (M RIFRABEHZ 8877 LR IRFE AN RBIZE 72 L5, FHiR[D]
FfZID,

o x-amz-storage-class XIFIEKRIRk, MIERMIE x-amz-storage-class FMEStorageGRID & A
HRiERIF T RIIBERI A . AR MStorageGRID RFAHFMEBIFTRIFABIAE(HILMATE),

MNRS5E5|I NG RICEAIILMALNI{E A T strict ""INGest"iEll", x-amz-storage-class PRl Lo

A LIER LA x-amz-storage-class.
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* STANDARD (B£iA)

° *Dual Commit *: WRILMNFEE T Dual Commit INGESTIEI. ME—MNKREINEE. RFEOIE
X RIE PN BIEHIEEH D & B HMEET 52 (Dual Commit), FFE{EHILMAY, StorageGRID SHTEXLE
RGN EIARE RSN PR E IR, . JEEEEARMUERIEFINREIA. HERGES
MBS ImBT B S,

© BEE: NRILMINEEE T EFEDET. MStorageGRID Fo3% 37 BIGIEIIN Fh$s ERIFRA BIZS.
N|StorageGRID 2EAREZF#ET = _ESIEm MG &I,

AR StorageGRID AJLAIZEISIZRILMAN(FZ M E)FIEERFIBEXNREIER. WEER x-amz-
storage-class PR Lo

°* REDUCED REDUNDANCY

° *Dual Commit *: IRILMNFEE T Dual Commiti&If. NStorageGRIDETEXT R# 5| NBIBIE—IE
BTRIA (R PMER).

° ¥ MRILMANETE 75EnED, WREHRRIELRICIZIN P ENFRE R 46T
, StorageGRID A &8IE—MIEEEIZA, N8 StorageGRID B LHITRIFKRE, NARKTFEIER,
o REDUCED REDUNDANCY MIR5RITEHILMANGIEZ—NEFIEIA, NRIFFERIED, EXHE
LT, {£F REDUCED REDUNDANCY THREERENEIEFRRIZMMIFREIMIIREIA,

f£F3 REDUCED_REDUNDANCY FEEMIER T FREINEAILED, REDUCED REDUNDANCY IEANEAHAE]
MNREFEEXNNL, B30, NREVKFEDBIAFEERERENFET R L, MILFEET SREEHTT
ILM 7#4&, MeJgesEREHIE.

FEEI—BREYAN RS EIR S BT A B R ORG, IRENHR I E— E5)
(D 8%, WEEESAENEE LT ESRN, BHREER. EARSHIER, BT
FETRE X R B,

$§%E REDUCED_REDUNDANCY {XEME RN RESEIZNBIAL, EXRSTMETEILMREIT AR N
HROIBMEIZEE. b A= SEEIETEStorageGRIDAR A LU TR H1TZE,

MRBEBATSIHRUMENER TR RHENFHESE. WA ETR REDUCED REDUNDANCY it
(D) wkwems. NRESHRENBNANEESER, NAER REDUCED_REDUNDANCY THELE]
Hi®Ro StorageGRID FALHMITIURREN, UAFRHEEMMEERK,

SFFARIERIRK

* Content-Type
* x-amz-meta-. JEER—PEF-EXN. ZXNEERFEXNTEHE

NRAFPEXBTTHRIEEERN - EXH, BERAUTERSI:

x-amz-meta- name : "value®

NRBER AP EXHIE R EETEAILMAN B ZZ 88, WATER creation-time fEAEIER
KEFIERATEIERIRZ M, Fla0:
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x—amz-meta-creation-time: 1443399726

BB creation-time MHEAB1970%FE1 8 1H LERAIFIER,

@ IETE7AN creation-time AFERMNRAMEIBA T IREMMENEFED RRARITERA
FEXBTTEdE. HERHREIHEIR,

* S3 WRMEIFRIRK:
° x—-amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold

gu%ET\TEFHiZ‘EﬁﬁE’\J’%JR"FEHj%X, MEFED ERRVAREIRE R T IHEXNRARZ retain-until B
Ho

“{$HS3 REST APIERES3W REIE"
* SSA iEKHRk:

° x—amz-server-side-encryption
° x-—amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—-amz-server-side-encryption-customer-algorithm
(AR S5 2R RN 2 BB RAT K]

()  %xStorageGRIDIIFRIBUTF-8FHIEE. B "PutObject’s

AR S5 28 Um0 BYIERAT K
TR LUER U M IERITLBI IR S SR IHMNE XN ZE A/ REITIE, SSE M SSI-C ETUEE K.

* SSE: WMRE{FAHStorageGRIDEIERIM—F A I RFHITINE, 157ECreateMultipartUploadidR{EH
LU TRk, B0 E@UploadPartiE SR 36 E AR,

° x—amz-server-side-encryption

* SSE-C: MREZBFEARMAEERIME—RAMNMRHAITING, 5TECreateMultipartUploadimK (MR fa4:R9
- UploadPartizg X)) {E B E X = Mk
° x-amz-server-side-encryption-customer-algorithm: 87 AES256s
° x-amz-server-side-encryption-customer-key: SEMTRIINNZEZH,

° x-amz-server-side-encryption-customer-key-MD5. FEEF M RINZZFAFIMDSEHE,
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@ CIRENNEBRIKEAREE. REBXMEZEER, WEERENHHTR, EERETFIRMEN
FHRFRIPEREIEZ 7. BEBREESM FRRS SR mINE"

ERIFKAZZHF

AEZFUTIERIRK. FHiR[E] XNot Implemented

* x—amz-website-redirect-location

RS2 %)

S8 LR RERM R, A LfE, LEEkMt, AE ERpEEURTR EERRE. Hh
#TCompleteMultipartUpload&{Fif. RAZCIBMRURER. EIWEHITHRAEE),

ListMultipartUploads

ListMultipartUploadsi&{Er] 7!t 73 ER RV IETE# 1 TRV 2 88 53 L 1%,
SR TIERSE:

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization

RS FE ]

ZEn LRRERH R, A% LfE, LEakt, AR ERpEFURTR EERRE. H
#7CompleteMultipartUpload#{FRif. RAZCIBMRUMRER. EIWEHITHRAEE),

EARER

UploadParti#EEXN REVZER 7 _ LT _E1ZER M

SFHIIERITK
LA IERARL

* Content-Length

* Content-MD5
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ARS3 BRIHINZR BIIBERARK
gn5R7CreateMultipartUploadiEKAETE T SSE-CINZE. NIEHFES MUploadPartiES R E LI T IERIRk !

x-amz-server-side-encryption-customer-algorithm: &7 AES256s

* x-amz-server-side-encryption-customer-key: 1875 CreateMultipartUploadisk g RN

RAERNMNEE R,

* x-amz-server-side-encryption-customer-key-MD5: &5 CreateMultipartUploadid KAzt
HIMDSHEERRFMDSHHE,

@ ERENMEZERRAXEASFME. IRFAMEZERR, WEERENHNNR. EERTF M
ZIRRIPNRYIEZ R FERPHESE AR SFmIE"
hR 4%

ZWo LEEERM L%, ABLfE, LEIHH, AR EENIGUNRTR EEFNIRE #
{7CompleteMultipartUploadiZ2{ElY. RARBIENRINRER. T EHITHREEIE),

LfEZPartCopy

UploadPartCopy##fE@id MILE J RIEAEIRIREHIEIEFR _ LEZE DR,
Fi5 Amazon S3 REST APIfT A& MEUploadPartCopyigfF, BT, BARSBITEH.
HIERIEEAN S NPIEE R REUE x-amz-copy-source-range fEStorageGRID &4+,
SR ERARK:

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

AR S5 28 Um0 BYIERAT K

1R FCreateMultipartUploadig KR 7 SSE-CIIZE. NiEHAMEENUploadPartCopyia RFE S LU FIEKIR
3k

x-amz-server-side-encryption-customer-algorithm: 87 AES256s

* x-amz-server-side-encryption-customer-key:. 875 CreateMultipartUploadigk iz trymnzE

RAERNMNEER.

* x-amz-server-side-encryption-customer-key-MD5: &5 CreateMultipartUploadid KAzt

FIMDS5HHEBRIFMDSEE,

INRFENRERZ P RMHBVEIA(SSE-C)#ITIE. NAZEUploadPartCopyiES R EE AT =Mrsk. HUER
B HERNIZN R

X—amz-copy-source-server-side-encryption-customer-algorithm: }87E AES2560
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* x-amz-copy-source-server-side-encryption-customer-key: ISEEEIEEITRETIREIMNE

Ao

* x—amz-copy-source-server-side-encryption-customer-key-MD5: IEEERIBEXRERH

HIMD5HE.

@ ERENMZBZRAXEASFME. IRFAMEZERR, WEERENHNNR. EERTFREM
BIRARIPHREIBEZRI. BEEPRESED AR SFmINE"

hR 42

S LR BERE LT, K%L, LA, AE LMLk AR LIZRIRE. H

{TCompleteMultipartUpload&{ERT, 3 SIEMNRANREAR. EWEHITHRAEE),

FEIRME R

StorageGRID &4 #HFAERAMIRAE S3 REST AP $41RMAN, Ltkh, StorageGRID 3£

HEEANIN Y 21~ B E X PR

F 10 S3 API (RS

Name

ACCESSDENIED

BadDigest

BucketAlreadyExists

BucketNotEmpagty

LR TR

NEREEIR

InvalidAccessKeyld

InvalidArgument

InvalidBucketName

InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithmError

HTTP IX&
403 BE2H

400 PMEEIRIERK

409 HR

409 Az

400 PMEIRIBR

500 NEBARSS 28 3A1R

403 BEZH

400 PMEEIRIAR

400 PMEIRIBR

409 R

400 PMEEIRIEXK

400 PMEEIRIANR
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Name

InvalidPart
InvalidPartOrder
InvalidRange
InvalidRequest
InvalidStorageClass
InvalidTag

InvalidURI

KeyToolLong
Malformed XML
MetadataTooLarge
HiERER
MissingContent{< &
MissingRequestBodyError
MissingSecurityHeader
NoSuchBucket
NoSuchKey
NoSuchUpload

RSEhE

NoSuchBucketPolicy

ObjectLockConfigurationNotFoundError

MEHERR

182

HTTP K&
400 PMEEIRIAR

400 PMEIRIBR

416 &M EIFRAVERE

400 PMEIRIBR

400 PMEEIRIER

400 PMEEIRIEXK

400 PMEEIRIANR

400 PMEEIRIEXK

400 PMEIRIBR

400 NMEIRIBER

RAVFER 405 737%

411 BEKE

400 PMEIRIBR

400 PMEEIRIAR

RIXE 404

RIkE 404

KikE 404

501 K356

K3 404

RIxE 404

412- B RHRM



Name HTTP RE&

BiakKiEet 403 B
ARSS eI 503 fRZ5 A RI A
SignatureDoesNotMatch 403 BEEHA
TooManyi@ 400 PEEIRIENK
RRZHREME 400 MEIRIER

StorageGRID B X H#izHHE

Name Description HTTP IRE&
XBucketLifeycleNotAllowed IR EMFED B A IFEE DA 400 NMEIRIES
i1

XBucketPolicyParseException ToERRATUR B B9 % 50 BR BRBE JSON o 400 PMEAIRIAS
XComplianceConflict BIERRAEMEIREMRIEL, 403 BEZH
XComplianceReducedRedundancyFor2A REMNEMEFEHESERAITFBLTTR 400 PMEIRIAS
XMaxBucketPolicyLengthExceeded EHYRBSEB L 7 AT R AFHE S ERIRK 400 PMEIRIES
XMissinglnternalRequestHeader D RIS SR IR, 400 MEEIRIAS
XNoSuchBucketCompliance EENFESBRARBRAREEMIE, RILE 404
XNotAcceptable g}ti%ﬁ%@é“—ﬁﬂ%?%iﬁiﬁ%ﬂ%%ﬁﬁ 406 REJHER
R ISR MBERE RS REMERITHEE, 501 REHE

StorageGRID HE Xi2{E

StorageGRIDEIE X1 #hik

StorageGRIDR #2357 NZEIS3 REST APIFRAY B TE Mgk,
T %5 H T StorageGRID 1% B T SR 1E,

183



1B Description

"SREFEfiE D ER— B RO A 45 E g ) BRI — B

"PUT #Zfig 7 ER— 2" RENATFREFEEDRN—EIT.

"SREX R fiE 7 ER L oRIA R B ] REAREFED BRERBERRAR LRIGIR B E .
"PUT 53 & LRik1e]BYE])" BT ERSEREERFED B LRIAIREEH.

"MIBREAE D BT R E R EC A WIFR S ¥ E g2 B REXRY TSR @A ECE XML o

"RERTFAE D BT iR @ A EC & RO 555 E g BRREXR T SR @A ECE XML o

"PUT i BT @E AL B B fE7 BBV TR AIARSS o

"RENTFHEGEFAE" FIFREEDKP URSZIKF XBENSNMEEDBRERNEFMHEE,
"BFA: BBaMMRE EFAERXE: BRFBEBASHMENER FBREEI .
#ICreateBucket"

"BFH: GETHRESHMM" EFAEZXHE. REIYFINIEIBREMEFEDBEERNESMMEILE,
"BFH: Put Bucket" EFAERXE. AFEERIEIAREMEFEIBNENIERE.

RERFFfit5) R — B
BEGETHE—HIMEIER. ErIUMER A FHE 7 B —5,
BOA—BUEIRE A RIEN IR S NEHH TR,

BRRULIRIE, EAUFEES3: GetBucketConsistency PR F roots

AR

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

e 7

EMRM XML, <Consistency> BREILITNEZ—:
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—H Description

el PRET RERRILAMHEWEUE, SNIERERK,

SR ARIRRINEE RIEFFB AR FFA & P ImE RIS NER—it.

SRARYIL RIEMERRNFIE B P IRIERNE NGRS,

BEE (BRIA) NFINREEENER—HE, HAANRERRHREL L.

RMERAENSEFRIARIL. Z2XATARSHIER.

E):: NN RIMTREFIREREZ M, WFSIEFEDE. BNEEER
FER@IN. FFEERMNEBNBEENEFESR. HEXNFAEEN
ZEHHMITHEADE GETI2{E), S3 FabricPool F&93 EE AR+,

MRz f5

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

e
B

PUT 75 B —E1E
B HESER—EIERENK" ERLUISE BN AT X7 BRATTHIRIFRI— 2%,
BIA—BUEIR B A RIEH T RS NS TR

FraZ i
BRI E. EMMEES3: PutBucketConsistency BRI K F roots,

AR

o x-ntap-sg-consistency SHWMINEEUTEZ—:
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—H Description

el PRET RERRILAMHEWEUE, SNIERERK,

SR ARIRRINEE RIEFFB AR FFA & P ImE RIS NER—it.

SRARYIL RIEMERRNFIE B P IRIERNE NGRS,

BEE (BRIA) NFINREEENER—HE, HAANRERRHREL L.

RMERAENSEFRIARIL. Z2XATARSHIER.

E):: NN RIMTREFIREREZ M, WFSIEFEDE. BNEEER
FER@IN. FFEERMNEBNBEENEFESR. HEXNFAEEN
ZEHHMITHEADE GETI2{E), S3 FabricPool F&93 EE AR+,

VERD BE. NEAMENERE—EE. MRIEKRTEEETLE. BRAUEGENAEFZTFHRIITN.
HE. BEFREENNAETAPIBERIEE—BIt. REERE—TEET. EFEIREINIRE—RL,

BRI
PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string
Host: host

BXES
"—EEE"

IREZfiE 7 ER ORI 1R) B 18]

BT FREN B ERIIRIESENEK, ERIUMERN RN D ERERERER T LR E]
2R

B2 E. X TEES3: GetBucketLastAccessTimetPEELM Froot,

BRI

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

MRz T )
R B RRENEFMED B A LR RIE B E .
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT 43¢ _ERip10]AY 8]

#d PUT R EAEIEESEEK, ERIUAS N RERARER LRGREE B, 2%
EripiaatialEf RS EEE, EEMMA 10.3.0 HEShRALIENFIBF#ESD BRIEIAL
&

BRRLRE. AN ENZEDEEIHES3: PutBucketLastAccessTimetffE. & Llrootk P S5 & F,

M StorageGRID 10.3 ikFF48, ERAINERT, FrEfHFfED EREBSEAMN LRGP BRI EH.
WNRIETZE D BB FHARR AR StorageGRID IR, #HBEHFEBSHMNEINTHTE, N

@ WIMBRIAE A LIRS MM D EREY_EIRIB RIS 8] B . & R] AR TR E 73 By LR IR)YIE) AR
BMIBFEEERE NS REVFAE S NEEASERAN EXihRNERNER. BEER "ERK
R _ERIAR e R E "

MRBRTENFHES BN ERGREEER, NaxFED R ERRERRUTTA:
* GetObject. GetObjectAcl. GetObjectTagingFflHeadObjectiE R REFH_LRiAEATIE, I RASFHRINEIR

FEREGAHERE (ILM) FEBIPATIHR,

* (NEHTTHIERICopyObjectfIPutObjectTagingRequeststh 2 B3 _ERiAIaIBY A, I &RIG AR EIRAT!H LUH
17 ILM 34,

* NRMWREFMED R T X ERIAREIAERH. M CopyObjectim KA & EHTIRFFiED ERAY_ERIIRIBTE]
EFHMNRAZRINEREFAED R ILM 7HERRTIHR, B2, WFBHR. CopyObjectiE RIGAZEH LR
ihiElRdiEl, MREIAREARMNZEIPAT R LUHTT ILM 1T,

* CompleteMultipartUploadig K E#_LRisiRIE El, BFEmMBIIT SR RINEIBATIA LUHTT ILM 3$1i,
ERTHGI
LR BIRE NFMED BB A LR IREtE,

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1

Date: date

Authorization: authorization string
Host: host
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LR B R AT BB LRI IRIB ],

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

WFRTFiE D BTk E R A EC &

I WIEFFE D TR RAEEIER, ErILUBIRIFRECE XML SREREMFiED ERAY
REREMARSS

BRRLRE. AN ENZEDEEIHES3: DeleteBucketMetadataNotificationfXfE. 3% LArootik P & 5%
Fo

BRI
RBAIER T RRAFED REVIEREMRS

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

REVF (4 BT B B A E
ERRER D BT B AL E ISR, BALURRATAZS M REERREMAIECE XML

[e]

EERRthiRE. BNMEBS3: GetBucketMetadataNotificationtX PR E M F roots

BRI
HIERIF TR NREFE D BT HIEBANEE buckets

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

e 2

ML IEX BEEFE D R TEBRECE, B TiEEMNECE, BB ENMEEFEDRUEITERSE
Bo WRLEW, ERILIBIEREMLENREREZRS, URBEN RITHIEL XML <o
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es: region:account-

ID :domain/ mydomain/myindex/mytype </Urn>

</Destination>

</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SN THEBNRETES — 1 HZ M. S MUEBIEEHZERZSE IR UMK StorageGRID RIAGIRIT
BIEAIXEIRB AR, HIfEA StorageGRID U5 URN $87E B Hro

Name

MetadataNotificationConfi
guration

Al

Status

Description

AT isE T HEER B RN BRI N RIS 28 4R
2o

BE—NHS N TE.

BFIRRANGE TSR EHEE R 5 | PRI RV
M EY A 2EARIC

BEFZESHIMN.

B2 1F MetadataNotificationConfiguration 7t

L B9 ME—ARIR AT o
37 Rule TtEH,

KSAILURZ "ERA"N"EER" . TaHNERAN
M HRITIERIHRE,

B E7E Rule TTEH,

Required

=i

=i

iy

=i
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Name Description Required

EIE: SHALERNNRZUMMEIRE, HxfiEictzE =28
E¥sE B17T.

BENERENR, FHEE— TR,

B &7 Rule TR,

Bt M BB SRR, =i
&7 Rule TR,

URN RENRTHENBR urn . BAREBLUTESE =Z8

A StorageGRID 529 URN :

* es UIMEE =N,
* URNATLATFAE TR RS [FISEBRILE. 8N

domain-name/myindex/mytypeo

i FEA SRR EPEIE AP #HITHRRE, 1]
B T :

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHECE XML ZRiEcBimem, SNEERFRK
HER 404 2,

urn B EBMRTES.

RS 31
BEEZIERIXML

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> FriEERT U
AIAFED REESEREMIRSIER. ZEIRFIP. JMRITHIERAZEEE SIRYElasticsearchZ 5|
current FHEAnamed 2017 FEEER NABAWSIHH records,
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BEXER
"EREF KA

PUT FiE0 B ciiE @R ECE

i PUT Bucket FTT#E@AECEIFTNK, ERIUARNMEEDIEBREBRERENMRS. &7
IERIEXFRHETHREENEE XML BT EERETHRELAZZ BFERRS IFINR.

B RRLIRE. BN ENZE D EEIHES3: PutBucketMetadataNotificationtXPR. 8¢& LLrootlk P 514 &
Fo

AR

HEERBIEIFRIEXFEETEHERNEE. SN HEENREREE— 1 T2 M. S NESBIEEHE
ERTE BRI StorageGRID R MR TEE & X EIH BT

AR RBMBFIRFIEN R, Fla0. EAIULIZEGRIRANRIVITEIE /inages BI— 1B, UKAES
BIZBMIITR /videos B—1

AIRESNEET. ERIPERIES, . —MEE. HRaEa— 0. BTEERZNNR test #
SN, AFEBEIEBHNR test2 R

WfER StorageGRID i B URN 5 BT RERTHIEEMECE . HEBFKURKBIFZ UL IR,

M S ATBTETE 400 Bad Requesto fAImHEE/R. Unable to save the metadata notification
(search) policy. The specified endpoint URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

TRNAET THEENEE XML PRTER.

Name Description

MetadataNotificationConfi F§F+87E re#iEEEN 933 KA B AnA RN Y S 234R
guration igo

BE—THES T HNTE.

AL BT RRRG H TSR AN ZHEE 2R3 | FRIX KRB
MEY A ZEIRIC

BEFIZESHIMN.

& 1F MetadataNotificationConfiguration 7t

ID M BYE—FRIR T o
BE7E Rule TtEH.
Status KSAILUZ "ERA "N " EER" . TaNEREAN

MR TESATHRFo
B &7 Rule TTEH,
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Name Description Required

GIE: SHALERNNRZUMMEIRE, HxfiEictzE =28
E¥sE B17T.

BENERENR, FHEE— TR,

B &7 Rule TR,

Bt M BB SRR, =i
&7 Rule TR,

URN RENRTHENBR urn . BAREBLUTESE =Z8

A StorageGRID 529 URN :

* es UIMEE =N,
* URNATLATFAE TR RS [FISEBRILE. 8N

domain-name/myindex/mytypeo

i FEA SRR EPEIE AP #HITHRRE, 1]
B T :

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

ATIEIRACHECE XML ZRiEcBimem, SNEERFRK
HER 404 2,

urn B EBMRTES.

BRI
WREIERT AEFEDRERIERER. FEITRAIFR, FAENKRINRTHEIEERFRKEEIR—B15.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEULRAIR. BIESAELRENMRIMNRITHIE /inages KEF—MBEIR. MSAIRLRNN RN RITE
BNAXE—PBEMR /videos KXEIHB—1 BT

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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IR REMARSS £ RLEY JSON

NEEDBRERERERMRSE, SRR, BMIMERNRTHIEHITCH, RAHER—T JSON X5
HRERIXE BIRR S,

R FERT EREZHEN RIS REE B AYIJSONRA sGWs/Tagging. txt FER AMEFEME D EEFEIE
testo o test FMEDERHFITHRAIZSH. Ft versionId 7T,

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}

TR P A SR XN R TR
TRIE T BRARRENGEAZEE BRHRR JSON XEFEEHME FE.
XIERMREEFEDERBM, WRAVMARA ID (WIREFHE) -

Type INB 25 Description

FEDEMWRER FiEDER B ERRIR TR

FHEDBMNRIER key WNREFARR

FEDEMNRIER hfixZs 1D MRARA, FAFRZRAIEHRID B
REYITR

FEDEMWRER region SRR, U0 us-east-1

R TEldE size HTTP ZFima] WAV RA/N (A
FR AR

RO TTEE MD5 WNREE
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Type INB&Z ¥R Description

FR TR TCERE NREFIERAFTTEIE, EANRE
key:value po)

Tags tags N REXFRIBERRITE, 1EAN
key:value BEX

S FACH AP TTEUE, StorageGRID =4 BRI F(EAF R B S3 EHH@EME RS
@ Elasticsearch . EHCE Elasticsearch UG XLEFRTRERF N BEAZ T, 153%IR Elasticsearch
WEAH TR S FER PRI FNIRET HEAE . B REMRS 281, HUAERS| LERAISFER
BRET, ASHURHIZRSIG. TTEERS|IPRIESERYISEEY,
HXER
“EREP K"

RENTFEERIBRIER

"REVFEERE AR TGS EEERNEESEUR S RN T IR
HTFiE S &,

B EREHListBuchit ER. AT LUKEUKF RETF S BAEMIFMEE x-ntap-sg-usage TWBH. 14
DEERR SRR PUT 7l DELETE ERHTFRE, RIBERLEER, EREESTBELRTERE
—EIRER, AHBERAHNHREN,

ZHABRT, StorageGRID £ZFHARBER—HMRRERABRER. RLTEELNEEE—H
M. StorageGRID £%iR7EoRIE S — MM RERIERIER.

Bt fE. BXMERS3: ListAllMy# AR PRELH root,

AR

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

MRz f5

WRBIETRT—NKP, ZKFERNMEESRPESENNERMN 12 FHHHSE. ST EEIREER IR
MATF R,
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

hR s ¥

FHENE NI RRAERFEATF objectCount M DataBytes MNABE, MIFRFIERAFIMEIF ObjectCount
Bito

BXER
—HEE"

B AIEAMEEE S RIER

EFAEEMEEREDEIER

EAJREF EF A StorageGRID S3 REST API R EIRFERAEREE S IIEE I 9 Ko
B AAMMIEE

Sl StorageGRID RZAFRIZ{H StorageGRID SFMINEEE R, HEM S3 HRMEIA.

MREZEBAETEREAMMEIZE, NATE StorageGRID 11.6 FHEALRE S3 WRMEIRE. EFEBETREA
TEMENBE R TEIEMNEEDE, B8, BURIEZEER StorageGRID S3 REST API féﬁﬁ&ﬁﬂﬁﬂ’l

197



IR EMEFED RO

* “{$AS3 REST APIECE S33T R EiE"
* “EH ILM BIEWR"
"NetApp &1iRE: #{A7E StorageGRID 11.5 HEIRRG NS MTEIE D EL"

EFANEIMEIENR:
* "BFA - ANEMHESEED RIS

SGCompliance XML JTtZEFA. Ui, ErILUEIt StorageGRID BENXITTRBSTE PUT EFiESDERIER
BIRI%E XML IERIEXH, KUEIREMEFEH#ED K.

* "BEFERRBUEES RS

FEFEDEREMMEIERERFA, B2, BrUHRESFERIIERFHE LaXIE BIREMFEESERE NS
BMMIRE,

* "BERFRA—RESERSAMT

PUT ZiEDEREMIEIEREFA. BR, ERUBRSERILERENNE IRREMFED RN EAMEIRE,
a0, ERILEMBEEFEDRE TR RERSHEREREHR,

BEFA: A& CreateBucket

SGCompliance XML TtEZEF A, KA. Er LRItk StorageGRIDBENX TTEZEE
7ZCreateBucketsiFRHIENEXMLIERIEX . LUBIEREA D,

Feal StorageGRID R AR 1Y StorageGRID SR IHEEEF A, HEW S3 WRBIEI.
EXBFMER. BEIUTAR:

@ * "{$FS3 REST APIEZ & S3XW &R HiE"
* "NetApp £1iR/%E: #W{AI7E StorageGRID 11.5 A EIRRENEMEEDER"

EAREBTERASMENER TRIEMEME DR, WRZAEEMA CreateBucket IERIEXASLIL SR "R EIE
IS DR, NSREUFHERER:

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

BFA: RIFHEIREMIEER

REFEDEREMMEIEKREFH. B2, ErUSSERIEREHE LFININEIBRE
MEFEDEEMIESMIMEIRE.,
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Jchi StorageGRID hradsH1efitH StorageGRID &M INEEE R, HE#H S3 MR BIFEEU .
BEXFMER. BERUTAR:

@ * £FAS3 REST APIAC B S3XW KR FiE"
* "NetApp #1iREE: A7 StorageGRID 11.5 FEEEREENEMEEDEL"

S

BRI E. BUTEBS3: GetBucketCompliancetfREL MK Froot,

BERRA
B UERENER. ERILHAE R ANEED BRI EMIEIRE mybucketo

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

G vean ]

AR XML, <SGCompliance> FIH T MEMFIBREMHNEMERE, WRHIBMNETRT — M EFHEIBRNE
MEIRE, MENRBEARBEHR, 8THRFERE—F (525600 0) - EHEIBRIGRISEER LR
&, 8T HRBE—FEEMER.

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEILFED RN RERBHIARKE, UoHARA, RERME

R ENPIAEES FFI8,
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Name Description

REMK * true : IEEFESRYMATEERERS. ERFSEREZE. T
ERBRILFE D ERFRINR. BMERREHRREZIHAH R,

* false | ILFMEDERLRIRA T EERBIRT. EFHEDERPBIFRA
TR IR B HAREIEAR M ERo

EEllES * true : EFMED RPN SIGSEREHARZIAN BoollbR, BRIFLLTE
fED R T EERERT,

* false . (REHAREIHAG, A=BEoIMFRLEEFEIRPHNR, WRE
ERFRXENR, BAFRFEMBIER

EIR ML

MBRBEFEERNFMEDEE. MMMEZAHTTPIRZSMEEA 404 Not Found. HHES3HIZFHES
XNoSuchBucketComplianceo

BFA: PUT FEDREMMEERK

PUT FHEDEREMMIBEREFTA. B2, EaIUMSERIIEKIENIE BRENZFED
BNEHMIRE, fli, EURIEEHEDRETEEZRERSIERERE AR,

SCHi StorageGRID higZA<H12HAY StorageGRID SFIMEINEEEFA, HEH S3 WRBPUEE,
BXEFMEE. BEBUUTAR:

* "FFS3 REST APIFL B S3X KR BiE"
"NetApp &1iRE: S0fAI7E StorageGRID 11.5 FERREMNSHIFMED K"

Bt fE. EXSMEEFS3: PutBucketCompliancetX FRE K F root,
A PUT EEQDEREMMEIERE, RAAEMEIRENE N FEIEE—ME,

BERRH
LERBIER B Z ANEFHE D BENEIMEIZE nybucket, TELLRBIF. WRAFH mybucket MEHRE

F(1. 051, 20007%). MAR—FE. MBEHRBNANEFIE. EEDEEEEE LNRE. "Aﬁ%hrﬂﬁ
F 5 B EhBRo
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name Description
RetentionPeriodMinutes AINEILFED RN REFRBHIARKE, UDHARA, REIARMIE
I RENPIFE BT FF 4G,
*EE*HRettionPeriodMinutestE EM{ER. HIIEE — M EFFHATE
BN HEIREHARNE, KEFEIENREHRG. ERER/INZ
B. ReeinizE.
=YV N * true | WFEDERAFIMTEERERS. ERESEREZE. T
AR FEE D PRI R. BMEERBHARE ZIHAtL 201t
* false | WWHEHESBRIRIARLTEERBRS. WEFEHEDEPHXIRA
ATE R BB HAR I HA BT M BR
EhnilEs * true : WWEFED PN RGEREHAREIEAN BohifibR, PRIFLTE

fED BT EERERT,

* false : REHAREIHAG, F=BoIMFREEFEIRPRNR, WRE
ERFFXLENR, BAFRFEMBER

AIMIRERN—EE

HEER PUT FHREDERSMIMEBENRERN S3 FHEDERINGHMIRER, StorageGRID ZEIHBHEMIEHZF
fEDERRYTTENHE. RAIAIBIL T, StorageGRIDZERA*&-2F* —EIERRIEFA B IR O R MBS FE DR
TTHIENFIEFMET R EEN G MR BRE AR RS E—&t.

MRAF—NMEER O SSH— i m ERZ N FEED 2 A BAMmS 2 StorageGRIDL AL I 58 £ F*— 4.
MIE N BIHTTPIRZESILES ) 503 Service Unavailable.

SNRULEIEPARZ, EATEXRMIRERSR, UHRFIFNEFERS RIRATA, IRMEEERTEES MR L
MEET REB A, RAXF A ET B H]RF R R —BMEREREEXRKWATENR,

@ PRAFRASTRHE R EHITIIRE. HBETRERILRI IR ENER. SNT/058H L5k
SRIE R — B LUR BN FE T R G MEER,
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YRR E R REY, StorageGRIDRIEEHEHNEMMIRE RN ILRANE FiKIEREE 5/EIRN—
Hit, XBRE, EMBMERNEETRIYRIAZAT, StorageGRID RLTRIRERH RN NILEFHEDRIEEZ IR
—HIRE, REF—HARESBEIMIZINGTN. HIdl. MREREFEIRETSERERS. MERFISE
FEAREI—ENE. NWFED R EMEIRERISARE) A RMNIEREREFOERBEY. AL, &N
RFEERBRSHNRARIERBHRIAERAAMER, HEWMRBAT SoillbR, HBRILMIER.

ZoRHIEA RIA R — M. IBEM A HPut Bucket M4 IERKHEE Consistency-Control HTTPIERAR
k. WTRFR:

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

TR R
* IRKEIBFESERNEFMEDER. WIANAHTTPIRZMAEA 404 Not Foundo

* %1% RetentionPeriodMinutes fEIER/NFEREDENHEIRBEAREY. HTTPIREIE A 400 Bad
Requesto

BXER
"BFA: NAREMEMIERFEDBRIEK"

Tt ERFNLA TP RS
fEFRTEi%5) BRAILR 5 1R SRS

StorageGRID £/ Amazon Web Services (AWS ) RBKIES A1F S3 FHFITHI X LEF
BRI RIIAIR, StorageGRID #4355 S3 REST APl SRERIESH—1F&, S3
API| B9 5RBELL JSON & E No

51 SRBGBEIR
StorageGRID 3z #F#fHi Al SR &

* IFHEDERSRRER, {FRGetBucketPolicy. PutBucketPolicyfDeleteBucketPolicy S3 APH2EIHITEIR, 77f#
DECRESMINNEIFESD R, ALk, AIUMEHITEE, MIEHIFE#ES BAEEKF HEMIKA AP XTF
BB NRENRWIAE, —MFEDRRKERTR REES— I FHEDE, HEUREaEME,

© ASREE ¢, FRAEFBIESRNEFEIE AP BEE, AREEMMEIKS FRENE, Eit, XLERERE
BRARFZANRZKFRENRER R, —MERBRIN—MEHITERYR , FEATENSIMEEDER
#H1To

() ammmmis RER2ZENRERREE.

StorageGRID 77 ERFNAREKEMEEH Amazon EXBFEIEZ. BTREPHES—AHRKIED, 8MED
HEEUTTE:

*E@ID (SID) (AMi)

-2
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R AEE

* &iE INotResource

* 1RE | RIBME
* & (AiE)

FRIEGSEALEMMEN, BFIEENPR: Grant <Effic> to allow/deny <Principe> to Perform <Action> on
<Resource> when <condition> applies o

B RETRIBABTIERE:

Element

SID

=20

FEIAEE

iR INotResource

1R1E | RIRME

&

Description

Sid stREAEN, SID XABEAFNRERER . ESWEE, EFRK
StorageGRID RZifERR.

f£F Effect TRAE RS RITHIELIEERIRIF. ERIERIFFH
?/;:tion Element XEFRIERIF (FIEL) WEFHEDERIXNRUITHE

ERILIAYRAR, HAMKA RS ERRARITIERIE MRIBERFPR
B85 S3ER, WraklddisEadikt (%) FAXEKHATERII.
BINERT, REWKF root BRGHIRIZIKF B RIRIR.

BRBEEEEFMEIRREPIEETMAITR. NTHRE, MINZREEIA
AR EETE.

RFETEATIRRD RN R, EEILUER Amazon FiREZM (ARN)
FARRRIR, MMAIFSHELE N FAE D BRI RAINFR.

BIEMMRTRENRR T EMZ D, HHTRFREY, ENSBERT
BRI E R, FRAFEERADECAIR, TNREHRESR, BELU
fEAEVERE SR EMREIR T RINR,

FHTTRZANER, BIEFRM, &R LUEEBRATILHE AT A SRR,

7E Action JTTEH, ERILUERBERRN (*) IEEMERIFNEIIEE. FIa0, HIRES S3 . GetObject, S3
. PutObject #1 S3 : DeleteObject HFAPRILAD,

s3:*0Object

TERFTER, AILUERSES () M () . ES (*) 5010 HEZFHFLER, B5 (7)) TRER

BNFR,

fEPrincipalyt® . FHFHERBERN. BIRBEER RN REERAE AR TR, Hli0, ERhEER

fF (*) I’&EA Principal {B,
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"Principal":"*"

"Principal™: {"AWS":"*"}

FEUTROIF, ZEOFEANE "Em", "FEEK", "#E"M"BE" XK WRHIERT —PTBHEHE
FERIKIBA). ZBAER"allow"BIM R APrincipalsBNE 24l federated-group/admin FNAZHIFA
federated-group/finance. FAITIRIEHIMNIR s3:ListBucket U FRBANEMESEL L mybucket FIRIE
s3:GetObject FETRFHEDSERNNABENR L.

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"

FEDERERBSAI ARSI 20 , 480 F15, MAREHANEHA S5, 120 FH,
HrR—aE

AIAERT, MARBABOTAERTRAHE—HN. SERBRS B0, ATREEEF. EXAETEN
SMEDHA BEER. FINBR T, EXEFED R EITRE A EREAERINA—E,

%;EJ DIRIE R EE R E D BRI ERI—BUERIE, 0. ErIaEH ETEih P RTHAE X FAE D B ERBRHITE

EXMIERT. EOILUILE Consistency-Control iR@l. tHAJLAERIPuUt BucketPolicyidK. INRFESEL
REEREF—H. WATREETF. FMURIECKRIEREMINI 71 BEER
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®

MRERF—HEILE A EMELRRIGRER. SN ETREREED

¥afE. BN, FrERFREFMEDEIFRERERESEINLE.

ERBSEDHER ARN

EERRIEAT, ARN AT Principal #1 Resource Element o

* ERLUMIEAISRE S3 BIRARN !

arn:aws:s3::

arn:aws:s3::

* ERUNEEEESHEAE

arn:
arn:
arn:
arn:

arn:

aws :
aws :
aws :
aws :

aws :

HFEE0:

iam:
iam:
iam:
iam:

iam:

:bucket-name

:bucket-name/object key

R ARN (FBF#I4H)

raccount id:root

:account id:user/user name

raccount id:group/group name

taccount id:federated-user/user name

taccount id:federated-group/group name

* WEILMERES () FRBER, URRMRBRAFHNENHZSNF.
* AIUENREZPAPIEENEFRF IR ER JSON UTF-8 3% JSON \u B X FFI#ITHID. FAZiFE 7t

5o

"RFC 2141 URN i&7&"

PutBucketPolicy#&ERIHTTPIE R IE XX &4 £ A charset=UTF-81#1T4mt,

ERIEPIEERR

* B RBIEDEHEE—

BRo

* TR LAER S3 %

"Resource":

2R ARN 157 R fo

"arn:aws:s3::

ERBIEATR, EAUERRRITRIEEATIIELNRIT BRI R,

PMRBETTR. EREEH. FHIRHITTERRT Resource " HAE.

fylan:

:mybucket/*"

* BHAUENREATERARKEE, Fi0:

"Resource":

"arn:aws:s3::

:mybucket/home/${aws:username}/*"

2RANSEME NEIR

*NotResource LAHE
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* FRER] LUETE 82 4R SRR 5 RN ERZE D o

EERBE PR
A Principal TTREMIRREEIEQ RV / EELIFHRIZRFRVAR, ANHEFIKS,

* FHEIBRRBINES I REEDHOAELE— T EETR. HRBEPIVREEEDARFEPrincipalitR. BN
ZAABIERE N K,

* 1ERI&H. E{KREITE"Principal"Z{"NotPrincipal" &= LU HERR.
* WIUER ID 3 ARN IEEE TIPS H:

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

* tRBMERTEF K, ID 27233906934684427525 , EAEIEMK root Mtk P REIFRE R, :

"Principal”: { "AWS": "27233906934684427525" }

* ERBEFEEMK root

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* BWRILMEE—MSENBKRSAP ("Alex") :

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* BRI LSRR EREXS4 ( "Managers") :

"Principal": { "AWS": "arn:aws:1iam::27233906934684427525:federated-
group/Managers" }

* BRILEEER E&:

"Principal": "*"

* JERI X, ERILERAF UUID , MARRASA:
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arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013

a0, RigAlexBF TARMAF A Alex BMIER. MRFHBIAIXIIN T ZARHIRE 7T HBRIDE Alex

BFR#&. MAF RS EIMART RGP RR,
* EMMERLUEE R LIBEFME D BRI H N FERVAE / BFR &,

TEERBE PR AR

TESRBEH, Action TEAT A / EENFRINIR, ERILERIEPIEE—HNR, XENRHEITE "Action”

8} "NotAction" FRRLUFRTHIBR. HRSNTHREAMGTENGER S3 REST API #£1F,
TRIIE T A TFFE D BRAIARR AR N A F 3 RV R

I1E. Amazon S3%¥tPutBucketReplicationflDeleteBucketReplicationi®{E{EFES3
() : PutReplicationTREAZR. StorageGRID S5 MB{FEFR SIRATIIR, SEAVIE SR
Amazon S3 #SEILHAD,

() wEmEERRAERATHR.

2 A F 77t 53 BRI R

PR S3 REST API 1&1E 79 StorageGRID
BHEX

S3 : CreateBucket CreateBucket 28,
AR XATFAR

S3 . DeleteBucket DeleteBucket

S3 : DeleteBucketMetadataNotification — MIB&7FfiE7 ERTEiEBAIARE =0,

S3 : DeleteBucketPolicy DeleteBucketPolicy

S3 : DeleteReplicationConfiguration DeleteBucketReplication AL DFAMERN
FRAX R

S3 . GetBucketAcl GetBucketAcl

S3 : GetBucketCompliance RENFEDESMYE (BEFH) =

S3 : GetBucketConsistency REVFREDEE—EE =M

il
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AR S3 REST API 12/F 7 StorageGRID

BHEX
S3: GetBucketCORS GetBucketCors
S3 : GetEncryptionConfiguration GetBucketEncryption
S3: GetBucketLastAccessTime IRENTF & 53 B LRI 1B i8] =1
S3 : GetBucketLocation GetBucketLocation
S3: GetBucketMetadataNotification RENFFE ) R T SR E A EC E =1,
S3 . GetBucketNotification GetBucketNotizationConfiguration
S3 : GetBucketObjectLockConfiguration ~GetObjectlLockConfiguration
S3 : GetBucketPolicy GetBucketPolicy
S3 : GetBucketTagging GetBucketTaging
S3 . GetBucketVersioning GetBucketVersioning
S3 . GetLifeycleConfiguration GetBucketLifecycleConfiguration
S3 : GetReplicationConfiguration GetBucketReplication
S3: ListAllMy#@ * List# 2. WFGETEEE
FA1ERo

* RENFHEERE
AR NATAR

B&o

S3 : ListBucket * ListObjects

» HeadBucket

* RestorEObject
S3 : ListBucketMultipartUploads + ListMultipartUploads

» RestorEObject
S3 : ListBucketVersions SRENTFHE 57 ERhR AR
S3 : PutBucketCompliance PUT FEDEREMM (BFHA) =
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R

S3 . PutBucketConsistency

S3 . PutBucketCORS

S3 . PutEncryptionConfiguration

S3 . PutBucketLastAccessTime

S3 . PutBucketMetadataNotification

S3 . PutBucketNoaotification

S3 @ PutBucketObjectLockConfiguration

S3 : PutBucketPolicy

S3 . PutBucketTagging

S3 : PutBucketVersioning

S3 . PutLifeycleConfiguration

S3 : PutReplicationConfiguration

Rz A F X RBIAXFR

R

S3 . AbortMultipartUpload

S3 REST API 1&1F

BHENX

PUT #FfE o B —EE =0,

» DeleteBucketCorsti a

» PutBucketCors

* DeleteBucketEncryption

» PutBucketEncryption
PUT 3B L RiKIR]EYE] =1
PUT ZfEn BB B i E =1,

PutBucketNotizationConfiguration

* CreateBucket x-amz-bucket-
object-lock-enabled: true BXK
Rk (BFEES3: CreateBuckettX[R)

» PutObjectLockConfiguration

PutBucketPolicy

* DeleteBucketTbagingLW ATt
» PutBucketTaging

PutBucketVersioning

* DeleteBucketLifecyclet

» PutBucketLifecycleConfiguration

PutBucketReplication
FRAN R

S3 REST API 121E
BHENX
* AbortMultipartUpload
» RestorEObject

79 StorageGRID

AL AR EMR

79 StorageGRID



R

S3: BypassGovernanceRetention

S3 . DeleteObject

S3 . DeleteObjectTagging

S3 : DeleteObjectVersionTagging

S3 . DeleteObjectVersion

S3 . GetObject

S3 . GetObjectAcl

S3 . GetObjectLegend

S3 . GetObjectRetention

S3 . GetObjectTagging

S3 : GetObjectVersionTagging

S3 . GetObjectVersion

S3 : ListMultipartUploadPart

210

S3 REST API 1&1F

DeleteObject
DeleteObjects

* PutObject{R &

DeleteObject
DeleteObjects
RestorEObject

DeleteObjectTagging

DeleteObjectTaging (¥t & 8945 E hRZ%)

DeleteObject (MR AIFERZS)

GetObject

* HeadObiject
RestorEObject
SelectObjectContent

GetObjectAcl

GetObjectLegalHold
GetObject{R &3

GetObjectTagging
GetObjectTaging (34 R BIFE AR ZR)
GetObject (I RHBVFERRZA)

ListParts. RestorEObject

79 StorageGRID
BENX



AR S3 REST API 12/F 7 StorageGRID

BHENX

S3 @ PutObject » PutObject

» CopyObject

» RestorEObject

» CreateMultipartUpload

» CompleteMultipartUpload

© _EfEERME

* kf&PartCopy
S3 . PutObjectLegend PutObjectLegalHold
S3 : PutObjectRetention PutObjectfR &
S3 . PutObjectTagging PutObjectTagging
S3 : PutObjectVersionTagging PutObjectTaging (34 R BV4FE HRZ)
S3 : PutOverwriteObject * PutObject 21,

* CopyObject

PutObjectTagging

DeleteObjectTagging
» CompleteMultipartUpload

S3 . RestoreObject RestorEObject

£/ PutOverwriteObject X[E

S3 : PutOverwriteObject I fRE—FEE X StorageGRID X[E, ERHE @SN RIBHEHRWNR. It
BERAVIGBOIIRER Fine S i UIBERXRIVEGE, AP EXMTEIEN S3 WRIFIE.

LA PRAY AT REIS B E14E
* AT BRRAIUEENR. XERINLE,
s deny:BFIHTLTEBENR. MRIZKEN deny , N PutOverwriteObject #X[RAY TIERIZINT :
° MNRER—BEPHRIWENR:
* TEBENRIEIE. AR EXMTHIESS3MRITIC.
* ERPITHEEBANRESSECE, HiREHEIR,

* R BT S3HRASITH]. NIELE1% B ¥%FE LEPutObjectTagingaiDeleteObject Taging & EIE A I R &
HIEm M AR,

° WIRAHLEMENR, ARBRREAEER.
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* IRAEFELAR, MWHRS5IKET allow BFAEE,

MR YBISIKE A IFEES. H BPutOverwriteObjectiXfRI&ZE fudeny. MEF BT EBENRH
() 2R APEXETAENARITE, W5, NRER T RIHERER R EAERE> 22
B> KM RY), MiZi&EEEZPutOverwriteObjectiX [RAVIZ B,
FEE SRESRBISMH
ST RNERANER, FUOEEEFNRE,

FHERREMNHTEG. —MRETRATUEEZSNEY, SMEFHTUESZIMREN. FERERUTE
=

Condition: {
condition type: {
condition key: condition values

ELULTFRAIF, ipaddress Z4ERA Sourcelp FHZER.

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
b
SRNEMHEER

FHEEFONUTILE:
* string
&2
* /R{E
* IP it

© i

FHEER Description

StringEquals RIEZ2LE (KoKNE) BESFREBEHITIR.
StringNotEquals RIESELRE (KoAKNE) BESFRBEHITIER.
StringEqualsignoreCase RIER2LEFRSFRBEHTHR (BEBRANE) .
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FHEEA

StringNotEqualsignoreCase

StringLike

StringNotLike

HEHERX

NumericNotEquals

#{& GreaterThan
NumericGreaterThals.
B

#{& ThalEquals

pic

P it

NotlpAddress

H}

SFFRFHES

SR BE
P ZERF

AWS : 3B Ip

Description

RIETENLEFRES FAREHTIHR (BBRNE) o

RiET2RE (KOANE) BRSFAREHRTIR. FJU8E * 7

BECATo

RIESERE (KOKNE) BRSFAHBREHITIR. ATLUEE M7

BECTTo

IRIERSRIECR B S T EHITHR

RIEDE LR # 5 M EHITH R,

RBRSET KA T RERNBEHEITIER,

RRSET RATFREFT LENHREHITER.

BRSET T REVHERTITIER.

RRSETFTNTFRET " LENHREHITER.

RIE"trueTifalse" LECIF B S H/RIEFHTTLEIR,

REZEAS 1P #istsk 1P #iASEEIHTTEE R,

RIESELAREIRS P #tiiksy IP HSEE# 1T

RELUAIER E TXREEFERMER,

Description

X &R 12 1Fo

RBE5RIXERY P #ib#ITEC . ATATFEMED RS

c AR "WMR S IAEREEIEETRMMXTR
LR R T EERRARS 21X, MILERFES AT

#i28ARSS LiRFRY 1P HIE#HITELER,

o MREAFE=HIEBERARRFTEEE, Wikt

HT B 5 %A H T ER0 P HUEHITILE

E X-Forwarded-For kB 2. RAT

AREERRIE.
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24 1R1E Description

AWS : P& HiR | 515 B5RFERNEEABFRZHTHR. TRTFEHE
S ERE T RIZIE,
S3: DEET S3: ListBucket # ¥§ 51%ListObjectsBjListObjectVersiesiEs Kk HF5E

Bydelifier5#uH1TELER
S3 . ListBucketVersions
R

S3: <tag-key> S3: REXRMEXNREERENIRICENE,
DeleteObjectTagging

gzléteObjectVersionTaggi
ng

S3 : GetObject

S3 : GetObjectAcl

3. GetObjectTaging
S3 . GetObjectVersion

S3: GetObjectVersionAcl

S3:
GetObjectVersionTagging

S3: PutObjectAcl
S3 @ PutObjectTagging

S3: PutObjectVersionX
R

S3:
PutObjectVersionTagging

S3: RAEH S3 : ListBucket # ¥% 5ListObjectsTiListObjectVersiesiE R P18 ERIRA
BRESEHITLLRR,
S3 . ListBucketVersions
PR
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24 1R1E Description

S3 . object-lock-real- S3 . PutObject 5higENRE B L BHA#FHITILIR x-amz-object -
retenation-days lock-retain-until-date IERIRKHRIEEFE D
ERVAREHRRITESY. UHEXLEEMSTFLUTIE
KAFBSEEN:
» PutObject
» CopyObject
* CreateMultipartUpload

S3 : object-lock-real- S3 : PutObjectRetention 5PutObjectRetainiE K15 E HIRE & LE B ER#1TEL
retenation-days B, UHARIZ BT IFREE R,
S3: HI%R S3 : ListBucket #1 % 5 ListObjectsE{ListObjectVersiesid R 3 E HIR143

SEHITEHLE
S3 : ListBucketVersions
R

S3: <tag-key> S3 : PutObject MRFMRIFBREEIRS. WEBRSENRICEIAM
S3 . PutObjectTagging =
S3:
PutObjectVersionTagging

EERBPNTE

TR UEREPERTEEA T ANERER. ERIUEREAREEE Resource PRITTREMFRBRLLR

Condition Element,

ELERBIA. HT= ${aws:username} eARBRITRIN—E9:

"Resource": "arn:aws:s3:::bucket-name/home/S$S{aws:username}/*"

FELRBIR. RHEE ${aws:username} BRERPEFMHEN—Z:

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by
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ax
p=4

il

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

S{s3:max-keys}

${*}

${?}

${$}

SR T B R IRAIRES

Description

&/ Sourcelp BIENIREMNT E,

£/ username ZERIENRENTE,

BHFR. BRFHFAINF * F¥.
BHFR. ERFHFANF? Fifo

BHFN. ERFHFAXTE $ Fo

ER%NE TIRSHBIEZEAENRENTE.

EARETARSH max-keys BIEAIRHINTE,

B, REOESIRFHULEMERMEIIFEIRE (FIUNBIEKFE root BF) BREMAINIR, TESREEIOIIE
HAlE], StorageGRID S3 REST API SLhERIPRHIMEEMRTF Amazon , {BTEREITGERIEIRE ™1

ERBER)RLHEIR

B4\ E ST root tkFPHY FHEDER
EAIRER

BERAR | ARNERR A

RIFIMNBIKFARBERNIR FiEDR

RVFIMNERIKF root SRR FiEDER
EfIR

%i#ﬁﬁﬁ)\iﬂ‘ﬁﬁﬁﬁéf’ﬁ%ﬁﬂ

FiEE

216

Policy type

Amazon {759

B BEBISEAE, 1B root FHF
W P{REBFRE S3 fFENERSE
BRI (ERIAR

BB RHIEE

ES% S

B3, BINRENKEERIF,
NFRH S3 EiED ERTRERIR(E
IR PRI =R [E] 405 Method
not allowed iR

B, BXFrE S3 FEDE
REIRERIN PR = SNSRI
root #1F FiR[B] 405 Method
not allowed £5iR

StorageGRID 1759
Gl

I

B, BINRENKEERIF,
MFRE S3 72fifi 77 B ERERIR(E
IR PRI =R ([E] 405 Method
not allowed $5i%

1B

1B



SR A Policy type  Amazon 177 StorageGRID 17/

BEERANREREINIR FHEIEKR B ERHISKHE, {8 root BF 1ER
WA REFIE S3 FiED R

BRI ERIRR
FERERFENAP A FEDER FET 5%
BERZE S3 IZEDER 48 5% i
FEIE— AR FEDER FAETH B
RIZTIEFEBKF (BIEE FHEIER B MRACEEKFHE BN, WREGFMIERFIES
B )RE 3T RBIRR, , HEGEMEDEREEBRER, WFPEE. FEIRRERRE
BIEEWF R TERANR ACL o
R RIZF AR,

—REN%i% (WORM) R

&R LLBIEE—RBE N%iE ( Write Once Read-Many , WORM ) 3 EERIRIPEIE, AP EX B RITEIE
S3 W& HriB. EALIECE WORM ., LUESIEF N RHIEBEZSIMIEMERNS. BERILLFTRN S E
2_0

NTHRRBRIDERIESE, EILL

s EMREIEZEH, %3 configuration*>*Security*>*Security settings >*Network and objects, FAfFi%
F*prevent clientf& 2 & iE1E,
* MALTRMA S3 %k
° [ S3 FRA&ZNIN PutOverwriteObject deny 121E
° ¥ DeleteObject deny #21EFRINZEI S3 A&,
° ¥PutObject AllowiR{EZRINEIS3TEBEH,

@ gs3%ﬂﬁ¢1%DeleteObjecti§§%deny?%ﬁﬂﬂ:lLMET?E"3O9EE1%EUZK§§"%%EEUHﬂ“ﬂﬂﬂ[‘%%}

@ BMENV AT FrAXEMNFREE. ENETERLEHEABNGESRERA). N LEIREFT
RHEE (FZRIERB) -

*BREA D HREN (RRREP)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 ——————- > OK

* 1B B* . IRFERmESE (BiL)
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/mybucket/important.doc

PUT#1

BXER

_______ > PUT#2 ---X (denied)

* "StorageGRID ILM N0 EEXTR"
B BRI

* "HRBRRG"

* “EH ILM BIEXR"

* “EREP A

FhE 5 ER SRR
ER AT HBYRAGI5 EEEE StorageGRID i8] KB,

i BRI A THEE M N ERBR BT ME 72 BRBVIF RN FR, 7250 B ERBRER S3 PutBucketPolicy API #1THC
B, B2 "WEEDEHRITRE,

BILURBR AT <2 AWS s TR EECEFiED R EREK

> aws

s3api put-bucket-policy --bucket examplebucket --policy

file://policy.json

T AFES T AR FED BETRIRIIR

FULRAIR. RFFREABEERZBF)ZEZERPHINR. HANDERFRIRENRAITGetObjecti®F. FIHE
HARFERIGWRIEL, BEE. WERIEFTREHNGIER. BART Ik ootz B HMABNRAFED R

ISP 8
{
"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket™, "arn:aws:s3:::examplebucket/*"]
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L R —MKP RSN ATEWNRENMFES R, ME KPR PRSI ARRIGEENFED R

FULRAIR. —MEEKF PRSP ABBAIUSZLMRRERNFED KR, B —MEEKF RS T ARETIHE

3 EQFH X AFF KBV FEfE 7 R R BY I RN 1TGetObjecti®(F shared/ IR EAA]

®

A2
ésa o

7£ StorageGRID 1, FFFIEEKFSIEMINSR (BEERIKF) 3EFEIBRFIEEIKFPFRE. 7

fEDERRIBIERTR XENR,

"Statement": |

{

"Effect": "Allow",
"Principal": {

"AWS": "95390887230002558202"
Yo

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"

by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"

by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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T RSP AMNENFESRFITRIRGE, FAFEEAHRTREINA

FUCRAIR. RAFEEER AP ERBFIE ATIL S BRAXN S ERFEIFTE X R MITGetObjecti®(F. MINRET
ARV Marketing FEIEEWFH. AL,

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
b
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
bo
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

T MRFFHAT IPSEER, WAFSMAMNEESBRETIREAIR

FUREIR, RFEEERRAPERNREATILEED RHNEFERPIAENRIITERNRIZE, 51
EIXLEERRBIEER IPSEE (54.240.143.0 £ 54.240.143.255 , 1B 54.240.143.188 BRIM) o FREHMIR(E
R R, HE P SEELIMIFIEERERHRIEL,
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"Statement": |

{

["arn:

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

aws:s3:::examplebucket", "arn:aws:s3:: :examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

T AFEENBRE AP E2RRENMFED R
FELRBIR. RS AP AlexTE2 718 examplebucket FEFERREITR. €1 "root " TERHIFRE H

BP9 ERRIE 4P G 1R(E, BIF/FE, "root " MASHIEL PUT , Get/DeleteBucketPolicy BIM PR,
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

~ffl: PutOverwriteObject X[

EIERAIF, B ETR Deny FPutOverwriteObjectFlDeleteObjectf &2 M Al Fa{R1E (] ABR R REE Z S MIBR X R Y
IR, AP EXHTEIEMSIMRITIE,
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

AR

ERAT RGN EEStorageGRID i8] 5KE&,

Tl AR EIEERIREARE

A EESEPRMNERIEAER . 0T LUK SRBE SR E A I S G BB MLESIH IR, 1550 "/ S3
HPeIEA",

:federated-

:federated-

(AERBR A FHEEMINNLLSRBRAVARY A IEIMNPR, & Principal t&. FRAEERIN. HRAIFEREFEIE
288 AP #H1TECE,
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* * & S3 4R ¢ BAIAET, WAARBIA R TAGARISIEIR. FRIFEATFED EEREIZ T IHRIMNR, d1RiE
FIGED, MENBRT, RE root AR EETIR) S3 Hilko

* * Qigipie) < o AFRIAP Y S3 FREARBBIEIR, B4, IAFHIAF RIS S RAIREN R
iR, TTEIRMIARG, EELIED R, RIRARIEM JSON FREFEREXSIER, GBI ERELLFR

o

« *SEifin v WARMEFY S3 HBR (BESER) BEER2RRNR. ERIEDGE, STeihinHaRg
By JSON FERFRE B REXEIES, BT EREBILFRTHR,

* RansmansZ &% It RAIFERERIZE all by Efor thistEF., HWATRMBFR AT URITE WigfE. BLE
MB AT X RhRAIESIAY 9 Rk A BRI Ko

AE"SEMEEMES B NRNE - SRR A P A UE S LASR, B SERE DB SIRRHAZEER
P H1EA] AR 2R RS9I (Multi-FactorAuthentication. MFA).

*EEX Y AFHAPFRFEEXSEPREENR,

Bl AR RIBRIFMEEED R
TEMTREIH, BRIE bucket EREZBATRIELS, B[N AVFAPFAEKRMEF KA BB RAE 2 BRH#ITT21h,.

"Statement": |

{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

T SRFAXIFRE 2 EEITRIRIAIR

LRGP, HARFRBERGIERN S3 FRAE RRIAMIR, FRIF bucket SRESEAHEIEL, FlN, LLAFRAR
BT LA RIS R ISR, TR,
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

T ARRIFARR RN ED ERPH X AR AR T2 AR

FURAI, AR RBETILHRPEEFEDIRPIFEXHFE (BHR) . HEE, EHREEMHAREN

BT ERRBRBVRRALRY, W& XSRS IR,
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

HiZBEFIRERR S3 121F

FH1%H /S H StorageGRID ARSZEMHAFEEXABEX . ERILEHEZBEE
ETSIHEHIHEE . LIRENE XD R RIEERIFAER.

HiZAERIRERNEE D IR
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DeleteBucket
DeleteBucketTbaging
DeleteObjects
GetBucketTaging
HeadBucket
ListObjects
ListObjectVersies
PUT i ERERMIME
PutBucketTaging

PutBucketVersioning
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touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object

-—-object-name test object

3. REVAFTRIENERHNAES:

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. BRI

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
delete test container test object

S. MpRALS:

swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container

Swift REST API 150912

StorageGRID & 4:7E OpenStack Swift APl iS2iF A Z#i%{E, 72 Swift REST APl &ZF
5 StorageGRID £ Z /], BEEMWF,, BRI RIZIEFLMEIFAER,

StorageGRID F 37 FRYI21E
ZHEFLUT Swift APIR1E:

KPR
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© "RERRE"
© ITRIBIE"
PR 1RVERYE AR ATk
StorageGRID #4t8] /9 OpenStack Swift I R7EfiE AP v1 & X2z FRHEELHEFT BB AR k.

BXER
"OpenStack : Xf&1F{E API"

25 Swift API IR

StorageGRID ZHFLLTF Swift APl iz=: {58 URL , B4%0iF URL F7Ff#& URL -

&5 URL

R LUBE M A /info B81EHY Swift Bt URL &t GET i&EKFKHIE StorageGRID Swift SEFERITHEEFI PR,
https://FODN | Node IP:Swift Port/info/

TEBERA:

* FODN B EfREHRZ,
* Node IPEStorageGRID W& _ETFETI M X T mAYIPHLE,
* Swift Port R TFFMET =EM KT m_ERISwift APIEERNIKO S,

0, LUTER URLIEM IP kg 10.99.106.103 B{EAIFO 18083 MIFMET HiEKEB.
https://10.99.106.103:18083/info/

IEPERY 155 Swift SSEERYINRE, FIA{E JSON iRl8l, ZFFim T AR LU JSON Mai LABARE SSHERIINEE, FHiF
HAERSEFEIRIERIAR,

1B LHE StorageGRID ,  Swift AJLAIHE 2 URL #1TRE SR IUERYIARL

{333 URL

P IHAILUER Swift F330IE URL {ERFEF 1K F BB P #7519 331E,

https://FODN | Node IP:Swift Port/auth/v1.0/

EAIEPIREAF KA ID. AR BB EENBE x-Auth-User Ml X-Auth-Key IEKRINE. 0 FFIR:
X-Auth-User: Tenant Account ID:Username

X-Auth-Key: Password

TEIERATR A

* Tenant Account_ ID f&StorageGRID 7Z 8 Swifti ~ B D ECRIIKFID, X5TAF EIRREROE LEM
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BYREF KA 1D A8[E.

* Username BB EERTRIENEFRBAFRNER, LEFPXIBETFERE Switt EERANRMA, TE
& FH P B9root A P ECE SR Swift REST APl

MRANEFKFPBAT 985S, 1M LDAP IRZSH[IEEEKSEEANAR BRMNZL, 3E, WU
LDAP AP B9E &, Hlu0:

X-Auth-User: Tenant Account ID:Username@Domain Name

* Password =P AFNE. AFZEEEF RSP EMEE,
AT SR IIEERAMM R EIFiE URL S DIRIESHE, WTFFR:
X-Storage-Url: https://FODN | Node IP:Swift Port/vl/Tenant Account ID
X-Auth-Token: token
X-Storage-Token: token
RINBRT, SHEEEMNE 24 /NFRBR
AREBEFKAERLTHE. —MEKPNBERLEASENBR RS — MK
7#fi# URL

P imi AR ] LUEN 8 @R Swift REST APl MM XTI S EFET ST Nk, , Reefxgig
. TREIERSKIZDNSHIIEMN FIREIMITESE URL . HIERIEXNE E M ZHIIEIERIEEIR X-Auth-
Token #r3kH{E,

https://FQDN | IP:Swift Port/v1l/Tenant Account ID
[/container] [ /object]
X-Auth-Token: token

RLEBSERBRSEIHE SRR ERNAT A A RETT A R MBI BRI RAVERE T, ERIVRFRIEEE/LS
A BE R X AR A,

KPR RERILA T INAT AR B B EABERSITHERNRA):
* X-Account-Bytes-Used
* X-Account-Object-Count
®* X-Container-Bytes-Used
* X-Container-Object-Count

BXER
"ECEE P K P AR

PR
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"AERIRIE"

"TTRIBIE"

PRI

P EITELT Swift API 21,

FRENMK
LHRERO RS KA MK ERBE RS ITTHE B XEHN A2
MUK SE W E TN .
* Account
AT BRIk FI A E T
* X-Auth-Token
TR ZHNERE RS HE iR
®* Delimiter
* End marker
* Format
* Limit
* Marker
* Prefix

WMRKEIKF BEE R BRAB2ZNRAT. MIIHITEHREI L TARLFHIRE]"HTTP/1.1 204 No Content"lig[iz
; MNRHFIKA BRSFIRA AT, MIRE]"HTTP/1.1 200 OK"IHLE :

®* Accept-Ranges

* Content-Length

®* Content-Type

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
®* X-Account-Object-Count

* X-Timestamp

* X-Trans-Id

) v
HEIRAEIEM Swift IKP I ZRIKFE R MAITHER.
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U TIERSE WA
* Account
AT BRIk A A E T

* X-Auth-Token

BRI TIERE LA T ARSAFHE R "HTTP/1.1 204 No Content" MY :

®* Accept-Ranges

* Content-Length

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
* X-Account-0Object-Count

* X-Timestamp

* X-Trans-Id

HEEE
"EiZBEFRERR Swift IR1E"

A R(E

1 Swift IkFE&R%%#F 1, 000 1NA8%, StorageGRIDMWAEZHITLLT Swift AP
Eo

e
IR E= M StorageGRID R4eHRY Swift kP PRIBF— =& 8.
FELUTIERSH:

®* Account

* Container
LA IERAT K A A R T -
* X-Auth-Token
FRIIATRIR B A FARKH 2R "HTTP/1.1 204 No Content" FERY :

* Content-Length
®* Content-Type

* Date
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* X-Trans-Id

RENA 28
IHRERIO RS LS 8RB R FIR UK StorageGRID REHH AR FIHE S TEIE,
FRLUTIERSH:

* Account

* Container
AT RARSK A R
* X-Auth-Token
U T2 HNIERE WS HE LR

* Delimiter
* End marker
®* Format

* Limit

* Marker

* Path

* Prefix

FRIRITRAREILL TRk, HER "HTTP/1.1 200 successful" ¢ "HTTP/1.1 204 No Content" IRy :

®* Accept-Ranges

* Content-Length

* Content-Type

* Date

* X-Container-Bytes-Used

* X-Container-0Object-Count
* X-Timestamp

* X-Trans-Id
WMLEEE
ILEI2EIE M StorageGRID R0 ERB 84 1THE EMTEIR,
FELUTEKRSEH:

®* Account

®* Container
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AT BRIk FI oA E T
* X-Auth-Token
BRI ITRHR B FARLH E T "HTTP/1.1 204 No Content" PR :

®* Accept-Ranges

* Content-Length

* Date

* X-Container-Bytes-Used

* X-Container-0Object-Count
* X-Timestamp

* X-Trans-Id
O
L2 {ERE A StorageGRID BRI, IEE— 1 A28,
REUTERSH:

®* Account

* Container
BURIEKARK A BT
* X-Auth-Token

FRIHHITIEIRE L iRk, HER "HTTP/1.1 201 Created " 5% "HTTP/1.1 202 Accept" (MR, FEFE
b 28) MmRZ:

* Content-Length
* Date
* X-Timestamp

* X-Trans-Id

R R FRIE StorageGRID SR T E)FAEH—r, NRBFSMUTFEHMIKA T, NMREILTHRL: "HTTP/1.1
409 conflict o "

EEST]
USRI IR

HTRIBE
X RHAITLLT Swift AP 1R1F. I LITEARERERIXEERA(E "StorageGRID HiZHE",
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iSO
LR IEIE M StorageGRID RZH MR REITA B TEdE,
FELUTIERSH:

®* Account
* Container

®* Object
AT ERIRR A R
* X-Auth-Token
FRIDAA TR [E] LRI RZARSLA] HTTP/1.1 204 No Content MARZ:

* Content-Length
* Content-Type
* Date

* X-Trans-Id

ERIEMPRRIEKES, StorageGRID REIRIBIMFAEFREMEMIFRILII REVFRBREIZS. MR,
StorageGRID R17BI@% A imiR BN, 1RTEEOFAMERFAIERIZAGIMN. RFEMIEZHRATA).
NjStorageGRID SR XERIAHAFHFMIF. AEmEF iniE R MERRI.

BXBFEAER, BEN "NERFNR"

IREV &R

LR EI TR RABH M StorageGRID RFFRENFTRITEIE,

FELUTIERSH:

®* Account
* Container

* Object
AR ERIRR A R
* X-Auth-Token
AR ERIRK I PIIERY
* Accept-Encoding
* If-Match
* If-Modified-Since

* If-None-Match
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* If-Unmodified-Since

* Range
BRI TIEREI LA FARSLA HTTP/1.1 200 OK MAR:

®* Accept-Ranges

* Content-Disposition. REEHIMULIERISAIRE] content-Disposition BIRETTEIE
* Content-Encoding. REEHIMULIE RS ZAIRE] content-Encoding BIKE TR

* Content-Length

* Content-Type

* Date

* ETag

* Last-Modified

* X-Timestamp

* X-Trans-Id

head &

LR IEIE M StorageGRID R RFIFH N RTTEIENE S,
FELUTIERSH:

®* Account
* Container

* Object
AT IERARK 9 A E I
* X-Auth-Token

B IATRHR B FARLH E R "HTTP/1.1 200 OK" ML :

* Accept-Ranges

* Content-Disposition. RAETEHIMULIEREIAIRE] Content-Disposition BIREITEIE
* Content-Encoding. RBEEHMILBEREYAIRE] Content-Encoding BIRETEIE

* Content-Length

* Content-Type

* Date

* ETag

* Last-Modified

* X-Timestamp
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* X-Trans-Id

PUT W&

IR ERERBURN TR R, SERINENKR BN StorageGRID RItHHRIEIEM TR,

StorageGRID Z#FA/NZIE5TB (5, 497, 556, 138, 880 F1) HIMRKR,

HRNESHER (B0, AAEPHENR—B) BLL " BRI " ARMTER, " B
O A" SARRRUAT SlorageGRID R AREGEAR, VR Swit &P HFRIFI5HE

FELTIERSH:

¢ Account
* Container

* Object
AT IERARSK A BT
* X-Auth-Token
VRNER e o=l brid: Tk

* Content-Disposition

* Content-Encoding

1B70fERAchunked Content-Encoding MIRILMMNEZR M RHAITIER TR k. HEHNNERRT
BE(RTHNTHBFEE™RED),

* Transfer-Encoding

BMERELEE 7R Transfer-Encoding MIRILMINE RGN RFITIERIHE Mk, HESNER
B WE (B FHNT I FEE™H8ER).

* Content-Length

WMRILMA IR KNFIEIFRHEFZNNERRTHRE. NHTIERE Content-Lengths

WNREREEXLEN ., FHITULTIRIE Content-Encoding, Transfer-Encoding,

@ # Ccontent-Length. StorageGRID HAFRFZMNR. ARA GHERMRA/NHNAILM
M, =, StorageGRID HAERIANEHNR IR RNIGETRIZS, HREW,
StorageGRID #J3 EN1T /9152 A NI 333 T,

BXAEZHEMLMANFRER. BEL AT ENREIERRFIEDT,

* Content-Type
* ETag

* X-Object-Meta-<name\> (5 REXBITEIE)
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NREMEA AR EXBEEEMEDEAILMMR NN SE BT, WATRZEFEEZ ABAEPEXIRK
F X-Object-Meta-Creation-Timeo 30

X-Object-Meta-Creation-Time: 1443399726

B 1970 £ 1 B 1 BLUGER, LbFRERASTHEERT,
* X-Storage-Class: reduced redundancy

R SFAHANRILECHY ILM FNIETE 7 WELR XS TFERIHAITN, MIARK SR StorageGRID 613
HIFTREIZEL

° FIURR * 1 R ILM MMAENITHIEE T MIRIZED, N StorageGRID ZTEH NI RIFEIE—MiE
BRIE (BMER) o

° ¥ MRILMAMNIERE TI980Em, W RE L RGTAILENEIZEMN PISE BIFRA BlZ<hY
, StorageGRID 7 =8lIZ—MIEBYEIZS, SNR StorageGRID BILUAITREIZRE, MLEARKTEIER.

o reduced redundancy SIRSMRICERIILMARNGIZ—PMEFIEIZA. NRIFEATH. TXMIE
SUF. £/ reduced redundancy TRESRBNEIERRIZEFMMIFRESMIN REIZ,

M reduced redundancy EEMER FARERNERIRL. EAESEMENREZERTREIENX
b2 BN, MREVRKENBIAFHEETRERENFET =L, MILEFET RREEHTT ILM 1T, WA
BERE KRR,

A — AR S — MBI S BRI A BRI, MREA TR E—
(D rEsiEs, WEmEs AN N EERs, BHREER. ARSI
TR, EERERIRENHKHHIETR.

EEE. JBIEE reduced redundancy (NEMBERHANRNCIENEFE. ERSTIMBELERILME
BT RET AN REIBAVEIARLL. A SEEIETEStorageGRIDARF R LURBY TR KA EHITI7 8.

BRIIHATIREI AT HRK, FE7R "HTTP/1.1 201 Created " RRZ:

* Content-Length
* Content-Type

* Date

* ETag

°* Last-Modified

* X-Trans-Id

PEENK

ETERZWER Swift lRSBVRTAME. EIEKE URL FEENFET RINXT R
Sbh3E,
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options 757&

fBan, &P imhAER B MERRE Swift SHIIEERENER FRIETUSKREER BI7FET = _LRY Swift i
O, MREFETREETA. B UERIER#ITIRE, el iFshae o & T E2s i E 08T s e
o

5{8 URL 3771 URL 545 HAEY, options H7AFIREILATE URL Z#8ahia5IE&R (90 head , get,
options # put) o FEMFEREES BNIIEURLE SR,

MU TERSE WA
* Account
U TERSEE LA

* Container

* Object
FEIHHATRORE L ARk, FHR[EI"HTTP/1.1 204 No Content"liRz, XH7Ffi# URL AEINE KRR ER BARF T,

* Allow (YAEURLZFFHIENIAZTIR. Blilhead. get. options. FIPUT)
* Content-Length

* Content-Type

* Date

* X-Trans-Id

HXEE
"L 1EH Swift API e

3t Swift API 3R {ERVFEIR NN
T R R] RERVER IR N A B F &R E AT EE HERR-
WRIRERRE R L FEIR, ARESIREILLT HTTP RS :

Swift $HIR B HTTP K&

AccountNameTooLong , ContainerNameToolLong , 400 PMEIRIEXK
HeaderTooBig , InContainvaliderName ,

InvalidRequest , InvalidURI ,

MetadataNameToolLong , MetadataValueTooBig ,
MissingSecurityHeader , ObjectNameToolLong ,

TooManyContainers , TooManyMetadataltems ,

TotalMetadataToolLarge
ACCESSDENIED 403 BEZH
ContainerNotEmpty , ContainerAlreadyExists 409 MR

242



Swift $HIX 2R HTTP K&

RNEREIR 500 AERARSS 23 HH1=
InvalidRange 416 FTiEH R IERISEE
HiERER RAVFER 405 F7E
MissingContent{< & AN FEKE

RIE RIKE 404

R 501 R3LhE
FEHERR 412- AR FHRY
ResourceNotFound FRIKE) 404

KRR 401 KR#EN
UnprocessableEntity 422 FRI R IESE(K

StorageGRID Swift REST API 2%
7£ Swift REST API 70 7 45 F StorageGRID RA4BI1EE
FENASRE—IEIER

"—EHIEHE" AAREFET AR Z BN R AT A SXEN RN ZEIE T, BEGETASR XA
R ERILAEN B TR ERSBI—EE

AR

JER HTTP Rk Description

X-Auth-Token FEEERATIERBIKFBY Swift B{PI0IEShE,

X-nta-sg-sg-sg-— 1% FEEIARBER., HP true =3RENERZ—H4. # false =3ENE25
FH ERFAEREBEN R

ERRAI
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GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587b£fa%9050£29
x-ntap-sg-consistency: true

Host: test.com

e iz

MEs. HTTP 73k Description

Date M Rz Y B #AFNBY 8],

EiE 5RSSENEERERITHER XA,

X-Trans-ID EREIME—E SRR

ABKE M R 1IE YK

X-nta-sg-sg-sg-— MAFARSRBN—HE. ZFHUTE:
all: FTET REIBEMEWENE. TUEKREERK,
B-2F: RIEFMBIRFREREFIRERNENEIE—HE.
pRIL R RIEILRRFTE B FImERNE NEiE— .
read-after-new-write: (FXIN)AFIWNRBHE FE—FHME. HREHX
%E%ﬁ?&f#—?&'ﬁo RESAMNEREERIPRIL. BXATAZHE
A AHNRINREMEHELZ M. JWFSIEMEDE. BNE
SENFERGIMN. FFEEEMEBNBEEENEESE. HEBXNTFAR
FENZEAMITHEADSGETHRIE), S3 FabricPool 753 EE 245,

0 Rz 7= 451

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
x-ntap-sg-consistency: strong-site

R AR —HMIEK

BEPURSZ—EIEER. ErRILUEEEN AT HASRITHREN—EIt. RINERT. iIBnR2EA"FEAN
[EIRER"— UL B,
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AR

15K HTTP #53k Description
X-Auth-Token ERFIERBIMF B Swift B{5I0IESHE,
X-nta-sg-sg-sg-—EE ENVATESR LIREN—M. ZIFUTE:

all: FRET REBRILEMEREIE. BNBERBERK.

5B-2F RIEFBMRTMEEFIRERNENGEE—E,.

SRIER . RIBERAEEFIRIERNE NEE—Hit,
read-after-new-write: (FXIN AT RIBEEEIE M. H&RL A
;ﬁ??ﬁﬁfﬁ—‘&ﬁo RS AMMNSIERIAFRIL. BNATAZHE
B AN RANREFMRERE L. WM TSIFHEIR. BT

FEMERA@GIW. NTFESEMEMNASENEFEDR. HEXTFR
FEZEAMITHEADSGET2{F). S3 FabricPool 7753 ER 3255,

Host BERFIEEEINENR.

—EEAILMALI an{AIA8 1R BB LARZ I 2R (R 7
TR LA B BRIESE —EEE" LM S REERFG . XEIRERU#HITRRE,.
a0, FRENRERN—EIESEMN RTHIEREHRE. MM "IIHITH" FILMANER HET = 72

A REBIASHIEKE. BT StorageGRIDFEZEFRSIHRIMN RATEIERELIEA BB RE P iRlER. Elth—
BRI NITEFR AR RIPRA| A LR MBI AR EERRIP. HIRSRAMN A A FUN .

B AR E—EEMILMALTY
BIREE— P IR, EERE U FILMAN, 3 ARG TF—5Kit:

* LM AR ¢ BIRRAMNREIR, —NMEAMIER, —NMERRER. IPREET R ANIT .
* o RER(NRITHIEILR D A EIFIB LR )

HEFP RN RFMEEINEES, StorageGRID ZEIEM M REIAHFTHIED KEIW MR, AEBEER
iR BRI

AHARIHEN, ENSRERET2ERP, F2ER. 0, IRFHIERTEHNEFAESR, Winigib= L
MFENREIENN RTHIENRI A, LEHNRTEFARNER,

NRECXARBRILMAMARIE 2" —E . WERNREIEEFFITIZGRE. ERZIER 0 R RTHIE
ZAl. BRI RESWEI—REINES. EXMERT, NRITHERRIPES SN REENRIFRS R LE,
MRAMIERTEHNEFAER, WHRTHIERER. TEQRILENR,

—HMEMILMAN Z BINEEXRAIRERESR. WNFHER), BEXR NetApp o
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AR

PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587bfa%9050£29
x-ntap-sg-consistency: strong-site

Host: test.com

e 7

MR HTTP #R3k Description

Date 0ie &7 /9 B BAFN B8],
Connection 5RSBNEREIT IR XF.
X-Trans-Id 1EROE—FZIMRR/.
Content-Length 0ie) &7 1F SRV

MR Rz

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: O

BHiZBETIREER Swift 12

FREBIhAITZGEMIBR, GET, HEAD, POST # PUT #2{FZF=1E StorageGRID BE1#%H
EHRFITIRER, KMUKREE. BHRRIESIEIIERKIZR

M IR AE

© "FRENH "

. "

BIRIE

HBER
AR
kAR
BB
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X ERIRIE

* HHERITR"
* "RER"
* "head HR"
* "PUT X&R"
HEXER
* ARz B S
* "BRIHENEZER"
* "B P ImEEEZOH R
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