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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using 550.
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FGEE, AIRERAFTUZEMERINEHEMEET <o

4 FEmERE
IRBERANCRE * R F * BHE BRI

Save

Azure SBIE

1. {8 H BRI ML StorageGRID 1ER &% SSO BEEEE, REAWA TLS IEHREIFIERE
Lo

° * ERRIERLS CAIMES * | ERARERF LLERNIIN CAIEBHERERERL S,
c *fEABEEX CAIEH * | FABEX CAIEBHERERRZE.
NREFIKE, BESRIBEMXEBIXAFHIGEMEME] * CAIES * XAER,


https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/starting-or-restarting-service.html

10

° *IE/DER TLS* 1 B70ER TLS IEHRFRIFERE,

@ NRELACAIER. IBIEMAT EEET = EEHEImgmt-apifRss" FHIXEE
FYINEE SSOiA R MR EIE 2R

2. ERIWVNREFERSH, 7 StorageGRID $57E * (R MAEFR * o IL{EIEH] Azure AD B E
A AR ER BRI R o

° flan. MREHMBIAE—TEETR. AEETHERRAIMNESZEETR. BN sc X
StorageGRIDo

c NRMEEEZINEET A, BESFME [HOSTNAME] EMMRRTH, fFla0: sc-
[HOSTNAME ], MtEPEER—1FR, EFRETDTANIENBERAFHFESNEETD SN B
FF % #Fo

() BTN StorageGRD RLPIIE A EETHOME A LATBES. S EET
mERE— MR BEF THRAF A UR BRI E MRS

3. IREBHBIBBHHITIRIE "1 Azure AD FREIZ RN ARER" ARPIIHNENEET AR B RN
}EH*EEF_O

4. M Azure AD H1, EFIENEINAREFHEESTHIE URL. ARG, Fitt URL #5M5Z] StorageGRID
FRAERZEY * XS ToEIE URL* FERHR,

o. ERIHMUEFMEEET RIS THIE URL/E, &EFE - FRE "
IRBEETICRE * R7F * R L2RTIA .

Save

PingFederate

1. {8 S B 1RIEZF ML StorageGRID 1ERK* SSO FEERE, BEAWA TLS IEHRMEIFIERE
Lo

° * ERRIERLS CAIMED * | ERRERF LLERNIIN CAIEBHERERRL S,
* *fEABEEX CAIEH * | EABEX CAIEBHERERRZE.

NREFIKE, BERIBEMXEBIXAFHIFGEMEME] * CAIES * XAER,
° *IE/DMER TLS* © B70ER TLS IEHRFRIFERE,

@ WRERCAIER. BIUBMAIT "EEET R LEHMEsImgmt-apifi 3" #FUIXEEE
R INEE SSOiA IR Mg EIELR,

2. ARSI (SP) ZpH, J StorageGRID 187 * SP i&E#% ID* , I{EIEH PingFederate &1
SP EIZEFERBIET.

° flan. MREHMBERIE-—TEETR. AEEFRERRMIESEET R, BN sc
StorageGRIDo
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c IRMBEEZINEET R, FEEFMH (HoSTNAME] FEFMRFH. Fli: sc-
[HOSTNAME]o ULEPFER—1%, EFRETANENGERAZTENEET R SP & ID

o

@ @ StorageGRID AAFNENEET REIE— SP EE, NS MEETRET
SP EZAIHFERAFA T UREMERINEHTMEET <o

3. £ * XSt dE URL* ZRAPIEES M EET RS THE URL .

BEERUTER:

https://<Federation Service
Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
D>

4 EEREFE
IRBERANCRE * (R F * BHE LERILH.

Save

BEEMHTEE, BRI NAEFK SP EX
RERER, BETISEXMHLEL. IENRTRADEEXNEEA, FHEHTHANHNA.

REFE, StorageGRID I LUFRFNVERE. B2, WRTE Single Sign-On A LiEFET * WEERE *, N

Fi StorageGRID P ERIGEEA SSO « REXMAFZEER.

BRBUTTBEERFSEE (Active Directory ) , TEMBRWNETEF (Azure) FEE SP i&E#E (
PingFederate ) o
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Active Directory
B
1. ¥ % Active Directory BX& S9IIEARSS (ADFS) o
2. {#F3 StorageGRID ¥ L& RIE EHRFPFAIRNE MIESIRIRRT A StorageGRID gJE— P a %4
KR 1T,
BUARNRFAIRNENEETREE—MEE.

BXYLA, EEE "7£ AD FS HOlEEAM A EE"

Azure BIE
5
1. NERIERIINEETANERBERITAF, TR U THRHRET SAML TR,
2. RfE, HTFRMEPNEFAEMEET SR, EEUTHE:
a. BRIT R,
b. %% * BLE * > * iAANEHI * > * BERER ¥,
C. THIREFIZT =R SAML TR,
3. # % Azure [P

4. REBPHP BHITIRIE "1 Azure AD FREIE RN ARRE" B8N EET R SAML THIEX 4 £
REIEX WA Azure AN AERFH,

PingFederate
3
1. NERIERIINEETSNRERERITAF, BRI UTHHRT SAML TR,

2. R, HFRMERPNERAEMEET SR, EEUTHE:
a. BFRIT R,
b. %% * BLE * > * iAANEHI * > * BERER ¥,
C. THIHREFIZT =AY SAML TR,

3. %% PingFederate -

4. "}y StorageGRID BIE— 1 Z M RSEMERD (SP) EiE'. FRASMEETSN SPEEZID (W

StorageGRID B R ERIE LHRFIR) UNRAZEET R TEHA SAML TTHUE,

TR ARFATHNENEED R EIE—1 SP &,

M SSO E#E

%ﬁ%’l\ StorageGRID RAABHIERRRBERZA, BNHAEASMEETREREERRERMERT
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Active Directory
B
1. 7£ StorageGRID £ERERIEY, HEVEEIVEEPRIEEE,

Itk URL BMETE * XGRS B * FERAPBANEIRERN,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. EERIEEEE, ERI URL EFIHAEGEINEERF, LipRSHiRMIEZFNERITE,

3. BEFIAEALUER SSO R E StorageGRID , IBERFR  BRIUTHEZ—*, ERFEETEN
RFGIRRRT, AEEFEBER~

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. NEHEX S AP 2 ME,
° YR SSO ERMEHRENY), NEEBTR—FAINHEE,

+" Single sign-on authentication and logout test completed successfully.

° YN5R SSO 21FKN, MEET—FHERHES. BERMER , BFFXIEEEH Cookie HEiHo
o BEE FRPRE, WIENRPEMNEET R SSO &K,

Azure JBIE
T
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1. %2 Azure [P RS R E RDIH,
2. e 8F R RERF * o
3. WA AR NERE.
° YR SSO BERFEHIRIEMT), WERET—FAMINER.

+ S5ingle sign-on authentication and logout test completed successfully.

° Y05R SSO ##1FKNK, NMZET—FHERHES. BEREER , FFRNEEEH Cookie HEio
4. EEFRSRE, BIEMRPENEET R SSO Ei,

PingFederate
HIR
1. M StorageGRID £ SERIEF, EFENV2IEIVEEFINE—MEE,

—REFEFH A — DR

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party

identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. WS AP,
° YR SSO BERFEHIRIEMT), WERET—FAMINER.

+ Single sign-on authentication and logout test completed successfully.

° YN3R SSO #MERM, MR R—FIERES. BEREER , BERNEERY Cookie HEIH,
3. T —MHEEUGIEMAR RSN EET RAY SSO &

MREEITEEIHHE, BENRSEPIER ©&RE * FH, AREFEERNERE.

BRERER
NI LUER SSO BEREISNEET RG, ErIlEA StorageGRID £4BH SSO .
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ETPSlSOzE@’ mf;iﬁﬂ;ﬁ%‘f%ﬁsfiﬁg SSO hiRMtgEIEeE, HFREIESS, WIREIE AP MIFHFE
o y geGRID .
PR

1. %8 * BCE * > * IpaEhH >  BRBER

2. 1§ SSO REE N *BRA *-

3. ERFERF

4. EEELHR, AREEHE .

oz, ERARRER.

MREFEBZ Azure 17, HEMBTFIHIRE Azure B9EI—itEAiA1R] StorageGRID , 15HR
Azure 17 FBF 1 R242404) StorageGRID FBF (BS A StorageGRID BYBEEAHMAF) &
&, BEZ1ERE StorageGRID Z#i, 1BE%M Azure [P HEH,

£ AD FS HReliZ ka5 {51E

& ZifsE A Active Directory BX& B 10IEARS (AD FS) ARFZHFHESNEET REIE
KE A EE. EeILUER PowerShell 5<%, M StorageGRID § N\ SAML st#3ESFchia
NEHER IR AT HE T
FriaZ i

* 8270 StorageGRID FLERSER, Fik#ET *AD FS* 19 SSO #E,

* EMREESNESERIE LARET * WaiRt * . 550 ALV EE,

c BAERZETENEETANT2EEEA (81 IP k) FKR#ATRIART. &8I LIfE StorageGRID B 5%

RUUE LNEET RIFME B RPILEIXLEE,

@ B StorageGRID AGHRNENEET REIZEMGEE. MEIMNEETRIBERMS
5, THRERAFTURESMERMEHEEMEETR.

* 8B 1E AD FS R BIR# S5 EREZL, trILLAIR] Microsoft AD FS 34,
* IKIETEERA AD FS B2, HERETERERA,
* MBREBFEEIEKFAEE, WETLIFKE N StorageGRID BIERE HEMNBENGES, SHEMEINEM

< Shell ERIEET =,

XFIAES

W TF3BBEMAT Windows Server 2016 AD FS . MNBEEANEEMATALN AD FS , MEEHIHRIESE B’
AREl, WREEEMER, SR Microsoft AD FS S#%,

{EE Windows PowerShell gl &#i 5 {51E
&8 LUE A Windows PowerShell RIESIIZE— a2 MK#EIA 51E,

p
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1. M Windows FFEa¥EH, A% PowerShell EltR, SAEER * UBIEBREMET *H

2. 7£ PowerShell 8RR, WAL TS

‘Add-AdfsRelyingParty Trust -Name "<em>Admin_Node_ldentifer</em>" -MetadataURL "<a
href="https://<em>Admin_Node FQDN</em>/api/saml-metadata™
class="bare">https://<em>Admin_Node_FQDN</em>/api/saml-metadata"</a>

° JEATF Admin Node Identifier' T HMABETRHNEMMAMAT. SERERNHELETHNRS
tHE. Bl¥N: ~sG-DC1-ADMI1.

° &ATF Admin_Node_FQDN F. HMAE—EETNRANT2REER, WELE, ELUNBTRR
IP itk B, MREFELLREAN P #ill, EFR, MRILKBSEERN IP it R EERR, EMIE
MNERCZIEE )

3. #£ Windows Server Manager &1, %## * TH*>*ADFS B *,
LB B~ AD FS BIET A,

4. 3E$E * AD FS* > * KA E1E * -
BTG B R KRS EETIR.

O. AT BIRAVIKH 75 (SRR E)4% ] SRBK ©
a. HENERINICIZRI R TF 15 E.
b. HRBTEE, ARERF * REHEEHERE .
C. WEFRIIAlEHIERRR
d e * WA~ , AREE*HE*
6. JGFRIN IS & RN E R U 2RV X B E1E:
a. FEERINIBIZRIERITS E1E.
b. ARBHILEME, ARER * RIEBRIFIFRBEREE * o
C. EFE * ARANAM * o
d. EERFEMNEIRTIE L, MPIRAIEE * 55 LDAP BIHIEABRRARE *, REEE* T—%*,
e EEREMNTIE L, WAL ETREM,

{5140, ObjectGUIDZE|ZFRID*EL*UPNE]ZFRID,

f. XA FEMTEME, %R * Active Directory* .
g 7EMRETRAILDAPEIESF, HEN*objectGUID*ERi%EIE*User-Principal-Name*,
h. TERRETRAVE HFRINERIFERELY |, M THIFIRAIEE * B ID*,
L3RR FERR Y, PARSIREE CHRRE Yo

7. BIATTEIRE RTINS N,
a. ARPERMMAETLUHTAEEM.
b. HIABIRT * ks *, *RIRRF ¥ # * B8 * &R ENFE,

NRERDITHIE. BEIABRKETHIE IR R IER. HEFHRNE.
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8. &8 LRSI, J StorageGRID ZFHHIFAE BT REEEKN S EE,

9. 5EfE, R[EZF StorageGRID HMHAFMEHEXAEE, UHIAEREER. HER "CHAV2RRL" XK
B, BE W,

B FNBR S TTHERIZ KM S EE

A LB hEE N EET RH SAML TTHEIERS NS MRS S ERE,

B
1. &

Windows Server Manager 1, i&ZF* TR *, AEGXE*ADFS EIE *,

TEIRMET, &R AIMREEEE .

- TE

- TE

ht

Welcome DIE L, 2E# * FEEARA * , PARIEH * iR * o

2
3
4. &5 * SNB XK NELTAMNE ELBREIE * -
5

*EXE AR (EAR URL) * 1, BALEET R SAML sTiER(IE:

tps://Admin Node FQDN/api/saml-metadata

BT "Admin_Node_FQDN . MAB—EETNRNT2RERR. WELE, EJLUSBT R IP
ik, BF, WREELEAN IP i, R, WRIKMSEER IP bR EELL, TR ERNE
eI EE. )

6. EREKMAEERS, REKMSEEHXHZES.

~

a.
b.

C.

f.

g.
h.

@ WABTRBIRE, BERAEETSNEXARER, SMNEEIESSR Single Sign-On TiHE L
BETrME2MEE. 5li0: SG-DC1-ADMlo

- AN BARL

ARBEHIEE, ARER * RERBERIE R R * o

WERR * AN ¢

TEEFMNRRDIE £, MPIRAIERE * 3§ LDAP BHIENBERRE *, REEE* T—F *,
FECEMNTIE L, WAL ERZM,

5190, ObjectGUIDZ|ZFRID*3*UPNZEI&FFRID,

SNFEMFME, 1% * Active Directory* o

EIRSTRAILDAPEHFIF, HEN*objectGUID*THi%E$F*User-Principal-Name*,
TERRETRAVE BRI ERIERATIR, M ThIFIRAPERE * B ID*

WEE SR, AR HE .

8. HIATTEURE RSN,
a. ARBHEAMGEEUTHERM,
b. FIABET * = *, *ARIRRF * M * BR &R ENFR.

NRERDITEIE. BEIABRKE TSR IR R IER. HEFHMNE.
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0. &8 LRSI, K StorageGRID ZFHHIFAE EET REEEKN S EE,

10. ERfE, IR[EF StorageGRID HMHAFIEHEXAEE, UHIAEREER. H2R "EHAVZRNX" XK
B, BE W,

FreIBKHM B EE
INREEFEARSNKHEBLHEERVERIE, WEIUAFaNE.

g
1. £ Windows Server Manager {1, % * TH*, REXE *ADFS EE *,
2. TEIRIET, & RIS EE -
3. 7£ Welcome T Lk, %4%F * BBARA * , REEE * Ao
4. %R FolmANBXEEAEE *, RAEEECT—F .
5. EREKEAEERS:
a. WMALBEET SN ERET.

ANTHRER-EE, BEREETRNKRRIARATY, SHREESNERERNELERN—E. FN
. SG-DC1-ADMlo

b. BT it 5 B AT A & Bl S hE NN ZIE T

C. EEEURLAAE L, E&EF*BAXSAML 2.0 WebSSOMMY Y 15+ 8 IEIE.

d BANEETEM SAML fRS S URL :
https://Admin Node FQDN/api/saml-response
iERATF "Admin_Node_FQDN T. WIANBETANTLREEZ. GNBEXE, EolUNAT =AY IP i
ik, B2, WMREFLREN IP #ulk, 1FFR, MRLIEKFAEEDN IP b2 E Tk, BB
EMEIELLEE. )

e. FREEMIRTREL, BER—BEED RRKHARIRE:

Admin Node Identifier

iEFATF Admin Node Identifier' F. HMABETSRNEHATAFT. SERERNELETHNTES
BB, 5l¥0: ~sG-DC1-ADM1.

f BERE, REKMSEEHXARS.
IEEB R TR 4R EE TR R 15 A ISR BE X IEAE
@ NRAKRERUCINEE, BERBHUEE, ARER * RIERTEHIBRBERE *

6. EE5) Claim Rule A%, 1&%EF * AN *
a. MEEERMNERDIE L, MHIRPIERE * ¥ LDAP BUENBBEX *, RAEEE* T—% *.
b. ZEEREMMNAE L, BMNIFNEERER,
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5130, ObjectGUIDZEIZFRID*E*UPNE|&FRID,

c. WFEMENE, 1EIFE * Active Directory* o
d. EMRETRAILDAPEMSIH, $#A*objectGUID*TH %I *User-Principal-Name*,
e. TERRGTRAVEHFRINERIEXRET|R, MTFHIYIRFIEE * B ID*
f3ReE*5Ep * , REEE HE
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