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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
¥ Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T00.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 9 other buckets 23TB 5,171,588
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A Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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e The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Hl, BRTILEEREMN.

© PASEX SR JIWASEX S EEM WS S HIAVIR(E,

* 40 AFEIEAMAFAMMINES (1 RICREXSTHF ARV,

* BR: BTEEINEREDRUNFoIES BXBRAN AP ESRR1E,
* MILM: BXEREHAREIE(LM)IEERIRTE,

s Xig: ATFHEBENStorageGRID RAECE 7 HFLE X IT Y2 1E,

* §3: AT EIEAF AP SN ZERANERIE,

* S3-object-lock: XEFHSIMRBUEIZENITIRME, BFHFEMM.
* BF: BTFEEMEERF BPERE

IRFIFAER

RS APIHRERY, EAJLIERIE HTTP 12/F, Inm= URL , EAAHEHENESHIFIR, ERIESCRE (90
REE) UKAJRERIMN,
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

A A AP iEK

@ fEF API ST DTATTRYES APIR(EIS A SKESIEME, BER, TEHEIRMEIRE, ERamFRE
BRI E bR,
p
1. 3%&8% HTTP B ELIEFRBERFAER.

2. BEIFERELFEHMSE, FINAKAF ID. A, RIXE(E, EAIEFERITHEM AP ERHTT
A A8, LEREXFRERRIES.

3. MERABEMBUTHNIEREN, MNRZ, EBEILUEE FRTRERETFRNER,
—t *

N
;;;@.-
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5. RUFIBIEASY, WREBRBEERERE.
6. IR HUAT o
7. ERMERIDREBRET R,

TP EIE APl fRZASITH

P EIE AP| AR ATE IR S FF LB ERo
filEn. tEIERURLIEEAPIARAS 4

https://hostname or ip address/api/v4/authorize

WRFAMMEERS IBIRAFARE. WAPINEERA S L EMIE, MR are compender SIBARAHITT E
. MAPIEORBIRA =L ERNIE, REANEREIEMIFIERIFE .

AT RBEE T S0fAIRIEFT I B CRAY SR BN API AR AN TIELE

API BB 2R ELES $kRA
5IRkRAES 2.1 2.2
5 Rk AR A 2.1 3.0

BR R StorageGRIDFEE,. X&BERARFAHAPL, B2, 7EHKE StorageGRID BIFTHAEARZSAT, &
BRI LA R = D— StorageGRID IhAERRZSHIIBAR API o

@ BRI LB B2 2 1509kRAS, 152 DlSwagger APISX RS config*BF ) "M EIE API" BXiE4(E
B . EEMBEAPIZEFIRLUERRIRAE. ENERMIRRASA 1,

EERRIEREEIUATARIRENEFA:

* MIRZAR3k /9 "depression: true”
* JSON Mz IEX B % "depressioned" : true
* NMS.log F2AIM— N EFHANES, Hiu:

Received call to deprecated v2 API at POST "/api/v2/authorize"

HATE S BTARASSZ 15 IREE API FiRZs

f£M GET /versions REIZLIFAPIZERATIRMAPIER, LiEKRAIFSwagger APIXI4AT*config*EF 43 o
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

BEJEKHEY API frZx
] UE B pathB IS EAPIRRZS (/api/va)SAR@R (Api-Version: 4) o WREIHREXEAME, WirkE
BESREE,

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

[ LEESuL 153K 91& ( CSRF)

&R LB A CSRF S hR%38{ER Cookie IS HI03E, #EBNBHLE StorageGRID SEIEE
hRIERE (CSRF) K, MEEESRNE-EIEScBBAItZ2INEE; Hith
AP| E Fin A LUEZREE RIS BB ILtIhEE.

NRREHE TR R M EMIESRNIER (FIEIFER HTTP REAR) , NALXHERBERAFH cookie &
HRLEIERETRERE BHE,

StorageGRID Fli@I £ CSRF <hEEEBIFALE CSRF K. BAG, 157E Cookie AR IS 15 EARRRS T
ERVEIEXSHHNNE LA,

EZAILINEE. 1BISE csrfToken BB N true BHWIEERE, FRIAERN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNER Atrue. MHAAGridCsrfToken Cookie=fERAMENEIZE NMWIKEIRSME R AccountCsrfToken
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CookiexFRRENEIREN SR S22
YR TE7E Cookie , MBILUERARFIRESHFAAIER (POST, PUT, patch, delete) ERAMEIELUTINZ

* o X-Csrf-Token ¥rk. #RLkAEIRE ICSRFEhEcookieAI{E,
* WTFIESRPRIGIEXMIHES: A csrfToken RERIDANIERIEXSE,

ERZE CSRF R1F, BER "WEEE API" g "THREE API"

@ RE T CRFL R CookieFVIERIE S IHME M FH L EAJISONIBERIEXEATIMRIFHKIRECRFY T
H91E R 58 % SSHE"Contene-Type :  application/json"#rk,

ERMBEXEER

e fEHFAMAF

R EIZE A - LUERA WSS ERE. WSRiZE - M—1 StorageGRID & 4 (JFHH
P)E#ZE5—StorageGRIDR L (BIZFEF ). ERITEFG. RINEEMR T RLF
F#== R,

= V]BI3ETH P #IStorageGRID 245 2FfHFBY_ssource grid . EHIFH FIStorageGRID R4 2FHF

B Destination grid _» XM EP KA EEHEBAK,ID. ZFF. BIEER . FHEEMMEDENE. B2
B R¥&Eroot R ERE., EXIFAER, BESN "HTARKFRE" f "EEAFHEF",

BEEEMESIKPES I FROBMRE. R L ERaREAANER TREET N
E}E— % L BARRI 53 BRAIR Ko

b SeFERYFR S TR

NREEF KA B ERMREKSERNR. BEETEATEE. THREA. APNS3HREAZERT
Npg
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Permitted

o Sign in to tenant
tenant account on source grid
s,

tenant Using Mo

Configure same identity . .
-+ identi
9 sgurce on both grids £ Enatgn'-‘
¢ * Yes, grid

Opti Il eat
prionaly, oreate Create local groups and

o rEJrEat::sm riEdrid f sted groupscn users on source grid
Ereais : sourcegrid :
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion

UTBILERATRHNEESE:

o EREER

EREREMR (R EEEF BIME)_ LRI IKF,

e (AIE)EEE S IDEXE

NREREF KA AEEAB SRS MTRIIREERKBEEAMA, . BANFREF KA M BREF k- EREER
B ROKENRR). FRIERTMRERE—S0R. ST E=EREANAF. §XiRAE, 521 EHS
HEX A"

e BIEAMABF

BIZAMAFE. 1BHREMBFRURME G, AR, StorageGRID = B H eZ R BARMAE,
* IR NEA StorageGRID AAHIEFA KA EE T HHEXS. "SIEMEF A" MBHTRSNEKES,
* NREFERKESFMNWIE. "I ZAMA" FAF "SI HAF",

o BIES3iA iR E A

,‘&;“EE_[LX "BIEEE SRR ER" NE "CIREMAF IR ER" EIRMASE B ARRAE LM EREED

X o

o (FT3%) e PE S 317 1R 25 4A
MREFBEWHERWE_ EEEHEEANERND R, BERME LEZIFRER. ARERHEA EESREAPIF
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R EEEIBIRME. BXIREE, 1SN0 EHAAPIIES3IHIRIEA"
snfaIsefEsE. AP AIS3iAFIRIEA?
BEART. THNEERFRENEMES BrMgziEseiEdE. BRS3ihRER.

SFETEIRMAS LRI

BB HIGHEHIZ BATMME/S. StorageGRID = BEIRHIERMNEIFE A RN E R4 s ERIFE P
HI BRI

[RGB N H R A FHERNILIER. BRRMSIAERK, XA, BSM "7y S3 A GIEAH"

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

@ TERMAE LR A AAINERNERAR . ERARER BATMERYAEEER. Eit. 57
FEIRAREERF. MEEeIZAFNERE,

FETERMAE _EIZR At A

ERME S4B, StorageGRID 2B iZB R = EEIBIitME. RisAFRREREEGER
2%, BFR&HM*deny access*IRE., XM MNHEFPHETFHEENSA, BXiRAE, BE0N "EEAMEAF",

HFR2RRE. AR EBRASTZEBERME, MRAMAFFELRBEFME LR EE2E. HAKS
HrootFl P AZTE BARMIAS L AZ AP ANEE. BXiREE, B20 "EEAMAR"

Tenant source grid Tenant destination grid
Create localuser —+Jp Local user cloned
Local user 1y Local user must get
has a password new password

SefETEIRMIME_E eI RYEXERLE

RIRFERKPRESESHER "ERER" N "SHEE" RELFRM4E. BERME LAER (GN8N
BAR B MEEI B RS ERITEF.
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R MAAEEHERNGEMRI. AIRMSIHRL,
NIFEF BB AH =EEIBFEF G, BRBERAF A UEE—MR LEEREIERF,

Tenant source grid Tenant destination grid

Create (import) federated _| } Federated group
group cloned

Federated user cansignin | » Federated user can sign in

BILAF RN 5 fES3IL IR R
StorageGRID A= BN ES3RER. RABIEE MM LERFRNZERI MRS R 2.
BEER MR LBILEEA. ERTLITUTEIRE:

* MREAFENES MR EABRENE. WA LUGERA "eI2EE CrpRER" 5 "eZE AP he =R
TS WL,

* IRFEEMDWR LERERNER. ATLUERENE LSIBER. ARERAFEESRAPIFMEIR "z
A" B B AR,

Tenant source grid Tenant destination grid
Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access
-

Create S3 access keys — eys with API

()  meBRmroSIRETN. BRASIHREHNaRERERER.

AINE B AR RVAEI B A A2 T bE

MR BYEME R EZITEF BB, NRERFANERME LEIZHFNAMAF. StorageGRID &
SR X LT 5o P 1FE 7 BYTR A
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Tenant source grid

Tenant destination grid

4—— New useror group

E | New S3 access key

mIEIMIFREVA. BRMIBRERAFSRRE
REECIEFANARN. FR#TRE,

INRRIEMIPRE—RIME_LRVAH. BPEORRER. MM ERAR R EE S — R,

Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

fEFAPIZEf£S31718) %A

SIS i B SRR SR IR, MIFTLUE R SIRAPIESSHAIEAM
RS L TR a5 B B AT LRvRRR,
FHaZ A

* AP BE AN S ER IR,

* PEX S IERA EERS N BEE

* BEERERIEFREME LNEF SRS "SI Web I 528"

* BRETRAENAFA "EEBEE8 2HS3EESKrootif [EIXR",

* MRBREAMAFAVGEER. WiZARP BT RS L.

()  meBRmmrosIBREgN. BRASIHREHBaRNEIERER.
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RfEEE CRIAIRER
NRFBEIFRIF N LBERE DR, SIS B SRiERE R,

p

1. TEME LEREFEEE. "CIREECHIARER" FTE csv XM
2. MIBFEIRERAITRED. SRR BIENRH IR APIXXHE*,

3. 7E*S3*Eb R, EELTIRR:

POST /org/users/current-user/replicate-s3-access-key

- Jorg/users/current-user/replicate-s3-access-key Clonethe current users 53 key to the other grids. a

4. 3F%F A,
5. TE*bodyXAHER, IF*accessKey*Fl*sretAccessKey* ISk B B N E T EHAY* . csvXEFHIE,

BEOESTIFHRAERENSIS,

bﬂdy * reguired
Edit Value | Model
{ body)
i
"accessKey": "AKIATOSFODMN7ENAMPLE™,
"secretAccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™",
"expires": “2028-89-04T0¢:00:00.0007"
1

6. INERFEAETHE, 15 expires* IR B BE#RNISO 86014ERAR AW FERFR(FI0, 2024-02-
28T22:46:33-08:00) o WRBHEASTH, BN null*EA*expires* 5% B HIE (S bR *expires* 1 THIA]
HERIES).

7O AT

8. HIARRSSBRIMM RED*204*, RAEAE AT IEE] BATMI&,
SefEEM A P B ie) A
NREMAF FEIHRRME LRERE DR WA e EE AR E R,

B
1. IEREME L EREA B, "CIREMAFHS3IARZER" HTE . csv X
2. NEPEIRIRMTNER. IR BIEINRFIEE APISAY%
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Grid federation connections

O\ Displaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name " .
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)
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REALUNEFEESHEKSRSIATHEAKPRNSER. BHEFPRSEZANREERIERN S (KX
GRS, MREHA"FHES TTEHNERILES. WEEZNIAFRE SRS S0 TR

o This tenant account uses the LDOAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

#NELE

HEEE TRREXE B, ST LRt StorageGRID %1% 2ILDAPRSEFRERIE,
B

1. %8R - BRER * > * BHEKE

2. %% BRSMEHE

3. 7Z LDAP AR5 EEE S, EIZFERCEN LDAP ARSEE,

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

e Hth * AJAfERA Oracle BRARSS2EHY LDAP AR5 2RECE(E,

4. INSHEEFET * Hitt * , iFHTS LDAP BHE O HHNFER. S, BHREHITTF—F,

°*HAFPE—RT . 85 LDAP AFHB—IRIRFHEMMRIR, LEMERT saMAccountName &
FActive Directory#l uid 33 FOpenLDAP, IR EFAIE Oracle Directory Server. IFHIN uids

° *FPF UID* : B4 LDAP FBIKAM—IRRTFRIEMERNREIR. LtE4FMTF objectcuID &M
FActive Directory#] entryUUID XfFOpenLDAP, SNEREEIE Oracle Directory Server. &N
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* sAMAccountName 3§ uid

* objectGUID, entryUUID B ‘nsuniqueid
" cn

* memberOf I isMemberOf

* Active Directory. objectSid, primaryGroupID, userAccountControl, I
userPrincipalName

* *Azure *. accountEnabled # userPrincipalName
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()  mrwm—awn - EERFEN PR DN RARRE—H,

© SREMPEHR(TE): MRTAEHRER, StorageGRID RERBIARF &

RIGR - BEAP SR ©, ENNE StorageGRID TASEIIRE S, TAIMAKEAFER.
AL FRRAZ—

* UserPrincipalNametZ T} (Active Directory#lAzure): [USERNAME]@example.com

* KB RBTME(Active DirectoryflAzure): example\ [USERNAME]

* AI D HZFRET: CN=[USERNAME], CN=Users, DC=example, DC=com

55NHRATEER, BEE "

6. £ffELTE (TLS) BHH, EFE—IRERE,

° * {F STARTTLS * : £ STARTTLS M5 LDAP IRSZBIERER S, XM Active Directory
, OpenLDAP Z{HEMIED, B Azure RZHHILIED,
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° *{EF3 LDAPS* . LDAPS (&7F SSL A LDAP) EINfEMA TLS 5 LDAP ARSS8REIERE. TN
Azure 1 %I,

* {570fER TLS* : StorageGRID 45 LDAP fREZ 282 EBIMNNEREG A2 ENRIP. Azure REHF
[l
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B R{ER STARTTLS 3 LDAPS ,

7. 3NREFE STARTTLS ¢ LDAPS , BEFRATRIPEEZT ML,
o * [FIRERY CAILP * . FRIRERK LTEMIAMIE CA I PRFEERZS,
c *(FABEENX CAIER * . FREEXEZLIEH,
MBERIEE, BEBAEXZTDIEREFIFHNLE CA B AESR,

MNERHARFEE

WNFEEE, KaklitEE, AETRRERE. NRERMT LDAP RS SEBAEEIGEMI TR 21
X, M StorageGRID &3 E#1TI8IIE,
g
134 iR ~ .
2. NRKIBUHPERF ZER:
° MREZZEE M. MR R"Test connection sule"(MIXIEIZRIN)EE, &R * R1FE * UREFLRE,
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Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

The username of a federated user,
Test password

........... ®

Cancel Test Connection

* RIEFIGERM. & E T Test connection sule"(MIXIEERIN)E B, T * 177 * LUREFEEE.
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced ta the other
grid.
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
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Stop deleting objects
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Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.
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540, StorageGRID EHEERIFESEXEY URI BIRES:

https://s3.example.com:10443

ELERBIP. s3.example.com FnStorageGRID & A AME(HA)ARIEIAIP (VIP)FEIDNSSHE 10443
RAELHFERIHERPEX KO,
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B, AWS EREREFEDERR URI AIEEN:

https://s3-aws-region.amazonaws.com

@ R s = A FCloudMirrorEHlARSS . B7VEURIFEEFME D ERB . ERILTE * URN* =F
BRHEaDERAIR.

AR RS (URN)
() cmmsE. GREERUBAHURN,

79 BRI R AR —ME,



AWSHERE R iR =

AT EFAWSIEEREM IR R B TR,

ERHENERELNAE BIRERIE MR,

Authentication
type

EZ

IR

BEARHTTP

CAP (C2S A
I"17)

Description IR

RMENBIFNERIBE,. (NERTER THHRIL.
AREMERER.

(EFI AWS BB S EITIEE - B D
\#/— —ﬁ\ o .
e - MBI

ERRRENEEN BinEEH#TEf  © Username

o~
SiEo « Password

ERIEBNEANEMEBHTINSE - IEEIE URL
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Authentication Description
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TIRHNTIRELEE BARERIE AR,

Authentication Description
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* BRPIRTATRARIEEE (Fik)
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Create endpoint

@ Enterdetails — Select authentication type o Venfy :Semer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate .

Use operating system CA certificate

Do not verify certificate

Previous
MEBIOIERYSERY Description
FRABEENX CAIEH FHREEXZSIER. NREFIIGE, 1F1E * CAIER * XKIEFE
HIHAEME B E X L2,
ERRIERS CAIEPD ERRERF L ZENEIANE CA IEBREFEIFEE,
BMRIEIES RIUEATF TLS EEMIER, LETIRLSE,

10. %2 * M FH IR IR R *

* IRAUEREERENNER, WEET—FENER. RASNENERIN— M T RIIES KRR
.

© MBBHAWEEN, NEBT—RESEE, NERBEHHALUEERR, BEE - REIHIHE
S8 HEFILER, A5, HE - I OIREA - .
() wmmknEPkSERTARS. WHS0IRIEAN, 55 StorageGRID BIERE R,
RERSE, EALERE URN BET AR,
kR
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KXFIES
StorageGRID ARIIIEXLEIE RS B A IEFHAIANR,
T

1. %&F*FE (S3) *>* FERSEHS * o

mRAVER, UIEBIRRRERSFEUK

R R TaRkSERIE, HRERTEBEENTARSERTI®R

use.

4 endpoints

Display name @ = lLasterror® = Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 S3 Bucket
my-endpoint-2 € 2hoursago Search
my-endpoint-3 Notifications
my-end point-4 S3 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2

2. ERENHEIEENRR.
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B3 B R im = I E S B DU,

Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. MEE * MIERE < o
c MR LUEREERENANRR, WEET—FENER. RASMENERBN— T RIEIES KRR
Ei%o

* MRFERIIERK, MEEBTR—FEIRHEE. NRFEENUGRUELERIR, 5iERE * BE * HEHE
Bo ?.’?Si: PR M HRFEL -

WIET ARG HRR

BRI RETF RIRZHANEEUERE B, URIE _JZET&W#QHM E. 5w, ,.ﬂ:—Jﬁbg'?E
E?ﬁEﬁHHE’J‘E?E_EEE& URI LI3EME 17 Elasticsearch ZR5| LUHITIRESTE, EAEE
T EIRS HABURN,

FFoaZ Al

s R ERERINAFEIEE " Web 35

s MEFEEMNAFAE "E1EiE S oot B E",
PIE

1. %8~ 7tE (S3) *>* TERSHR
R R TakSEmIE, HRERTEBEENTARSHERTI®R
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. EEERENRR.
B R B i = 1R RS B DU HE

3. WEEFEIE "
4. IRIEREBENHRNEE,

() clmssmE ETEERIHAHURN,

a. EFMImANEREIR, BiEERRERR /H
b. {RIEFEEX URI,
C. RIEEBEENFHI0IERE,

* WFIRREASMIIE, BIREFEEEH, HARER  HiE S3 A © HHLIEHBILRESA ID
MNZB R ER. NRFEBUHFMBIEVER, 151k * ER S3 BA%RIE * o

* 34T CAP (C28 3HiElIIFY) BHIIE, BHIGHEE URL SEHAEF S MRARIEE, i
BB F RO BRIEAX L,
()  =PBERBALARA OpensSL MEHEXRAMEE BT

d. RIEREE A TRIEARSS B %o
o. W MAFHREFEL * o

c IRAUEREERENANER, WEET—FENER. RASNENERIN— M T RIIES KRR
.

* IRHERIIERK, NEETR—FBIRER. BURRUEEHEIR, AEER * MHHFREFENR ",
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* MRERERIEFEIEER "S2TIFH Web J%E28"
* BETEBNAFA "E318iF = 8rootif B R,

p
1. %% 774 (S3) *>* FARSHER

*

IR RERTERSHERNE, HPERT EBEENTERSHERYIR.

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints Create endpoint

Displayname @ < Lasterror® = Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

2. wErh ERFRBE N iH R X A S,

MRMIRELEERNT ARSHA, NERLESOES RS RAXROTARS.
() AEEREROERBERER. MEMERIEAEEH, BIEENEESREENTE
5| FHEMIBREY URN ALk, StorageGRID 23 XLEERIRE N A A IE HIFEIR.

3. EEE * 1 > BIFRIRS o

LB 2R —RHIAE S,
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4. %8 BIBRIRS * o

BRT BIRFIRREIR

YR 7EStorageGRID Z2I5FERFiIm~BENZEHEIR. NEERLEEER—FEHE,
EFEERSHENEL, RE—MHEIRIIEREIRREZSKIEF, MNRS5IH=EREXE
HMNBRRIER, MASEREMEIR,

MERSTRERHIR

MREIRTRRNREEAFERSHEREIR. HAEESEERBEETERER. BUUKETERSHRI
HEUEEEXIEHEIRNESFAEE,

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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1. MEEEBIRR, RIS S,
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& X Btz € BEmeE 7 XA,
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

& Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hulex
<StatusrEnabledsy Status>
<Prefig»>Z0Z0</Brefin>
<Destination
sEUTketEER: Sgwars3: L 12017 —recordasc i Biucke s
<StorageClass>STANDARDS/StorageClass>
< /fDestination
</ Bules>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services 53 Console

Replication Disabled

Event notifications Disabled

a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to

<TopreConfiguration:
<Id>Image-created</Id>
<Filters
<53Key >
<Filterfule>
<Name>prefix</Name>
<Valuerimages/</Valuer
</FilterRules
4 [fS3Key>
</Filter>

.

IIII%HHHHHHHH%%IIII

@ StorageGRID B2 fEAMEEEFHMIREE APl AR MAFIKF BRAF RS,

RFEFHCE XML YR EE1R, 1BEKZR StorageGRID EIE R,

/. WIFEREEREE S4B
a. WRFEDERPHEEE XML PEEERNMA B ERINRHITIENF.
FIRAIS. SHERIRNRN. BRRIEFMHER inages/ B4

b. HaIAB IS @ % 1=Z|BHFrAmazon SNSE{KafkaE &,

an

a0, NREHERETITETEAMazon SNS_E. MBI LUF AR SSECE 91 R B RIBY A & A& % B F 1B

95




o

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime" :"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x—amz-request-id":"122047343"
br
"s3":{
"s3SchemaVersion”":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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Name Description Required
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

}
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