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eth0 =— bond0.1001
ethl —» bond0.1002
eth2 —» bond0.1003

BILAYEMIS R F M StorageGRID BasEEMZAIEO (BIMEED, EREOMTPIEMLEO) . &ik
AN FiR XML RENIED, B IRE—IBZEO4E TR = VLAN &0,
IE, RFEEETHT R ATZE Host2 . 1R Host2 FAEE &7 bond0.1001 , bond0.1002 #1 bond0.1003 #Y
O, WRSEAIFEE), AiRERBIEORT Host2 HIRMERIEESTE Host1 LIRMHAEIZEAR, N8R Host2
OB FRAMER, WARRFZD.
A LUBE 2 AES N ENZ BRI —HINEEZORE; 1520 "EE VML Fla,

HE=7=EE

AT RIIRE, RFFHBITI REMS. StorageGRID TTREZ IR LWL BT RdE. MERTRE
BAEA—WFHMSNRIERRIT, WTFR:

p

1. E"NRSHRERE. RASMHostA BIETTHT R AR PIREVDEXRA MRS EIE. HEEEEERD
RNRFHIEE L. AR, B3 HostA LT R A 88172 F1K.

2. EURESNEIERREL BELENBLERS EHA LERAERMEZZEOFREFERINT R B2, A5
» BEFRIKAMPRSEIEF BN ZIFR LGP,

EXMIRERINT, TR RSEBIENNREFEESE LI MEN AFEN B 158, FREAVFEIBHIER
E1T. t5h, ENUMEERRRRINEIT R, XERFREILURIESIAEN AFEN B _LAYHERE LUN .

UTFRBIERT —MERSE . BTFStorageGRID EET AR IGEMEY. HPFHVIEEFEADMBEREZ. M
HNBFEREEFFER /ete/multipath. conf BIEFRA £V IR H—E KFHIHRIGE R,

/var/local — /dev/mapper/sgws-snl-var-local
rangedb0 — /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb?2 — /dev/mapper/sgws-snl-rangedb2

rangedb3 —® /dev/mapper/sgws-snl-rangedb3
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HEZ TN (Ubuntu 3¢ Debian )
ZEAAEFENCEIREMNEN AR
RN ARG £ StorageGRID W EHEE#IIT T —LEX sysctl KB,

Rt 1T A TR

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax
documentation

vm.max _map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé4.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput



net.core.rmem max = 8388608
net.core.wmem max = 8388608
net.ipv4.tcp rmem = 4096 524288 8388608
net.ipvéd.tcp wmem = 4096 262144 8388608
net.core.netdev max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking

net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipv6.neigh.default.gc threshl = 8192
net.ipvé6.neigh.default.gc thresh2 = 32768
net.ipv6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router

net.ipv4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096
net.ipv4d.tcp max syn backlog=4096
LI Linux

1B IMTEFR A Ubuntugi Debian A& FE A _E L2 StorageGRID, B XZFFHIRRATIR. 1BfE
FINetApp EIRIEM R T &,

(D) HREOBEREEARIILnuXIIEA. 1 SHEBAR,

TR
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1. 2R D AR AR IR D B FEFTEYIIE SR AR M LR Linux .

@ FEZETMEFSEIFE, L% Ubuntu BY, HILER * fRERATRIER * . BiIGERE *
OpenSSH ARSS28 * LUBAXT Ubuntu 4189 ssh ihi8]. FiA EMEIY AR S RIR TS,

2. HafRFFE AN RI518) Ubuntu 3¢ Debian B4 B 1F(EZE,
3. MREBARHE:
a. BT F&L: $ sudo swapoff --all

b. MIBRPMIFRIERIEEKE /etc/ fstab UREIZE,

() mmkzezmcm, NarBRIETLEE,

T ER%EEH) AppArmor. ERE X4

WNRIETEBITERER Ubuntu IFERIEITHER T W FEH AppArmor-Access Control R4t
, MEEEMARS LR XEXR StorageGRID AL & X4 AT sE S —iC L3 AU4E
R ERE L,

HINBERT, RASHEEEMIRERAA L LRENRGEELLE AppArmort EEEX 4. M StorageGRID R4 A 23
IEITXEEE R, EELIEXERRE N, DHCP, MySQL, NTP #1 TCdump EAR#4ES5 AppArp H3E,
MEMEARIRE SN TR E PR,

& 0] LUER R TS 7E R 02 AppArmor ER & X4 :

* NEMAS EREMNS StorageGRID AARRPHRGCEENNGHERAZMREX . TR MERE
X{4BY, StorageGRID BEXHHF=ETR—1%E, IBREBH.

ERUTEHL:

sudo 1n -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

* il *

sudo 1n -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping

* ST2ZH AppArmor . X1F Ubuntu 9.10 SNEEARA, 151ZER Ubuntu BV X PRVIRERSHITIR(E: "2
AppArmor"s TERRFTEIUbuntubR A& . AIRET AT 222 HAppArmor,

ZHAppArmorfg. StorageGRID HEXHHF=ERERIETAppArmorE B HNEE.
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BB EHNZ ( Ubuntu 5§ Debian )

FEEN LS Linux RS, EIEEERIT—LEHIINIEE, UEEES I ENLESE—
/HiE & IS B TE S E2ER StorageGRID T SRR,

FrIaZ Al
* BB E "StorageGRID MLEIEREN",
* BEEEREXRNER "mRBSETBER
* MREERNREMENL, MERE MAC #ill e ESEMAEY BB EVIMEZ 8.

@ WMREBFER VM EREN, NRGEFE VMXNET 3 fEAEINMESIERIES. VMware E1000 M4EiE
Fe23ESHEFL Linux hr4ds EEBE StorageGRID A 23EY HIE ),

KFUIES

RIS TS RS RETS T ] AR PNES , IR AT LU IR EEEMAEM = P imM4S, 8] LOEE 8RR SRR ALt 15 1A R
LERRES 2R ENBIYIIER O S BT MR T R EMEOEXEL. SIZENRON, BEBREFZMUASEERE
FMZE#TEHE, HEAI%.

E—ZAfUEENS—IHE I T RZEHRE, F0, ERERARNIZOHTENARMTREEMSN
8], UEFHEFENNTR. REZHMEI I N RZERUEZE—EA, EFREZOBUIEERRER IP #
it REEET RZEHENSEAT R ZEHZIPHEIL,

1Ea] LMEAMERIMN ENMLZIZEO N TN ERFRE StorageGRID T iR MENZEO; AJUAENTAERT
B ENMEIZED; Wl UEXREZBRITIEE. B2, BEARRESEN T AR EENLZEOER
HENMEIEZO, EARRIRES— T RlNENEEONS— T aNEF inNEEOERNENMEZO.

ERILUBEE ZMANTMIES. FliN. MRENENZEMII. MEZASPENBE R
“NStorageGRID Tim. MEILIEEPMWIERIZF PEZIEMBENINSSEN. HERA—X—RE, MREER
MENLEEBSN TR UEEPER, MWeTFIA Linux ME&HEERIT VLAN #1 LACP By RER SIS SEAMH
HZ, UTETHANATERNTHINGZ. BEFEREPEA—NRO; G IEREAR SRR

7o

AEEEERNEIIRSENEBMERED, SHUTEAMEENRIEES EEEHEE
() EEHSEARITREER MACVLAN SET M. XRABIFSIEIRE, HIM VLAN SUELL
KR (Veth) . 79 ABREXARIEE IR EERMEED,

MAC ot seERYE R F AN

[Mac_address_cloning_Ubuntu]

MAC #ilit a2 fERBER TN MAC ik, TENNER s E RIS REN L RRIbIERY MAC Hitlk, &
RZfEF MAC il e et e fE R MR NN A EC B

BA MAC =&

EFLIRER, AILURT MAC it e fERIER L 21, EATCEERTUNEIEML, MEMEHN A IR (E
FREREMNIC . itASREAEN_EZ A NIC B9 MAC it r] LU e R RE MR EC B

(D MAC AT REGNESS, THLAEENEEERERERET,
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https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/network/index.html
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MREINTNREBET MAC ZEEEMMEORILMAEZRR, WEBMTIRZA, ErRIEFERER

@ RERN"XKHA " IS, EEREHE, EINFRAERMEIEMEEO LR MAC i, MRED
TRETEROZICMEERE MAC ItHER, WEBMET RZATKGERIREN " X " Al
ZIEEREHER -

AIMBERT, MAC it R FRARS, 4IEdTREERAHRTIRE, ENEZRE StorageGRID /5
FE.
BTIREE— TR
* ADMIN NETWORK TARGET TYPE INTERFACE CLONE_ MAC
* GRID_NETWORK TARGET TYPE INTERFACE CLONE MAC
* CLIENT NETWORK TARGET TYPE INTERFACE CLONE MAC
NRRFEZERIZEN "true” , MEBEFEAEMN NIC BY MAC #totit, b5, ENVRERIEE B IMER MAC it

Uk, BUAER T, Bt EREERMRIMbIL. ERRREEFEAIRE T — Ml NETWORK MAC TRECER
A, Megmzstit, ENMERRLEERER MAC itk

@ EEMEN LEBRA MAC ZEMARBEEIMMIEERERY LERERMRIINA S ERENED
REREA Linux EHMEEREET R

Mac 2B
MAC fEEREERMERIB:

* REFAMaciefg: fAlBY cLONE MAC THREEXHGRNEARIGEIIZE N "false". ENIEFERENINIC
MAC. Z&231§ BB StorageGRIDAEKAIMAC. BRIEEHIEE TMAC NETWORK MAC ZfH, WIREFIKE
THNE NETWORK MAC ZfH. BBREBETPIEERMIE NETWORK MAC B$H. WWETARCEERERE
FAETo

* ESMAMacizfg: fEIFY cLoNE MAC TRECEXHHHERAIRE A true". BRFERAENINIC MAC. MEHL
fEFAStorageGRIDAEKAIMAC. BRIETEHIEE TMAC NETWORK MAC Z$H. WIREHIZE T iuit
:é\IETWORK_MAC A, IV ERIEERMLL. AL, FHFPECES, FNERRMME
I\o

NRERBERAMACHIEIZ, TRHEEARITAIA ZEOIFRAEEAEEIM EERF 2 EHIMAC

@ HULRYERIE. BRSPS iR AR N R 2B IR B = (AT Prolk I0. MACHE
B NER). BN LigBEEN URIEAHARINERS, FIFHERXKMIERNIR
EE,

ERA MAC 2fZ, 15EN "BXEIET REEX B

Mac 52 &Rl

FEMACHIIE 110 22 33: 44 : 55: 66 HEN_EHEO ens256 BA MAC ZRERIRHI, LIKNT REC
BEXERHULTRA:

°* ADMIN NETWORK TARGET = ens256

®* ADMIN NETWORK MAC = b2:9c:02:c2:27:10
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* ADMIN NETWORK TARGET TYPE INTERFACE CLONE_MAC = true

£ER: ens256 WENIMAC A B2: 9c: 02: C2: 27: 10, BIEMLEMAC 11 22: 33: 44:
55 . 66

1 BRETEVIESEIA NIC BY— 3 —BREY

1 NET —NMERRIREORS, ZRERAFER VN ENHEEHRERFEENIHELE,

=\

Physical Infrastructui

You Configure

T

Linux B2ERAZEREHBNEABRSARIIZEO I BRI ensXYZ Z 0. BT HFREIRENTERIEEE
Bohzoh, BRHITEMEE, EHHHEER ensXYZ 5B StorageGRID W48 (Wi, BIERHEF i)
XN, LERGEEEEIEFIRMHIERBIRET,

BER, KERTRT % StorageGRID 7= BE, @EBAT, BEWETR VM EALEKE,

SNRIAA 1 RYPIESHA, NN KHERZEZD 106G, 2 10G; BNimOEEAIHRRI, HFHBEEHENAY
VLAN L,

5l 2 . LACP 4BEf£% VLAN
Tl 2 REEAESE ML IZ O LUINRIEFTERD Linux & hR_EEJEZ VLAN 0,

KXFIAES

T 2 TAT —MET VLAN IBRREAR, ZAREMTEENENLHNRE T RZEHZFME AL
Hiee LRHILEERTRINEMN.

BTRIRA, Rt RiEROE=1RIBMRMNE, ERANSNEF HNES TN, FRAUTAEE
VLAN (1001, 1002 #11003) L, #i&J LACP HERF4imH (bond0) RMELEN. ENELSEE L
FEE=-> VLAN #0: bond0.1001 , bond0.1002 #1 bond0.1003 .

IRE—FEN EHT RNEFEZRIRAY VLAN FF5, MA]LIESSE LA VLAN EOFRFHERGTEEN (W0
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EAY bond0.1004 FI7R) o

You Configure

ensl23
Switch 1 . ens234

i
i
i
i
i
i
i
i
i
i
|
i
| 3 ens345
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

Switch 2

bond0.1001

bond0.1002

bond0.1003

eth( | ethl j eth2 ethD Jlethl I:I

StorageGRID Configures

T
1. ¥ TF StorageGRID ML IEZIIFTEYIEMLEIZOR S E—1 LACP 48%E,

MENENLEBHEERBERBZ, F1%0 bondo o
2. WERAEVLANIZOSRAE. SIRERISE FAEXE YIZIRE"BIVLANE O physdev-name . VLAN

IDo

BEEE, TEB 1M 2 ERWEIEMEFERS —IHMOSSIRYV I TEYEE, I, B ERMN
BEF LACP im@Ed, HEEBE AP, HFAP@dESNERN VLAN

HEAMR T S FABECE /5 RAE O E XAl

BXER

"letc/network/interfaces < {5l"

AR E 77
BB ENDEIREFES,
Freaz Al
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BEMRUTER, HPRETTRIIESFRIENES:
"FFEA M REE K"
"TRAEIEEK"

KXFIAES
RRFAES(LUN) D ECLA TS, BEA"FRER" PHRABEUTAS!

* BPENFMENES (IRIBETZEN BT /R EMER)
* ST ENEFEES BIRFEHIEIN REE)
* BTEIAN

fEEM _L&BE StorageGRID TV =By, R ERALLER LUK Linux IS MIEE D ECRIKAER TR,

() CERHRESMMEMESHTIR, BRUREL; RBHRENHITLD,

() SFamsEEEsA. QBRE— HREIELUN,

B E A raw IR E X (/dev/sdb B0, EERE ERITIRE, XEXHRIEESEFNNERBIEAX
TR, MNTEMRALKHNERET. NREFHiscsT LUNFLISRMGRFE LKA, BEEEDERZREZET
B /dev/mapper BR. LEHERHESANLIFESIERHEZEFMEITRMERFN, HE. EHATUETE
BRSO EREGEE /dev/disk/by-path/ FIZFR,

f5an:

1ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part2
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd

BT RENERZIBFIARE
NEMREEE NIRRT B, LB StorageGRID REMARAEIFTIZ, MNREHIGEMGIEFZKEF
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RopiEE M HEZEFEEHITIAFRIARE. WAILER alias FE& /etc/multipath.conf X

f5gn:

multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005df3573¢c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573¢c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005df5573¢c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£f6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30

alias sgws-snl-rangedb-0

X EERRA 718 ERARBIRIEE /dev/mapper EHLERER. AIATREEN4PIRFRRIEERTME
EIHEE 7 FRIEN AT 2T,

MRBIGEHZFME L ZHFStorageGRID T RiX B HER G FIRNIEF ZHE. WA LGIEMEZ

@ XEEH /etc/multipath.conf ERRERMAEN L. REBRFRESNEN LERFRRER Docker
FHESEIR], EARIZHREMMENBEEEE Docker Fi#E%H LUN BRIZH, X—=ETFIC
£, BN,

BXER
"FFEA 1 REE K"
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"TRAIBENK"

BidZE Docker 7(E%&
Z#EDockerzgi. ERIGEEER LW DockerZziEEHBEEHEHEI L /var/1ib/dockers

KTUAES

WMREITRIFIDockerfFiEEEAAMEME. HEETNENSXEEEHWATATE. el BT XS E
/var/libe

pZ
1. 7 Docker FiEE LB GRS

sudo mkfs.ext4 docker-storage-volume-device

2. #% Docker 17fiE%

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. ¥4 Docker FfiEE1& & X BIRME] /etc/fstab H,

SR HRFEE R EENERBEE B MENEH.

234 Docker

StorageGRID RGEN—4H Docker B857E Linux EiB1T, TE%%E StorageGRID ZHi, &
ISR EE Docker o

g
1. IREBERTFEB Linux kRZASH9I5BEZ 3 Docker o

@ WRIEH Linux 9 &RRAEE Docker , #&aILAM Docker Mg FEE.

2. BT AN SS, WIRERBBF B Docker :

sudo systemctl enable docker

sudo systemctl start docker

3. WA T THIAE B ZEFNHARR A Docker :
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sudo docker version

& P IRFARSS SRARA AT 1.11.0 HEShRES

BXER
"ECE EAEFE"

%4 StorageGRID TAHARSS
f&aI LUE B StorageGRID Deb {8 %% StorageGRID EHARS -
XFIES

AR BN M Deb MABREENRS. &, EHAUERAREINPEESH APT FiEETHIERE

%% Deb M El, IFEMERMT Linux BIERFRY APT FERE B,

p
1. ¥ StorageGRID Deb R4 BEGIZIGNEN, HEHEHZFME LETA,

0. BEBREETF /tnp BR. UEERTUE TP RERTFGHL,

2. I root HRTEAEAE sudo WRMIKF EREIGDEN, ABRBITUTH T,

BRAAZE images FHTB. AT service FTEE N, FRALKREFELSMIBRF ftmp T, E286

L URBREERRIREZ.

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

WAL EE Python 2.7 , SAIG7 BE%R %t StorageGRID #f$€l, o sudo dpkg --install
@ /tmp/storagegrid-webscale-images-version-SHA.deb s FEW. BEEHIT
et LE,

BHohZ% ( Ubuntu 2 Debian )

&R LI B 5h& 3 StorageGRID EHARSFIEZE AT o

KXFUIES
FEUTEBERT, BoEERNREIREA:

s BEERIESTRIZEZS (7140 Ansible , Puppet 2% Chef ) ZREFMEREYIRINEMNENo
* BFTEEFEZ A StorageGRID 3£,
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* BIEESE— P ABIE S StorageGRID 341,

StorageGRID FH RS A EERE, HHEEXHIRS, XEREXHAIUEFHREREUREAREE
, WAILURRTESR (BUEREAR) , UEFERIELSREERLIMBEMEE, StorageGRIDIZH T Ak
APythonfilZs. FBF B GhEC & StorageGRIDIEZ M EE N StorageGRID R Z("FR")o & 0] LA B IEERX LA,
WA U EFITINE, THROAEEZE SHFANMNEIZBMNECE TAEPFER StorageGRID &4 REST API

BhZEMECE StorageGRID EHARS

&/ LAfEEA Ansible , Puppet , Chef, Fabric 5% SaltStack ZFir S5 RIZEZE B 6h&R % StorageGRID F4]
RS,

StorageGRID F#ARSZITEE DEB A, HHALEXHIKE), XEMEXHTLUIRINES (FURESR) LB
BEmRE, NRECEFERINELSRIZESFRZEMEE Ubuntu 3¢ Debian , MITEXEEFASFB R AN
StorageGRID R/iZIEEEH,

TR B s T IATESS:

—_

- &E Linux

BC& Linux

FEE FVIMLEIZOLUAE StorageGRID E3K

BoE ENFELUHKE StorageGRID &3k

%% Docker

%%t StorageGRID EHARS

EH gl StorageGRID T RELEX Y /etc/storagegrid/nodes
IE7E443F StorageGRID T R ECE X4

[B5} StorageGRID EHARSS

© ® N oo g k~ W D

Ansible A &KL FAR A

PR E)IRFER T R FlAnsive ABFIRIEFM /extras XHF, AnsibleIBEFMLE T A storagegrid
AEESENIHREStorageGRID REEIBIrRSE L, EAILRIEZEBEX ABHKEEFAM.

BEHECE StorageGRID
MEME T ARG, ETLLBSIECE StorageGRID £%i,

FIaZ Al
* BRI UM ZE IR T RUTXHRIE,

XHEE Description
configure-storagegrid.py BFBEhEdER Python iz
configure-storaggrid.sample.json BF 4B E SR
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XH# Description
configure-storaggrid.blank.json BFHAMNTEE X

- KB E configure-storagegrid.json fREXH. BRI, ErLUESURGIECE XX
(configure-storagegrid.sample. j SOD)E‘ZEEEE%Y{LF (configure-storagegrid.blank.json

o

KXTFULES

EOJLAER configure-storagegrid. py PythonfI&# configure-storagegrid.json FAFEIED
& StorageGRID RFRIEZE X4,

() coTuERREERRSRE AP RERS.

T
1. BREABTFIiETT Python BIZHY Linux 184,
2. FHARERLEIENE R,

f5lan:

cd StorageGRID-Webscale-version/platform

Hrih: platform A debs, rpms 3 “vsphereo
3. 1517 Python RIZAHE A ECIEMNECE X M4
fBgn:

./configure-storagegrid.py ./configure-storagegrid.json --start-install

=

—MREER . zip XIFFEREIIZFEN. HTHIGTRENEREIRENERP, BOAEHMERHENX
, UEE—IPRZIWIETRREBRPERNRE StorageGRID R4, i, KFEEHFLLMNEHMEMEN
RENTFHELE,

(D) mEaxHEsFSsR;, RACEETATM StorageGRID RAHREMIENNEEAZ,

NREIEE N EFRFENZRS. 15T Passwords. txt UIEHEIAIRIStorageGRID RFFMHRIE R,
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

R A A A A A A A AR AR AR AR AT RS

AAREETHHINEENREHEE StorageGRID £%i.

StorageGRID has been configured and installed.

MEXER
"2iE REST API #ER"

ZBEEIMNIE T = ( Ubuntu 2 Debian )

79 Ubuntu ¥ Debian SfEAIEZET = if B X4

TREEXHZE—MIENAIH, FATFIRMH StorageGRID EHARS BT R EIERE
FEHNNENREFERFAFENES. TREEXHATEMTR. MABTIRED

NREEEXHNUE
¥ StorageGRIDT RHIECE XA HIES /etc/storagegrid/nodes TREBITHEN LB FR. Fla0.

MREHVNEENALEITPNEETR. — ITRXTSH—NMEET R, WS =11 R REXEFREF
/etc/storagegrid/nodes FEFMA L.

TR AE A AYREEEE (190 vim 8¢ nanan ) E8 MV LERCIZEREXH, WAIUEHEMUERIREEX
I BEBHEIE N EN.

T REEE X6
FEXHMRATIEEEE, B node-name.conf. HEAF node-name @R ECAT mBF. LWBIRERE
StorageGRID Z&EZFH, AT RAEFRIE, flT =T,

TR B2 ILERE LU -

* BIEME—E

* WAUAFBFL
*cAIUEEFHAR ZMaF 2
cAUEEHF0H 9

* AUEE—INRZNEFR (-)
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* AEBE3R2NFR. TEEES .conf TR

PRERX M /etc/storagegrid/nodes IRKEBEXLHBRAE. WENRSFARXEFHITHEN

NRENPIEIL] T Sk, WAMNTRGaRSEAER:

site-nodetype-nodenumber.conf

a0, EeJLUER del-adml . conf XFData Center 1HFHE—NEEBET =, M dc2-sn3.conf X FEHIEFR

D2FNE=NEFETR. B8, REFMATRIEHERSBAN, Ea) UERRFEIERS R,

I E NS
REXHOSTIIEN. ST PBEN—ME. HFESMRIEN. B8ELTAN:
- BB ARESHM METEEE,

- BATREES T

BT A A TN,

© BEAETRIS RS

TREXTHESSREANE. SMRBAEUTEHZ—

© REXK: FE. BEINER
Ak WFFETRIGAENE
EEMNEEN
admin_ip

firfE E2L i

T SRR EEIET S MRS IPv4 tihit, A node type mRIESSE
=VM_Admin_Node B admin_role = Primary BIM#& T =89
grid_network_IP {8 EMAEREE. WMRABEELSE, WTH A=A ER

mDNS R EEBET =,

"R R R I EEET R

R IMEREFEETR ERZEE, HEAERRL.

admin_network_config

ME AR
DHCP , B#&SHEEZH Al
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admin_network_esl

&

T RNEREEMNEMXS ZEBENFMENES 2iRyI%R. RACIDR
RIRiEo

5 172.16.0.0/21,172.17.0.0/21

admin_network_gateway

NE

T B A B IR LR R XY IPv4 sk, 2AZ04F admin_network_ip
# admin_network_mask FEXHIFM L, 3 FHEET DHCP B4, It
ERET RN

ANl

1.1.1.1

10.224.4.81

admin_network_ip

i

T REEIENLE LR IPv4 ik, RBE7Eadmin_network_config =
static'BN A BEUZIH; FENEMERTE LLZA,

ANl
1.1.1.1

10.224.4.81

admin_network_MAC

e
AP EEMLZIZEOR MAC Hitt,

bR AT R, WREBRIESE, WZBEERM MAC Htlt,
WA 6 W+INEEERE, UES DR

T v2:9c:02:c2:27:10

28
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SNSRI WABFI
ADMIN NETWORK ESL BIEE. &
Iy B

BT

admin_network_config = static"BY

EVUpS I b



admin_network_mask

e BT

T EH IPv4 WNEIBES, ITEEMSL . HYadmin_network_config = 1RIEE 7 admin_network_IP
static'BYEE LT, FEANEMEIEEILE R, Hadmin_network_config =
static". MILFEANFEFE,

Tl
BRFRNZE,

255.255.255.0

255.255.248.0

admin_network_mtu

AN B R
BIEWE T RREAERET (MTU) o W 1B
Hadmin_network_config = dhcp. iB703EE. RIEE, NLLELN

F 1280 #1 9216 zigl, WIREE, N{EEA 1500 o

NREFEAERMN, ERF MTU KB AEEERNAYE, 51809000, &

W, EREERIAME,

c BEEER Y WEHN MTU BXNS T S FnEEic im0 L e
RELE. TN, ATRE=REMB MR EIEEE R,

Nt

1500

8192
admin_network_target
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i [ SRS A
port_remap

i E23 i

BT S A T REIRET SRS IMRENEFAHO. WREWR &%
K EREIRFStorageGRID AN — 1 Z MmO, NEE SRR
A, A9FmA "HERNAE T SUBRE" 3 "IMERE(E"
5E: FESMRFITRIETERE A HFERimmaimO.
* AR MRXIKE port_remap , MIEERIBRITRE RS A F N\ ubH]
HibiBE, MNRERFERE port_remap_inbound , port_remap 1Y
Rz F HihiE S,
EREIX: network type/protocol/default port used
by grid node/new port. HF network type @Mi&. BIERI
EFRimLN protocol TCPZ{UDP,

/~f§) PORT REMAP = client/tcp/18082/443

port_remap_inbound

fifE E22 i

BANILBEEHRMS ISR, HNRIETEport_remap_inbound. 1Bk  BJiE
feEport_remapfE. NiwONHILBEESHRIZIAE,

5E: FESEMRSITRIATRE A H TR imm im0,
ERAREILN. network type/protocol/remapped port
/default port used by grid node. HH network type &M

%, BERHEBPIHUN protocol fTCPZHUDP,

{5l PORT REMAP INBOUND = grid/tcp/3022/22

PR RIMAAREEET R

METREETEETRHITREUHITRENEE, S MWRT REfUIRIE MM LS

TEET R IP i,

ATHRNETREILARIEEET S, G EESRZ LT REITUA T E—IRE:

* f&a]LIfERE admin_ip 2 FEoiim AT EIET =AY IP ik,

* [ERILAEBS admin_ip 2%, UEMETTRBEIAIIZE. SWEMNEER DHCP hEEET R IE IP i

HteY, BMRIMALEBR.
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FEETRNEMAMET ZBIE RS(MDNS) KL, TEETREREHN, EXER mDNS 2% H
IP sk, PA/S, E—FWLEREMTIRARILEN IP A BpiREUZ M, B2, HTFZRBIPREEETHET
FR_ LB, FEEMFRNENT R EAERREEET REYIPHL,

NRERABNLI:

@ HAEEEET R ARERERINERAFHN ELEDEE— IR T KRB admin_IP i8E. AfkE
, LT REAAFMAEMT RN EEETR IP #lk, LUEFEHE mDNS #1174,

* BIRIEHNBEMBRMIFEFNATESRE IP RE.

T REEEX

SR LUERTRAT 2B X ERISE StorageGRID R4HT S LB X1, XLERFIER
TRREERMET AT R E X,

MFRZHT R, EEAMNREERIRE AP ELEMEE, ERILGAMIEERMNE R mMgtitEs (1P,
R, MXFE) . FTEETRERIN MRENKSIETEETSNEIENLS IP UTHMREE (5150, BTFWNE
MLEREEH) , WATETEETRNTNREEXHPEETEETRNEENKER. THIERTE—Ro

@ JTI: XL, BERERENEBIRENRESRE, BETFENERIALTFERRSHEEN

FEETRBRHG

TSR /etc/storagegrid/nodes/dcl-adml.conf

* RIXHRE ¢

NODE TYPE = VM Admin Node

ADMIN ROLE = Primary

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adml-var-local
BLOCK_DEVICE AUDIT LOGS = /dev/mapper/dcl-adml-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adml-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.2
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

ADMIN NETWORK CONFIG = STATIC
ADMIN NETWORK IP = 192.168.100.2

ADMIN NETWORK MASK = 255.255.248.0

ADMIN NETWORK GATEWAY = 192.168.100.1

ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0.0/21,172.17.0.0/21
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FET R

TR /etc/storagegrid/nodes/dcl-snl.conf

* RIXHRE

NODE TYPE = VM Storage Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-snl-var-local
BLOCK _DEVICE RANGEDB 00 = /dev/mapper/dcl-snl-rangedb-0
BLOCK DEVICE RANGEDB 01
BLOCK_DEVICE RANGEDB 02
BLOCK DEVICE RANGEDB 03 /dev/mapper/dcl-snl-rangedb-3
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

/dev/mapper/dcl-snl-rangedb-1

/dev/mapper/dcl-snl-rangedb-2

GRID NETWORK IP = 10.1.0.3
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

R EREREVIN (]

TR /etc/storagegrid/nodes/dcl-arcl.conf

s ™IXHRE

NODE TYPE = VM Archive Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-arcl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.4
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

BESEREvN(

TR /etc/storagegrid/nodes/dcl-gwl.conf

* ™IXHRE ¢



NODE_TYPE = VM API Gateway

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-gwl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.5

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.1.0.1

EEEET SR
TSR /etc/storagegrid/nodes/dcl-adm2.conf

s ™IXHRE

NODE_TYPE = VM Admin Node

ADMIN ROLE = Non-Primary

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adm2-var-local
BLOCK DEVICE AUDIT LOGS = /dev/mapper/dcl-adm2-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adm2-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.6
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1
I9iF StorageGRID ft&

EHRIEREXMHE /etc/storagegrid/nodes X F & StorageGRID Tim. &40
IEXE AR,

BRFREXHNAR, BESMENLEITUTHnL!

sudo storagegrid node validate all

NRXEXHERTLIR, WEEFEASMNREXHET * B@d *, WRFIFiR.

() meEmmsRs s ERER—MUN, USSR —SEEEE, ETURBIEES,
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Checking
Checking
Checking
Checking
Checking
Checking
Checking

for misnamed node configuration files.. PASSED

configuration file
configuration file
configuration file
configuration file
configuration file
for duplication of

for
for
for
for
for

node
node
node
node
node

dcl-adml..
dcl-gwl..
del g5l
dcl-sn2..
dcl-sn3..

WNFBITE. ErERZIEEY -g 3 --quiet M storagegrid sn< (a0,
storagegrid --quiet.) o MRELLHM, WERNEEARBEEERHIZN, HOMEY
B RIS,

NREEXHAER, NXEREREETRN *ES M - #Hix

FEEXEHEIR, AEBHRETE,

» SRBIRRR. WIRAIVERECE IR, WA
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Checking for misnamed node configuration files..
ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
Checking configuration file for node dcl-adml..
ERROR: NODE TYPE = VM Foo Node
VM Foo Node 1s not a valid node type. See *.conf.sample
ERROE.: ADMIN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
ERROR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var-local
/dev/mapper/sgws—gwl-var-local is not a wvalid block device
Checking configuration file for node dcl-gwl..
ERRCR: GRID NETWORK TARGET = bond0.1001
bond0.1001 is not a wvalid interface. See “ip link show®
ERROR: GRID NETWORK IP = 10.1.3
10.1.2 is not a valid IPv4 address
ERRCE: GRID NETWORK MASK = a5 . Feg. 2550
255.248.255.0 is not a walid IPv4 subnet mask
Checking configuration file for node dcl-snl..
ERROR: GRID NETWORK GATEWAY = 10.2.0.1
10.2.0.1 is not on the local subnet
ERROR: ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0fo0
Could not parse subnet list
Checking configuration file for node dcl-snl.
Checking configuration file for node dcl-sn3.
Checking for duplication of unique wvalues between nodes.
ERROER: GRID NETWORK IP = I0.T-0.4
dcl-snZ and dcl-sn3 have the same GRID NETWORK IP
ERRCR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-snZ-var-local
dcl-snZ2 and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL
BLOCK DEVICE RANGEDB 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE RANGEDB 00

=
o
£

—
i
el

[E5h StorageGRID EH1ARSS

E Bz StorageGRID T RHARFRENETVENBIEEMRBE, EUNAEBH BN
StorageGRID EAH1ARS

p
1. EENENLBITUTHS:

sudo systemctl enable storagegrid
sudo systemctl start storagegrid
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2. BITUA TS U REBEERHT:

sudo storagegrid node status node-name

3. SNRMEAIT MIREPAZ "Nnot running"(Ri&1T)8"STOPPEed" (EF1E). EIETTUT &<

sudo storagegrid node start node-name

4. NRITEFEBAHBE StorageGRID EHRS (XEFHEMRSESSCBEAMBE) , BEIHETIU

Tar<:

sudo systemctl reload-or-restart storagegrid

ACE MM H TR EZZE ( Ubuntu Z¢ Debian )

SN EES
SR UMER MR SRR E X ECE StorageGRID RSFAEMFIERE R,

FIaZ Al
WIHMEXEET R, HEBTHBEHF .

p
1. 477 Web NS HSMEILL Tt > —:

https://primary admin node ip
client network ip
&, EHrILi@EdinO 8443 AR AR EIEES
https://primary admin node ip:8443
@ RIEEHIMESERE, ERLUERMERNENEENS LNEEETR IP B IP ik,

2. R StorageGRID R4

IEENE B R TFECE StorageGRID 2GR TIHE,
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NetApp® StorageGRID® Help ~

Install

‘II' 2 3 4 5 6 7 8

License Sites Grid Metwark Grid Modes NTP DS Passwords summary

License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Mame

5% StorageGRID #FAJIEE R
SIS TE StorageGRID Z2FAHRITFH _E1E NetApp IRIEBIFAIIESX .

TIE
1. EFANE TIEAY WA B FF*FEEH, HStorageGRID R HMAE R X HIEZ R,

ZEE, BFEERED RPN,
2. FEFRNNE*, FHEINetAppIFAIIEX Y (NLF-unique-id. txt), SAEEFE*Open*,

HEEHFIEFAIEX . HETFTIS.

@ StorageGRID &I EE—NREBIFANE, MMeE~mBEMSIFRN. BRIUERER
BT MHSIFRIT AL,

"ﬂl‘ e 3 4 5 6 7 8

License Sites Grid Network Grid Nodes NTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
License File Browse MNLF-959007-Internal txt
License Serial 959007
Number

3. ﬁi%*?_ﬂi*o
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AN R

L4 StorageGRID BY, AME/DEIE—NMER. EBAIUEIEEMILSRIES
StorageGRID &A% EMEFHER =,

1. £ Sites TUE L, WA * BRBM * o
2. BRMEMYR, BRERE—TERFEZLNMS, ARENN * WREBIF * XEERHAET,

RIEFEBEAMNBRBINANRATESHEME R, ERZALGRN 16 Mibm.

NetApp® StorageGRID®

Install

License Sites Grid MNetwork Grid Modes NTP DNS Passwords Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites
are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Name 1 Raleigh x
Site Name 2 Atlanta + X
3. $$ * —F_ﬁ *o

ETE PIAE PN EE T
185 75 RE A I 45 _E fE FRRY R0,

KXFIAES
FM% B E1EStorageGRID RLEFRE A R I RILEF W A K 5 E2 18 AR I £8 15 [B] RO ] F W

MREBZTIPIEFW, WRBEAMBMEMK, F5ERIFTHE RS FRER A K715,

TR
1 FW 1" XAEREDRH— P RIERILEIEE CIDR MLitit,
2. BERE—IFEZINMS LIRNEMMLE SR,

MREEVHE—NR, FRE - RIMENEFR * LB =ERERMEEIRREMAINET RIREN
FRETE AR REF TR
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NetApp® StorageGRID®

Install
00 0 -« & ® & G
License Sites Grid Network Grid Modes NTP DMS Passwords Summary
Grid Network

You must specify the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid MNetwork for each site in
your StorageGRID system. Select Discover Grid Metworks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTP, DNS, LDAP, or other external servers accessed through the Grid Metwork gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Network subnets

S BECT—H

HEFEMET =
BRIEHUEE T MET R, REAERBEMN StorageGRID &4t

FHaZ Bl
1S B EPEFRE EINILE StorageGRID & &M T =,

() SFES AT AR B I R R R RS R S 1 M B

pZ
1. &% Pending Nodes %Ik, HHIAE EEBE VP E ST =

()  mEBomsTS, EHASRHBLT A,

2. FEREHUERNRIE T R IAR R,
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o 5 6 7 8

License Sites Grid Metwork Grid Nodes NTP DNS Passwords Summary

Grid Nodes

Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search Q
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address  +
@ 50:6bc4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4 4

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.
# Edit || % Reset || % Remove Search Q
Grid Network MAC Address It Name It Site It Type It Platform It  Grid Network IPv4 Address
 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21
 00:50:56:87:c0:16 dc1-s1 Raleigh | Storage MNode Viware VM 172.16.4 211/21
 00:50:56:87:79:ee dcl-s2 Raleigh | Storage Node ViMware VM 172.16.4.212/21
 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21
o ] dec1-g1 Raleigh = AP| Gateway Node ViMware VM | 172.16.4 214721

S BEHE,
4. EEMRER, RIEFEEHUTEENRE:
° Site: I RBVIERBIRG AR,
° Name: TRNRZKZN. WRMEINNEEEET RIHEENR M.

N#BStorageGRID BRFFBERARM. TTRMEERTEEN. BR. AREIRZENX—FH. ERILUR
EEEERRKRM,

° *NTP At * . MR RBMEENY (NTP) A, EHeFE 8, *E M FFK* . &
F*AM - SRETABHELAEETR, AARRERRSHEETR, MXTRUREGIRS IP it
URYERIPETI R FIERMNET RN EREEFinfA e,

BERENMEREDER NN REUIGEZEDENIMNE NTP R, IR— PR ERFE—1

(D) H=AILUAE NTP B, MHERTAXTFR% EHBHAE, 1o, IHES M EARH T
ARIEREE NTP AT RIELS R 5 FIA EL R 53 IR B AR ) BB T 2.
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© FHERBE((NREMETR). BEMFETRTAT MR EMEE NRMTHENUTdE . 155
W FET REVRE BXRATHREFET RFAER. B2

AREOAMTIED SNMIEH. MGEAROEATHKEENROTRR, HTF S
() wami. EONRRATAERE T AR, HTSEARS. SMEREDN
X QAT IR R E — ME T o

° *ADC* fR% * ((NIRTFEfET =) : EF* Boh*, HRSHRET AT T EESEITHIZE (ADC*) AR
%, It ADA RS FIERERMNMEIRS M EM AT B M. SN EVDE=NEET SATE S ADC-
Service » EZPERG. BILEBADCIRSZ ARIMNET =,

S. EMEMEH, RIBFZEBUATEMERIRE:

o *|Pv4 it (CIDR) *: PMIFSMLEIEO (B28H8Y eth0) B9 CIDR MIEit, fi4n:
192.168.1.234/21

o * K *: ISR, fFlgn: 192.168.0.1
MREFEZSIEFMN, WEEFERMX,

@ NRE NP NBECE LR T DHCP HEMEN T1E, NHMEREE T = LRSI,
TR IRE AT IP #ILERTE DHCP #thiititheR,

6. MRENME T REEEENS, BRETETEENEID PN ENRE,

T;*?IW (CIDR) * XZAEFRBMAMIIZORBENBETRFN, NREFESMEEFN, WFEREREEN

@ RGN EENMKEERZFET DHCP HELENRTE, NWHEREENT = LaFESHL,
IR IR ERRY IP UEARTE DHCP #thiibitheR,

*Appliance: *XJFStorageGRID &%, SNREMIGLERABIR{FERStorageGRID & &L &EZFEEEIEN
%, WEEELMIEERSINEEPILEEIENSE. MEOLTHITUTSE:

a. ENRMRE: ARERERERFTR, EFE SR> EFNBH .
BB PIRERE /L2 FhETE,

o

R BEEML * > * $ERRECE * H B AR AL,

PR - BREML > ¢ IP BLE * HEEEE B ANWLE,

REFE, AERT * FFARE

e. EMEEIEREF: MREHETRRPIIETZT R BRFRIZT =

f. M Pending Nodes RHIBRLE TS 55,

g ERFTAEFHINIE "Pending Nodes" FI1FRH,

h. FIANERT UL BIE Y HIMLE. BN EEA TR REEFNIPEEENE LIRHEIER.

e o

MNFBMES, BEN "EHFLEREN] UEREN~ @AY,

7 MREAME T REEFF RS, BREFEEEFIENERD P RNNERRE, NREETEF KW
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10.

o a 6 T 8

License Sites Grid Metwark Grid Nodes NTP DMS FPasswords Summary

Grid Nodes

Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

(%)

T
o
vl

Grid Hetwork MAC Address IT  Hame It Type 11 Platform 11 Grid Network IPv4 Address v

Mo results found.

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors
are identified.

Searc Q,
Grid Network MAC Address 1T Name 1T Site 1T Type It Platform 1T Grid Network IPvd4 Address +
i« 00:50:56:87-42./ dc1-admi Raleigh  Admin Mode Wiware VM 172.16.4.210/21
i 00:50:56:87:c0:16 dci-s1 Raleigh Storage Mode Wiware VI 172.16.4.211/21
e dcl-s2 Raleigh Storage Mode Wiware VM 172.16.4 212121
" 00:50:56:87:db:9¢c dcl-s3 Raleigh Storage Node Wiware VI 172.16.4.213121
" 00:50:56:87:62:38 dci-g1 Raleigh APl Gateway Mode  VMware VI 172.16.4. 214121
| 50:6b:4b:42:d7.00 MetApp-SGA  Raleigh Storage Mode StorageGRID Appliance | 172.16.5.20/21
4 b
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VI StorageGRID RFIEEMLERTEINMY (NTP) EBEEFEE, UBEARRRS:L
ITHRERIIRIY

KXTFUES
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KNI NTP fRSS284ERE IPv4 Hidik,

B s EINER NTP BRS328. FEERI NTP ARSS8BBAAUER NTP 1%
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TR IHEE 5| A Stratum 3 SHESECERI NTP fR388, LABGLEHINATE)RE R,

HEF= R StorageGRID LZEFEEIMENTPIRET. 157072 FWindows Server 2016#9Windowshiz
A _EFBWindowsEYig](W32Time)iRSS. FHRMRZASEY Windows _ERIBYIEIARSS A5 /6,
@ Microsoft A% #F7E StorageGRID EFEfEEEHEA,

"<FFAFR, BT HEREIREE Windows BYaliRS5"
5MER NTP ArS528H5CAIDEC 7 NTP BT RER.

RS M ERE VBRI AFIEIE LTSN NTP R, S1R— iR EQE— ATk
(D SHEANTP IR, WfER XML e, oh, e MEAFA T AENEE NTP
AR SR LR R TR BT 0BT B T T2

p
1. 72 * BRS3 28 1* B * ARS5 88 4 XAMERIEEE /DI NTP ARSS 287 IPv4 thiik,

2 MERE, BERRE—IFEZENMS LIRNEMRSSERE.

NetApp® StorageGRID® Help ~

Install

O 06 0 0 0 © o G

License Sites Grid Metwork Grid Modes NTP DME Passwords Summary

MNetwork Time Protocol
Enter the IP addresses for at least four Metwork Time Protocol (NTP) servers, so that operations performed on separate servers are keptin sync.

Server 1 10.60.248 183
Server 2 10227 204 142

Server 3 10.235.48 111

Server 4 0.0.0.0 +
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1. £ * BRSB 88 1* XAMERE/DIEE— DNS fRS 2309 IPv4 bk,
2. NERE, BHEFRRE—FBELNMS LUANEMRS 2858,

NetApp® StorageGRID® Help ~
Install
O 06 06 0 0 0 -~ :

License Sites Grid Metwork Grid Modes NTP DNS Passwords Summary

Domain Name Service

Enter the IP address for at least one Domain Name System (DMNS) server, so that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DME enables server connectivity, email notifications, and NetApp

AutoSupport.
Server 1 10224 223130 x
Server 2 10.224 223136 + X

ESLEEEMEER T DNS fRS588. &EETLIEES T DNS fRS5 88,

o

3. 3 %*-F_ﬁ*o

S

5 StorageGRID R4S

E& % StorageGRID 48, BEEWMABIBUFRIPFRAAZTESHIITHIPES.
XFIES

ERARERBEIEERERBZEMMNEEE root AP &,

* iEERIBIRERENEREIE, ~=H StorageGRID RFATE(E,

* BUTBRARTRE, ¥ ENEPIENEERIEE, SETHRERGE, Alt, FSUREEERRE
BEEELREUE,

* NREFEANERHMEEIESE, N UMMISERSERECEZILIE,
* W& EIEroot P 2L a] LUE R Mg EIEH 1 TE X,
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3. E*MIH&EBroot AP 2R3 5, AL "root" AP 5151 R & & IR 28 Fr{E FB I B3 HS,
BEEEETIRENAE,

4. 7£ * HyIA root B * b, EFAMAMEEIERZEHITHIA

NetApp® StorageGRID* Help -

Install
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License Sites Grid Metwork Grid Modes NTP DMS Passwords Summary
Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning [T TTTYTTT]
Passphrase

Confirm [ TTTTITTT]
Provisioning
Passphrase

Grid Management ssssnene
Root User
Password

Confirm Root User ssssssss
Password

[v Create random command line passwords.

O MNRBEREMMELUHITIIRIIESET, WA LUk ERR SR8 L1 T2IE 8 i%kiE,

MNFEFE, HTFR2RE, MEAERBIIEE, NRBEARINEGED & <L1TEA "root" 5 "admin”
BKAIBRIPETI R, ERR NIRRT RN S1TEE

AEBIRTIETHMEE XY (sgws-recovery-package-id-revision.zip). RAGHE
() SBEERELORE. ERRTHLE NRRRE. BERAFRRNEREEEED
Passwords. txt Xff BATERERHEEIHH,

6. 8FH*T—F*,
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NetApp® StorageGRID® Help -

Install
License Sites Grid Metwork Grid Modes NTP DMNS Passwords Summary
Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Modify links to go back and change the associated information.

General Settings

Grid Name Grid1 Modify License
Passwords Auto-generated random command line passwords Modify Passwords

Networking
NTP 10.60.248.183 10.227.204.142 10.235481M Modify NTP
DNS 10,224 223130 10224223136 Modify DNS
Grid Network 172.16.0.0i21 Modify Grid Network

Topology
Topology Atlanta Maodify Sites Modify Grid Modes
Raleigh

dci-admi  decl-g1 doi-s1 dol-s2 dol-s3 NetApp-SGA
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MRLEDERITH, WRETREHE. EIEERESTNETRNREHRE,

Installation Status

Ifnecessary, you may & Download the Recovery Package file again

Name It Site It Grid Network IPv4 Address ~  Progress It Stage

det-admi Site1 172.16.4.215/21 Starting services

del-s1 Site1 17216 4. 217/21

Waiting for Dynamic IP Serice peers

dcl-s2 Site1 172.16.4.218/21 Downloading hatfix from primary Admin if
o needed

del-s3 Site1 172.16.4.219/21 Downloading hatfix from primary Admin if
_ needed

LFREME T AARIERNERE, $ETNEERENERAE.
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3 REST API #1R
StorageGRID {2 T A FHITEZEESH StorageGRID &2 API ,

API {EF3 Swagger FFR AP| SE 8121 API X4, Swagger AFFAARMIEFRXARTERFP RE+RS AP #1T
RE, LUEEE AP| NEImA SEFIED, 245X R E EHENNEWebi AFIJSONEIERE (.
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# loopback interface
auto lo

iface lo inet loopback

# ensl60 interface

auto ensl60

iface ensl60 inet manual
bond-master bondO
bond-primary enl60

# ensl92 interface

auto ensl92

iface ensl192 inet manual
bond-master bondO

# ens224 interface

auto ens224

iface ens224 inet manual
bond-master bondO

# ens256 interface

auto ens256

iface ens256 inet manual
bond-master bond0

SRR

# bond0 interface
auto bond0
iface bond0 inet manual
bond-mode 4
bond-miimon 100
bond-slaves ensl60 ensl92 end224 ens256

VLAN #Z[]
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# 1001 vlan
auto bond0.1001
iface bond0.1001 inet manual

vlian-raw-device bond0

# 1002 vlan
auto bond0.1002
iface bond0.1002 inet manual

vlian-raw-device bond0

# 1003 vlan

auto bond0.1003

iface bond0.1003 inet manual
vlan-raw-device bond0
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