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X—amz-server-side
—encryption-customer
—algorithm

X-—amz-server-side
—encryption-customer-key

X—amz-server—-side
-encryption-customer-key
-MD5

IR 3 R1%{EZ$F SSI-C i5KIRk:

+ "GetObject"

+ "HeadObject"

+ "PutObject"

» "CopyObject”

* "CreateMultipartUpload"
" EARERG

* " Ff&PartCopy"
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£/ SSI-C Zl, IFERU T EERFIL
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* AR ETag REITREWEAY MD5 ,
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R B LAEFS3 CopyObjectifk I EFETESIHIINT R EIZEEIZS, CopyObjectiRES kX
1T GetObjectFIPutObjecttB[FE,

fRIR P
MRPEFFImEKR (B0, MNERREANB—ZH) G " = " AEFITHRR. " =HmE " TG
BY[B]BURTF StorageGRID AAAIBISERLATEIEK, MAE S3 B inAIB FiaiR(E,
FFRK/
—MPutObjecti@ERYERA_Recommended_A/\}J5 GiB (5. 368. 709. 120F ), WREMMRATF5 GiB.
BER "ZE EE TR
—MPutObjecti®{ERVER K _supported_K/N95 TiB (5. 497. 555. 138. 880FTi)o
YR IEMStorageGRID 1.5 EERIMAFLK. MEZIH EEBE5 GBAIXTRES., #fitkS3 Put

@ Object Size Too LigerZik, MREELIHRET StorageGRID 11.75¢11.7. MEXFHER T A f
REHR. BR. NTTFEAWS S3trE. KRFKRAHIStorageGRIDAR Sz #5 HZiBI5 GiBRYF T R

P #dERR UTF-8 17
MRFRMEREAFEXWTHENERBMREFES (R¥EX) UTF-8 fH, W=KREX StorageGRID 17

o

StorageGRID A& f#E R AP EX BN ZHAB M EPE SR N UTF-8 /. BXH UTF-8 F4F
WAL ASCI F5F
* MNBEAPEXNTHEESHE XM UTF-8 2/, NiEKIERIN.

* StorageGRID A=iR[A] x-amz-missing-meta MR ZHZ M ENEREESAAITEINFR. WA
Fro

ZFFHIRRIRK
SR TR

®* Content-Type

® X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x—amz-meta-. FER—PMRIF-EXN. ZXNEEHAFEXRTEE

* x-amz-metadata-directive: BAIMEAN cory. FFEHIFRMKEXHIITEUE
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ERILUSRE REPLACE BRI RN BRI B TEE. NEEMWRITEIE.

* x—amz-storage-class

* x-—amz-tagging-directive: FINER cory. ATFEHIMRMAEFIC.
ERILASRE REPLACE AJIEE RN RENBEMAIRIS. BHEMTIC

* S3 WRMEIFKIRK:
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
NRAERHERNZEXENK. WEEREFEEDBRMIAMREBIRERITENRRFERFRESE LR
H. E2 N "EAS3 REST APIELES3H R BIE"
* SSAiEKIRk:
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption
° x-—amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—-amz-server-side-encryption-customer-algorithm

BEEN RS2SR IHMEZRIERITK]

TERIR KA ZXHF
AZFFATIERIRK:
* Cache-Control
* Content-Disposition
* Content-Encoding
* Content-Language
* Expires

* x—amz-website-redirect-location

TSI

o x-amz-storage-class XFFARIRK. WNRITEBIILMIANIER"NIER "B FE". M=§
MStorageGRIDEIZHIT RENAEK " INGest" 7",
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* STANDARD
(BIN) 1BETE ILM FNIER IR RIEINE balanced-option [EIR E 8132 A (8] B 2B 1T BRI E IR,
* REDUCED REDUNDANCY

FEETE ILM AN ER SR 22T EY, balanced-option [EIR 792 B @I 4B AT R3S E NI 1F,

NREFTRA T SSHERUERIBR FTRNRBANFEIER. WEER

@ REDUCED_REDUNDANCY TV KRB, MREFWRBNIANSNEED K. WEER
REDUCED REDUNDANCY EIUR[EI4iR, StorageGRID AL HITIIRREHN, UHAFRHAR
BAMEER,

7£CopyObject?{FFx-AMZ-copy-source

NBRFMEDEMZFRH. IBIEPIEE x-anz-copy-source k5 BIirn EBEMZRBFARE. BRREGENEI4SF
ISPN=L 7

MR R BAFREE. NMERM x-amz-metadata-directive ¥3kiEEN REPLACE. WRMTTIIEREFERIE
KRR HERTTHIBEHITEN. EXMERT, StorageGRID AEEEMHANR, XERNMEERR:

* FEEEA CopyObject RANMBM AN R, WAREENRUMBE W RIINMNE, NRERM x-amz-server-
side-encryption #RElaf x-amz-server-side-encryption-customer-algorithm K
k. StorageGRID E41EKHIR[E] xNot Implementeds,

* A=ERTE ILM ANPIEER " AT " &0, BIIERREE ILM #2EHMTE ILM B, EHag
EANRRE BRI HITo

XERE. MRILMANfEAstrictingi BRI TINBUERIE. WELEZREFMBEXNRBIG0. MEEOUET
AIA)INASMITEMREE. EMENNKRFAERBELGRUE, BEFLATRENLENLE.

Ak 55 B8 um N2 RYIE RAT K
MRIE ERRSSEHENE", SREIERGFAER T RN RESEMEBUNRESITRINE BRI R,
* MBRXNREAE P IRUNEZIA(SSE-C)#HITME . MAMTECopyObjectiFB KA EELUT =Rk, LUER]
BT IZ REFITHRE .. AEHITES:
° x-amz-copy-source-server-side-encryption-customer-algorithm: 87 AES256,

° x-amz-copy-source-server-side-encryption-customer-key: 18EELIEFEIRITIZHR
NEZELA,

° x-amz-copy-source-server-side-encryption-customer-key-MD5: ISETELIEIRITRATIRE
HEIMDSEE,

* MRBEAGRENEENE—AXNBTNR (BIF) #1TME, BESUT=Z MR

° x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,
° x-amz-server-side-encryption-customer-key: NEIRRIEEFHIINEZEH,

° x-amz-server-side-encryption-customer-key-MD5. ISEHINZZIABIMDSHEHE,
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@ CRMAINERAKITAZF E. MRBERNEESR, WERENHINR, EEREFR
HIBARIPNREKEZR. FEBNEEFI AR SEHMNE",

* R EFEFAStorageGRID (SSE)EIENME—Z 3 Birxd R (BI4S)#1TIN%, 1H7ECopyObjectig KA EIE
Ltemsk:

° x-—amz-server-side-encryption

@ o server-side-encryption TEAEFMMNRIE, MEFERFEIESR server-

side-encryption MMEfER x-amz-metadata-directive: REPLACE.

R ]
MRBRFED R ERAEIES. WA LUEM x-amz-copy-source AT EFIRMIRATRIITE, BEFIFRH
RERRAS, HOERBHIEEEZSFIIMA versionid FHR. MRBRFMED BEEHITRAEH. MEF

REIERAIMRZA x-amz-version-id MRk, MREIFDERIMRAIEHEEE. W x-amz-version-id
R[E]"null"(E,

GetObject
&R LAEFAS3 GetObjectiE K MS3EFE D R HFIR R R,

GetObjectf1 ZE DX R

f&a] LUE B partNumber BFRERZIOH DT RIOEESDIEREEH - x—amz-mp-parts-count
MYt RN RE S DI EH.

BRI UIZE partNumber WF D E/ZE AWM RMIEDER/AFZE AR 9791; BER. x-amz-mp-parts-
count REDERRHAZSH O WNERA RIREININTTER.

B PcEiEFH UTF-8 4T
StorageGRID &R SRR FA A E X BT AR EE X UTF-8 T/, XA ENHTSIEDEE% X UTF-8
TR R & I IREUE R R S5EE] x-amz-missing-meta MBHARMEESS RIS, Nt

o
IERIRA AR HF
AEFLUTIERIFL,. FHiR[E] xNot Implemented:

* x—amz-website-redirect-location

R ]

WRA versionId RIEEFRE. IIRIEISRENZRAIZHINEE D RPN RIERFTRA. WNRIROEHE
A ZMERFRIE. MEFERE]"RILERS x-amz-delete-marker MINVFRLIZE N trueo
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SNRERERHENME—RAXN N REITMNE, BERRE =Mk

* x-amz-server-side-encryption-customer-algorithm: &7 AES256s
* x-amz-server-side-encryption-customer-key: 8EMNRINMZZETH,

* x-amz-server-side-encryption-customer-key-MD5: IEEXNRINEZHAIMDSHEE,

@ TBRENMEZZRAXTASEME. IRFAMEZR, WEERENHNR. EERTFEM
BIRRIPNKBIEZ R FEEPESEY AR SFmINE"

GetObject for Cloud Storage PoolXRAI1TH
HREFMEER "=FMEM", GetObjeciFBRMITHEURAFHRAIVKE. EE M "HeadObject" BXIFHMER:

@ MRMRFEERFEER. FEZNRE—NHS PN EIABAUT RS, NGetObjectiERIE=
MR REE. ARBNEEFEBPREREE,

IREVIRES GetObjectty1T /9

FHREFH N StorageGRID B K@D ILM #1TiFE, 200 OK
HEFEERAREE MR R USRS
QRIS RIVEIZS,

SEEMPHNER, BERTEITECRIORS 200 OK
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FWRET BT ERRIVIRS 403 Forbidden, InvalidObjectState

£/ "RestorEObject" BRI RIF R R ol TR
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ESSEN:NE PN

SIFEMPHZ I DR

NRIE EENEZE DR StorageGRID F—MAEMRIFDAZNXIR, N StorageGRID =@ T BF %
IRHVE D HXIRFK A E IZN R BT EEFE BT RIH, ERLEERTF. GetObjectiEKrTRES FHIRMIIRE 200
OK MRAFLEE BB EITENRAVRE. BN RIFELEZES HRIE R,

EXEBERT:
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HeadObject
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B PcEiEFH UTF-8 4T
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M RAPRE

SEEHNFHINSR, BERTEER
TERRIRE

MNRETEETERRIVRES

EEMAFRRRSERBIN R

MNREFTEEREBEFEN

RestorEObjectfI1TJ
200 OK ARBHTEMENR,

AR ERRKRERARTRTFREZE, BREEENE expiry-
dateo

202 Accepted FEIFEKIEXFIEENREBAFTH R AL REAERE]
oiFfEt. EMHAEERE, WRFEEROZETECRITIRS.

FE. WA UER Tier IBERTEREUBERREI TR PTERRIETE]
(Expedited, Standard 3¢ ‘Bulk) . $IRKIEFE Tier,
Standard BEEFBERE.

BE: NIRWRETEZIS3 Glaciereep ArchiveS = 1FfiE it EEFHAzure
Blb7zfi&. MTLEFERAIRRE Expedited Bo REILUTFIEIR 403
Forbidden, InvalidTier:. Retrieval option is not
supported by this storage classo

409 Conflict, RestoreAlreadyInProgress

200 OK

SEED CNRFRELRRF AIIRZFRES. Mel UERE expiry-date 8
FBFTEEMH % HRestorreObjectifK Days. /R BEREHEM FiEKES
BT TE#T.

SelectObjectContent

&R LAEEA S3 SelectObjectContent 5 KABHEEI £ SQL iE@THiE S3 WRAINA.

BXEMELR, S "Amazon Simple Storage Service APIZ% ;| ERWERAR"

Faz Al

* kPP BB S3 Select MR,

* IEIE s3:GetObject BEEWMIITRIINR,
* EEAIFTRBARAUTERZ—:
° CSX, AJLUREMMERA. A LUIESERIGZIPSbzip2)3t4,
° SEAMINR, WEAMIRNRIEMER:
* S3 SelectXZIFEMAGZIPH Snappy#t 75N ESE. S3 Select R HEX BAMAMR I R TEAITR

E48.

* S3 Select AR AL, BIVFHRHRIIEEICSVELISON,
" RAKREHEITAKRINNII512 MB,
* ISR E RN RIS E VRS,
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* TEefEFAEIR. JSON. 7&K, BYE]ZHUUIDIEIEEL,
* SQL FEABRAKEN 256 KB -
* MARERFREAIERIEARKEN 1 MiB o

CSVIEKiEZTR A

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSVv>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<QutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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BAMIRIEKIEETB

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<OutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL &Rl

IE W MEBAOSTEEERIRBURES AR, 2010 EAO, 2015 EHIFAOUNRTER S XHHIER
SHIE RGBSR,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEWIIHEIL1T. SUB-EST2020 ALL.csv, S0FFIR:
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWSHEE S 1TREERTEI(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

WHXHRIETL{T. changes.csv, Y1 FFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWSTR 21T R E SRR HI(BAMMIR)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}"'
'{"Csv": {}}' changes.csv

--output-serialization

i SCEERIET L 4Tchanges.csvil FRRR :

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas,2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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