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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .

11




MR EIE APl 121
IR EIE AP 0] BIREEREI L TE 9 H.,

() wsEREaAE AP AR

* WP BT EEFMEEA KA IRE. SECIERIKF ML RL ERP BTFMEERE.
* iR BTIIHEIER(ESRRS)HREEXMRETTIRNE S (BRI ERNT RERRSHE )RR

Fo

* alertsFLIER . WEMRIVEIRMITIENE,

* BikEWE: ERENEWERIEEFHE).
* EWRAN: HERANAITIRIF,

* EfRmE SiREEIETE

* Bk WERRITIRE,

* audi: FHAEHEZECEBIRE.

* auth: RITAHFRIESHIIERETE.

WIREIE AP ZIF AR AFH SHEBMNIRIES R, BEER. BESHIKRIEIERINISONEXFRERAF ZTER
F3(Bl. POST /api/v3/authorize) o MREAFEMRINEZTEHHRRIE, MSREI—1MRZEShH, S
WNRTE G4 API & RBVITEARIRME ( "Authorization : bearer token" ) . ShHE7E16/ R EEER,

@ 9N ) StorageGRID REBA T ERER, NATHRITARNT BHITHHIIE, BHS "W
REATERER. NWEAPIRHITEHINIE"

BXREENEVIEREMRER. BN LB RIERMAE"

* client-certificates: FFEERFPIHIEBHVIRE, U EFRIMNLLEE T ARSI 0)StorageGRID,
* config: S5MREEAPIFF RAITHRAIARASHERBVIEIE, ErI LT HiZARAS T IFHI M E IR API B9 AR

AMEBMZA, FEATUZREFAN API b,

* *DEactive-Features *: B F&EETIEEE FRAINEEAVIRIE,

* DNS-SERVERS: FIHFEERERIMBDNSIRSS2RHT12(Fo
* REhEFMEE HIITREEEILE IS IR NI TR,
* endpoint-domain-names: %! LS3im 3B FIE(E,

* MRS : LU MRS AL B ST R o

VR ¥RREIERER).

*TERTR VBB RER).

* VRIS T RRELERR).

* *GRE-NETWORKS: %!|H#F1E2ZGrid Network ListB9#2{E,

* GRIDE: MREDEIRIRIF,

* 0. AT EEAMMSEIERA KR MIMEBLDAPARSS 2810 REX & MIAS B 1 5 4 1R 1E,

12



* BR: BFEEIMNBERUKRFaIED BXERAN P E SRR,

* MILM: BXEBEHRAREIE(LM )RR,

* *in-Progress—Procedures *: Z HaIEEH{THHEIFIER

* license: ATIEMEHFHStorageGRID HFAJIEAYIEE,

* logs: ATWENTHBEXHAVEE

* metrics: XfStorageGRID #5i7AV#R(E, BIEEE B8RSR E M —RITEIRRSEEIEIRE

1, MIREIE API A Prometheus R %IET EENRIREIRER. BX1E Prometheus THHIE R, 15

21 Prometheus i,

@ EEREETT private HEXEAEEH, XTI RERTE StorageGRID FRAZ 1A £
Bk, BABITEH,

* TRFEAGER WTRIFAERRITIZE

* PREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T REMEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)BRSS 23 8Y1R(E,

* R AR RITEIBRITHIRES

* B MERIELRE AR

- MEE: BT THMERGENRE,

* Kig: ATFEENCIEXIENERTE,

* s3-object-lock: MEFSIMRBITEIRENITIRE,

* server-certificates: AT EBMEFGrid ManagerfREZ 23 IEBHIIE(E,

* SNMP: 3f ZHaISNMPECE T THVR(E.

* storage-7K El: 7Efi&TI S7KEM,

* Traffic Classes: RE ) KHRIEAVIRIE,

* REIEEFIRNSE: WAREEF mMNKE &R THVR(F.

* AP ATEEMNEEGrid Manager AP BYig1E,

WIREIE APl K454
W& EIR AP| (AR AIT SR ST P T A Ko

Blgn. tIERURLIEEAPIRRZ4,

https://hostname or ip address/api/v4/authorize

SNRFABEVELS IBARAERFRE . WAPINEZRAZLZERMZE, MNRIS_are compender_5|BIRAHITT B
PR WAPIBYRERRAZ R EME, FRANELEIERNIFIRREFHEM,

LURRBISRER T S0 AREFA B CRRISE BN API AR #H 1T 261,
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AP| HUEECEERY IRhRZ Hhlzs

5IRMRARE 2.1 2.2
5IRRAREE 2.1 3.0

B R L%t StorageGRIDIEEY. (N BBARFIRAENAPI, B2, THKE StorageGRID RISTIHAEARZSES,
AT LLAIE = D— StorageGRID IhAERRASAIIBRR API o

@ BRI BB 2R 1FMRRAS, 155 I Swagger APIX AR EY*config*ER 43 "MAEEIE API" BXIF4(E
B . EEMEAPIEFIRUERRIRAE. ENERMIRhRASAZ1F,

EERRIEREEIUATARIRENEFA:

* MENZAR3k A9 "depression: true"
* JSON MR/IEX & & "depressioned” © true
* NMS.log FERII— M EFANES. Fli0:

Received call to deprecated v2 API at POST "/api/v2/authorize"

8 7E SRR A SZ HEHRLE API hRZS
fEFH GET /versions IREIZZIFAPIEERRATIRIAPHERK, iR FSwagger APIXIEEY*config*Ef4d

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

FEEIERA API hirZs

eI LR pathBHEEEAPIRRE (/api/va4)SATRR (Api-Version: 4) . SNREIHREXFEME, MWARKE
REERREE,

14



curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

Pkt miERMIE (CSRF)

&R L@ A CSRF S hEIER({FH Cookie BB 19I0IE, #EBNBAHLE StorageGRID X
ERIERRIE (CSRF) Wi, MKEESMEF- EEREciEAt%£I8E, Hith
APl B Pimn] LUEREE RN ES BRI INEE.

MR EHE TRl A HMIE SIER (FIANER HTTP REAM) , WAILHEREERAFH cookie &
MUREBRFITRERR 2,

StorageGRID Fli@idf#H CSRF $hE#ERIPSLE CSRF ik, BRARGE, $5E Cookie WA MNMNSFEIRATIF
EEREBIENSHHNARLA,

EZSAILINEE. 1BISE csrfToken BHISEN true BHWIEERRE, FRIAENRN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{
\"username\": \"MyUserName\",

\"password\": \"MyPassword\",
\"cookie\": true,
\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WNRAtrue. MHAGridCsrfToken Cookie={ERMENEIZE NMEEIREZIER AccountCsrfToken
Cookie=fEFREHEIRE NS REITHF EER,

YR TE1E Cookie , MBILUERRFIREHFAAEIER (POST, PUT, patch, delete) #AMEIELUTINZ
* o X-Csrf-Token ¥rdk. RkMIEIRE SICSRF<hEcookiefI(E,
* WFIESRPBEBIEXNIES: AcsrfToken RERIDHIERIESIBH,

EXEMRAFFEMAEE, ES B APl XY,

(D R E T CRFZ & CookieMViFRIF =3 HEA BB ERJIJSONIE K E X E RN EIIMRIPRIREICRF B &
AU K5EHISZHE"Contene-Type: application/json"x3k,

MRBETRERER, 15EH API
MRBATRERER, 1EFH APl (Active Directory )

NREE "ERLEHEAERER (8SS0) "WMRERER Active Directory /9 SSO et

15
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2, MAT—RF AP IEKE TSR L2, DERE AR EIE APl i E1E
AP| BHY B IUIE S Fo

MEBRATERER, BERE API

WNERE(E A Active Directory {E8 SSO BB IHIERF, ML TFIRBEER,

ez Al

1EHEETF StorageGRID AP ARVEXS AR SSO AR &M,
MREIFEFEFAEE AP, ERIEHRFKS ID,

XFIAES
BRIMEIIEHE, AJUERUTRAIZ—:

* . storagegrid-ssoauth.py PythonfilZs. {iiFStorageGRID ZEXMHBRH (. /rpms 3 FRed Hat

Enterprise Linux. ./debs i&@AFUbuntugiDebian. 1 ./vsphere i&FAFVMware),

* cURL I5KBYRAI TIER.

MRPITEETIE, WESHITIERRIEEREN, ERIESEIUTHIR: A valid

SubjectConfirmation was not found on this Responseo

(D 7l cCURL TIER TR RIPER R &M B

NREFEANRURLAERREER . MEESEEILTHEIR: Unsupported SAML versiono

p

1.

2.

16

R T AEZ — DIREN S A IIE S RE
° {ff storagegrid-ssoauth.py Pythonfiids, BESE 2,
° A curl IFK. HEDE 3,
NRE(EA storagegrid-ssoauth.py HIZds. RHIAREBLPythonfi#RFeEHIZ 1T,

HIRTREYS, MAUTSHHE:

° 8SO 77k, HiN ADFS B{ ADFS .

° SSO AFR&

° 224t StorageGRID FY1g]

° StorageGRID Ayttt

° Bihiafa E1E AP IFEFIKF ID .



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

IR HT StorageGRID ##BINSh, WME, ERJIESHEBTEMIBER, RMUFERFER SSO BIEH
API B9 A=

3. WNREMER curl BXR, BEEAUTERESE
a. FEAERMFNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FiH RN EIBAPI. 1EERO{ENN TENANTACCOUNTID,

b. BIZFIWE R FMNILIEURL, [RIZHEIR EEPOSTIERAIXE] /api/v3/authorize-saml. FMIILRZH
PR E thJSONZRED

WREIERTHEZSE SHIIFURLAIPOSTIER TENANTACCOUNTID, Z5RIEE#E) python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

HERBIRER B4 F—1 URL RIZAE R URL , BFEFEISMNY JSON DR,

17



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. fRTF SAMLRequest MMMRZAIREY. LABIEELEm<SHER.
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS SREXEIEE FimiaK ID F95EZE URL ,

— MG ERER LN R URL IERER KR,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

tErBR SR P iRIEXK ID -

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. REFEMNFHEFIHER ID .
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RIEHTELXE E—MmNPRR BRI,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS iR[E] 302 EEM, HEMEFHEREMEER o

o

@ WNRA SSO RABAT ZERRSMRIE (MFA) , MERPEAHERECEE-NENE
B HEMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth MR cookies

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EEB%I8E POST H8Y Cookie ¥ GET iR & 1FFIIEEME,

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MNARKEELE AD FS RIEER, MERREEHINMEA, MIMMIESS SAMLResponse FRIEE—ME

LHFERH,
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

. R1E SAMLResponse ERREFE A

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response & StorageGRID &{45%
IELRERVIEK.

BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIMIECT LA A MYTOKEN M FEMIER. A TFRERSSORERAPIEI Ao

MRBATERER, HEHEAPI

MREBHAERER (Single Sign-On , SSO) , MHTA—FRT AP IERFITIEEEAR , A ELEHEMEE
I8 API SRFHFP BIE APl , SNREEA Active Directory fE9 SSO B 1RMH12RF, MILATREEER

FFIES

MREFBE, EAIUMALHESEHTUEFEHE. LUFH#HStorageGRID APl, 3¢#&, &t rILIM StorageGRID fi
EBEUFH (SLO) , XHREBMM StorageGRID ThE,

Pz

1. BERRZEHEIER. 381 cookie "sso=true "£#ZISLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[E5EFH URL -

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. {R775F5 URL .

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERERER T4 AP .

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 8. R FKIRM cookie "sso=true ". MAF
MStorageGRIDHEH. MARFIMSSORZ.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNVIETAFIEEEHE,

HTTP/1.1 204 No Content

MERERTERERESR, 15FER APl (Azure )

NRER "CEEHEHELSESR (SSO) " fEH Azure E/9 SSO 1#EFERFAY, &rILL
FERRRNREIRIASFRECT WIR EIE APl SfE A B1E APl BMH B IEShE,

MEEBHAT Azure BERER, BERE| API
WRIE(FE Azure £ SSO Bp1eitiZR, MEATiREER
Fiaz a7l
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* [EXEE T StorageGRID AFAREXS AR SSO BFEpHF it FIET,
* MRZIHEEFAEBIE AP, EEREHEFHKF ID,

KXFIAES
ERIBNIDIEhE, A AGER A TR GIRZs

o storagegrid-ssoauth-azure.py Python fizx

o Storagegrid-ssoauth-azure.js *ﬁ,'.ﬁ“.jsﬂfﬂzk

XA BRI F StorageGRIDZZE X ERH (. /rpms ¥ FRed Hat Enterprise Linux. . /debs &H
FUbuntuzkDebian. # ./vsphere EAFVMware),

ERERBCHSAzureMIAPIERL. 155 storagegrid-ssoauth-azure.py B4, Python &S ERER
StorageGRID &AM MER (B IREX SAMLRequest , ARBIREUEINSH) , BFHESIEAR Node.js filZs
5 Azure 2B LIHI1T SSO #21F,

AILUERA—ZR5 APl iEK#1T SSO 1##1E, BXHFMHAEE, puppeteer Node.js IR FIEFR Azure SSO 1%
Ho

WMREFEANRURLEE DEHEAR . WARESEEILLTHEIR: Unsupported SAML version.

T
1. REMBHNKEIXR, WTFR:
a. &% Node.js (3EEM "https://nodejs.org/en/download/") o

b. ZEEFFER Node.js 3R ( puppeteer # jsdom ) :
npm install -g <module>
2. 3% Python BIZs{Ei%44 Python fRRRE8 LUTIT IS,
SRfE, Python BIZ<3E AR AY Node.js FilZs LA1T Azure SSO 32 H,

3. WA, WMAUTSHNE (FEASHEEXLERE) .
° BTFERE Azure B9 SSO EBFHF 4L
° StorageGRID Ak
o Biflafi P EIE API TR KF ID
4. HIERET, WAL, HEWRENEREESR Azure 121 MFA #24%,

c:\Users\user\Document s\ azure_ssorpy  storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain.com

--5E-addres T --tenant -account-id- B

Enter

23


https://nodejs.org/en/download/

@ LERIZS{ERE MFA 2R Microsoft Authenticator SERGEY, & R]REFR BB AR A AT - FEL{th 7
LRIMFA (130, BINTESCASH B R ULEIBI D).

AR T StorageGRID #iX<H, IE, ERILGSEATEMIERK, LMFERFER SSO BIER
APl 197530

MRBATREAER, 1AEA APl ( PingFederate )

NRER BEEAEAERER (SS0) "MNRMEMA PingFederate {53 SSO &t 12F
>, MBI —RF AP IEK ST R I8, DUREXA R EIE API (i HF E1E API
BRI MIIELH,

MRBATRERER, BERI AP
MR E(F A PingFederate {E8 SSO BB IHIERF, ML TFiXBEER
FaZ i
* F0EE T StorageGRID AP AMEXEHEF B SSO AR BMER,
* NREFEFEFEE AP, SEEFHRFKA D,
KXTFIAES
ERNGHIESHE, ATUAERUTRGIZ—:

* . storagegrid-ssoauth.py PythonfflZs, {iiFStorageGRID ZEXHBZRH (. /rpms XFFRed Hat
Enterprise Linux. ./debs i&FAFUbuntugiDebian. #1 ./vsphere i&FHFVMware),

* cURL IERBYRABI TIER.
MRAITREDE, WEHITIERAIGEREN, ErIRERBIIUTHIR: A valid
SubjectConfirmation was not found on this Responseo
(D 7l CURL TIER TR RIPER RS B
MREEANRBURLEEREHER . WAgE=EEILLTHEIR: Unsupported SAML versiono
3
1 ERUT A ZEZ — IREN SR IS hE:
° {#f storagegrid-ssoauth.py Pythonfildx, BELSIE 2,
° M curl 15K, HEDE 3,
2. NREFER storagegrid-ssoauth.py i1 ;l%,‘ﬂfl]zkfgi%éﬁPythonﬁgggﬁ#iﬁifﬂﬂ]z‘:o
HIRRE, MALTESHE:

° SSO Ak, &AL "pingfederate"BIEfAIZ & (Pingfederate. pingfedateZ),
° SSO F#&
° &% StorageGRID Big, tFEEARAT PingFederate , &A] LUGEH B s NEI{E,

24


https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html
https://docs.netapp.com/zh-cn/storagegrid-118/admin/configuring-sso.html

° StorageGRID AYiik
o Eifa) AP BIE API BIFEF KA ID

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
O T T T O T T 4 *kkEEEEE

EEEEFE T k% E EE 5
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

WM T StorageGRID EIXSHE, WME, BAILUESEBETEMIER, FMUFERMER SSO KFEH
API 95

3. MNREMEMA curl IBEXR, BEAUTRIESE .
a. ERRERMBENEE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Fif RN EIBAPI. 1EfER0{EN TENANTACCOUNTID,

b. BIZIWERZEHIQIEURL, [0)@#R 1EEPOSTIER RIXE /api/v3/authorize-saml. FMIERH
PR E tJSONZRED

RAIERT— POST 5K, BF I TENANTACCOBTID 12E%Z S4HI8F URL , ERFEES
python -m json.tool LAMIBR JSON 4F3,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HERBIBER 24 F—1 URL RIZAE R URL , BREFEEISMNY JSON DR,
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R%F ShMLRequest MIARIFIREN. IUBTEELSH S HIER.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHMmNF cookie , HIFMANHITEIE :

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 3 "pf.adapterld” &, HXIMAEZHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href" B (BPRERIAT/) , HWIERRITEER:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g i "act" {E:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. %% Cookie KEIE:



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. R1E SAMLResponse ERREFEE

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFBEREMN sAMLResponse. Bli#StorageGRID/api/saml-response & StorageGRID &{735%
IELRERYIEK,

BT RelayState. BEAHEFKFIDHMREEE R IIMEEIEAPI. BEFEAHO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIE S S F R MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOREN M FHMIER. KT REASSORERAAPIFIS .

MREATERERESR, BEHAPI

NREBAERER (Single Sign-On, SSO) , MAIIF—FRFI APl FERFHITRIEIER , 7 EEFHEMNRE
12 API SFEFBIE APl ., WIRMEER PingFederate fE SSO SR 112, MILATHBEAER

KXTFULES
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MRFE. EIUMALRNEEEIUEETE. LUFHStorageGRID APl, 3%, &t BILAIM StorageGRID
itk EmEHE (SLO) , XHREEMH StorageGRID $hé,

P

1. BEREZFHEIEKR. 1B cookie "sso=true "£i2ZEISLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EEFE URL -

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 175 URL o

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 MLz, LEEFERMEREH T AP FH,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiFR StorageGRID A& SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 1. MR FKIEM cookie "sso=true ". MAF
MStorageGRIDAFETH. MASFEMMSSOKTE.
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETEARPIEEEH,

HTTP/1.1 204 No Content

5 API {=FTHEE

Ea LMERAMIREIE APl 52212 StorageGRID REHMIFELETHEE, FRAENIIEES,
REENEM A D ECHITS ZIIEEE R ESHINR,

KXFUILES

FRNINEERFAVFEFELEYIR) StorageGRID RGHRBYFELEINEE, FRE I8N LE root AP EAE * root
IHIEIARER * EIRA PRI F BE BB R ZThRE R E— T %,

BTN ERREE, BEEUTER:

_Company A B—XIREZRMHERE, @IeEBAF K- TABHE StorageGRID AFAMEHEE, AT HIPHEPXYR
HNLe, ARBFERFEECHRIAEBEKRS, EXETFEEHERMBEILKS, _

_Company A AJLUB I EFEMEEE AP FREVEAINER SRS Bir. B2 FRMRERSETR 8
PRAEF RS * ThEE (UI A APL) , RF A FJLUMBREMEESABR (84 root BFMETF RS * root IHIE4Y
R * HRYAF) #BFREEEMRAF K EY root AP RIEN

TE

1. AR M ETE APl BY Swagger X1, iBEN "FEHMEEE AP,
2. {E=AThEER R

3. BEZHAEXRFEF root BEIBEINEE, BRI TAI/RE APl AXIEX:

{ "grid": {"changeTenantRootPassword": true} }

BERTERE, FREPIRZHEIEEHEZER. BRPFAATPABE N EXAPRRIDEENE. FTAEHE
HFE P IRZIERIAPIHEREBIG R M. HER"403%1E",

BITAUEEFRA/IIEE

AIMBRT, ERILERMRERE API EXTEUEEFAITE. B2, WRENIEEFRIEEEANIIEE, N
FILUMZA * BUELNRE * ThReds o

@ T EEH S activateFeature*IgE, WIREREFAUILINGE, BER, BIKTTEEMAE
EAEMEFERNIIEE. BXRRERERNIIE, BOMEXRRARZR .
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p
1. IFIB AR EIE API B9 Swagger XA,

2. $EZFIhEER o
3. BENHUEPIEINAE, BRI TAIRSIEXRIEE] AP

{ "grid": null }

HIERTERE, BIEECAER root BEITHREFENRIFR B IIREER R E/AUE. TE, " EFEFRES " E1E
NRBERERARET, WRAFAS * RIGEIR * 5 * B REDS * EENR, WEHEER
REZRDRYER] API FEREBIG AL,

LA ERAE all AN, MREMMEEER, MXLERRISEARS,
U PUT RAPBIRISE SN, HI, BEMAEBHAS oot BEDREFHHREBERHIA
() e wRE PUT X

{ "grid": { "alarmAcknowledgment": true } }
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