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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

o audit-sum TEAEEHZBERRMELUTS3. SwiftflILMEEZE 2891+ EKFNeTE]

(A8 Description BEER

ARCT MBI "ARCT : M=ERZER)IE"

=B A FEE SR "SCT . [IER=E"

RIR ILM Initiated Delete : 123 ILM FFIaHIBRIISR  "idel : LM E=snlExR"
FPUEEN

SDEL S3 delete : IERMIMBIESUMPRITRIEZEME "SDEL : S3 delete”
PE%

SGET S3 GET : EEHINES R RIEHIH "SGET : S3 GET"
FEDERRRI R,

Shea S3 head . IR ESUKNERSFEX "Shea : S3 #lk"
RYTEEDERo

SPUT S3PUT : iERMINNESLUCIEF N REFE "SPUT . S3 PUT"
EDERo

WDEL Swift delete : IBRIIMES LRBEHRIZA "WDEL : Swift delete”
750

wget Swift get : IERAINNBSURERNREHIE "WGET : Swift GET"
BRI R,

WHEA Swift head : IERHMIINESZUKRERSEE "WHEA : Swift head"

WRE B2



(AT Description Ean

WWPUT Swift PUT : iERAINEISESLIBIEF M RE  "WWPUT @ Swift PUT"
Ao
o audit-sum TREAHFITEUTERME:
© REEESEENEZAS. f:
audit-sum audit.log
audit-sum 2019-08-12.txt.gz
* ERAEZ M. Fg0:
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/log/*
* BRREEERA. XEERLUERHMEMTCERN grep saLHEMA. HI40:
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

I TERNMERREEXHEAEERN. BREERENM. BUBLTSHRREESH
B, HEMEA zcat BTABESEXANIE, fl0:

<:> audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

TR AR IR FAE D B EFRES R LRREDFHITLE, NERFESRZM, HEKRIBR
REGHESREHRITHH, INER T, BEETRN. RAMFIGIRENE. BERILUER size (-s) BIE
EEEWNERK.

£ help (-h) EMUEFTAIED, 5/40:
$ audit-sum -h

B

1. BRI ETEETS:
a. WALIT#<: ssh admin@primary Admin Node IP
b. #NFFIHIEERD Passwords . txt XHF
C. ML T ap <tk Eroot: su -
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d. MAPFIHAZ Passwords . txt X
HUrootFF B ERE. RAFFEMEN $ to 4o
2. MREBEHMETBN, A, HKAMBFREFAEXIPEES, BRITUTSR:
a. WAUTa<L. HH /var/local/log/audit.log RRESMH—IHZ NI XENZRAMUE:
$ audit-sum /var/local/log/audit.log
R FIERT PRVEAEH audit-sum TR, WWRFIERT il FRrRRIATIEL,

message group count min (sec) max (sec)

average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

EL R, SGET (S3GET) RENFIIERERIE, 79 1.13 7, {8 SGET # SPUT (S3 PUT)
RENRIFBEREEIENREK, 981, 770 F),

b. ERREERIEMI10METIRIE. 1BEMgrepin SIUERSGETH BRI HIED (- 1) UAEIERR
BRIZ:

grep SGET audit.log | audit-sum -1

ZEREERE (WERHPDER) HREFE, EUBIRERTFERZETPINSXERENRBXNE
ftiiH S

11



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ EILRAlEE T, ERIUER, =P RI1EH S3 GET IBEKRHMMEKRNNH 5 GB R R, ZK/INEZEK
TFHMHR. REESHEEF ORI ERE,

3. MNREHEBEMEPRAMLRIIR KA\ B sizelET (-s)

audit-sum -s audit.log

12



message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

274

213371

201906

22716

1771398

0.000

0.001

0.000

5000.

10.

5000.

000

504

000

FURAEITR, SPUT BIFIIXERA/IVINF 2.5 MB , B SGET IR/ NEXRRIFZ, SPUT HERIHREITZ
=T SCGET HEMNHE, XRAASHHNRKIEFAZHILERE,

4. MRBHEFRILTEEZTIRE:

a. 7N EZBE LERREER 65<HERgroup-by-timel® (-gt). FERETEIE(FIIN15M. 1H

. 108):

grep SGET audit.log |

audit-sum -gt 1H

13



14

message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

count min

20142

57591

124171

420182

1220371

527142

384173

27591

.011

.011

.010

.013

.021

.015

.011

.012

.010

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

.290

961

867

290

511

961

228

290

867

XLELER B R S3GET REE 06 ¢ 00 1 07 : 00 ZjEhiZsilg, XEertial iR A FEYeTatBEE

®e&, FEFZMEERENIEMMEHIEM, XRATECBLHEMIE, FJREREEMSEHR, B

TR IRIERAIBESIHo

b. ZMEMFRE/NRENTIRA. BERMsizeikIn (-s)2l6s

grep SGET audit.log

audit-sum -gt 1H -s

A
<.

NS =
RexE



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

XLEEERREE, YRAORAERINEKAER, SRE—LIFERIIRE,
c. EEEELIFMES. BEMA "Audy-ifiE TH" BERZIEBAMNFIESGETIRIE. BHITUTERME:
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less
NRgreprs THRBN AZIT. BRI less L. —RBR—R(— T RER)NEZASEXHRS.
5. MREMEFMIEL LK SPUT IRIER T LR SPUT 121FI8:
a. BB -go X, AT DRI NRMFMED ERIRFRVES#HITHA:

grep SPUT sample.log | audit-sum -go
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message group count min (sec) max (sec)
average (sec)

SPUT .bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

HZRETR, FEDREY SPUT BESMREY SPUT 1#1ERBRERIMERERHIE,

b. BT MLFEDRIISPUTIRIERIE. BER —gb EH. AFREMEIBRINESHITOAH:

grep SPUT audit.log | audit-sum -gb

message group count min (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046
1.571

SPUT.cho-versioning 54277 0.047
1.415

SPUT.cho-west-region 80615 0.040
1.329

SPUT.1dt002 1564563 0.011
0.361

C. EMEMLIRBISPUTHRA/NERAR. BERAXHE -gb M -s HEB:

grep SPUT audit.log | audit-sum -gb -s

1770.563

1736.633

55.557

51.569



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

HIZHERR
HROHBRE: Bk

1% StorageGRID R4HAIRBIEHIZH S BIEFAEH S EAITAER B RIS AR S =4
AT ER R,
INBREEOWER S LG MBI TARR, B2RATUT RS RN EMER.

TERAEEREFRZBEXAFREZE R R

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

BT HFHESMEE —TRBUETEFNH. BNFHEABLESEER (1 1) FEFTEFHNETEETRE
BRLUTHIE:

*EEBESH ]

* HFRFEB5|N AUDT. RTEHIZHE
* BIRRHEDRET (BESHTHK)

* HIRITRIRLE \n

BT RREEE—TEMEAE, —MEUEREUL— A TRIIRSEHE:

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

17



HEPHNEETEHMENRT EENEHRE, BETRASREMEEINFSIH.

UTFFIRNET XERM TR

* ATTR EFREBMENEF AL, FERUENTRESEEESHESEAN, MEMBEENHNE
* type EENREHIELENNFFRRAN. fla0ule4. FC32F, IREBRIESIERERX ( ).
* value EBMENRE. BEANRFHANNE, BHRLKRR—ES (1) . HIERECSrIERNGIS"EE

S
o

HIERE

ERREREIERERE R FEEHEZE R,

Type
U132

ule4

FC32

iPad

CStr

EHTRLE

Description
TrRSKESR (32141) ; BAILEMHEORI4, 294, 967, 295 ZEIMVEF.

TSR (6411 ; EAILUFM#EO0ZE 18, 446, 744, 073, 709, 551,
615 Z BT,

OFEFEE; 2ULTHSEHE. X IANEPASCIFR. flal"ABCD",

FAF IP bk,

KERZHUTF-8F /A, aILURRUTAENFRIHITEN

* RFATH o

* EEFA

* WEISA "

* ITRF GRIT) A

* FAATEBERAE+7EFIFRI (BA XHH , Hff HH 2R RZFRH+70#
HE) o

HiZASTHNE N HEILH B IERBTE T RASHEUE,

ETRWFIEE [avDT: BFRINERASNALE. T—ARMREE XHFEIERAAREHIURERIERE. UT
THIRHETR T XEREE:

18



2018-12-05T08: 24: 45.921845 [AUDT: \[RSLT\(FC32\): SUCs\] \[EH{al\(UI64))

: 11454\][SAIP\(iPad\): "10.224.0.100™\][S3AI\(CStr\): "60025621595611246499™\] \[SACC\(CStr\)
: "account™\][S3AK\(CStr\): "SGKH4_Nc8SO1H6w3wOnCOFCGk__E6dYzKlumRsKGA="\]
W[SUSR\(CStr\): "urn: sgws: Identity: : : 60025621595611246499: root"\] \[SBAI\(CStr\)

© "60025621595611246499"\\][SBAC\(CStr\): "account"\J[S3BK\(CStr\): "bket"\\] \[S3KY\(CStr)
: "object™\][CBID\(UI64\): 0xCC128B9B9E2283274\] \[UUUID\(CStr\): "B975D2CE-E4DA-4D14-
8A23-1CB4B83F2CD8"\[CSEZ\(UI64\): 30720\][aver (UI32): 10] \[ATIM (UI64)

: 1543998285921845\[ATYP\(FC32\): Shea\]JANID (UI32): 12281045][AMID (FC32): S3RQ] \[Atid
(UI64): 15552417629170647261]]

o ATYP Element (FERAIRTH FIIL) A TARMREME SHNEM. LRHIES®IE "Shea" HEAB(ATYP
(FC32): Shea]). FRERHMMNHISIHKIBEREMAT,

HiZHERRELTE

FrERIH RS BRARER.

Qe Type Description

£ FC32 *%i%ID: 4 RE B RVEIRIDIYTY F FIARIR T XRIMEMEHIZH BRI
X o

ANID U132 Node ID : PDERAEMEBERHNRSHNE TS ID, FEEMTE
StorageGRID &%tHY, RASNEPRSHE—MHE—RIRRT. TE
EeAUkID,

ASE Ule4 HRZSIERIRR . ERRRAR, WTRRAERSBHEIBILEIZR

ZHETiE], IATEEE BIRIER S Epoch (19701 H1HO00: 00
: 00 UTC) LSRR A EEAIMZERT,

i ITRBEFR, FEEREHLHEEH.

ASQN Ule4 oItk ERpihlka®, XWFMETR (ANID) EERBSNEZE
B, WEHHSEsRlE, A ERSEMEINEENS,

c A ERRBER, FTEETREREEH.

Atid ule4 IRER ID © HEANFEHARLN—HERHZNIRMATT.
Atim ule4 timestamp : EMAA FIZOE S VEHRIETE], LUR{ERSE Epoch (

19701 H1HO00: 00: 00UTC) ZEMmfAEi, 1515, A
T ad e BE% i a2t H ERF AT [a) 9 K Z30A] B T A L= R ER,

A REREMIC R RIBHITENREM, BREREZEEFLAH
FFiEYAIBYE]) audit. log fileRI1SO 86018 TAIATIME . HHBFOAT
BIRTIN YYYY-MMDDTHH:MM: SS. UUUUUU. HH T B—IMXFEFEH
f. ATFIE~EEEREIER AR, vvuvuu AHFD,

19



¥ Type Description

ATYP FC32 Event Type: EERBIFEHHINFFRIAMT. XFEHIHER " BRAE
"B BanEk.

RIFIZR Ui32 version : HRIZHEMIARAS, BEE StorageGRID MUMKRE, FRAHIAR
SRIRERTEH RS RMNTIIEE, BIULFER, FILITE AMS ARSSHISE
HaERANE, ULEKRBIRRAERSHES.

RSLT FC32 result : EHf, HEHFESHNER, IRSHEELX, WAREEERA none
MARZ SUC , XIFMAZTINGIEIZHES.

HiZH B
TR UES M EICHRPHREFAEE. A EZHESEERABERAEI.

AT AR RERIEIZGE SR audit. log XH#:

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87docc21l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI6c4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32) :12872812] [AMID (FC32) : S3RQ] [ATID(UIb4) :1579224144
1025304357 ]

HiZH RSB XFEREMHNERURBXHZHEEZHER.
EWEFRHBIERNEN, BEHATYP Bl (REERETHA)

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP BIEB9EN SPUT , "SPUT" HRRS3 PUtESS. ZESERHHRNE NIEREEFMHED R,
LT HIZERER BTSN RKEKEEFHED
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d

381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :

0] [AVER(UI32) :10] [ATIM(UIG64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :157922414

410253043511

BRI PUT SHREMEE, HEEHEZHER@EAMNIENE (UTC) HEg, IHERHZERES
BYATIMIE £ RY RT3k RR 2 -

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
441025304351 ]

Atim S ARBF A RAIIE R B UNIX Epoch FHIELISRAVES[E], TERFIA. 7918 1405631878959669 ¥192014

F7H17HEHRH21: 17: 59 UTC,

HIZHEMNREnE A

RIBTEREZER?

BRYN, BRIAMFNRAEBENFIZES. ERILLBIEHRFET APl (S35
Swift) BIEIZHEBEFRZETFIRARXESES,

HiZH BB B M T ARITRIRTTHI TR

i g

§EHE S3 181k S3BK (§3}). S3KY (JAR)=mE
$E1E Swift 121E WCON (Z28). WOBJ(MR)HFHE
FEIEAERR(E CBID (MZRHINZBIRIRRT)

B 1%H S AV ja]

TR T RZENREIESR, NRANIMBIERSFEER, FERSERBEZHESRIREF A 885 2T R FH
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[N 2N

EVERERY
AT REIMNRIIETFE R G R EN REIEN E RN —RIIEZCHE S FET RBIEM, RERE SCMT (7

EXNRIER) HE, WFRRBEWENSNTIEEE, RASLERM ATCE (Archive Object Store Begin ) #
ASCE ( Archive Object Store End ) HE.

AT R MIMNER IR TERE R SO R REGERN E RN —RIIEZCH R SFET R, REANEMEREIRIX
SKEAERIAEM T ARCB (VIR RICERFFIE) M Arce (JARMRIRLER) HE.

YT R MIMNER I EFE R A BIFF REIER ER B — RV BB S SEMET REIEM, RZ2RHA Srem (WK
FHEMER) SHE, HESTRFREREE—F AREM (JFEMRBIER) HE.

WRHNES

EELBIERET APl (S35 Swift) MBEGHE, ERRESTREZRAHEN
55,

TRIETERANESHREERNHIFFIEFERIZER. NESREHANESMTITER,

S3 HANFHIZEHE
158 Name Description sk FHEEN
SPUT S3PUTEE S3PUTHAESEMINSE CBID , "SPUT : S3 PUT"
o S3BK ,

S3KY
ORLM TEXMRMAN SR RHE ILM KiKE  CBID "ORLM : RF&X&RA0"
Swift HANEIZEHE
V] Name Description R EEN
WWPUT Swift PUT &  Swift PUT EAESEE/mMIIE CBID, "WWPUT : Swift PUT"

£ 1 o WCON ,

WOBJ

ORLM FFEXTRIN %Nﬁtﬂa‘%iﬁ;@ ILM 5kBgE  CBID "ORLM : fF&X&RA0"

il S3 WRHAN

TEHN—RIIFEZEERE S3 EFWRENKBANEHETR (LDR IRSS) BEMAREFEIFEZESHEHEZHE
BHIRA

FURAIR. SERILMERBE ELIE" 621 B2 " ILMAR N,
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C) EUTREIPHRTILE SR EMBIFIE RIS, XFH5S S3 HAES (SPUT) BXH
AL,

HERAIRIZFRIE R S3 FiED KR

SPUT . S3PUT

LEEHIEER SPUT JHE, BIEREXLE S3PUT £, MUEEREFMESETEENR,

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID (FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : &K
ORLM JHEHETREMIEFRRFE ILM REEK, HWEEBESXRA CBID UKMA/ ILM FNEYZ R,

MNFEHINER, "LOC" FEREESWRAER LDR TI= IDFME Do

2019=07=

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] ]

NFUMIRIII R LOCSF R BFELU M 4mADEC & X4 IDFI LU M ZRAD£HID

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFASABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

RIZFEEIE S3 FEDEMEAE R Swift RBRMMRER, BEEBURTAIERR APl
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

X RBIBRESS
ERILLEBS ERAFET APl (S3 7 Swift ) BYERTZHERIAE FHixASHINRBIERSE

5o

TRIG T EMPFESEARI LB HIFFTE RIS XESREMIRESFAFIIHES.

S3 MFREIZER

K Name Description IRiz =)

SDEL S3 MR BERMEFEDEFRFFENSR, CBID, "SDEL : S3 delete"

S3KY

Swift fHIFRE1ZE R

e Name Description R HEEN

WDEL Swift & BERMAEHEBFMEENY  CBID, "WDEL : Swift delete"
o WOBJ

il S3 WRMER
Y S3 ZFIRMEFMETI R (LDR ARSS) FRERMNRE, RAZER—FHEZEEHRBEREIHEZAEH,

@ Egﬂgﬁ%i%ﬂﬁI‘H—JEEJZE’\J@&‘}%%#%%BEL){"Fa_'\fﬁ'JEF'ﬁ'JH:'uo XFIH5 S3 MFRrESS (SDEL) #8
gé ‘;;B:o

SDEL : S3 #ifz

HE P imELDRARSS R iXDeleteObjectim KA. IRMEFF IR, LHE B E BT MEFXNRIEFMED BRIARRATFIR
IR RH S3 Z$Ro
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

MERIMEKRES
ERILLEBI ERAFET APl (S3 7 Swift) BYERIZHERMEFZASHHINRIELRSE

5o

TR T ERRESHEIERNHIFMEFEIZES. XESREORESAHITHES,

S3MERHIZER

RwiE] Name Description REx EBR

SGET S3 GET BERMIEEDEEFHRETR, CBID, S3BK "SGET: S3
, S3KY GET"

Swift WEHIZES

W] Name Description IRIE EER

wget Swift GET BRMBESETIRENR, CBID, WCON "WGET : Swift
, WOBJ GET"

il S3 JRIEE
Y S3EFPImMEFMETI R (LDRARSS) MRWRE, RAREM—FFHEAREREFEHZAER,

FAR, FIEEESHEEMNAESEEREEUTRASRTH, NP5 S3HEES (SGET) BXHIM

SGET : S3 GET

HE P IRALDRARSS KX GetObjectim KBy, WRIWEHF A, WHEBEERTFRENRIEFMED B UKRATFIRR
IR S3 F$Ao
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

MRTFEDERRBAW, FRRAJUERRRNTR, HEMEMBEAKFARENEEIRPRENR. HIZHE
BEEXEFHIERMEENEFIKFIER, UEERURERXLE R IFERMEKFIEK,

FEUTRAERR. BRI NEETIEEREFMED RPN R KIEGetObjectiFK, SBAI #l SBAC HER
BREMESEFAIEENEF K, ID MEFR, X5 S3AI fl SACC IR K, ID FEF & T ARRE,

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBATI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]]

Tl 3R _ERY S3 Select
Y S ERPImMENTREH S3 Select TflY, RASEMBEEEHEEFREIHZBAER,

BAR, HIEESESHEERNPEBEIZESHELTRASTIH, XFIHS5 S3 Select £ (
SelectObjectContent ) HHXBIAFLNA,

SN EHMIERREHILER . —FATIENSS SelectiER(SISRFEIEE N "Select"). B—FATFEIEH
B8] NTFfiE R REER R ST EGE TR F.
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

TCEIEEITHS
3 S3 FF I BTN RAITEIEN, RASEMFILHE

S3 THIEEMEFIZHS

R¥iC! Name Description R BEEBR
SUPD BEH S3T L SIFFHEMEHANER CBID, "SUPD : BE#T S3 TiiE"
s HYTTEHERY S Ao S3KY ,
HTRH

5. S3 THUEERM
IRAIERT EHRINE S3 WRITHBERNIMINES.



SUPD : S3 T#UEEH

S3ZFimiER(SUPD)EMIEEMTTEIE (x-amz-meta-*)o EULRHFIH, ERIFKEEEFE HTRH A,
NEBERENFEZDNIRK ("™ EE > 5iE "> EZNAGAERSE ) o R RERIZHENAEE
B5"

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x—amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) :"SGKHyy
vI9ZQaWRbJISQc5vI7mgioJwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0t"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk

tl"]

[S3KY (CSTR) :"testobjl"] [CBID(UI64) : 0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM (UI64) :1499810043157462] [ATYP (FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) : S3RQ]

[ATID(UI64) :8987436599021955788]1]

BHiIZHR

\

LIPS TIW T RGUEEIREZESFMRH, STEHEERIE—T&RP, &&
?E*E?é“ﬁ%‘ﬁﬁﬁi%ﬂ’]éu AMEFH B HTHH, XEDANT T HRERZIEMNEE
RSP R R B IZH B imk L B E R A Ao

HIZH B ESRHEN N FHNABNFEIRFTH, @Ik FE7R. EUEREXEERENER.
AEPERANEFFHBEEERRESPHREIMATYPE, MU TFRETERRFR:

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64):1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNT] [ATID (UI64) :94457363265
00603516171

BXIGEHEZHERG. ENASERURERIIMNIARSKA SRS FRNEZESNER. EEL "LEHIZHE
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BRBZET
ELALISES]
RAEILHE

BTREHEZRFNFILHEATSHEZRAAES. MET RIS, RETEEESEN(N
BAESS MRS B IR IFERBEMF,

(A% E THE AR ) EE IR BEL
ECMC RAREIMBRRDVEIB R EL: RNEIRRKLET  "ECMC: fr/bez
HBRZmASRY 2R ELo 13 Erasure4mi3 RV EIE A
E&"
ECOC SMIBRFIBEIRA EREHIF: RNQNEIEHERSE "EECO: ZidErasurefmis
IEREIR R R BT, IR ER BRI
ETAF ZEEMIIERY: SRERERERS (Transport "ETAF @ Z2 5Tk
Layer Security , TLS) HFH{TEZELML, "
GNRG GNDS 7Efft: BRS37E StorageGRID R EHEAM "GNRG : GNDS A"
TEXBEENER.
GNUR GNDS *%4: ARZSEM StorageGRID RFHEHE  "GN-R : GNDS EH"
GTED MIEESBELER: CMN RS EFTHEMISESHINMIE, "GTed | WIRESELS
GTSt MIZESERBE: CMN RS EFF B IEMEES, "GTST : ERsIMIEES"
GTSU BRXMEES: EEMRESERE CMN RS, "GTSU : BIRXMIRIE
“Azu
73
LLST Location Lost : HEMIBERRKRE, SEMILEZE "LLST: IEEX"
Bo
OLST MREK: FTIETE StorageGRID RAFIENERMIT "OLST : RGFHIMEIF K%
Ro HFR"
Sadd DHLZLEIZ: BEXFAEZEEEEIER. "Sadd : ZRREHZ
Sade BRZEHEZ: EiREEEERERERR, "Sade : BRREHZ
SVRF MRIFFEIIERY . ABRIIFCE R, "SVRF : MREMIIER
e
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%z

MREFEHILHES

B SRR B) R

M RIFAEIOIERR . AN REFEPLNE DI R
£ 7

TREL: BigKXH.

TRIFLE: RSEERFL.

TREH. RSERR; HEFERT ERXHANMNE

o

B2

"SVRU : WREFMICIER
%Du

"SYSD : TE{ELE"

"Syst . T RIEEFL"

"SYSU : TiEEoh"

BT REFERIZLEINNFIZEE AT 5StorageGRID RAFNIM RIFHEMEIRBEXMNE
fro EREENREENLER, METREIRET BRI,

(CE]
APCT

ARCB

Arce

ARCT

AREM

ASCE

£—1R

ATCE

AVCC

30

Description

MNBEFRFE: BRI REIEE MM TETT
ERFEFMBR, ZRFET S3 API E#EEF|
StorageGRID .

JIREIFRIGTRFFIE: ARC-Service FFIEMIMEBIAETFE
RGN RN R,

IR RICRER . WREUBESMIMNBIIFER S
IO, FH ARC-Service RIREMFTIZIEIINRTS.

ME=BORITE: VI REIBMINEB IS EFE RS
RO, ZARSHET S3 API %2 StorageGRID o

VIR RIER: EMIMNERIIETFE RGN AR
IR AR,

RN REFHELER . ERRNBIRE NIMDIEFER
4, F B ARC-Service RIRET NRIEIIRE.

ITEFREE: NREBFHEIIIMEDIEFERL,
ZAGEIE S3 AP| 1% El StorageGRID .

g%ﬁ%ﬁﬁﬁﬁﬁé: [=SEan CIRPIN-IE SR EPNAES

VIR RECE . RIEMKAMEFEDRIREEK
THEOUE B R B IIRIIE

BEN

"APCT . \=EEMRIH"

"ARCB : FB)ARIE
%u

"Arce . YA RILERLE
%Il

"ARCT : M=EKNET
=N

"AREM : 3433 R MIpR"
"A"SCE I RIFAELS
"SCT : JAFEHERE"
'{'\%\TCE: FHRARNRE
i

"AVCC . VAU =EED
Eu



%z
BEIARTR

CBSE

CBRE

CRR

EBDL

EBKR

SCMT

Srem

& FIRREEZH R

Description EEN

FREDERRIBAER: FHEOBREFEANTIRHRIRE "BROR:

Lo X

MWREIELR: REATTR T NET REIMET R "CBSE :

RS R(F

MRFWER . BIRKRAETR T METREIMNET R "CBRE !

NS ST (N

EWEEHIEK: StorageGRID EiXITEMEES] "CGRR:

#BIE. UEEMBEKSERTHNIRZEER TR,

AEFED BRI ILMBEEFREREESRPIEE "EBDL:
BIBRPAE X RAIRAITEFE D ERIRCE)o BR"

THEEK: ARARETITASXATSERINEKRED "EBKR:

TER D B REUAZLEMIBR ISR )o

MRIFMERR . ABRETEFENIIE, WAETLL  "SCMT:

BXRo X

MRIFAEMPR: EMRNBTRFBERASTIR, TEB  "Srem !
BiEIBEK,

FEDERRIFE

MR KX R"

X RIFUREER"

BERIAE 2 HlEKR"

B EED B

=5 BER"

MNRIEFERRRIE

R AEMER"

2 S3 5 Swift FF RN ARFIERIOENREY, RAZIEREFF nRIEZHES.

(%:Z]
S3SL

SGET

Shea

Description FERAA

S3 SelectifFX: 7£S3 SelectiFKREIFIEFIHEIER S3 B iR
el S3SLHERLIEIEEIRE MBI E
Bo MiERBIRERIN.

S3 GET : iERMINNESZLIERMRITIHFMEDER S3 BFIK
FRIT R

*IRESHFRBRAITIEE, WEZHER

BEFKR S3SR,

S3head : BRHINFESUNERSHFENRIE SIEFRK

BE0

"S3SL: S3ikFE
iﬁ*u

"SGET : S3
GET"

"Shea : S3#]l
%u
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i Description {ERA

wget Swift get . IR ESLENRETIHERF  Swift B In
IR,

WHEA Swift head : IERMINEZUKERTHFENREE Swift B G
280

EFRIRENEIZHE

3 S3 B Swift P iR AIEFIEREIZBIEATRE, RES

Rwi] Description

OVWR WRER: BR—ES, UMEERAS—INRES
— PR,

SDEL S3 delete : IERMINAIE S LUMIBRI RBFME D ERo

c R MIRESHFRBRNITIRE, WEZESR
BEFE S3SR,

SPOS S3 POST : iZREXEKRM AWS Glacier FEXRE =
FE MR RINES,
SPUT S3 PUT : IERAINAIE S LIS I R 1F(E 57 o

cE NBRESWHFEBRRITIRE, WEIZDEEE
BE5FE S3SR .

SUPD S3 THIEEEH: IERMIINESUERNERRI
1FiE D BRI T IR,

WDEL Swift delete : IEFRINNES LRGN RS 25

WWPUT Swift PUT : BRI ES LEIER N R B8

SEEIZES

"B " RATRRAFIBRIEREIEE AP,

32

fERAA

BB
"WGET : Swift
GET"
"WHEA . Swift
head"

BREFP IS NEHIZHER.

BEN

S3MSwiftEFixm "OVWR : 5

S3 B

E

S3 B

Swift Z i

Swift & F i

%%u

"SDEL : S3
delete"

"SPOS . S3
POST"

"SPUT : S8
PUT"

"SUPD : B¥E#
S3 FTEE"

"WDEL : Swift
delete"

"WWPUT :
Swift PUT"



%z
MGAU

ILME S B
BFILMEZZE

(%2

FRIR

LKCU

ORLM

HIZHESZE

H SRR a) R BEN
Management APl BEiZHE : AFPIBERBE, "MGAU : BIEFZ
HE"

SHIREZHE BT SEREEmAHEE(LMIRFEXIEM .

H EARRLA] o] FE AR BEEN
ILM Initiated Delete : % ILM FFiaHIB& T RAVSIERS, SERMILE  “idel : ILM BERELS
BHZOE Bo i p&"

EBEENRFE, AR EBENNRUBRKEHEZENESE "LKCU . BEWR
BRI ERTZOH S i

FENRMN: FERBILMANEEN S VFENREIEN. FE "ORLM | FEXR
BRI R ZOH B AR

APCT : N=EBRIIMY

MiEd S3 API 3

/ﬁ:%\o

(%Z]
CBID

CSIZz
RSLT

SUID

E$%E| StorageGRID FIFMERIATFRE RS MFR I REIER S E R

FEG Description

NAR ID ERFRHIANEIRBYME—IRIR AT

REAR/ MROAN (UFTHARA) » 18LRME 0,
LR REREIN (SUC) SifEimiREMIHIR.

FHEE—RIRTT  MPRERNRNENE—RIRRT (UUID) o

ARCB : FHRIIEMRILER

FEIBERLRITEIN RETE LRI RS ERLILER. RRIERIIZAILE, B
UEHHF, UIRSMEHFLMENT IR,

(% E]
CBID

FES Description
RAR ID 2 MINEB IR EFE RSN RRI AT RIME—TRIRT.
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Qe FE Description

RSLT #R ERBHIENIIENER. SREXHIEN: suC . BREIRAE
RAHFRFCER,

LR ZOE B A FARC IR RS El, BT 2R, &AL ZE S SN Arce End JHR#ITIRES, LUARE
VEVELvEN:NESEEANEID USSR S A

Arce : JAEITRIOTRLE
HFIET RE2IRAMIMRIEFEARARORENREIGEN, BEMLIUERE. R, WIHE

BIETEMNIEMUETE ISR REE, HERNEIE RRARIENREES,
XEBERTIXENIE KRS

15 FEg Description
CBID HNER ID EMIMNBIIEFER IR AT RV E— IR IR
VLID BIMRRT HIEE IR ENIRIRNT. WRRILFINBN)IEMUE. MREEID
0o
RSLT QERLER VRl ELvESUE =L DRIy e
* SUC : FIh

* VRFL : KK (FRIIEKRK)

* Arun @ K (SMERUIRETEFEERARETA)
* BUH: KM (BBUEKREIZIE)

* GERR : &M (—AzEiR)

B E B 5N ARCB JHE#TILE A LU R IT) IO RAA B AT E), HEEIRTRERETHII, MNREK
K, MFIEROERATREVBLERR
ARCT : N=EBHRFRFIHY

iéiéii S3 API E#£%! StorageGRID BIZMER)IMFE AR R AT RIIEN S E KL H

(s FEG Description

CBID HNAER ID ERRRENABTRIME—IRIRR,

CSliz AR MROKN (UFTRHEM) o WENERFEINCE.,
RSLT SRS REIKLN (SUC) SEimRkEEIR.
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(¥ E]
SUID

B &)

FE

FREE—RIRTT  SMNBAREERRRME—IRRET (UUID) .

A &)

AREM : 3433 & Mks

" VAR RBIER " HAZOH SRR E NI T S ETARBR A B IREARAIIMFEA T IR, NREE
RATh, MIIET R ERINEMINBIEFERS StorageGRID ERBNRIUE. WRE
S MINBIAIRTFREREFRREUR T RGRE R HECE,

(%E]
CBID

VLID

RSLT

FE

RER ID

BARIART

4

ASCE : JR4xi Sz fitis
IH SR TAINDAEFER AT NATRIIEIFELS R,

(% E]
CBID

VLID

VRN

MCLS

FE

RBERIFIATT

SRR

BEERIE

Description

BRSO IR, UL

Description

ZMINEBAE T R RS RRI A TR ME—TRIR .

T3 R BRI EBIRIR T

AP IZBITEROIRTS |

* SUC : I
* Arun : KK (ONER)ARSTERERGEAAT )
* GERR : &l (—h&EIR)

Description

FETESMD A Z R R LB RAVITIRRT

R REIES NEIBY) I EBIE—IRIR AT

ETREANABTRIITIVIE. HrIENXRIEN:

* vena : EBBYIE
* VDSA : EEZRHWIE

—PFRE, ATFRRABROECEIN TSM EHEE (WMRER) -
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Qe FE Description
RSLT “ZR BRAMIRENER, HREXNEN:

* SUC : AIN (V3tidF2RTh)

* OFFL : XM (VItHE R

* VRFL : KM (MRIGIERK)

* Arun @ K (SMERYIIETEERAARATA)
* GERR : &M (—AzEEiR)

IEZHRRTIEENABTRES NIMBAREER T WREARM, NERFRMHEXKELEMENES

BEHRES. AXIAEBENEZIFMES, 5SS StorageGRID Z2LFRAE T REE.

SCT . IEEFETRE

BRI REGEEERINT IR EFERANSERLER, ZRAET S3 AP EiZE
StorageGRID .

1Hg FER Description

CBID RER ID ERREINATREME—ITIRT.

Csiz RBERN MREGAN (LFTAEBA) -

RSLT SR R[ERELN (SUC) Si/aimikEBIHIR.
SUID FHEME—IRIRAT EFREABTHZENE—FRMRTF (UUID) .
B8] B8] BRSO, LR B

ATCE : FHI8)AIRX RIFE
I B R R EFRMEINBIIEFES AR F R,

e FEE Description
CBID W& ID BIRIRNBIREME—RIRTT o
VLID HIRRTT RRBREANFNEMNMHE—FRRAT. MRZBERK, WiREE DO,
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Qe FE Description
RSLT “ZR BTRRAREFRNER, SEIEXER:

* SUC : BiTh (ERTHFIEREIR)
* exis . BB (WAREEE)

* ISFD : R&EthfE (HMEZERE)
* ster : KW (=& CBID BYHiEE)
* OFFL : XM (VItHEREHL)

* GERR : &K (—RR5EIR)

AVCC : AEIIERREE

IS Cloud Tiering - Simple Storage Service (S3) B#rXRMEEIREN, S4ERILE

I%\O

(s FER Description

RSLT ZERHE REIKIN (SUC) HEimRENEIR.
SUID FEE—IRRTT SEIIIERIMDIEFE RS XER UUID .

BROR: 7Fi#ERRiRIENK

HEEDERHANTORE QBRI LDRIRSZEMILLEZER. Hla0. MERFIEXNR

B, FED B HANRIRET

(e FE& Description

BKHD FHEDERUUID 2 ERFRIA,

BROV FHEOERIFEE FHEIBRRIEENRIERSER2FEFIRIPRE(N =RiE. 0 =3ERiF),
KIE

Bros. FREPERRE BEEIBRISAHZEHIFERFRIERESHER, FIa0. emptyBucket.

S3Al S3FFIKFID  RIFBERFEFKF D, SEXRTERIHIN.

S3BK S3FEDER S3 & ER B R

CBRB : WRIZWFTHA

FIEE ARG E(ERE, BEXERNLE, EFRNRE, ATRIEFTRAT R ZEHFEE

37



o ERMKATRMA— TR RERIS— TR, BREFILEIEER,

(CE]
CNID

CBID

CTDR

CTSR

CTD

CTSS

CTES

RSLT

FE

BERRIRTT
RERIFIATT

(53 EvalC

IRSLA
BtRIR(E
RIaF T

1@}32%%%75']11'

5

RIS

Description

TRETRIE / EENE—TRRT.
BRI BIREME—RIRTT,

571 CBID el @HiX B e 2hiEzh:
push @ KELEFRIEHIEE

Pull : USRS R LR,

CBID f£5aRvR (RiX75) BTR D,

CBID fZHigyB47 (=) MW= D,
ERBRNE—NFIITER. RN, FEMILFET T E,

ERERBERNFTI . WMRERAT, WEKEILFRHEE, %
BN E TR,

R IR AR
SUCS : ERMEENEH.

IEHEZHERTEN —TRBRBH T RET RUUELEIRE, ZAREREIERBTRIMRFTHAITITN. ZIRF
M " FHERFIER " B " FRERAE R RS I " IR EE. REMERT REIET R ID #1THRR. ERR
BT RERRAGHIER, IRSEFEFESESHER, NATRIERIAITER.

CBRE . X®R#ZWLER
ABRMN— P RERES— I T RTRE, WWEERBHBBREEEL T,

(A¥T]
CNID

CBID

CTDR

38

FE

BERRIRTT

RBERIFIATT

RHI73 )

Description

TRETNRSIE / EENE—TRRTT.

BEMHNABTREME—IRRM,

571 CBID fFladiX Bt 2 hiBzh:
push | KIELAKBREHIRECE

Pull : $FWESLIKIERERIR(E,



Qe FE Description

CTSR TRSAA CBID fZipViR (Rix7) MWW= Do

CTD BARSSA CBID fZhaRyB: (EUWER) HT= Do

CTSS aEItE RS ERRIRE T

CTA LPRERFEYIIT R EREIERESIS. NREFERFTIIHES FEFEY T EMER
% » HEERERRKY, WASTHREREE,

RSLT (R EIEEES RRIRFNER (MRELENAEERE) .

SUC : fZHIRThIERL; BRIXIFEKIFAERETITEG

CONL : fEiafREEEER

CTMO: EirsifeiaiRialEssEny

UNDE : F&EBRBRTR ID

CRPT: HTFENEIRIFSTHEIE. FRES
IEERIZE R R T R BT R SRR FE T, WIREMERMT), MIZREFRRKEEM " FFIaFFIIHE " 1%
WE " KIRERFTIITE " . AEMERTRBTET R ID #1758, WESRRATFRERZARIIER, UKE
HERIR, WEIRHITHIRM M. SEEFERERESEAN, &8 UATFRIERIA T,
CBSB : MR&RXFIA

FIEE ARG E(FRRE], BEKERLE, EFNRE, ATRIEFRT R ZEHTFEE
o ERMRKATRM— TN RERISZS—ITRE, REESLZHIEER.

i FEE Description

CNID ERARIRTT TRETRIE / EEAE—TRRN.
CBID RBERIMAT — BEERNRNBREE—IRIRN,

CTDR (s 57R CBID Rl X Bt = HR N

push : RIXFTIKBEREHR(Fo

Pull : ZIRSARIERE R Fo

CTSR IRSE(R CBID fZHiBiR (%ix7) TR D,
CTD BFRIR(E CBID fZfigy BT (&) MT= D,
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%z
CTSS

CTES

RSLT

FE

EInFFIT R

iﬁﬁﬁéﬁﬁf?’iﬂﬂ'

54

RTINS

Description

ERBRNE—NFIITER. RN, FHFMILFETIT TS,

ERLERBRFTITE. WMRERMAT, WEKEILEFRIHEE, Lt
BN E TR,

R IR RIS
SUCS : EmZhiEahfEi.

IEZEERRTEN—TATRBH T RET R BUEERIRE, ZRBREBIHABTRIMATHITIA ZIR(F
SN FHERFFITER " B " SRR R F S " IR EE. AEMERT REIET R ID #1THRR. ERA
BTRERRAGHIER, WRSEFEFESEGER, NATRIERIAITER.

CBSE . W&RAIXLER

ARRABTRMN— T RERES— I TRE, BREZLZLILER.

(A¥E
CNID

CBID

CTDR

CTSR

CTD

CTSS

CTA

40

FE

BERARIRTT

RBERIFIATT

(53 valC

TRIA

BFRIR(E

EIaF T

SERREE R
5

Description

TRETRIIE / EEE—IRRT.
B RIRNBIREME—RIRTT,

57~ CBID Rl X Bt 2 AR Eh:
push : KELEFRIEHIEIE

Pull © EWSAEREERIE,

CBID f£#iRYR (RiX7A) BTRIDo
CBID f¥impyBER (W) TR Do
TR RBIRE I

ER ERINERNFETS. MRKFRERFT IS FIERT )RR
, FEEWERRMT, NAIIHREREE,



(¥ E]
RSLT

FE

(LTS

Description

RHHRENER (MRERENAERE)
SUC : fZHimTh5eRl; BAEIERIAEFTITE.
CONL : f&imffiElEizER

CTMO: EIskfFifRiEEiEEn

UNDE : TEHRIEART S ID

CRPT: MTFEWEIRAHTHEIE. FRES

IHEZH R T T RET RIEUBEEIRFETM. MRERERMIN, NZRFRHIEM " FaFp7ites " %

W2 " CPRE R

"o REFEMEWTREIHT A ID #TRIR. ERURATFRERGHER, UKE

IR, WHEIRHTRIRMDT. SEEEZCHEESERN, T UATIIERIZA T,

CGRR: BEMEEHERK
HStorageGRID 21X EEME S HIIREEMRE R ERPN DR ZBIEFIRET. FEMILE

o 24
HE.

(% E]
Csliz

S3Al

GFID

I

S3BK
S3KY

VSID

FE
XA

S3tF KA ID

PIMEX S IERZID

CGRIZfE

S3FEDER

S3 &%H

k7 1D

Description
MROKN (UFTHEM) .

StorageGRID 11.8.FlLtt. EMIEE HIiER(MStorageGRID 11.7H4k
E11.8)AJREE B RN ERB B TR K.

BB MNREFINREFED ERIEF KA BID,
AT RS S H B MM EX 5 ERZAYID,

=IABEPRE IR IFRYSE:

* 0 = Replicate W&
1 =EEZEITR
* 2= Replicate deletetRig

S3 FEDERB .
S3 ZARM, FEEEFEDIRET.

[EEERIBI IRV EMRZSHIRRZSID,
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Qe FE Description
RSLT SRR IR[EIAEIH(SUC) S — AR EEIR(ERR).

EBDL: ;F=FE ERMIFR

ILMI3Fd2 e MBR T 768 0 B P IEERIBRFA A W REIN R (A T=FE 7 ERIR1F)o

(¥ FE Description

Csiz RKR/N MRAOKN (UFTHEM) .

iz dES SITFMEDE/IZIA S3TFMED R B MMM SIHIART.

SEGC &2 UUID EDBIRNAEN UUID . RSELXREDERE, EA TR,
UuID WRAM—RIOFT  StorageGRID R4 I RAIFRINRT,

RSLT MFRIRIENER FH. RIENESHER, NMRSHEELX, WARZEEA none MAZE

SUC , XBEFAREINGIEIZHE .

EBKR: T=/HEEIEK

I H B3R A P &X T H T A S KA 6 0 BRI K (BI BRTF A& 70 B 3 R E(F LEMIBR RS
K)o

v FEG Description
BUID FHESDERUUID  SEEARIR,
EBJS =D BERTHANZ S RECERJISON.
EZJSONECE
S3Al S3FIKFID  ZEIERAFKMEFKS ID . ZERTERIAI,
S3BK S3 FEDER S3 FED R B

ECMC: /D23 ErasureZRiSHIEIE S ER

IEERTZH B IR R G 2 iR D20 2L i 4mpT BY 204 = B

Qe FEE Description
VCMC VCS ID BEHDEERE VCS BIE .
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Qe FE Description

MCID X1R ID R DA BHZRES F ERBIARIR TS o
RSLT #ZR EFEREIEN "X "o RSLT- B—MMEHEFE, BSHEEHRST

Ko EA " " MARZ "CSU", FEtRETmikLtER.

EECO: ZZiJdErasure/RIZHIEGER ERE2iRif

IEETZH B IR RSN R 23 U i RS rVER R A ERE T,

g FE& Description

VCCO VCS ID BEBMFKRH VCS BB,

VLID % ID BLEBRIFRIL MRS H ERBY RangeDB %o

CCID XiR ID BRI BYL 4RE3 F B RIARIR T

RSLT #HR EFEREIEN " T "o RSLT- B—MMEEEFE, BSHEERRST

Ko EA " " MARZ "CSU", FEtR=TmikLhER.

ETAF . Z25310IEKLN

MBRERFEAREHELZSE (Transport Layer Security , TLS ) ##{TEZERM, ML
EE,

e FEE Description
CNID EEATIRTT SR IIERIMAY TCP/IP EEA M — R SRR
RID RRE% &Rzt P S BIARSBXRATIRRT
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Qe FE Description
RSLT [REHS KIMBIREA

SCNI : REEREEIRMK,

CERM : JEHfR%K,

IER: IEBE.

cere . IEHEIH,

CERR : IEBEHH.

CSGN : IEBEE T

CSGU : JERFZERH.

UCRM : /P EHE,

UCRI : FAF L.

UCRU : RAVFERAF iR,

tout : SHIIUEEER,
ESER TLS MR 2RSBILEER, RASEA TLS BBXHNIRS TR BN ES 18R IVITTIZ AR E
B MRUIENEIEEIEPREIELY, BIFIFATFMEY, WRIBRELHE, X UEEREFZINNH
B AR E M S T 8RB ZEEE R,

E BRI R T ERELANERERN ERNZ RO AR RELTHHFAITNEEMS L. NSEIIEZER,
P2 NIARZ IR ) BRI IR 1R

GNRG : GNDS ;I#?

INRFEARSSTE StorageGRID REHEHTUEM T HEXBEEHNESR, MW CMN ARSZIEER
LEERIZH B

(s FER Description
RSLT S EIMAERNER:
* SUC : FIh

* SUNV : BREZARAIA
* GERR : Hfthigrs

GNID T ID B EHEKRBARSHITI = ID o
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AW FEg Description

GNTP it RIAE TS RAYIEEARE (30 LDR ARSSHY BLDR ) o
GNDV REESHRA 7R DMDL IB4FE M T Rig& B SR AN FR &,
GNGP A MIET RFTEAVAE (TERERS R AFARS TR IFER) o
GNIA IP ik IR T =By IP il

ST RERMEENETREFNFEN, SIEMIHES.
GN-R : GNDS I

INRENIRSSEM StorageGRID Z2EFECHEMEXRBEFHIER, W CMN ARSSKERILL
HIZH R

(s FEG Description
RSLT & EHERILE
* SUC : FiIh

* SUNV . IREARAIE
* GERR : Hfth#§[z

GNID e ID BoEIHERIREZNT R ID,

GTed : WIRESBLER

IHEIZHE R CMN RSZEERIEEMRES AR, HERBIESBRERER. IR
58773 SUC , ABRT & Rolf , MI&R/REMNAY Grid Task Started BHIZHE ., HtMERER
B, WM ESEIAIE MERFFIE.

(s FEG Description
SID £55 1D LB T ME—FRIRE RIS (ESS, HAWFER LSRRI MRES
HITEE,

* AR ES ID BEERMRESIHOESN, MARERRESH
DEH. LEMBESHRESRRZR, EXMHERT, "FE5ID"
FERARUM—IHEERR, BFEHNEERNFZHE,
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Qe FE Description
RSLT “ZR MIBESHRENRSER:

* SUC : ERIhFERMEES,

* ABRT: MIRRESBLRLE. BXREZEEREIR.
* Rolf: MRESELIE. TiEEREIRETE,

* BUH: APERMIMEES ZaiEBUELES.
* expr: MNESERIZAIETH,.

* IVLD : MIRESTEK.

* auth @ RIENRWEES.

* DUPL : MIM{ESHIELRNEE TN,

GTST . ERIMNEES

IEE1ZH B CMN RS EFF IR IS E MR IESS. X T EHABRMRESRRS B
hFEE B MAUERIMRESS, ERHERRRENBESRIIERZE, WTiRE
"Pending" RABMRIESS, AR BoIMBESHSEMILLES.

(eE FER Description
SID £% ID It F BRI E— R E IR ESS, HAFEESHENEGARRNHE
HITEE,

*OERC 2S5 ID BEERMBRESHOERN, MARERESN
DEH. LEMBESARERSREIZR, EXMMEFRT, "E5ID"
FRARUM—HZERR, EFEMEERIEZER.

RSLT #R #R, kFERIAE—NME:

* SUC : ERZhEEIREESS,

GTSU : BiRRXMRES

R ZH B RRERMRESIRIZE CMN ARSS.

(e FE; Description

SID 51D ME—FRIRERRIMEES, HFAWER N EaESARNZESHITEE,
COEEC 25 ID BEEERNRESHOERN, MASERIESH

DB, BEMBESAIRIIERZR, AXMERT, "E5 D"
FRARUM—HZERR, EFEMEERIFEZLER.
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(¥ E]
TTYP

hiR s

TDSC

VAT

Vbts

TRC

ACTV

RSLT

idel :

3

ENEBZAA
X

Pz

AERE

#R

ILM B = shiflps

EEEB 5

Description

PIARAESSRIEEL,
FETRMBES R F
MM AESS YRR P PlRim) R o

MIRESREEMAINE (M 1970 &£ 1 B 1 BFFAR UINT64 157D -
UNIX B¥ja])

MIRESZSERRFATE (M 1970 £ 1 B 1 BFFAH UINT64 153D -
UNIX BtiE]) o

EEE:

* TXTB : MREEBUERXERIRIAZ BT StorageGRID RZZiH3S

o

© Mg WIS 2@ NS MRS IR RS RN,
AUEHEL:

* Auto : BIEZMIEES LAENEE.

* PEND : MRESERREFERT. X=E TXTB RHM—BI8EM,.
RERLGER:

* SUC : EmMINRRMEES.
* fail | ESEEEBEHER.

ILM FHaMipRx RS S ERMILTE R,

FEUTE-BERTEHZEMN idel JHE

* W TFEM S FEARFHINER * 1 F ILM FRBEMFNRENIRER, RAIEMILES, RRNZNR
MREBHRESH (RiEBRAEMERREBEXHGERE) -

* * ATAEM S3 FHEDEREL Swift BIFFHINR * o HBILMFAEMFFNRE. SEMIELER. EAERILM
REEPFYARBENATHRIREE S,

(A%:E]
CBID

FE

B IRIT

N m B za

nT

Description

IR CBID
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(¥ E]
CMPA

Cmpl

CMPR

CTME

DMRK

Cslz

LOC

B

RSLT

AR

SGRP

48

FE

B Enhifl
73

BN EBE
=)

[==]

Bl REHA
R

B AR
ia]

IBRARICARZS 1D

RERN

&

S3 FHENER I &
$HEY Swift 2 /
& ID

#R

Y o

b (48)

Description

ERTFEM S3 FHEIERFPHNSR, 0 (false) 1 (true) , ¥&x
BHINREREHRERNEE N BoIMER, FFRIETRATEERER

A
o

OERTEM S3 IFEDERFHIMR, 0 (false) T 1 (true) , &R
FHESBRYTRETATEEFERE.

}ZEFHEF%%H! S3 FHEDERPHINR. WRERBHAREKE, UDHHNER
o

ERTEM S3 FEDERPFHIMNR. WRHHNIE, ERILUSIREL

ﬁ%% (UADsh ML) AMBIE, LARE I A LAMTFiE D B R PR3

MhiR sz 5l B9 778 53 B R PR SR B €U 2 B BRARICBYMRAS ID o 1F6iESD
B EERFR B AL FER

HROKN AFTHARMA) o

M REETE StorageGRID ZLEHFHFMHEUE, MRMWSLEME (0
, BHER) , MIEMREER ™o

CEC: XMFLUMLRIITR. N AT 3 REIERILU MRS BD & S IDFIL
RIBLAID,

CLDI : XFEFIHMNER, LDR T ID MIFMRIUERNS Do
CLNL : A REGER M RUEBENIMN TS ID o

?,,3 FHED ER R MR S3 BIARIR, 5L Swift FIFBFRA Swift I RIFIR
Jo

ILM 2 /EREE R

SUC : ILM 2{ERIN.

* WIREM S3 FED PR NRAEAEREHAIREZHAM A B sl
bR, ME=FERN=,

* IRATHIRKBEEMNATHRRERRSTIRERNR, WikFE
RETNATHRIKRE—T ILM RNBY AT,

MRFELUNR, NWEEEENER ERERENSR, MABTEEFHAIL
FHRABE R



Qe FE Description
uuID BAM—IRINAT  StorageGRID RZEH I RAIFRIRRT .

vSID hRZs 1D EMFEN REWFERRARIARZS ID o XWRZhANEIZR D ERHRI T AN XY
SIITHRER B F K.

LKCU : BEEXNRBFIE

IR StorageGRID i T FeriEERIBUBRMFHTENEBENR, NWsERILER.
H S3 T Swift FFPIFIEXNRENBEEXNRVBEN, WREFEES, BRTIE=BE

[Ea#iT,

] FEE Description
CSlz BSEAPNIN WRIGAN (LIFETHEM) -
LTYP TEIEEAY _{EREER,
LUID ERIERITR EMIERAY A R BIFRID T o
UuID
e S3 FHEDER / B S3 1FEN ERZFRA S3 HEARMR, N Swift FEEZFRA Swift W RIFIA
$AsK Swift B28/ o
IR ID
SEGC A8 UUID BN RIBEEMN UUID ., REHWNREDERRY, WEARH.
UuID BAM—IRONT  NEENNRIIRERT. REEERBRYRE, EARIE,
LLST : fug&Es%k

BEBRANRBI S (BEFRIHEIRFRFD)BIMEN. BEMILES.

(¥ FEE Description
CBIL CBID ZHIME9 CBID .
ECPR fql—i MRIBECEXY RTFETIEREEINREIE. PrRLUBImISECE XX HRIID,
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(¥ E]
LTYP

NOID

PCLD

RSLT

TRC

uuIib

BETRID

SRR

“

&R

BRMEE— ID

MGAU : BIEFEIZHEHE

"EIE " KR BAFIEKRIEREIEIE APl ., XF AP, #H3E GET = HEAD i&RME
EREABRIEF—NEN, HPEES APIFARFR, P FiEKRIEE,

(S E]
MDIP

MDNA

MPAT

MPQP

50

FE&
B1F IP #hlk

Description

CLDI (BX#l) : BT EHMINREE
CLEC (BX#l) : AFEAMRITRIN REHE
CLNL (if%%) : BTIIMERIBRKE

ERMUENTRID,

EXRWREENHENERNTTEREZ, XY LTYP B9{&X CLDI (BD, X
FERNR) BAREL,

KA
/var/local/rangedb/2/p/13/13/000Js6X%{h{U) SeUFxEQ

YRR AT, RSLT- B—TMMEHBFE, B5IIEETLX. A none M
A& SUC , FEItAFZImELLHES.

User : APfi%k
Syst : RFBEMMA

StorageGRID Rt Z AT RAVFRIR T

Description

x5z (B15) IP ik,
EHURR
BRI,

BERNBEIRSE,



(¥ E]
MRBD

MRmd

MRSC

MRSP

MSIP

MUN

RSLT

OLST : &%

FE

BERIEX

BRTE

e Rz A

Ml IE 3T

JE P bk

FAF URN

“

MEB|FERITR

Description

BREXHAS. BARINBER FRIERMYIEN, BEXLERERT, W
RMWVIEXAZT, MEIBRIERIEX, BFMNEXRRREHUTES,
EtZ M LT POST 757ARVERIEXFIREUX LS B .

* * POST Authorize * RRYF A& FHKF ID

* * POST /grid/grid-networks/update* Y3 FMEZE

* * POST /grid/ntp-servers/update* 9% NTP AR5 28

* BEFIBRE 28 ID L F * POST /grid/servers/decommission* HA

© kD BUREEWMER (5140 S3 ipiRERIA) HAESEK (FlunE
B3) o

HTTP KA
T
. PUT

* MER
 patch

LG VAR =R

RIAMBERT, RASRERMNNARE (MNEX) .

coE: rBREREMER (B0 S3 iiRER) SAESFR (flE
B3) .

FRE GR) 1P ik,
RIFERBAFH URN (F—ZREM)

R[ERELN (SUC) SifaimikEIHEIR.

INERDDSAREZ7EStorageGRID AZ A ZI N RIEMARIZA. MSERILER,

(RCZ]
CBID

NOID

FE

RNBERIFIATT

T=ID

Description

ELIFRH CBID

ERMNENRE— N EMNEERIOLNUEGIRATH), NREEERTH
, MBEEFERTS ID MAMERE D,
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%z
B2

RSLT

uuIib

ORLM

FE

S3 gD | &
£AEK Swift 28 /
& ID

#R

BREE—ID

%D

D AR

Description

SNRETA, MK S3 FHED BRI S3 AR, E Swift FEFRR
1 Swift W RIFIRT.

It ERBY(EN none o RSLT- B—MMEHEFER, BS5IHHEELX. &
F none A& SUC , Bt FRETmIELHES.

StorageGRID R EKITRAVIRIR T

NRETA, WAERKHNENERE—INEAUENFET RRIET RS
ID o

INRMREARER ILM ANBFEERINEFENESR], NWSERMLHEE.

®

(REE]
BUID

CBID

Cslz

LOC

RSLT

52

WRFBEPI S —ZHNERT R K/ NERTFiESS, NEARRIAR Make 2 Copies N IHTE(E
FWREFARSER ORLM JE S,

FE

S ERITE

RBERIFIATT

RBERN

g

S3 EFENER /1 &
§AEx Swift 28 /
R ID

#R

Description

FiEDE ID FE. BTRERREME. NHRHEUEN PRGD B4 .
JEAY CBID -
MERBAN (UFTHREM)

M REETE StorageGRID ZLHFHEFMHEUE, IRMSLKEMUE (U0
, BHIER) , MIEHREER ™o

CEC: MFLUMMIIITR. NATF I REIEAIL MRS A B ST IDFTL
RIBLAID,

CLDI : WFEFINIMKR, LDR TS ID MIMRAUEBENE ID,
CLNL : VAN REBER W RAERNT = ID o

;3 FREERBMRA S3 ZIARMR, BL Swift FEFRIFH Swift WRIFIR
Fo

ILM 2 1ERYZER,

SUC : ILM 2{EREIN.



%z
Il

SEGC

SGCB

uuIib

VSID

FE

MRNAREE

A2s UUID

A 88 CBID

Status

B ME—TRIRRT

k&7 1D

Description

AMNATFHRE ILM AR AT ETRAT R
BB RIAE UUID . RESNREDR, WEA AR,
BRI RIALER CBID . IENERTFESBRMZIBOMR.

ILM 2 1ERTIRES,

Done : ESTRHIIRAEY ILM #1F,

DDER : X&REMREAFRE ILM EFfiT(h.
PRGD : LtXREM StorageGRID RZHHHIBR-

NLOC : 7 StorageGRID 2FHHARNITREIE, LIRS AIRERTTR
IRBVFR A B AIgER LT B,

StorageGRID R#4H M RIVIFIRFTo

ERIRAIZFINEFE D ERPEZBIFH N RAVARE ID o MARZIREEED
DEFHNDERMMRRITHIRENEEL TR,

MNFEMHR. AIUZREHORLMEIZER . Flil. SEREUTEGHZ—R. Hakdiltan<:

* JREY ILM FNAE KA HEo
* It Epoch BEEXRAY ILM M,
* ILM AR E IR Ko
* EERIEIENE S FIHN N RIIBNRIEEHRIF, StorageGRID RASHIT ILM Tk LABHRIRIFRY 3T

Ko

BXER
* HRHEANES"
* "WRBIERES"

OVWR : XRES

SNRIMNER (BFIRIERRAY) BAESFH—IHNEREI—TIHNRES, WERIHEE,

(% E]
CBID

CSiZz

FE

RBERIFIART (
#iE)

FERIR R A/

Description

TR CBID o

BESINRIAN (UFTTHEM) o

53



(¥ E]
OCBD

uuIbD

OuID

B

RSLT

SGRP

FE

RBERIFIART (
£—M)

Description

+F— 3R89 CBID

;EFH”’E— ID (3 StorageGRID RZHHWNRMIIFINT,

EAM—ID (LA StorageGRID &ZH E— MW RMIFFIRRT,

AIAY)

S3 8 Swift W& AFE—IHRIMIHRAY S3 5 Swift WREKEF

B

LERAED

ih (48)

S3SL: S3iE&iFIEK

IH 2 =7ES3 SelectiF iR [EI4AE Fim/a1E K 5eM. S3SLER A UBHEEIREBMEIR
RESFAES. MIEKATRERAI,

(%:Z]
BYSC

BYPR

BYRT

Ei)

RERT

JOFI

54

FE
BT T

BEAENF T

RO FTIER

IBRBEAE

R[EHVIER

AL EFERk

WNERBEESNER, ERBLRN:

SUC : mIh

MRFERSE, WREEENER ERREBENSR, MASEEPRH
ANIEEBEX RV R

Description
MIFAET R (W)Y F T EL
MRIFIFRHFAITESE. BYSCHIBYPRAEIGESBEFIARRE. MRMREE

%\ NMBYSCRABLZIEENF i, MBYPREERMERENF
o

BAERF T, $577°S3 Select!Fll SEFRMEEME T 2 DFTTH"ER
WFETE

S3 Select{FIVR[EEIZF F iRHYF T 5
S3 Select{Fl NTFAET RUREIRVIE R T TE.
S3 SelectfFllR[EZIE A iRV R HATE.

$8/"S3 SelectfElL BB E TN IE, wNRIL{ENfalse. MIELTE5T
. HEBIRFEFAREESHE ERRAEEREIHIER. HEIR
KEELER,



Qe
Reid

EXTM

ERMG

RE

iR

S3BK

S3AK

S3Al

S3KY

FE

153K ID

HATESE]

HIRHE

HIREH

Stacktraceftiz

S3EFfETER

S3 iAiRIEA ID
(BEREMHAN)

S3 KA ID
(EREZHN)

S3 #A

Sadd : 2L ®EHZ

WHEETRARERS (TR ID) EXHEZHEEAEER; FTHWREIEEHFEZHER.

(A¥E
AETM

AEUN

RSLT

FE

BRAE

BR#&

#R

Description

S3 SelectiERMIARIRAT

S3EF L SRR AR TR BB (8] (AR 9 B 4i)o
S3 Select{FAl 4 RAVERIRIH R0

S3 SelectEl & AV FHIR IR,

S3 SelectFill 4 A AYStacktrace i o

S3 TFEDER A,

AIXIERAI AP RIS ETAID,

RIXBERVAFPEIFEFIKS 1D o

S3 TARMR, T EIEFMEDRETR.

Description

BTFER&EZNGZ.
MITI < UEAEZAESIERNAFR R,

It ERBY(EN none o RSLT- B—MMEHEFER, BS5IHHEELX. &
F none A& SUC , Bt FRETHIELHES.

IHERTAMESAASIER, BUEEER, B8, REEHERNARA ZERLINERES RS,
FEEEZ G, BIERERFEZ (SAade) , FHKAELZRARZIINGE,

Sade . BAZEHZ

WHEBERTARERS (TR ID) EXRRFEEAESIER; EEBRKREMEZEFZHE

I%\ o]
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Qe FE Description

AETM BRAE BTFER&EZNGZ.
AEUN BR#& MITaLUEABEZASIERNAFR R,
RSLT #R HEFERBIER none o RSLT- B—MAMEHEBFE, BSIERTX, £

FA none M2 SUC , EILFRIFIELLHE.
HBRTRAMERMATIER (Sadd) , BNEEER, B%, REEHEHNBETREMIIERRES
RMERE. EHEEDZE, HIEIRE, MRAEZNEERBRAMLL,

SCMT : HEREFMHERR

MRABERX ZAAIARL AR NEEFE (XERECERAEH)  FAEFEN

QQE%éEAmﬁ,#Eﬁﬁﬁ%%%gﬁﬁﬁoHW@%&Q@@%N%E&%%

ez FEE Description
CBID RBERIFRATT R FKAFENARB RO ME—IRIRRT,
RSLT SR R RIFEREE AR

SUCS : WREMINTFfE,

IEBRTATANBIRETEEFMMIIE, MERTLUER, ErBTFRERFREIER.
SDEL : S3 delete

HS3FFim & LMIFRESH . RAZBERBIFFIEERNN RIFMED R, HERIERFMHED R/
WRFARF. WREFSHT, RS[|IERBIER.

(s FEG Description

CBID ABIRIRIRRT EROABSRAME—FRIORT, R CBID k51, MItFEEIZIEEN 0, 7
i R ERRMER B FEL,

CNCH —HEEARE  INRIBERPEE—REES HTTP IERIRLHE,

CNID EIEITIRAT TCP/IP EZHIME—RFAITIR T

CSlz BEANIN EREEFRRBAN (UFTRENM) . FESRENREREELFE,

DMRK MBFARICARZS ID  MhRZSIZ IR TFAE 57 ER P PR 3T KRBT 2 BIMBRARICBIRR AR ID . ZfiES

B LR ER TR,
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(¥ E]
GFID

GFSA

HTRH

MTME

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

SBAC

FE

PIMEX S IERZID

WAL EE S TRIbK
FID

HTTP 3&K45k

ERAECRETE]

LR

S3fFKF ID
(EREHEN)

S3 IAAZEER ID
GEKREHEN)

S3 FiE R

S3 A

S3 F&EIR

SRRVl VaE=i
(EREMHAN)

IP st (3BRAE
HAN)

S3 fHP K & FR
(TFEDERFRE
)

Description

S5EMRE IR FRERREXBIRMREX SERIERZID, XEETEBIRMRE
BEZBEH,

RIS T IR E GIRERERVEFIKFID, XEETEBIRMENE
ZBEHR,

FIHECEHAEERRBIER HTTP B RAR KR FRF(E,

"X-Forwarded-For"
MRBERBPEFELSH. WEEBESHESE xX-Forwarded-
For' {ESIERAHATriiit (sATPEHIXFEL) FFE

x-amz-bypass-governance-retention MIRIBERFPEE. NEHGH
BE.

Unix B{a18, LURED BRI, BT ER ERERNRBEEL,

MIFRESHIER, ERBEN:

SUC : mIh

RXIFERIAFPREFIKE ID . TEXRTERIAE,

RIXBERVAFPHIGE S35RER ID . TERTERIIE,

S3 FED R B,

S3 TIARME, TEEFMEDREBF. FHEIREMREREELTR.

BREHIBRFNDBRINRFRERE (NREA) -

RXBRHAPBAR KRS 2R ERIFRNZ,

R HIERNE P RN AR 1P ik,

FED ERPIEERNEF KA 2. BTIRREKA HER .
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(¥ E]
SBAI

SGRP

SUSR

B &)

TLSIP

UubDM

uuID

VSID

SGET

FE

S3 KA ID
(FHEDERFRE
)

b (48)

S3 HF URN (
BEREHN)

B8]

RS TS
IP Hhik

HIBRARICHYE A
ME—HRIRTT

A ME—IRIRTT

k7 1D

S3 GET

Description

BinEtED EFREENEF KRS ID . ATFARREBIKFHE S AR,

MREFELNR, NEEEENER ERERENSR, MARTEEFHAL
T RAVIE o

AHERNAFEFIKS ID MBFE. BREUERtAR, BeIll
7 LDAP AR, fign:
urn:sgws:identity::03393893651506583485:root

ERIFERN=,
BRSO, IR B

IRIEREMREENE 7 BAHTERKBR, WHRHTEEN P
Hohk,

MFRARICEITRIRTT. B A& HSEEUUDMEUUID. EHRUDMFRTRH
R MFFRIF KT IZRIMERFIES. UUIDRTHR,

StorageGRID &G REIFRIRRTo

EMFEN RBUFERRABIMRZS ID o X RZhANEIER 7D ERPRY D ERAN XY
SKPITHREAR BT F .

HS3FFPImAHGETES. RAZIEKRNENRITILEFMEDERPRINR. HEMERZF
fED R RF AR MRFEFAL, RFWRERBLHES.

(A%E]
CBID

CNCH

CNID

Cslz

58

FE

RBERIFIATT

—HMEERIRE

BERARIRTT

RERN

Description

EROABTRIIE—IRIRFT. R CBID k1, MILFEIFIREN 0. &
57 B LRI ER BB F R

NFRIFKRPEFEE—BEIES HTTP 1EKATRAIES

TCP/IP EZNM—RFAIRIRR,

*%%?UE’JS@‘%{E’\J#(/J\ (LAFT AR . FHESERENREREERT

EXO



(A%
HTRH

NCHD

Bk

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

SAIP

SBAC

FE

HTTP i&K4r3k

ListObjectsV2

JLEANE

SEEEIREN

LERAES

S3 Ptk ID
(EREZHN)

S3 51 E 3R ID
(BEREMHAN)

S3 #iEI R

S3 %A

S3 F&HIR

S3 HF KA &R
(BEREMHAN)

IP sk (GER%&
EIN)

S3 fHP K B FR
(FEDERFRE
)

Description

H|HECERRIEIERMBEIER HTTP & RARL B FRFAI(E,

"X-Forwarded-For"
WMRBEKRPEFELSH. WBHBEELESE X-Forwarded-
For' fESiERAM ATt (SATPEIZFER) RE

ERT _v2 format_ M, BXRIFMEE, ESN "AWS ListiiR V2", X
EHAFGETHERIRE,

BIERANBANS. (NERTFGETHKIZE.

ERTCEREUR(F. fERILERIRBNFTHECEE. FT (/) FE
EERBIMNHRBIKN.

GET E5HVER, HERILN!

SUC : F&Ih

RFERBAFPREFIKE ID . SEXRTERIAE,

RIXBERVAFPHIMGE S3 HRER ID . TEERTERIIE,

S3 FETERB Mo
S3 ZIARM, FEEFEIRZT. FHEIRLENBREFEELFR.
BEREH HRENOSRINKFER (WNREA)

RIXBERVAPBEFKE B ERBERAZ,

ZHIERNE P mNAREFR 1P ik,

FED ERFFEERNEFIKE &M BTIMREKA HER I,
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(¥ E]
SBAI

SUSR

B &)

TLSIP

w

uuIib

VSID

Shea :

FE

S3 fF KA ID
(FEDERFRE
&)

S3 FF URN (
BEREHN)

B &)

B e Rt
P it

E BT R &R

B A ME—TRIRET

k7 1D

S3 #k

Description

BinFtE D ERFREEREFIKF ID . AFARREIKFSHER AR,

AHIERNAFEFIKS ID MBFE. BRELUERtAR, HaJll
& LDAP P, f5gn:
urn:sgws:1identity::03393893651506583485:root

ERIERN=,
EREVE IR ], LARED AL

NRBERZBHREENSE 7 BAHTERBBER, WHKhHTEE IP
Hudk,

MEIREIFFELER. BB Nfalse, MNRFIREIEZER. FIEEN
true, 1Xi&HATFTGETE&121E,

StorageGRID RFH X RIVIFIRFTo

PRERM REVSFERRASBIRRZS ID o X RZARAEER 73 BRP B ERANRS
SKPTHRER BT,

3 S3 HFFImA L HEAD £330, RAZBERUEREFENRAEFHEIR, HOREX
MRATTEIE. WRFESFHY, RSFBFLLUICER.

AV
CBID

CNID

Cslz

HTRH

60

FE

RERIRIRAT

ERARIART

RBERN

HTTP i&K453k

Description

IERIAB IR —FRIERT. N8R CBID k&1, MItFEIZEEN 0, 7
D ER FEIRER BB F L

TCP/IP EZIIM—RFITIRT

CEWNREIAN (UAFTTREBEN) o FEDER ERREFEELFER,

FIHECEHREIAENEIER HTTP B KARK B FRFE,

"X-Forwarded-For"
WMRBERPEELSH. WEBHBEELEE X-Forwarded-
For' fESIERAM APt (SAIPEIZFER) RE,



(¥ E]
RSLT

S3Al

S3AK

S3BK

S3KY

SACC

SAIP

SBAC

SBAI

SUSR

A &)

TLSIP

uuIbD

VSID

FE

SR

S3 A ID
GEREMHN)

S3 ihiRlE A ID
(BEREMHN)

S3 FiEI R

S3 %A

S3 KA &M
(BEREMHAN)

IP it (GERA
HA)

S3 K 2R
(FFEDERFRE
)

S3 Ptk ID
(IFEDERFRE
)

S3 FHF URN (
BEREHN)

A &)

G R
P it

8 A ME—ARIRTT

hR7s 1D

Description

GET E5HVER, FERILN!

SUC : B

RFERBAPREFIKS ID . EERTERIAE,

RIXBERNAFPHMGE S3 HRER ID . TEFXTERIIE,

S3 FETERB Mo
S3 ZARM, FEEEFEIRZT. FHIRLENREFEELTFR.

RIXFRHAP AR KR 2. ERIFRNZT,

AHERNE P RN BIZFRY IP ik,

FED ERPAEERNEF KA R BTRREKAHER .

BirFE D ERFREEREFIKF ID . AFARREIIKFHER AR,

AHIERNAFEFKS ID MBFE. BREUEDRtAR, HaJll
= LDAP FF, fimn:
urn:sgws:1identity::03393893651506583485:root

ERIERN=.
BERES IR 8], LU EAL

NRBRZBHEREENSE 7 BAHTERBAER, WAKhHTEE IP
Hodk,

StorageGRID RZFHXRAIFRIRET.

FRARMN RV ERARIARES ID o MARRRAEIER D ERFRI 7 ERAN XS
SIITHRER BT K.
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SPOS : S3 POST

3 S3 FFmA& L POST MRIFEKET, NRFFIN, RSFFALILLHEE,

(¥ FE Description

CBID NBERIFRRE  EROABROE—FRIRRT. S0R CBID K&, MHFERKFIZEN 0,
CNCH —HMERIRE  NRIERPEE BT HTTP 15K IRKAE,

CNID EEIEATIRTT TCP/IP EERIME—RAIMRT.

CSIZ RBERN RRIBXROAN UFHARM) .

HTRH HTTP iEKAnk  FIHEEHRENEEFENEIER HTTP IBERIFKE TR E,

"X-Forwarded-For"
MRIERPEZLSEH. WEBohEELEEE  x-Forwarded-
For' fESIERAMHAIPHINL (SATPEIZFER) RE,

(SPOSAEE),
RSLT ZERA RestorEObjectiEKHIZE R, LERIBLEN:
SUC : RkIh
S3Al S3IFAFMKF, ID  AEEKRMWAFPHHEFIKS ID, SEXRRERIGIA,
(EREHN)
S3AK S3IAAEFR ID  AXEIEKRWAFHIESE S3 IAAER ID . TEXRTERIAIN.
(EREHN)
S3BK S3 FEDER S3 FHEDERE R
S3KY S3 %A S3 HHHBIR, FEIEEFEMHEIERBIF. EESERLIZEFEEIILFR,
S3SR S3 F&R EFH 2NN RFRERE GWERER) o
3FFS3 Selecti®fE. 1&E"Select"s
SACC S3IFAFKFPBIF AXERWAFPIEFKF 2. ERIFERAT,
(EREZHN)
SAIP IP sk (GERE AHIEKRNEFIHNAERFE IP ik,
EIN)
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Qe FE Description

SBAC S3ITFIKF R FEDERFIAENEF KA 2R, BTFIRREKAHERHE,.
(FHEDERFRE
&)
SBAI S3FEFIKF ID  BEAEFESRFIEENEFIKS ID . BTFIRMREKAHER .
(FHEDERFRE
&)
SRCF FRIFERE ERIES.
SUSR S3AF URN ( RHIEKRAFWHEFIKS ID MAFE. BRAIUEZRAR, et

BREMHN) 7 LDAP R, f5lgn:
urn:sgws:identity::03393893651506583485:root

ERIFKRAT,
GG GG EREBIBBTE], LR 81,
TLSIP AERETER NRBEBREHZEENE 7 BOHTEHRBHN, WA TESEN P
|P it ik,
UuID BAM—FRORT  StorageGRID R4 IFRAIFRIZRT,
VSID hR7s ID FER AT RANFERMAKIARAS ID o FTRZRRASEIRH 53 B P B9 53 ER AN 3T

SKPITHREAR BT F .

SPUT . S3PUT

HSIFFim&AHPutESZ . RERIBKREZFNRIFHED R HEWFFFEDER/ANR
FHRR. MRFFY, RSF|FRLLHE,

e FE& Description
CBID ABRBIRIRT  IERNABTREE—ARIRFT. W3R CBID X, MLFERFIGEN 0. 77

fig B R R BRI F R,

CMPS BHMIRE BIERFMED BREHMEAN S ML E GNRIBERPEE)(EET NE11024 1N F
7)o

CNCH —HMEFARE  INRIBERPEE—BEES] HTTP ERITLHE,

CNID EEATIRRT TCP/IP EZMM— RSN T
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(¥ E]
Csiz

GFID

GFSA

HTRH

LKEN

LKLH

LKMD

LKRU

MTME

RSLT

S3Al

S3AK

S3BK

64

FE

RBERN
PIMSEX B IERID

PIMEEX 5 R bK
FID

HTTP i&K453k

NERUMECEA
MRPEGIER
&

M RBE RBIE
*

HRYUEREE
B #A

ERAECRET ]

S SRV

S3 HFKF 1D
(BEREMHN)

S3 51 E 3R ID
(BEREMHAN)

S3 FiE R

Description

%%EUE’J%‘%E’J?(/J\ (LFTTNERAL) . FEDRENREREERT

X o

S5EMBERINEIRRREXFIMMEEXSERIVERID, XESEBITMRE
BEZBEH,

BRI BT MR EHREBRIBFIKFID, (XEST7EERMREYEH
ZBEEHR,

HHECERRIEERMBEIER HTTP & RARL B FRFAI(E,

"X-Forwarded-For"
MRBEKRPEFELSH. WBHBEELSE X-Forwarded-
For' {BES5EKREZMHFAIPHIYL (SAIPEIXFER) RE,

x-amz-bypass-governance-retention MIRIBEBRPEE. MEHEH
BaE,

JEKARKHI(E x-amz-bucket-object-lock-enabled, WREIFK

FRIFTE

EKRIRKHIME x-amz-object-lock-legal-hold, WER7EPutObject
BERPEFE

1ERIRKAIE x-amz-object-lock-mode, HIRTEPutObjectiERATF
£

EKRIRLHE x—amz-object-lock-retain-until-date, ne
fEPutObjectiER7ETE,

Unix BYiB]&%, LDURAY RSN, BFfen LXIE RaIETEl,

PUT ESHV4ER. ERIEN:

SUC : FXIh

RFIERBAFP A ID . SERTERIAE,
RIXBERVAFPHMGE S3FRER ID . TEERTERIIE,

S3 TFED B,



A3 FE&
S3KY S3 %Z5A
S3SR S3 F&IR
SACC S3 FHF K ZFR
GEREHN)
SAIP IP sk (GBRA
% A)
SBAC S3 fAF K P ZFR
(FEDERFRE
)
SBAI S3 P ID
(FEDERFRE
)
SRCF FRERE
SUSR S3 FF URN (
BEREHN)
B ja] B ja]
TLSIP S E T s
|P ik
ULID EEID
UuID 1B AME—ARIRRT
VSID hRkZs 1D
VSST FRAITHIARZS

Description

S3 ZIARM, FEEFEIRZT. FHEIRLENREFEELTFR.
BEREH HRENDRINKFER (WNREA)

RIXBERNAPBEFKE B ERBERAZ,

ZHIERNE P RN AR 1P ik,

FEDEBRFIEENEFIKE 2. BTIMREKA HER .

BinfFtE D ERFREEREF KR, ID . AFARREBIKFSHERHR,

M FRIFECE (Bl9ET 1024 NFFT) o

AHIERNAFEFIKS ID MBFE. BRELUEARtAR, HaJll
& LDAP P, f5lan:
urn:sgws:1identity::03393893651506583485:root

ERIERN=,
BRSO IR E], AR B

NRBRZBHEREENSE 7 BAHTERBBER, WAKhHTEE IP
Hudk,

N & & 1ECompleteMultipartUploadigEAISPUTHE R, RRFAEEMF
B L EFELE,

StorageGRID R#HH X RIVIFIRFTo

ERIRAIZFINEFE D ERPEVZBIFH N RAVARE ID o WMARZIREEES
DEFHNDERMMRAITHRENEEL TR,

FHED BB IRSIZHRPIRTS. ERARMRES: "ERR'H'EEREF. MR
BEREEILF R,
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Srem . XRIFMHEMIER
MK AMEZERRBFEAREAHILER, HEXTEEESEN APl #1715,

(% Z]
CBID

RSLT

FE

RBERIFIATE

LR

Description

MK AT RERRIFREI A B IREIE—ARIRTTo

ETREMEFRIERNER, H—EXNEN:
SUC : MKAMEFMEFRIERIIAS

IHEZE SR TEMNT RPRER L EABIR, TEBEEBER. WWHEARTFRERAZFENBFRBHIR.

SUPD : B & ¥ S3 jT#uE

34 S3 B im BT AN R TTEIEER, S3API SEMILER. SNRTEIREEHKI,
MRS 2R = A HILHS.

(% E]
CBID

CNCH

CNID

CSlIz

HTRH

RSLT

S3Al

66

FE

RBERIFIATT

— M EERINRER

ERRARIART

RBERN

HTTP i&K453k

LR

S3 fF#KF ID
(EREMHFA)

Description

ERHNATRIE—IRIRTT. 1R CBID Kk, NFEFLERNO0. &
& B LRI ER B TR,

EFEDERNEIMIRERN, MRIERPEFE—EIHZE HTTP 1EK
RKLBIE

TCP/IP &z — R AR

f;?%ﬂﬁ’ﬂﬂa‘%ﬂ’ﬂkd\ (LFTTNERAL) . FEPRENREREELT

Elo

FIHECEHREIAENEIER HTTP 5 KRR B FRFE,

"X-Forwarded-For"
MRIERPEZLSEH. WEBohEELSE  x-Forwarded-
For' {BESiEREH APttt (SATPEZFE) FE,

GET ESHER. EREN:

SUC : BTh

AFERNAFPREFIKS ID . EEXRTERI.



Qe FE Description

S3AK S3 A& ID  AEIERHAFBGE S3 IHRIEA ID . EERTERINN.
(EREMHAN)
S3BK S3 FEER S3 FEDERB .
S3KY S3 &R S3 ZIARM, FEIEFHEIRE. FHEIRLNRFFEELEFTR.
SACC S3ITEFIKF R AEIERHAFBEFKS 2R, ERIERAZ.
(BEREMHN)
SAIP Pt (GERAE  &KHIBERNFF RN AIEFRY IP ik,
A
SBAC S3I AP R FEDERFIEENEPIKF R2IR. BTARREIKAER 7R,
(FHEDERFRE
&)
SBAI S3TAFMKF ID BEfrMFEDRFIEEREFIKS ID . BTRREKAHER IR,
(TFhED ERFRA
&)
SUSR S3FAF URN ( RHEKRNAFNHEFKS ID MAFRE. ARAURAtAR, Hharll

BEREMHEN) = LDAP FF. fimn:
urn:sgws:identity::03393893651506583485:roo0t

ERIFKAT,
Big] Bfig] BEREVS A IEEY 8], LATED A B,
TLSIP =R HTEE NRIERZHZEENE 7 BHETERRAN, WhhHTFERN P
IP bk Hohk,
UuID BAM—IRIOAT  StorageGRID RFFH I RAIARIRRT,
VSID hRZs ID EEM AR REWFERRAHIARZA ID o IHRZhRAEEN S H

B2 BRI R TRRFR BRI F R

SVRF .| WRTEMEIIERK

BHABARWIEIRRMET, HILHIER. SRXMEEIREES NEHIBI3 R
, BBEPITEZUELIEMTRBMNE, URRAIZGIERAPIRESRIHARRREIE
etiF, MREREEA—HREXRY, RASEMRERANERNREYE, UMLLEE
YRTENEESCN
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Qe FE Description

CBID RBERIMRAT WIERKEIATIRAME—ARIRRT
RSLT LR EN SN Eich

CRCF : B R&KEZE (CRC) KM,

HMAC : EFHREEESHRIERTE (HMAC) REXK.
EHSH : ESMIMZBARIET,

PHSH : BSMIRIEABIER.

SEQC : Wi FRYEUREIRF T Ef.

PERR : HAENHREETM.

DERR : &R,

fnam | XHREIR.

()  EEsmicEs. RERIERKETERTEE S R,

EWEMMEERRL THS, BSW amid (IR ID) FERE. i, SVIIE EXRTHEHSEHEFMHEIIEE
FIERERD, BIEEWIE, STor RVEEREBINBEMAR.

SVRU : X REFMEILIEFREN

LDR ARSSBVEFHEA A SR RIFERERIBIN RIIERIFAEEIA, WMREHRFE
PINEI SR REIENRNREIIBISHFESHEREER, WskHIbES.

ez FEE Description
FPTH X1 BN RBIARRIX AR,
RSLT #R WFEEN "L " RSLT- B — M MEHEFE, BS5HERLTX, &

A" X" MmAR "CsU", EIttARRImELtHE.

REIAESVRU: M HRIERMSENE. KRB SR I B O SR
O B, WYEEEBIHEL, ARTLERERARE. ENCTEARG A S
=

SYSD : TmafELE
NRRFIERFELE, MEERILERLIESREIEKRXA, BE. REEREENRZIEA

ZREMHE. BATEXANAZBRELHENY . MRIRSKEFBR, BEREX
IR 4RET &% SYST JH S,
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Qe FE Description
RSLT ST K] KABIMER

SUC : RAFBER2XH,

WHEBASIERESEEFLEENRSSE, NRIETIRERS. SYSDHRSLTEEET"SFE"XH. ENZHER
X" F 3" KAE R

Syst : TRIEEFLE

MRIRBEREELE, WSERIER, MIsREiERXH, HEWREEBEXAF
5, Syst AITFHERSEENMEIRS ZHIERXA (5@EERSEHBIEAIZN
SYSD RME) o

(eE FER Description
RSLT TEeXHA KA

SUC : RAFER2XH,

WHEEARIETESERFELEENRSEE, XSETIRGRS. SYSTHESHRSLTABARGEET " FE" X,
FiZH BN " RN E .

SYSU | TTREH

EMEMRSE, RASEMIER, LIERERXARERXH (BAkhaH<) E=2E
R (BS9KHED)

7/

Qe FEE Description
RSLT SR XA KAIBIMER

SUC : RAFBER2XH,
DSDN : RFRFTEX Ao

VRGN : T%%E (REHLE) RSBEERBEHERT.

WHEBAZIETEEERMENMRSE, X kRERS. WHESTRAT:

* KM EZIRER AR ES .

s MERSETTHIE 2SS HIMMKE (Af StorageGRID RN PDHATAHEAI fESH S XLEHIE) . Server
Manager = BshE#BIRBHIARS -

WDEL : Swift delete

3 Swift P iR& LRIRESE, RAZBERBIREENNREETE. WRESH, AR
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SR HIHES.

(R FEE Description

CBID RBRITIRRF IEREABTRAE—ARIRFT. W3R CBID k1, NLEFEEKEN 0. &
23 FARER e B F B

CSlIZ NN EMFRIREAN (UFTRARA) , R ERREREELLFE,

HTRH HTTP i&EKARL  FIHECEHAENAERIEIER HTTP iEKAF LB FRHAI{E,

‘X-Forwarded-For"
MRIERPEZLSEH. WEBohEELEE  x-Forwarded-
For' fESIERAMHAIPHINL (SATPEIZFER) KRE,

MTME ERfEEsiEl Unix BYEIRE, IUMEDAEGL, ABTHER EREHREEIE,

RSLT HRAE MPRESHER, ERIIBEN:
SUC : RS

SAIP Eﬁglﬂﬁﬁﬁﬁ’g P RHIERINEF G ARZFH 1P ik,

SGRP e (4R) MREFELNFR, NREEENIES ERFRIENSR, MAREEFEAL
FTR AL

B ia] B ia] BRI BIBTIE], LUIHED F SR,

TLSIP AERETES NREREHZEMENE 7 ERHTEHSRBEN, WK TESN P

P it ik,

uuID WEAM—TRT  StorageGRID RAHM RHIFRIRF.

WAcc Swift 1 1D StorageGRID RGAIEERIME—IKF ID .

WCON Swift 238 Swift Z28% #Fo

WOBJ Swift 3% Swift SHRARIRFT, B2 EHIREREIELL T,

WUSR Swit (KPR ATHE—RRRITESHNEF IR Swift (kPR B
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WGET : Swift GET

3 Swift EFiRA&th GET £330, RAZBRURNR, FHBFFPHMN RIS LK~ R
B ER. MRFSML, RSBR/AHILHES.

aeE) FE

CBID ABRIRINRT

CSlIz RAEKN

HTRH HTTP i&K45k

RSLT ZRAHE

SAIP EREF IR 1P
Hhht

BYa] At ja]

TLSIP S EFgs
|P bk

uuID 1B A EE—RIRET

WAcc Swift 1K~ ID

WCON Swift 28

WOBJ Swift IR

WUSR Swift B~ A

WHEA : Swift head

Description

BRI BRIE—ATIRRF, 1R CBID KRH, MILFEEIEEN 0, Xt
b A B SRR THREA BT F .

VREIFMREIAN (AFTTRENM) o WIKPABBEHRITHREREE
It Eo

H B ECE BRIEERMEIE R HTTP IERARL B FRFI(E,

"X-Forwarded-For"
MRIFKPEFELSEH. NSEHESSE X-Forwarded-
or' ESIBERAMG AT (SATPEHIZFER) RE,

GET £5HI4ER, HERIEEN

SUC : FXIh

A HIERNE P RN AR 1P ik,

ERAVEAIERT ], LARED AR AL,

NRBRZBHZEENSE 7 BAHTERBBER, WHKhHTEE IP
ik,

StorageGRID RZEHX REVIRIR Ao

StorageGRID RFt1EERIME—MKF ID o

Swift FEgB Mo KA IRIEREIEILLF R,

Swift W RIFRT. KA A BRITHIREREE TR,

ATFHE—RRRITESE IR Swift tkP A B

3 Swift EFim& th HEAD £58Y, RARIBKRNEREFEKS, FHEINR, HOR
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EAERTTE R, WMRFFMI, RSFHFEILEHES.

(CE]
CBID

CSIZ

HTRH

RSLT

SAIP

B8]

TLSIP

UuID

WACcc

WCON

WOBJ

WUSR

WWPUT :

FE

RBERIFIATT

BRI

HTTP 3&K45k

LR

SEREF IR 1P
bz b

B8]

A ST
P it

B A ME—IRIRTET

Swift fF 1D

Swift A28

Swift W&

Swift i~ AP

Swift PUT

Description
BEROABTRE—IRIRRFT, 0% CBID KA, MIFEZEEN 0, xt
kP A BB HITRHRIER BT F .

RRINRIAN UFTARML) KPR AITHRER S
¥ o

FIHECEHAENERRNBEIER HTTP IBRAR KR FRH(E,

‘X-Forwarded-For"
MRBERBPEFELSH. WEEBIESHESE x-Forwarded-
For' {ESIERAHATriiit (sATPEIXFEL) R

HEAD F5RIER, SERIIBEN:

SUC : BTh

AHEERNE P RN BIZFRY IP ik,

BRS8N B

IRIEREMREMENE 7 BAHTERKER, WK TEEN P
ik,

StorageGRID RZH M RBVIFIRFTo

StorageGRID R4iFEERIME—IKF ID o

Swift REERM. KA RIEABIELFE,

Swift WRITIRTT. MIKF B LIHAITHRER BB F K.

RFHE—RRRITESHE IR Swift (kP RF B

3 Swift EFiRA&th PUT 58, RARIEKEENPIMN RSB MRESMI, RS
ZRRHIHER,
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%z

CBID

CSIZ

HTRH

MTME

RSLT

SAIP

B &)

TLSIP

uuIib

WACcc

WCON

WOBJ

WUSR

FE

RBERIFIATT

BRI

HTTP 3&K45k

ERAECRETE]

LERAED

ARE I 1P
Hutit

B &)

B R
P it

1A ME—ARIRTT

Swift #F 1D

Swift 528

Swift 3&R

Swift ik~ A

Description

BEROABTRIE—IRIRRFT, R CBID KH, MILEFEEEEN0. &
2B EIRFRE BT,

RRINHROAN (UAFTARN) . BELNREREELFE.

FIHECEHAENEREREIER HTTP 8RR KR FRFI(E,

"X-Forwarded-For"
MRIFKRPEFEELSEH. NEEHESISE X-Forwarded-
For' fESIERAMH APl (SATPERIXFER) Al

Unix BS{al8, LURED BRI, BT ER ERERNRBETEL,

PUT ESHV4ER. ERIBEN:

SUC : FIh

ZHIERNE P RN AR IP ik,

EREVEAIERT ], LARHED AL,

NRBERZBHEREENSE 7 BAHTESRBBER, WAKhHTEE IP
Hodk,

StorageGRID AL KRIITIRFT.
StorageGRID RFt1EERIME—MKF ID o

Swift 258 Mo

Swift MRIFIRF, B LANRIER BT,

ATFHE—RRRITESE IR Swift tkP A B
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