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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determinas the metadata space available in
the grid
~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB L
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .
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() wsEREaAE AP AR

* WP BT EEFMEEA KA IRE. SEEIERIKF ML RG ERKP RITFMEERE.
. %’E‘?ﬁi BTF7H YR EREERRL)HREIEXNEEITRRNE B (EE S ERN T RERRSHRE)BiE

alertsFEIRR: MERRIBHIITIRE,
L EIRERE EREMECE R T
C RN RTERAITIRI
CERHE ERBERE
CEIR: TERIITIRE
* audi: FIHHIEHH LA EIIRIE,
* auth: BITRARIESHRIENIRCE,
FUSEIE AP SHAT A LIS HRIEAR. BER. HESHRIEERIISONERIREAA ZME

F3(Bl. POST /api/v3/authorize) o WMREAFEMRINEZHHREIE, MSREI—1MRE2SH, b
WARTE G4 AP i RBVITEARIRME ( "Authorization : bearer token" ) . ShHE7E16/\REEHR,

@ 9NN StorageGRID REBA T ERER, NATHITARNT BHITHHIIE. HS "W
REATERER. NWEAPIRHITEHIIE"

BXRESEMNEIELEMNER. BERN " HLEBLRIERRE"

* client-certificates: FFECER P IRIERIVIRIE, UEFERIMBIEE T AR 20 StorageGRID,

* config: SMIREIEAPIRF mAITARAMRZASAEXBVIRIE, ERI LTI IZAR A SFFRIMAR EIE AP BRI mhi
FNMEZRRA, HERTUEREFRAR API ki,

* *DEactive-Features *: i FEERIREE FFRITIAERVIRE,

* DNS-SERVERS: 7|HMEXEECERIIMEBDNSARSS 25821 Fo
* RenRFEAES: W EFHEISEE S IRNERITHIRIE,
* endpoint-domain-names: 5!t #1588 24 S3im m33 B HIIR 1

* MRS LU MRS ED B ST R o

VR ¥RRBEEERR).

*TERTR TREREMER).

* VRIS TRBFUERR).

* *GRE-NETWORKS: F|HFNFELAGrid Network ListBJ1&1E,

* GRIDE: MIREDEIRIRIE,

* 40 ATEEAMMREIEGREUNMIMNBLDAPIRS 2310 REX S WIS EIE R LARVR(E,

13



* BR: BFEEIMNBERUKRFaIED BXERAN P E SRR,

* MILM: BXEBEHRAREIE(LM )RR,

* *in-Progress—Procedures *: Z HaIEEH{THHEIFIER

* license: ATIEMEHFHStorageGRID HFAJIEAYIEE,

* logs: ATWENTHBEXHAVEE

* metrics: XfStorageGRID #5i7AV#R(E, BIEEE B8RSR E M —RITEIRRSEEIEIRE

1, MIREIE API A Prometheus R %IET EENRIREIRER. BX1E Prometheus THHIE R, 15

21 Prometheus i,

@ EEREETT private HEXEAEEH, XTI RERTE StorageGRID FRAZ 1A £
Bk, BABITEH,

* TRFEAGER WTRIFAERRITIZE

* PREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T REMEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)BRSS 23 8Y1R(E,

* R AR RITEIBRITHIRES

* B MERIELRE AR

- MEE: BT THMERGENRE,

* Kig: ATFEENCIEXIENERTE,

* s3-object-lock: MWEFSIMRBITEIRENITIRE

* server-certificates: A TEBMEFGrid ManagerfREZ 23 IUEBHIIE(E,

* SNMP: 3f ZHaISNMPECE T THVR(E.

* storage-7K El: 7Efi&TI s7KEM,

* Traffic Classes: RE ) KHRIEAVIRIE,

* REIEEF RN WAREEF MWK &N THVR(F.

* AP ATEEMNEEGrid Manager AP BYig(E,

WIREIE API ARAsizH
IR EIE AP| (AR AT SR ST P A %Ko
FlEn. iERURLIEEAPIARZ4,

https://hostname or ip address/api/v4/authorize

SNRFAEEVELS BARAERFRE . WAPINEZRAZLZERME, MRIS_are compender_5|BIRA#HITT B
B2, WAPIRURERMA = A EE, FEBENEERNR RSB,

LAUTRBISRER T SNEIARYEFT B CRRISE BT API AR 1T 281,
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AP| HUEECEERY IRhRZ Hhlzs

5IRMRARE 2.1 2.2
5IRRAREE 2.1 3.0

B R L%t StorageGRIDIEEY. (N BBARFIRAENAPI, B2, THKE StorageGRID RISTIHAEARZSES,
AT LLAIE = D— StorageGRID IhAERRASAIIBRR API o

@ BRI BB 2R 1FMRRAS, 155 I Swagger APIX AR EY*config*ER 43 "MAEEIE API" BXIF4(E
B . EEMEAPIEFIRUERRIRAE. ENERMIRhRASAZ1F,

EERRIEREEIUATARIRENEFA:

* MENZAR3k A9 "depression: true"
* JSON MR/IEX & & "depressioned” © true
* NMS.log FERII— M EFANES. Fli0:

Received call to deprecated v2 API at POST "/api/v2/authorize"

T HAThR AT FWLE API ARZs
€M GET /versions REIZLZIFAPIEEMATIRIIAPIER, IiEKAIFSwagger APIXIEEY*config*ER47 -

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3
4

$EEIERM API iRz

(EET LU Fpath BEGEEAPIERE (/api /v4)SATE (Api-Version: 4) o MBFEBHIELXFME, WATLE
BBERZE
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

B EEsuE RIEK05E ( CSRF )

&R LB A CSRF $hR1%3R{ER Cookie IS HI0IE, #EBNBHLE StorageGRID SEIEE
IhRIEKRAE (CSRF) Wi, MEREIESRMEFEESRBIERAILZEINEE; Hib
AP| B P im A LUEREE R E BB A LEINEE,

MNRREHE TR R M EMIESRIIER (FIMFER HTTP REAR) , NALXHERBERAFH cookie &
MREBFRFITRERR =,

StorageGRID FIi@IfEF CSRF <HE#EIBALE CSRF Wi, BAGE, 1¥E Cookie AR MM SR EIRAS T
ERVEBIEXSHHNNE LA,

ESRILINEE. 1BIRE csrfToken BIKE N true BPRIEHAE, FRINMEN falseo
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

R Atrue. MAAGridCsrfToken Cookie=fERAMENEIZE NMWIKEIRSME R AccountCsrfToken
Cookie=fEFRMENEIZEE NS FRIHREIEES,

WNSRTFTE Cookie , MBILUBERARGUKSHIFABIERK (POST, PUT, patch, delete) EBAEIEUATINZ

* o X-Csrf-Token Frk. #RLkBIEIRE NICSRFEhEcookieAI(E,
s WFIESREBEIBIEXHNIFS: AcsrfToken RERIDHIFRIESXEE,

BXHEMRAMFAEE, BESEN APl X,

@ RE T CRFL & CookielYIERIF R IMEAIFHEEFE A JSONIE KR IE X EAENIMRIF RIFEICRFIZE
BYIE K& HISZHE"Contene-Type: application/json"#x3k,

MREATERER, BERA API

MRBRATERER, 1EFR APl (Active Directory )

MREH BEREAEAERER (SS0) "MREREA Active Directory {F/3 SSO et
2, MAT—RFI AP IEKE TR L2, DERE AR EIE APl i E1E

16



APl BB SR IUIE <L o

NRBHETEREAER, BERE AP
WNERE(FEF Active Directory {E8 SSO BB IHIERF, MLATFIRBEER,

FFea 2z mi
* [SHEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,
s NREFRFAFPEIE AP, EEEFRFMHKS D,

XFIAES
BRI HIIELHE, ATLUERUTRAIZ—:

* . storagegrid-ssoauth.py PythonfilZs, {iiFStorageGRID ZEXMHBE R (. /rpms 3FRed Hat

Enterprise Linux. ./debs i&BFUbuntugDebian. 1 ./vsphere iE@HBFVMware),
* cURL IEKRVR GBI TIER.

MRPITIRETDE, WESHTIERRIEEREN, ERIESEIUTHIR. A valid

SubjectConfirmation was not found on this Responseo

(D 7l cCURL TIER TR RIPER R &M E S B

WMREFEANRBURLIEE NEHER . WAgESEBEILLTHEIR: Unsupported SAML version.
B
1. R T A RZ — RIS D I0IE SR
° ffM storagegrid-ssoauth.py PythonfilZx, #EH1E 2,
° A curl IFK. HEDSE 3,
2. NREFFMA storagegrid-ssoauth.py A, GHIZAZELEPython iR 2R HITTTHIZS,

HIRTRES, MAUTSHE:

° SSO A%, N ADFS 8% ADFS .

° SSO FF#&

° 224t StorageGRID FY1g]

° StorageGRID Ayttt

° BifnfEFEE APl FFEFIKF ID .
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

IR HT StorageGRID ##BINSh, WME, ERJIESHEBTEMIBER, RMUFERFER SSO BIEH
API B9 A=

3. WNREMER curl BXR, BEEAUTERESE
a. FEAERMFNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FiH RN EIBAPI. 1EERO{ENN TENANTACCOUNTID,

b. BIZFIWE R FMNILIEURL, [RIZHEIR EEPOSTIERAIXE] /api/v3/authorize-saml. FMIILRZH
PR E thJSONZRED

WREIERTHEZSE SHIIFURLAIPOSTIER TENANTACCOUNTID, Z5RIEE#E) python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

HERBIRER B4 F—1 URL RIZAE R URL , BFEFEISMNY JSON DR,
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. fRTF SAMLRequest MMMRZAIREY. LABIEELEm<SHER.
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS SREXEIEE FimiaK ID F95EZE URL ,

— MG ERER LN R URL IERER KR,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

tErBR SR P iRIEXK ID -

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. REFEMNFHEFIHER ID .
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RIEHTELXE E—MmNPRR BRI,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



20

AD FS iR[E] 302 EEM, HEMEFHEREMEER o

o

@ WNRA SSO RABAT ZERRSMRIE (MFA) , MERPEAHERECEE-NENE
B HEMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth MR cookies

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EEB%I8E POST H8Y Cookie ¥ GET iR & 1FFIIEEME,

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MNARKEELE AD FS RIEER, MERREEHINMEA, MIMMIESS SAMLResponse FRIEE—ME
LHIFERH,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

. R1E SAMLResponse ERREFE A

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response & StorageGRID &{45%
IELRERVIEK.

BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIMIECT LA A MYTOKEN M FEMIER. A TFRERSSORERAPIEI Ao

MRBRATRERER, 15EH AP

MNEREEEESER (Single Sign-On, SSO) , MHMX—ZRF AP IEXKFITIO)EHR , A EEFHEMIEE
1% API SRFHFP EIE APl , SNREEA Active Directory fE9 SSO B01Rti2RF, MLATREEER
XFIAES
MREFEE, EAIUMALHESEHETUEFHE. LUFHHStorageGRID APl, 3%, &t aILAM StorageGRID fi
REBmUEHE (SLO) , XEEEMH StorageGRID €44,
S

1. BEMBSEZFHIER. 1) cookie "sso=true "{£i£Z|SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EEFE URL -

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

22



2. {R775F5 URL .

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERERER T4 AP .

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 8. R FKIRM cookie "sso=true ". MAF
MStorageGRIDHEH. MARFIMSSORZ.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNVIETAFIEEEHE,

HTTP/1.1 204 No Content

MEBRTERER, BFEAAPI (Azure)

NREE "BEEEEABEERESR (SS0O) " Azure /E9 SSO 1R1IHIERAY, &ERILL
FERERANREIRIASRECT WR EIE APl A B1E APl BMH B D IIEShE,

MRBAT Azure R 5%, 155 FE API
WRIEFEA Azure {79 SSO B3R 1HIERE, MLATFiXAEEA
FFHaZ Al
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* [EXEE T StorageGRID AFAREXS AR SSO BFEpHF it FIET,
* MRZIHEEFAEBIE AP, EEREHEFHKF ID,

KXFIAES
ERIBNIDIEhE, A AGER AT R GIRZs

o storagegrid-ssoauth-azure.py Python fizx

o Storagegrid-ssoauth-azure.js *ﬁ,'.ﬁ“.jsﬂfﬂzk

XA BRI F StorageGRIDZZE X ERH (. /rpms ¥ FRed Hat Enterprise Linux. . /debs &H
FUbuntuzkDebian. # ./vsphere EAFVMware),

ERERBCHSAzureMIAPIERL. 155 storagegrid-ssoauth-azure.py B4, Python &S ERER
StorageGRID &AM MER (B IREX SAMLRequest , ARBIREUEINSH) , BFHESIEAR Node.js filZs
5 Azure 2B LIHI1T SSO #21F,

AILUERA—ZR5 APl iEK#1T SSO 1##1E, BXHFMHAEE, puppeteer Node.js IR FIEFR Azure SSO 1%
Ho

WMREFEANRURLEE DEHEAR . WARESEEILLTHEIR: Unsupported SAML version.

T
1. REMBHNKEIXR, WTFR:
a. &% Node.js (3EEM "https://nodejs.org/en/download/") o

b. ZEEFFER Node.js 3R ( puppeteer # jsdom ) :
npm install -g <module>
2. 3% Python BIZs{Ei%44 Python fRRRE8 LUTIT IS,
SRfE, Python BIZ<3E AR AY Node.js FilZs LA1T Azure SSO 32 H,

3. WA, WMAUTSHNE (FEASHEEXLERE) .
° BTFERE Azure B9 SSO EBFHF 4L
° StorageGRID Ak
o Biflafi P EIE API TR KF ID
4. HIERET, WAL, HEWRENEREESR Azure 121 MFA #24%,

c:\Users\user\Document s\ azure_ssorpy  storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain.com

--5E-addres T --tenant -account-id- B

Enter
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https://nodejs.org/en/download/

@ LERIZS{ERE MFA 2R Microsoft Authenticator SERGEY, & R]REFR BB AR A AT - FEL{th 7
LRIMFA (130, BINTESCASH B R ULEIBI D).

AR T StorageGRID #iX<H, IE, ERILGSEATEMIERK, LMFERFER SSO BIER
APl 197530

WMREATERER, AfFEH APl ( PingFederate )

NREE BEEEEHBRHAERER (SSO) "MWRHEA PingFederate fE/9 SSO 1R1t1ZR
, MEAT—ZRT AP IERFI TR A8, LURECH IR EIE AP S EFP BIE API
BB R IUESHE,

MRBRTERERER, BERE AP

MR E(F A PingFederate {E8 SSO B IHIERF, ML TFiXBEER
FIaZ i
* &50EE T StorageGRID AP AMEXEHEF B SSO AR &MER,
* MRBIFOFEFEIE AP, SEEEFAMKS D,

KXTFULES
BRMB ML, AIUERUTRAIZ—

* o storagegrid-ssoauth.py PythonfflZs, {iiFStorageGRID ZEXHBZRH (. /rpms X FRed Hat
Enterprise Linux. ./debs i&FAFUbuntugiDebian. #1 ./vsphere i&FHFVMware),

* cURL 1&KEVR I TIETR

MRPITRELIE, NEHTIFRREREN, ErEIBEILTHEIR: A valid

SubjectConfirmation was not found on this Responseo
(D) mBl cURL THEAF AR BREF MR RSB,
NREFEBNRBURLAERREHER . MEJESEFILLTHIR: Unsupported SAML versiono

3
1 &R T AR Z— RS HIIESRE:
° fff storagegrid-ssoauth.py Pythonfiilds, #E$E 2,
° f£A curl iEXR. BEEFE 3,
2. NREMEMA storagegrid-ssoauth.py HIA, GHIAREBLPythonfBRR S HIBITHIA,

HIRTRES, MAULTSHRE:

° SSO Ak, &AL "pingfederate"BIEfAIZ & (Pingfederate. pingfedateZ),
° SSO F#&
° &% StorageGRID Big, tFEEARAT PingFederate , &A] LUGEH B s NEI{E,
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° StorageGRID AYiik
o Eifa) AP BIE API BIFEF KA ID

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
O T T T O T T 4 *kkEEEEE

EEEEFE T k% E EE 5
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

WM T StorageGRID EIXSHE, WME, BAILUESEBETEMIER, FMUFERMER SSO KFEH
API 95

3. MNREMEMA curl IBEXR, BEAUTRIESE .
a. ERRERMBENEE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Fif RN EIBAPI. 1EfER0{EN TENANTACCOUNTID,

b. BIZIWERZEHIQIEURL, [0)@#R 1EEPOSTIER RIXE /api/v3/authorize-saml. FMIERH
PR E tJSONZRED

RAIERT— POST 5K, BF I TENANTACCOBTID 12E%Z S4HI8F URL , ERFEES
python -m json.tool LAMIBR JSON 4F3,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HERBIBER 24 F—1 URL RIZAE R URL , BREFEEISMNY JSON DR,
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R%F ShMLRequest MIARIFIREN. IUBTEELSH S HIER.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHMmNF cookie , HIFMANHITEIE :

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 3 "pf.adapterld” &, HXIMAEZHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href" B (BPRERIAT/) , HWIERRITEER:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g i "act" {E:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. %% Cookie KEIE:



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. R1E SAMLResponse ERREFEE

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFBEREMN sAMLResponse. Bli#StorageGRID/api/saml-response & StorageGRID &{735%
IELRERYIEK,

BT RelayState. BEAHEFKFIDHMREEE R IIMEEIEAPI. BEFEAHO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIE S S F R MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOREN M FHMIER. KT REASSORERAAPIFIS .

MERERTRERESR, BT API

NREBAERER (Single Sign-On, SSO) , MK —FF AP IERHATTREER , 7 aETHMEE
12 API SFHF BIE APl . WIREER PingFederate fE/9 SSO S22, MILATHEAER

KTUAESS

28



MRFE. EIUMALRNEEEIUEETE. LUFHStorageGRID APl, 3%, &t BILAIM StorageGRID
itk EmEHE (SLO) , XHREEMH StorageGRID $hé,

P

1. BEREZFHEIEKR. 1B cookie "sso=true "£i2ZEISLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EEFE URL -

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 175 URL o

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 MLz, LEEFERMEREH T AP FH,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiFR StorageGRID A& SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 1. MR FKIEM cookie "sso=true ". MAF
MStorageGRIDAFETH. MASFEMMSSOKTE.
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETEARPIEEEH,

HTTP/1.1 204 No Content

{58 API {ZFIHEE

SR LUIE R MR EIE AP| 52212 StorageGRID R RELETHEE, ERENINEE
REENFEMR AR EHITS ZIIEEEXIES IR,

XFIAES

FRNINEERRAVFEFELEYIR) StorageGRID RAEHRBYFELEINEE, FRAENIEERNILE root P EAE * root
IIRIARER * EIEA TR P BEBERIXIIRERME—TT 7%,

BTRICHENERREE, BEEUTIER

_Company A B—XRIRZRMHERE, @IeEBAF KRB HE StorageGRID AFAMNEHERE, AT HIPHEPXR
HNEE, ARBHFEHERECHATIEREKF, GXITAEERRERABF K

Company A TLXLﬁ.ﬁﬂﬂlﬂ%"éiE API RRYERATIRE R AR KLILUL BT, B2 FRAMNREESETHN &
PRAEFIRZERES * IhEE (UIFDAPI) , A8 AAUBREMEESAF (84 root BRHETES * root iHiRIAY
PR * QHE’J}%F') A REE UE R, 1K RY root B BYZEES

S

1. AR MM ETE APl BY Swagger X1, iBE N "FEHMEEE AP,
2. HE=AEEIRR

3. BZ=HEMRFEF root BIZEINEE, BRI TEIRE APl KIXIEX:

{ "grid": {"changeTenantRootPassword": true} }

BERTRE, FREPIRZHEIESEHEZER, BRPFAATPABE N EXAFRRIDEENE. FAEHE
MFE P IRZIEAIAPIHEREBIG R M. HER"403%1E",

EAEEFRRITIEE

AINMERT, ERILERMRERE AP ENHUEEFEANIIE. B2, MRBHIEEFHAEEFHANTEE, N
FILUER * BUETHRE * ThREE S

@ T E B E*activateFeature*ThaE, WNRE J&Er FHJH:IiJﬁu, IR, BB T EERRE
FREMEFERANINEE. BEXRRERELNINGE, BHMBEAFRARZIF,
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p
1. IFIB AR EIE API B9 Swagger XA,

2. $EZFIhEER o
3. BENHUEPIEINAE, BRI TAIRSIEXRIEE] AP

{ "grid": null }

HIERTERE, BIEECAER root BEITHREFENRIFR B IIREER R E/AUE. TE, " EFEFRES " E1E
NRBERERARET, WRAFAS * RIGEIR * 5 * B REDS * EENR, WEHEER
REZRDRYER] API FEREBIG AL,

LA ERAE all AN, MREMMEEER, MXLERRISEARS,
U PUT RAPBIRISE SN, HI, BEMAEBHAS oot BEDREFHHREBERHIA
() e wRE PUT X

{ "grid": { "alarmAcknowledgment": true } }

1= H% StorageGRID AY3if5ia]
1= HStorageGRID i5ia): 1A

(AT ILE RS S NAARI AP $0 5 A S ERARSRISHIIERT LUK TE) StorageGRID LR
FREILATIRE S, CAARBRARAES (SS0) , AREFBIEBMBENR
R 255D,

=R S E IR SRRV R)

eI LUEE MBS R EXE RS SNAF B P g B A ZA A2 F 7 Sk E 1 BT LAA R WA E IR MR EIE AP

[e}

A "BHEE" BHITIRE "4H" M "users" REFEHR. AR VTR ERPENEIEE REIStorageGRID, 1R
P8 Active Directory , OpenLDAP I Oracle Directory Server , Na] UECE 98 E,

()  wmRBEMEM AP 3 RS, BRREALS.

ERILUBE D EEAERRAES R T UBRITHEES "R &1 4H, fid, EaerE—NMEPAF
BEE ILM RN, ME—NMAFRAFAURITHERES. BRYRAEDBT—NMAF BEhR RS,

THAILUSHEEEN R, RRATRNAR REEEREMEE. M1 EEMREERMEERAPIFHTT
BRI TE IR,

BRERER
StorageGRID A% ZIFHEARLIEMRICIES 20 (SAML2.0) TRENERER (SSO) . fRkiE "ELEH

[EFSSO", FERFP#Ew TR INES HIRMEFHITE MU, ARZREHRNIEEIES. HFBIESE.
WIS EIEAPISTE P BIEAPI, AP /25 REStorageGRID,
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BN ERLEIE

WEREMEIFTIZUUN TH StorageGRID MERHBEEEREZFIFTIE, T StorageGRID RFRIMIE
HIME ERNEBZRIAEM, BEEFRREEE, Bl "EXFiEEE" RIERE,

E gt e

MERFHNETTREE—TME—HNTRIZHaEE. EEEEASSHMU "admin"SHEREIT =, HEE
EVMANEEES] S ERE R rootAF . R LURIEFZEHITICRIE "Eoih 2izh 8 25" W FE M <o

BB EERIEIE

fEFR IR EDS B B K StorageGRID ELEZRIDZIE, ME, ¥ BRMLIFIEZTERLE
B, THMENRHEEMHNUEEFEREEEE, HPEEMNEHEIMEE, MNEHRIEH
AR LUK StorageGRID RZERIINZEZ$R,
FeaZ 8l
* ERERE RN EIRSS ST Web 3 528"
* [MEB P root 15 1A)ANR,
* MABHFIRERIEAEIE,
XFIbES
WELEMEIPIEUNRBEEILERISFE "Ef M amER", IEBBIIERTPYIH Ppasswords. txt
XHIBESZSHIERICEREREHREFREELEMUE,
-
ISR BRE > IRIREE] > ISR .
T ERECEREEET, EFEHTENR
WMAHIEEEREIEIE,
BAMEEDE, BRPESNEVEE 8 MNFR, HEREEBE 32 MNFfF. BIBREXD KNG,
BMEEREREEEELLMAE. TF, VENEIPIEEEFHRE.
EMMANELEE, AEEE*F®E",

—_

o o & w N

FCERWEREEN TG, RARET—MEENNINER,

0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

7R MER
8. MINMTHECERIDAR B U TR E NG 8,

@ BN ERLEER, BB FEFNMERGE, BIMESEXH, EAUELRER
FEESE R RS
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled
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o
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BERUTEN:
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Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
D>

4 EEREFE
IRBERANCRE * (R F * BHE LERILH.
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3. # % Azure [P
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B
1. 7£ StorageGRID £ERERIEY, HEVEEIVEEPRIEEE,

It URL BMETE * XGRS B * FERAPBANEIRERN,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. EERIEEEE, ERI URL EFIHAEGEINEERF, LipRSHiRMIEZFNERITE,

3. BEFIAEALUER SSO B RE StorageGRID , IBER  BRIUTHEZ—, ERFEETEN
RFSIRRRT, AEEFE*BER~

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. NEHEX S AP 2 ME,
° YR SSO ERMEHRENY), NEEBTR—FAINHEE,

+" Single sign-on authentication and logout test completed successfully.

° YN5R SSO 21FKN, MEET—FHERHES. BERMER , BFFXIEEEH Cookie HEiHo
o BEE FRPRE, WIENRPEMNEET R SSO &K,

Azure JBIE
T
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1. %2 Azure [P RS R E RDIH,
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3. WA AR NERE.
° YR SSO BERFEHIRIEMT), WERET—FMINER.
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4. EEFRSRE, BIEMRPENEET R SSO Ei,

PingFederate
HIR
1. M StorageGRID £ SERIEF, EFENV2IEIVEEFINE—MEE,

—REFEFH A — DR

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party

identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. WS AP,
° YR SSO BERFEHIRIEMT), WERET—FAMINER.
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‘Add-AdfsRelyingParty Trust -Name "<em>Admin_Node_ldentifer</em>" -MetadataURL "<a
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C. IRl HI SRR,
d. wEF WA+, AREE - HBE *
6. IR R RGN eI B2AIE X EE:
- HENERINIBIZBIERF 5 5 Eo
ERBEIEE, AEEE * RIERTERIBRBERE * .
R AN *
d. EEFEMNEIRTIE £, MPIRAPIEE * 35 LDAP BHIEABRAERE *, REEE*T—% *,
e. EEEEMMTIE L, BN ZRET.

o o

o

530, ObjectGUIDZEIZFRID*E*UPNE|&FRID,
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2=y (17511 Rl

- TERFEAINARIRDIE £, MPIRAER * 3§ LDAP BEENBRRE *, AEEE* T—F *,
- EEREMNTIE L, AL 2 REM,

o T o

o

{5140, ObjectGUIDZE|ZFRID*E*UPNE]ZFRID,

0]

- WFEMERE, %R * Active Directory* o
f. 7ERGTRAILDAPEMSIH, N\ *objectGUID*E 1% *User-Principal-Name*,
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2. TEIRIET, &8 RIS EE o
3. 1€ Welcome TUE L, %&#% * ABARAN * , REIEE * FiE * o
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Cross-grid replication:
Enabled

Add objects

Objects added

T

i

Grid 2-Tenant A
my-bucket
Cross-grid replication:
Enabled

Objects added

Add objects
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i GetObjectdHeadObjectiE K R IIUEIT RV E IR, MM 3545 E T StorageGRIDAYIALN x-ntap-sg-
cgr-replication-status MN#rk. BEEBUTEZ—:
A SRS
R * *SUCCESS *: P e Mg iEiZIE HII9 I,

* *pending *: FMREXREHEED—IRIEEE,

* KK EAREEREASFFES. EO— ) MASHIISEH LI

KABE, FFP W fgRIE R IR,

Sk REPRAM: X&RE MEMIEEH,

@ StorageGRID R3Z#F x-amz-replication-status ffeko

2. StorageGRIDfERE MMBREVERNILMERES K EER R, MEEREMEMMTR—1F, Hla0. M1 L83y
RARRERTF AR N ERBIAHKARE. MERIZIME2HNRANRI A ETsE R A2+ 1A MIZRID#H T
i, HE=FSM.

BRI RIS SR EFATR?
WIFRFRIR "HlfREE ", StorageGRID B LA F AT E—REMIFRITER

* S3EF iRk HMERIERK,
* P EESAPERE "HIREFED RPN R" BT MEED P RIBRAATE XN RAVIED
* WEEDEREEEGAPEE. ERER I,
* WROILMANFHNRE—MERER. HEREEEMRENLE,
4N StorageGRID A"MIFFFE D B RERRIN R, FiED BRESARZIHAHILMKIEZIIAMMFEN R, WA=

MPISEX S iE P E MNP REREHRIN R, B2, S3&FFRMIFREIERINEIREFME D ERBIBIBRRIS A L
EEREH I BIRFED R

BTHSSEFImMBR T BMREHBFMEDERTHBFN KRN ZEFARR. BEESIEFAHNAMEAT
FRAIEFIFAE D ERPRIFFN R SRR

* YIRSIFFIHAH B EMRAIDBIIMIBRIER. MZMRERAFRAAMER. FmEFED ERARIMEABIFRR
8o

* WRSIFF A HHMRIER T B EAID. MStorageGRID AEMIBRMEAIM RIRA, TEAETEEDEER
HINMIBRFRIC. MIBRFRIC &= #EStorageGRID dNE ¥ &R B MIBR—4:

° SZBhRAIDBYGetObjectiZRFFEM 404 No Object Found
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° BB BRARANIDRGetObjectiF KB AT H IR [EIFRKAI I R kit s,

USIE i ME AT EMRE FIMZED ERPMBRTRES. StorageGRID BHE T IEMIERIER S 53 B 7.
YRR

* SIRMIFFIEREEhRANID. MZISTRARARE MRRIE PR AMPF, ER. StorageGRID A=ERIEEhRZNID
BIBIBRIBENR. B =MBIRFRIFRE—X KRS,
* IRMFRIERAFEESHRZASID. NStorageGRID I LURIENITFE D ERECE BEEWII& E IR A TUEFE S HIMIBRTRIC

° NREFEFIMEFATIZEIA) WKRERTEANEREZE D BRAEHZIBRFEI R, Khrl, &3
RIER WIS LA FERAR I BRo

© NREFEAEFIMEFATIES, WRFRTISERNEIREFED R, ERERZIBIMMFED R, KL, &
RPIAS ERIFREI ISR A= TE BARRIAE L MIRR.

FizES, L6, BRBFTCSIREN R "ERAENERER" BERAIDIVREMEDREIMIFERTZM
BiMFED ERFRERN R, N AEEhRZAIDBYIEF ﬁ%ﬁﬁxﬁ’]ﬂﬂ'ﬂﬁ%ﬁXi—u.a‘ﬁﬂﬂ'][‘?ﬁ’l‘ﬂ_ & ERPBII R

Source bucket Destination bucket
Replicate delete markers:
Yes
Delete request with | @
version ID No change

Delete request without - Object appearsto be
version ID deleted

@ NRBEMNRMFFER Z BIFRIFRT . BEIEENE "S3EamEHHRE" BTFRNME LaEIE
o

SRS HINNEE &R

EREMEERITENRZEIEFIN R, ERTUNEMRHATMNE. ERARRINDERMNENEEMEEEIM
. EANEFEDRBABEMERERZAISZE. TR, EeREimiBREINFME D R MR BRI E IR E.

ERBENRFITNE. ST LATERNRTEE 2 BRI REMEASSE (/3 StorageGRIDIEE %HE’JﬂEi%%Jﬁ‘ﬁHD‘ZE
Yo 1 x-amz-server-side-encryption IERIFAFHISEE AES256, 1BE N FAHRSEIHINE

()  E=MEENTHERSSE-C (ERES RENERRTRS BN, BNBEREN,

BN FEDERERABIANE. EERPutBucketEncryptioniE s RHI&E SSEAlgorithm BEIEE N AES256, 1F
BOERRMBERITSE FERRERANEMENR x-amz-server-side-encryption ERF#, 1BSR "X
FE 7 ERITHIIRIE S
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BFEAMIRENE, HEEENRINZHEDNRE N*AES-256%, WMIRRNEERIHR REFMEDERFNE
FMEANREKRERFITIMNZERNR x-amz-server-side-encryption IBXRIRE, EEN AL E ML
IFRIEI"

SSEARZHIAES-128, SNRfEM*AES-128*EBUNIRMMGE A T FEX RINE LD, MAES-128
() =roERATatEIEsNR. AR, EHNHKEEREERNEAS BRREANERE(
NRETA)o

ERENAXERRHEITINERS . StorageGRID =R A LT :

1. ff x-amz-server-side-encryption WRFE. WH"INE TR,

2. NRAFEMEARL. BERAEEDERIIANFIGEGIRERLE).

3. MMRKREEFMEDELE. BEAMSEENNEZEWIREEE).

4. NBAREFEMETCEIZRE. B3R REITING,

ERE IR EHIFI RIFITINERES. StorageGRID =% LU TR N X LERL M) :

1. RS EMRERNMNE. BFRIFZXNRERAES-128101%,

2. MR BFEHRAKMZBHFEFAAES-128. HEHABEGEESBENERIANEZIZEIREERE).
3. MNREMFEEDELEMZIGE. EFERERHNMSEENEILEIRBERE).

4. NBREFEMECEILE. B7X B RETINE.

ARz #FPutObjectTaging.fDeleteObjectTaging

BHE7T BMEE H8 59 RPN R ARZiFPutObject Tbaging#lDeleteObject Tbagingrequests.,

IR S3IF iR A& HPutObjectTagingai DeleteObjectTagingRequest. 501 Not Implemented iR[El, JHEH
Put (Delete) ObjectTagging is not available for buckets that have cross-grid
replication configuredo

PEMFRMERIAR
S5 2 EFMEENENENRAXRANERTSR R, BHREFIEIS—WEL, EMEHIRAXRA
1% & (configuration>*System*>*Storage options *)& RIS ERE N E LFEH, Fla0. RIZFEMEHRAXIRA

N1 GB. T ERMRBIRARKIRA/NAS0 MB, YIRTERME LIN#H2 GBIR. MZMRESENK N GB
Xk, EXEZEANM N GBEIREHZIBIRME. BIEIZMBEIRAXIRA/N50 MBHZHIL,

BRI NS E HF1CloudMirrorE

FHIEEERR MM ELERRY. IEEF ZBIMEMZ TR E 24 "IN EH]" #1 "StorageGRID
CloudMirror EFIARS",
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CloudMirror E4IRSS

AIFEF BEhE X R MStorageGRID (R)FAY
FED ERE BRI INEBSITFE S ER (BT,

CloudMirror EHIZTEIRIZAY S3 EiZeHa A
MNREEB—MRILBIA, HRTRIARZAE
& BEEESECTRHEITH—TLE,

1. AR B FeLE S EEHEF E1E255S3 API
TE X CloudMirrorifs s (IP#htk, EHEE)HK
B & CloudMirrorE #ll,
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& J915ECloudMirrorii s,

BEEEP AP

* EAFEBRISIEMERM (B FEAmazon
S3)

* Google Cloud Platform ( GCP)

AB[LA. CloudMirrorE &2 5 R B4R _ERIE
E%%H&ZIK?’E%UE’\J%E%D%H&ZM?%UE’\Jﬁj\ 540

Ho

BXRANINEIEZE T CloudMirrorif s FITZ(E
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P ERECE CloudMirroris S Z Fil. JRTEE D ERT
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o

CloudMirrorE HIFEE B A T iA1= 51895
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PEMFR S & CloudMirror E4IRSS

ill]ﬂ’fﬁ%ﬁ% NARERALUBIRE—WE EHNEFEDEA  NAERF B LUBIE A StorageGRID 3 S3B 1R
HIERFICTREIEI TR, EZHIFREECRIEINR, FI90, RgEfE
FH CloudMirror EF I RGBSR A
N, ENTHRAUFERE NN AREREREMNM
S3 BRI EHMN R, THREER
StorageGRID ,

BEENRE% BSRAIDHRFRFERAZIERZIETN  RIBRD BN BETD RERSIZFIRES. &
Etamii? o ZBFARE(FER):

. R« BT MM RED AN, T
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Grid 1 Grid 2

Upload
verification file
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Download
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Complete connection
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WAEEX S D1E
a. & *configuration*>*System*>*Grid Federation,

b. ERERBMUBRTHIFAE S TIHE,
C. E*AVFRVIEF ETIR L. FEFEF R R ITIR,
d. EEHIBRAPR*

A TIE
a. EE A
b. FEAFFA AR MR TIFAE S TIHE,
C. 7R PUARERER AT~ b, MR SEIRH,
d. EEHIBRARPR*

3. BRWIAEERNES, AFiEEF Remove,
° ?E%EJLXHH'JF%HZWFE\ N&REIZPIFAERSRE. HER—FATNHEE,
Zo
MRS MEADERIDERATEMNRER. NZERHER.

AR P A B A MASEX 5 &
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove

ERTLARAT AR E—121E:

(B ) BERFEFEESANEANS I OREAES, B2 "EEENRE" AR, BEEX
L6230 B LU {6 AR AR I AR

* SREIMFRAR, BB T—T,
4. HEF—AWRHEEXLESE, DUBIBRS — 1M LFE—HEF R,
[[FORCE-Remove_Permission JJ3&IMIFRX R
NBERE. &R LEREIMIBRIE R ERMREKSEZNIR. BMERF 2RERREMEEGHBIEMLt,
TESRHIMERE PRI PR Z Al B ERMI—AUERFI EEMIFRAR UK A FEMEEED:

* SNRICERFIMIPR LR PRI SEZ IR, WA EEFHERES PRI R(EMBERKEH)FLH
SREH. AT HIEXEHRFHNREIABIRMFED R, S FRIE A X H th A& B R,

* MFR-ERMMRE S ERIIRE. EBAZREFED RPERNREFZERIZ BIRFED Ko
p
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1. NEEEBETRERIINEEES,

17 *configuration*>*System*>*Grid Federationo
EEFREEB MU ERHIFAE R 0H.
AR . EEE PR EIERH,
EE HBRAN PR

EEWANEERHNES, SAFIEE Force remove*,
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ERIREREN S MM G ER. KPS EMEREE HIEXEE RN IRETHIERR.

PIRSEX S IE R TR EIR
ERIRERUREIR XM EX R R AV E iR BB 2 THiR.

R TEAE AR ITERZREIER 5, ENNEIZEE URRERRSIRE R connk il BXWAE, BFEL "
EEMREXSERE"

Grid Federation connection failureZig
EIFE P
B A AR B S IEIE R E IR,
FHER
I EIR TR RIS Z BRI EX S ER A EER,
BINAYIR(E
1. EEWRIMENNEBESTNE LASE, WIAFMEEIYERTIR, BEN "EENEERKEIEE

2. EERTEENIES, BEREIBHNESHNNBEKSIEPNER. HFESMEIBMIFAEEEN. BESL
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3. ﬁ_ﬁ%iklﬁ/l\lm*%qqE’\Jﬁﬁﬁ"éﬁ*ﬁ,ﬁﬂW?é%,.ﬁuigEH%MEEJﬁﬁo FRRATRER X LT RFTEEHR. AEE
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HEIRIETR— TR NS IE BRI I H.

BINAYIR(E
BB IHE X HERIEBAIRER "EEMNRE S ERE",
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EFEE

IRIBMASEX S IEERY, MNREFFREHIL, NSFFUTESHE: "Ffailed to create a candidate
configuration file on one or more Nides"(To;ATE— 1N 21T L SRR IEBD & U)o

HAER

YRIEMIMREX 5 1EEAY. StorageGRID SR RAEE— I MIEHNAAEBET S LRFIRELE "X . MRTEFIL
XHREIMEEETRGIN. BFENEETREN). SRR —FEEHES

BINRIRE
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3. MNREMAT IR FHRIRE. EEEMEBY. AEEH=HAAEEE.
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FAEE
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SeERASHE A P ASTE BARAS LA PR ARINERE. A eEREEPHBTRNE. BXE, 5501 "gEAX
AP EEREF EESEAIRAT,
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EfER RN ERNREEREFE. ERBEHRHFECIZELRE"

FAER
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2. IZRGBAER NS EX S "SRR S ERE" DRIARERER BEE,
3. NFAFRYEMIMSH, A,

4. HREFTEERE K

o. WHEME P ZIMUETFA(E B IIH.

6. B e

Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

Em (o

Actions

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal

Server Error

Retry account clone

INREREAR. WAEF K IER 2 EES — PR,

MR EH ERMEIR
NEEFIAF BTRHRE—EIR

e A i

BYiE) "EEMRKEERE" (AR "EEAFIER" WTER), SERIERFAEEE L EREIR TS

HIEEIR. FI4n:
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors

FAER

MNFETMBESER. "R HEIR VI EREFNBIEEHIE S — MR A ERREMEIR(NRE). 15!
TXLTL/A&‘EE’JE‘H%E%U%EHE, ELH'?EHIJ_JﬁbZiEEI’J%alaeo 7 FaI e MR, FRMT:

* RILENFEX SRR,

* RIEIREFMED R

BRIt BnEiE D Ko

* BInFED ERE B EMIKP EREIE.

* BIRFED ERE EFhRAIEH

* BInFEDREBR—IKFP EMEIZE. BIMECEUBMAES.

BINAVIR(E
R ERERTIFHIBRER, BIRBUT S BRIRE:
1. BRHENXAS

2. PUTETRINAVIRME, B30, WREBIREFHED R EEERAES LOATTEMRER. BALEFEDRER
B RhR sz Hlo

3. NERAIEFRERESEF K,
4. EEERRIER
5- ?*E*L,{/ﬁ B% ﬁ Q#E%?%Jb’lk/u\o
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# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%S') '$1$2 >= date {
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI3A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2Q jEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTY5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
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Global

Certificates

Grid CA Client

external certificate authority.

Load balancer endpoints Tenants Other

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate Custom Jun4th, 2022

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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HEI Al e EH A NI ARBERB L 2,

BANE NREFZ@ATAEINLE. BEALERR,

FIPS™4& NREFZ@BATAEINLE FHEFZEANtAppIIE L £1RIR3.0.845F

SMERE P IREE I A H T iR, P EIERMNREIESE. BER

ItEERRR, fERILERREE P RER PR IERE,
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KMS setup

Create a 5torageGRID
clientin the KMS

v

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

*_

KMS process
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Power on
or reboot?

Mo

>

Appliance setup

Enable node encryption in
Appliance Installer

v
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with data encryption
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e DEKs are encrypted
with temporary key
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configuration
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Appliance is secured by
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSY Search tenants by name or 10 Q Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
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Name €@ = logicalspaceused @ =  Quotautilization @ = Quota € 2 Objectcount € =  Signin/Copy URL @
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ * Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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MNetwork Storage Objects iLM Platform services Load balancer
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Pending Requests

1350 1355 1400 14105 (B A L1 14:20 1425 1430 1435 1440 1445

== Pending reguests

Request Completion Rate @

0.250ps 4
Dops
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== Replication completions == Requests committed

Request Failure Rate @

Qi0aops

Q05ops
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Replication failures
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1. 39 HA RIRH— N —ZF7R.
2. &, WA HA BHEERA .
3. R 4,

[ HA AN

TR
1 &R S MEOLURINEILE HA 48,

ERVINFEMITHITHIF, WEMANERFUE TR,

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q Total interface

MNode = Interface @ = Site @ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected

(D slEVLANEOR, BERRS 5 5%, ERENSTERD,

PERRE R AN
© WIMEMEE—M RO,
° BREN—ITRER—TED,

IR HAARTEETRRS (BEMNREERNEAEESR) B HARE, BOEFEETRENE
Ho

° WNR HA HFATFT S3 5 Swift FFIRHREFHTT HA RIP, FEREET S, MXTRIAME LAED,
c NREFAFEREN R EED, WEET—FEREIR. RASIRER, MRREMRERE, N
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BB R _ERIRET AR RIE T RIEHMBVERSS. B0, EHMXTRIEZNEET RIRSRHEHAR
P. ERF. ENEETRITERITEEET /A LURERNEEFIE,

© IRTFEFZEO. WBERAHEHEEE, TRRTERTESZER.

Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

© MRFEMRONFREHMNXS H—MEEROAR. WETEFZZED.
* NREEEBROGHFHFSIPHILE, WFREEFZED,
2. IR ARG
HE LRI
NRHALE S Z MO, WEILMEB N EEO. MERSHEERB RO, MREROLEKRE. VIPH
WRBEAANESMAREZED. MRZEOLEHRE, VIPHIPKRBEETRANT—ITRSMNELZED, Kit

e

B
1. MR SERIRE 51T U E R OMEASEHED.

FIRFHNE-—MEAREEO, FEOZEDEO, FRIELERE,

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) DC1-ADM1-104-96 eth2 Primary Admin Node

DCZ-ADM1-104-103 eth2 Admin Node

SNR HA AR EX PR ERSEAIARNR, MWAFUEFEEET R EN—MEOFENETE
Mo FLEEPIREREMEEETRRIT.

2. IR ARG
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W IP ik

S8
1. 7 * FW CIDR * FE™, L. CIDR RTIEIETE VIP FW— IPv4 it SERFITAFREE (0-32)

MR BEIS B EMENAL FIE0: 192.16.0.0/226

() e 32 (a1, W VIP ML HRRIERMEHIIER VIP Rk,

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

T L 0 R || PUNOPRE | TR LPO SISURCY o1 WOy NONRE LY (R~
Pvd address followed by a slash and the subnet length (O

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IP address

2. ¢E, MREMS3, Swift, BEEFEFZTFIHEMEMFMIAGRIXLE VIP ik, FHN * X 1P ik *
o MIRHHUEMIRTE VIP FMH,

FR M EER AP EERLLMXIGEER 1P ik,
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F BFrEVIPHIILERIG /E R iR O LR F &R S

DAEDRME— IPv4 Hilit, EWAILEEEEM IPv4 7 IPv6 Hitik,

oSy

4. HE * QI HA 4B * HksE * 5eal v o

LRI EIZE HAH, EIMERLUERBEERIEM IP toit,
[E5RT B

NRBEAULL HA BBITHETE, 15CIE— M T &8 = LR E ik D A RS G M E R R R RIE S,
BEEN "EEENHTERRER"
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S. BRILEBHIER * MbR HA A * LUIFRIAZRER,
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MNREIFHTTPSHERN A H T E2RIm R IME NN, NHTHREZ SR, EOIRARTERRa. S UE
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* EREERIER.

* (£ £/5StorageGRID S3MISwiftiEH, EAFE EEHEMUIERNBE XA, A7 8EN T H T HEE
I RIEEEIGIER. HS W "ECE S3 Al Swift APIIES"

REBAE?
BRI, EXIAE S Swifts - ini A2 % A T iain = BUPRE 32 AP,

IERAY*Subject DN*(RI D ¥R #R) 5 B M Bl & & F imN FT2 5% F FStorageGRID H5E2REE R, Fl40:

Subject DN:
/C=Country/ST=State/O=Company, Inc./CN=s3.storagegrid.example.com

RIEFE. IIEFRE ERBRTRERETHH T ERRSHFAAEEET RN XT R E2RESS. Fi0
: *.storagegrid.example.com {FE"@BARFRT adml.storagegrid. example.com
gnl.storagegrid.example.como
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Alternative Name: DNS:*.s3.storagegrid.example.com
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Client type: 53

Network protocol: HTTPS
Binding mode: Global

Endpoint I1D: 3d02c126-9437-478¢-8b24-08384401d3ch

Remaove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address ef any Gateway Mode, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Node information @
Mame DC2-5GA-010-096-106-021
Type: Storage Node
I0: f0890e03-4c72-401f-2€92-245511a38e51
Connection state: o Connected
Storage used: Object data T @
Object metadata 5% @
Software version: 11.6.0 (build 20210915.1941 afce2d3)
|P addresses: 10.96.106.21 - eth0 {Grid Network)
Hide additional IP addresses A

Interface 5 IPaddress =

eth0 (Grid Network) 10.96.106.21

eth0 (Grid Network) fe80::2a0:98ff:fe64:6582

hic2 10.96.106.21

hic4 10.96.106.21

mitc2 169.254.0.1
Alerts

Alert name 2 Severity @ = Time triggered 5 Current values
ILM placement unachievable (£
© major 2 hoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.

BoE VLAN #[

@Tufﬁﬁﬁmﬂﬂ%%mt@LﬁMLmd(WAN)ED FTE HA BNt & T8

in AP EAXERORBSMIEKRE, IR

VLAN ZE[FEEm

ERe, REEMMELE.

* EA LGB VLAN ID A E—MEE T R B EEOREIZ VLAN #0,

* WIS LR R E OB E v 4kiz,

* RIEFEOFLUZMEWLE (eth0) , BRWHMLE (eth2) , WAILAREMWISEN ENBIMIMPLED ()

i ens256 ) o

* WFEAD VLAN #0, BRENGETRER—IREO. flgl. FEERE—MXT R LM MEZOM
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B imML&iEOR{ER—VLANBIARIE O,

* IR VLAN ZEO0RTEET ~RE, HPeESNREESNEAEESAXIRE, BNEREETRE
EgE-Jm S

* SN VLAN #ZO0AF S3 5 Swift EFIFRE, HEFEETRFIMX TR EAEO,
* MRFERNMPLED, BFERNUTARSTHFEAEGEE:

° *VMware (RETSE) *: "VMware : [T SR NF4ksgipaizEO"

° RHEL (RET R 2 Al "CIET REE 4"

° *Ubuntu 8¢ Debian (RFETTRZAN) *: "SIETRECEXH"

° RHEL. UbuntuZ{Debian (L& R/E): "Linux @ [@7T R NIA 48R4 0] "

Bl VLAN %0
FeaZ Al
* ERERE RIS "SZIFH Web 23"
* 1&38E "rootiF AR ,
* BEEMEHEREPAZOFIGEIEEZE VM 3 Linux TE, EHERMZEONZTT.
* BHEERERN VLANBI ID .

KTFUIAES

MEER SR REERRE — N HEZ M PMEOUR—1HZ D VLAN , LIRBETARNBREFHMAF NEF ik
FEERE, 81 VLAN #8d— 1= ID SiiricRinIR. B0, ErIMLEaIsERER VLAN 100 25
FabricPool &, M{#EA VLAN 200 £33 t45N BIEE,

SR AE MR EIEESCIE VLAN 20, UATFEFIHHRE VLAN LAY StorageGRID , I3 VLAN $#ZOA
, EEILIIERE VLAN ID HEE— 1M HE M B R LR (P4) Z0,

HRESF
ps

1%~ BB *>* W& *>* VLAN #0 %,
2. EFE RIS

B VLAN #£OFAER

HIE
1. F8EMLZH VLAN B9 ID o IERI LU 1 B 4094 2 ja|My{Efal{E,

VLAN IDFAEEM—, 0, Falid—NESNEERE[EA VLAN ID 200 , MR —NiGEiE Pimm
=2FHAMERER/N VLAN ID , ErUEENERERRRNRZEOLLIERMA VLAN 0, B2. AEHE
EIDEIFRNVLANIZOREEE— TR EHZR—MEO, NRIEERN ID BEHMER, NaEBR—FKES.

2. H{E, HN VLAN EZONIERIZHER .
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TRIHT MRS NER EFAEEET RMMNX TR BEO. EEMEEeth)EOFEREED. Eit
A=EREFR,

p
1. EF—ME S ERIE VLAN RN RED,

f5en, EEIEERER VLAN EEEMXTAMEET RBEF RS (eth2) O,

Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
S2arc Q,
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 ethD Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Netwaork Primary Admin .
2 interfaces are selected. Previous m

2. kR U
WL E
5B
. EEREHTETEN
© JIRBEEH VLAN ID SUTEHER , SEEETTETRLHY * WA VLAN EAEEE
 MIRBEERRED, HEETATRE * SERED * WEE E—
© IRBEMRRED, EEELIRE o
MR AR
3. %55 9%, BHEOSTN  BABMLA " ELH— AT, FEBEN  MEE0 - REFIY (%
B RMEONA > A ) o

‘w48 VLAN #0

W8 VLAN OB, AJLOHITIA T BRI ER:
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B4 VLAN ID SR alfER

* NSRRI

e, MRETLIEAXREKT R, WATEFEM VLAN ZOPRIFRRZED.

HEARUTEI

* YNERTE HA LAAfEA VLAN 0O, MFTEEXR VLAN ID 6
* YNERAIEOE HA AR ER, MARBEMIBRIZREO,

5140, fRig VLAN 200 ZE#ZIT5 = A B _ERVRIROMNRHAAR I R AEAVLAN 20080, 315 =BfE
Feth2#z 0. MBI LAMIBR T mBAREEABED. BFREMFT RABEANKEN

p

e ECE > W > VLAN B0 ¢

ERERBHVLANEOMNAEIEIE, ARG, TR BE*> " HKiE*,
WEJLAEHT VLAN ID ZiRIEER . ARG, &F ~ e

INSRTE HA LHPfER VLAN , MIFESEEEHT VLAN ID 6

(AT k)i FR A FRAEN 2B LURIN A OB MIBR R EABYE O, AfS, W 4k4r
EEREHHITEMES,
prit il S Ca

fiFs& VLAN 0

TR LARBR— P21 VLAN &0,

SN VLAN O SHAIIETE HA AFER, NEEFEBER. BI5TM HA BHRIER VLAN 20, ARTERH
MIRRo

B REFIREREEATE, BEERITUTEREZ—!

* EMIBRLL VLAN 820270, &M HA ARIN— DAY VLAN #0,
* BIEARMEALL VLAN 2 O89HT HA 4,
* INREMIFREY VLAN 2O SF007ERNEO, 154818 HA . KEMFREY VLAN ZOBEMFTRTIRIEER,

FEMERORILERE, ZARMN HA AFRERIBERO. &&, MRS LR VLAN 0.

p
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CERR CECE > I > VLAN O ¢,

ERERFFRNESMVLANEREONNEFEE, A, 2E3F 81> flkk
7®* 2 WIANERER

%
EEMFRE VLAN ZOMBEMIFR. VLAN EOA L2 ER— MR B INER.



BEIEME D KRS

EERENLERE: #id

AT EEARSSE (QoS) ARSS, ERILIGIEME 7D RRIEHKIR A =R E SR BRI
mE, XEREETREMSEEAE.

TMED LRI AT WX T RBEET A/ StorageGRID f1#HFH28RS LS. EOIRME LK, &
ME B S B T E88 i <o

ULECFLI

BIRENEERBES IS PREMRN, BFRRSUT PSP LREEXMIMERE:

* FEDER
» Subnet

* P
* AHTERIER

StorageGRID ZRIEMNIFI B 74515 5 SRESPERMNILERYRE. SENREEEAMN TEREFRE
X RSN, Kk, ERILUKEMNRICERREE RIE 2 IMFrE R E.

A PR
R LR LA BRI S BL AR E SRBR e

© SPERIBE

© FRER

 ERE

RAIE R AT GBI MRARFANHBES M AHTHBL, NERARER I EREERAE

o

C) TR LI SRR SR IRBIR S RS RIS MERIHEE. B2, StorageGRID A EERIEYPRE!X
MERNHE, REHERE TSN IFRIRRE EHINIBEFHIERER MM,

MNFREHEMEROEERE], BREUCIRERDRRE NS, StorageGRID REERFIFIT—NEE,
Fitt, AR RABHMITRAMKIRELE, HERSBNFEAZITAESREHERFIREIEMAXK
RERLECRES. WTFAEMRGIRE, FTRRBERIER 250 2, WFBIEMLAREERFIFIER,
FEFIRIEREULE] 503 MBRLEERIEHIIER,

EMREESRET, EUEEREERARHIIERIEE S ETE5RE L ETRHEARYRE RS,

fEFRE SLA BURE D3RR

ERAILRED KRR S RERBINBIBERIPESERRLERSRNMN (SLA) , XEDMRRTEXS
2, SERIPMNMENARESR.
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UTFRAERT —1 SLABI=1NRE. ErRILSIRRED KRB LUSEIME D SLA ERIIEEBIT.

RERFIE Capacity BIRRIP AT RS M B s
ke 35 1 PB 17 3 &4 ILM #u 25 K iEXK / # A $$
5 GB/ # (40 Gbps
) i
iRk {%ﬁﬁ% 250 TB 72 2 E4! ILM #0 10 K MEKR A $$
Ik
1.25GB/ # (10
Gbps ) %
3] ARIF100 TB 77fE 2 EH ILM #0 5KiEXR/# SR $

GB/ # (8 Gbps

1
) W

BIEIME ) 2 ERRR

MREBWRITENERE. EJUCIERED LRI, LAILUEFRDE. SERENFRE
. CIDR. faZiF&ssin el REINSRE. SR IRIEFS, HAIFKREEIEK
RN RIEIGE R,
FreaZ Al
* ITBERBERIIMEEIESR T IE Web 128",
* {&IBE "rootifRIALR",
* BRI LACAYE R f B T8tk o
* REREELARRERER,
gl
1IRERE > WNE > MEDK
2. FEFE R
3. NN B IFFR) SR (Alik), AEEE*CONTINUE,

fFan, #ERIRED RRBER TR MERE,

4 EFRMAMNHEEUATIFAGER, NREGIZ— PSRN, EeIZNERREHYEDREE—
PNILECHRM, EHE * 4hER * o

FEE Description
Type ERSHMNERTR LERRERE, RERBEEEMEIR. FHEIRIEN

FEI. CIDR. fAHTFERm=ME
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FEL Description

LEC(E MANSEE R ILER(E.

* FHEDER WA TS M EED BB,
* b7 RIENFARN: AR TFLRE—ADERAFHN—IEHZ N ENRET.

ENFRARNEBCHBIE. E0ERIBMIFLER EEHITNA. ERFH
ZREFERSHEEHITIA, ENRARITASZIFPCRE (Perlz@ A ENIRIZER)
BIENFE,

* cidr: BICIDREFTRZERAN— 1 Z N S5EFMITERIPV4AFI,

* AHTERIER ERERIT, XEREE LE XA TFESRER "I
BHHTERRR"

* P HPECERIBIRIESRID, WRIBERAEEHEERID (Fl. E
Zinie). M ERFRAREMED RBFFERCRAERF

[ EItES INREMLESNIRIE X BEBFMILERE—BRNFEMESRE_FI5 RE, Hk
P REALEEEE T, FHERIIEEEE,

a0, WNREBRUCHKIRN B Fr— M A FaRin a2 MNIFrEinS, 1BEE
EHRM A H T 28R R, ARIEE Inverse Match*,

NFEESITLEFEEVE—MERALESRNVRE, BEISTECIRSMH
BiEK AR R,

S. (RIME)IESZFARMIPRSEI, AREERUTIFMERURIN— IS MRS, LUZHIREN AR RE,

() EMEERRIEMARS) StorageGRID RIS, LUBET RARELE,
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FEL Description

Type %F’ W A F AN AR LS R 2 RVPRGISERL, g0, & ARG B aiERE

AR BE LR ERRIEFIR S H RH RIS MEKRNTFE. B

7&. StorageGRID FEEREIFIPRFIXFMHLE N T, FAREHRN. M
KROFRATH. HR. NREEEAESMERNTE. WREHEKARA
H. BEFRRHTRESMIEZRMET £ IMVERERER M,

FWFHETERS], StorageGRID 2NAS5IZERIRHIRE RITERYERER, i,
WMRERBEN RS — N ARRE, WERAERER SRS, BME
FESAETREHRINEMIRRLARENREM It StorageGRID #ZLA TR
3= hE T Ba PR 1 B " B " TAC :

* IRy 1P sk (/32 $53)

* HYIMNTERE S EL TR

* DERENRIAR

- P

* IR

* E¥EHARY CIDR DLEZIR (3 /32)
* RMECTE

ERTS XE2RRREERTSE B mEEIER(GETHHEAD)ZH S NiEXK (Put. POST
¢ DELETE),

ME IRIBEEEFNRA. WERERRHIANE. Fli0. BN10FHEEMIB/AL. LA
il ’iltti‘)u)”JIEEEE’Jlﬂfﬁméﬁﬂm MiB/Fh

AR RIBERMILE, rTHRARLUE ZH#HEI(FIGIB)s+#H(Fli0GB), &

BERRURE, BFERNREESREG LANAR TR, AREERAFER
IT*s

Unit R NRIERY R (L,
g0, NREFEFNSLARLIE40 Gh/MHEEIRS. BEIRMMNREHHMRG: GET /#13X7940 Gb/Ab. MPut/
POST / DELETE/J40 Gb/#»

6. EIR * hsE |
|ﬂw#*§ RED LRI, FA L—F HRAREHBREZEHRITENR, MEREHEER, EFREF4E

O

WIE. S3HSwiftE FimRERIRIERE 7D XK RRFHITRIE,

e
"EEMEAEIET" IR S RHISCHE T IR E MR,
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IRAEME )RR

B URERE D XK UERE AR nEmA , siBECE, RmIEMIFRIEREEEVEM
FE I 2 PR
Sa ! = ATl
* BREERAERIIMEEIESS "S2IFHY Web 'Y
* 1&38E "rootiHRIAPRE".
iz
1 EREEE > NE > REDL ",

HEBPR BR M E RS TUE. FERTHIHIE R,
2. ERIRMERBTFAEE NERERE. FSN SIRAED LHER" WARS,.

1B rERE

a. EFREREE X N RS IEHE,

b. %$F*Actions*>*Edit*,
FHAEEE

a. EERIEEM,

b. %R HRER A IFE UM Edit &5,

3. WFHMARBENISRE, eIERRIERKEIIRHREHER , AFEECONTINUOD

4. WFARMEEAVPE, eNEFRIIMAN HIREINE AT Type*F*Match Value*, FAF1EE*Continue*s
o WFIRERGI TR, AILUEERRM. FmIEMFRRE, A/Fi%EE*CONTINUOD,

6. EEEMENRE, AEEEREHAE

‘”RJ‘%B%FJHESZEI’JEESUI—J%&T%T?’ ML REIMERFRIERE D KREHITRIE, ERIUEEREBRHLIER
& IETE 3R L FRER R AR 2 R

uﬁ?ﬂlbgﬁ*%%

TR A B EENRED LR, FHRERFRERKEE. EORREERETEACE
KIJ'LZ%%O

FFeaZ mi
s IR ERE IR EIRES "STHEEH) Web %
 {Z3BA "rootif B R".

p
1 E&FRE > > REHNE ",
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IR E R RES RN TIE. HPMERBERFYL,
2. ERBRFRPIFME S NEMFRRE,

1RIERS
a. A ERBE ISV Y E EAE,
b. efE * #24F * > * Wk% o

RIS B M
a. ERERREZ,
b. &R KL R FRZHHI* Remove 1%,

3. Wi B HIN MR,
I SRBEIF AR BRo

EEMEREIEIR
TR LUBEEE"AE S XK TTHPIRENER RIEIENERE,

Friaz Al
* BRERERIIMREESS 21589 Web XI5
* & "rootif IR R EFE F ik P AR

KXTFULES

MNFEAMERED LR, EIUEEHHTERRSHOIER. UAEZREESRIIRGNEFRE, B
R EIER IS M ER D TR IR,

BMfER B AREDKRISERS), BRWEER, HEEFRARMERNERSRTRREESR,

p
1T RE > ML > RENE .

lig:NEER BORRE TIE. RPFFILIE RS,

2. R EERHERIRE D KEIEZ R,
3. 3%&#E*Metrics “IEF,

LB R B E 7 KRB E . XEERE RS EE SRS ILECRY R ERTIEIT.
E EEELUTER.
CIRREER: CERMSHENETARA RN RSB NHRE, WEIRISESEMEIEREIERR

KU G & IE SRR AT IE SCEIR RN SentELIEPRA IE SRR RZAT K LA K2 R AR 61 2 IE X ERHERY
TERAYME R IESCEHEAR N
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@ BRTERE. EERXETHFRERE, HTERERETRAINRIBENR. KFRBRITHTE
AJRES L ERiR SHIERE,

© PRV R WERM T S5 RERLECRIERAE P imEEIFEIR(HTTPRESRES>= 400)RIRBURZ,

° FEIRREFEAE(THIR) . HER RS SRS ICACRI A TR KA T I 45 4R A (8lo

© REEHEERE: WERMESMEMETERLIERNILREILENHERE, BWEINEIEEEBIERA
TERIFK AR B & IE AR A IE SCEIE RN Sent&IEPRE IERAIMMNAT K AR B R 8 & TEX
HHERVIER AR IE SCEHE RN

4 BHRBETIHEE LS. JEEZERERS LREBHED.

S. FEIFIEIRANE F 5 HY* Grafana DDashboard *LUEE R EER . BR7T *Metrics *IEH RN NER.Z
45, BIERIUEERBINFEIER:

° Write Request Rate by object size: 5IttZRERILEHIME/EE/MIPRIFERIVEER, EPNETHE ENEME
TEVHNERE, 2E0ERERIRESWEMAEN. IREFESBRPETIESIER. NSRS
0o

° BIWRA/N D RNREUERER . 5ILERIEILACAGETEHEADIERAVER, BB ENEMLET
BUNER, BFEIEPERNERSWEMNEL. NREFEIRPFEETIEZIER. WaTgESikE0,

6. IE, WATLM * 255 * HHEiFRXLER,
a EELF > TAR*> 185",
b. M* Grafana & 531+ 33 B 77 KEER,
C. MITIEZE L AR S PIRERR,

d FXARETER LATEE—TREEN. ERERTHANBEMEE. CEETERPIH RN
RIzBS{al ER AP BYIEREK

MENERBBEIH ID #HITIFIR. REIDBERENLRK TNE LY H,

7. SHER A E R REIRERIMR UKL FRIRERE,

FiFHEH TLS EZEMZG

StorageGRID 24X IF—AHERNEZRREY, BTFiEEHmESTS ( Transport Layer
Security , TLS) EZIBTFEMBRKEMNFZ@EBIINE RS

ZH5HY TLS ks
StorageGRID 3 #5£M TLS 1.2 # TLS 1.3 EZF AT B K SMaEFE BN RS,
NTHRE—RIIIMNBRGERS, HNERTAISHINIRRESERR TLS Bhdo MEFIRATHFE S3 8L

Swift P imi AfEF P ERANZETIR, ZEEEEMESE, 1 N configuration*>*Security*>*Security
settings, SAEEIEF*TLSHISSH policies*s

@ fEStorageGRID H. FAREMINMRAS. B, BRMBEZNMACE ZEFTLSECEIRD, 1R
ENXLERERRHEERNK, BFEKRER NetApp EF K.
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A, TRMHL HTTP EERRE

YMAIECE HTTP iEZE R RES MM StorageGRID RZHIERE, 1RIE HTTP SEIE2EThiEE
TRTNEE, AELEZIHAEEZ, BESBAARRE,

SR LA TE LA T 2880 HTTP SRR 5
* TN HTTP &%
* SERN HTTP &%
* HEHTTP &EiZ
RIFTWN HTTP EZQ FIT RS E
BMEEFP RN BREFATRERS, SHNFRS HTTP EELTITARS, UATER kN BEFETI T
EENITEEES. RBRANSLERNEREZR, BRERNEN HTTP EEFRIFITARKEREZ 105
¥, StorageGRID AJgE=BaiXARFHIAMNERT 10 288 HTTP &%,
FHRIFTH HTTP EZEEG U TS
* M StorageGRID RZHEXLAINIT HTTP ESHIETEI4E5EE StorageGRID R4 8] LI ITIHHE S HIETE]
R T EMSE, LHIEEI TCP/IP A TLS EiZFr BT &S HE,.

B TERRITHERRIES TCP/IP 8RB ohE ARIRS IR L RRE
* BB SR iR TR S StorageGRID R EIEEAIHIERER

- RENEERITA S KN EEN SIEEREXNISRB NS SFERD L RNE AR R R IEER T,

JESH HTTP EHZRMH

NTEBERIFET RER. MEESHTTPERIFENERE ARK100 . BIEHTTPERIFENIT
ESpch=yilhie

- ERN AR TARSHNEKREENERE A T INEEEFAGEN RS S REZ S IA NI R R R RIVIERF .
HNFEFmSEFEDT SERE. RESENHTTPERZABUTMRE:
* 1£ StorageGRID #4282 & 1 fa & 17,

FEERTERHES, BERMHTEERNTL, HTTP EEAREABREREER. YFFIRNAEFASIE
SHEIBMEY HTTP EZN, RASPITRENAHTE, EXTINESHAERBXNEENERKE,

* AFEF RN AREFE HTTP FS5EMEIABRATAZER LDR ARSS.
* RWFFHRLEIP TR,

FRELEIP IR (N IEF DRI TRY HTTP ERSTE A 2B 5.

NFEFIRS AT ERRSEER, REFTHERISERIEN T RIFREEFIRINEHEFEER. MR
B P ImERR AR ARG NAJseRmE LD thaIEdEl. JEhEREA =B L,
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H& HTTP EERRE

BN {RIFS StorageGRID RL4HZ 1 TCP/IP EZLTFHBURE, LUSEHHTAIE, MMREEE. HITER
MREHREINRT ZMER,.

HAE HTTP EZEBLUTM®E:
* JERSIEIR

FSLAIRESR), MARFFEMESTTM.

StorageGRID AARILIITHITESHIRRREESELE.

FERIRNARFNELZ HTTP &, 3P IHENAREFOINITESN, ErLUEFHIEERSFRL
EBRSNERBEIIER,

TEMEREFIE TR 2R, S StorageGRID AARHIN FHAEZSNERAEFARANEETLE, BEEHLE
BRTFHERR, MERR, FHEZFEN WAN BEBREFRR, AkSSBMARSSIEE LN StorageGRID R4}
M AREFIHEBRRER,

StorageGRID AR EXFEZ N EFIKNAREF. ETHESFIHNBREFFERNRAHRERRN, NFIZ
X—Ro. MIRFFIRNARFESSMIRARLE, 8T RHFERAEES StorageGRID RYEEIERE, NRARINX
LA ZERMEER,. BUTRERT, ErRFEHBHLERNRARE:

* StorageGRID ZZHVRFINE R MRS A UISIFHIH A ESERNRAKRE,

* MRFFIGN AR BT HRARNMES StorageGRID RAHTRE, NAREREREHLEE, Uk
RENESESENEIRTTK.

* S ZEFIRNAREFHE StorageGRID £4i8Y, ERIGEFERRHALIZEE, LUBEREBIRLIRE,
FZEFE NIR(E IR HTTP &EiZith

ERILMER RIRET HTTP EEHHITIRER(F, HEHS TN ERNEFERIERE, BT RIRE HTTP Eit
, IERILAB I T F S5 H T B H,

FRPIENARFALUSIEOREEIMA (ORE) SEFEELSESMAU (BN NWHE. BFIRRNEANESER
BIRH HTTP &, FILERILURREES MR A T REEEAESHHE,

EIEERR RN

HERR AN A R T HEFE R 1 BB Z AR/ OUE R BT SR O R OB RAIARSS RY
AR IERT LUBZERERS BN LU BRIE 2 2 [B]RYFER

AR TR A?

* AR THER T SN RIERAIN REIRBIATR.

* MREIE API AR/ EIE AP| AL A RIAE ZEAHIAER StorageGRID ARS5.

* BEETRMMXT R LR R T ESRIRS ERERAHKIES TP mER. BBN "M TEEESEI
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WEEFRT — N ShEmis, Eirris AEE 7 s
—DC1 —DC2

= -
GridNodes | | o Grid Nodes

—DC3

I

© BEETRMMNXT R ERAH TSRS SFE P IRER I HEIE—BUEF O R ERFrEEETI R
Ko HERR Al A5 A ORI R P Dk /2o

LRI, BUEFROER 1 (DC1) BIMXT KRR iREETIY0 7% E DC1 BIFMHET _F0 DC2 /Y
FiETT =, DC3 ERIMXTIR{X M DC3 ERTFET R RIXE F imiEk,

* ERREAZNEFIRBIATFENIREY, StorageGRID S7EFERE M AR RHVEIE R OME R LEIZR,

EUERBI. INRDC2HEFiHMN BIEFOREIERZEMEEDCIFMDCIFI R, MEMDCIETRIZTR.
JIMDC1ZIDC2MI SRS A A F90. {EF MDCIZIDC2HISERS A4 (25),

A RERRENET, RERENEER, FIWN, ERMERKRAZ 50 thEAERMZ 25 Ef. TRE
T B R,

. HERR PN AR

YREgiER O zE 25 (BRIA) T WAN SERRERZRIEHET Do
UFFR—EuENEE O EIEEER OMUTES LAN EENE—YEERNSE
PEP O R Z (8] X,

EHTHERR A AN

TR AE RO s R Z BB AAS, LAURBRUS R Z BIBYEER.

Fazal
* BB ERERIIME SRS "STIEHH Web 52",
* A "WREINTEE ERR .
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TR

1. 3%&#F*support*>*other *>*Link cost *,

Link Cost

Updated: 2023-02-15 18:08:28 MST
Site Names  (1-30f3) g
Site ID Site Name Actions
10 Data Center 1 7 4
20 Data Center 2 4
30 Data Center 3 7
Show| 50 v |Records Per Page | Refresh |
Link Costs

Link Destination
Link Source 10 20 30 Actions
0 5 % | o)
Apply Changes m

2. 15 * SRR - TEE— AR, SARTE  SERE - THA—IT 07 100 ZAHRAE,
NEFSBIFAER. NEEBRGEERE,
BECEEX, EEE O EE ¢

3. ¥Ei% * RAEH .

&£ AutoSupport

fEF AutoSupport : IR
iBiTAutoSupportIigE. StorageGRIDA] LAFINetAppit Rz & X IBITIRRARES €,

fEFAutoSupportA] LUE ENNRIATEM AR RBIERNEE . RASFIERI LUSIE RANFEER, HEBEHRER
BRENMIFTNRIBUER, HE. EHAIUEEELEE S — M BERAutoSupportf {4,

StorageGRIDE B AT AIAutoSupport:

StorageGRID AutoSupport

k&5 StorageGRID#NA A, B/ %L EEStorageGRIDAY, ZHANER FAFBERS. BRI "B
JAAutoSupportBd &" IR EE,
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#1552 FAStorage GRID AutoSupport, FISEIBSEEBIR LR T—5 8. NS BAEN
(D Autosupport ERETEASEE. MBXAUKE, WIHESHFRERDT, HHERIKEE
FH1E, BIEE AutoSupport A FEARTS.

1’ & EHFAutoSupport
{5 StorageGRIDIZ&F A&, MM "EEMigE _ LiREEFAutoSupport”s

42 Active 1Q ?

Active IQ B—RET=HFHIE, FA NetApp BRENFUIMED AR ES, HFEXPLITE, Tl
;%;?E, MSCIE S B UIRFRIFBEERBE L EZRIFETRA, NRERFSEITINIHRSRARA

MNREBENetApp ZiFih = E{FEHActive IQE ERFIIEE. N24%5/3 FAAutoSupports

"Active IQ Digital Advisor 34"

AutoSupportiXHEHEEMNER
AutoSupportfR a1 B8 & LI XML G 4= B

X4 FEE Description

AutoSupport-history. XML AutoSupportFF 5 S+ AutoSupport 5818 F 34

ttAutoSupportdy Bin+ ik =5

f+ RAPRE+ Rix=R e+

AutoSupportF @i+ FiXURI

LIREEIR+ AutoSupportilE X

8+ £ pkBY{al+ AutoSupport

[E48K/)\+ AutoSupportfZE4s

K+ BUREERT E)(ZFD)

AutoSupport. XML Ta+ BTERAZEIIIIND  AutoSupporti RS . RIEHE XFrAMX.
W+ HTTP/HTTPS BZHFURL $ARZHRFURLANMIE, #iE]FRELL
it AutoSupport FOnDemand AutoSupport ((IRERERAE
OnDemandiR7S+ ZEFAER.
AutoSupport OnDemandfRS
#5URL
AutoSupport OnDemand#£if]
B
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XH#&
gD B XML

gridfic & . XML

GRE-SPEC.XML

grid—Tasks. XML

ILMARZS. XML

ILMs XML

Log.TGZ

FE

FiESDELID

1D

AEBhR A+ (I ERFIECE+ B
BREEME+ SMMEE B
BRS3HRHUTE+ SIHWRIUTE
A&+ —H4AE+ CORSE
BF+ CORSHECE+ L Rifin])
EElEEA+ KRB BB+ &
BECE+ B2 RBH+ B
B+ EBA=ERESG RIGR
B+ BREER EREE+
SwiftiZEXACLE /Z B+ Swiftis
HYACLEZE + Swift Write ACL
Enabled

Swift Write ACL Configuration
FESETICERR+ FiED
EARCECE + i AT HIRCE

BI%ID
BIERF+ B+ &R3|+ RID
RAMR

PAEHISE. [RIEXML

TR+ RSERE+ BIEID
BIE2 ™+ B+ R3|+ RID
KRB

TR+ RSEE+ BIEID
BIERF+ B+ &3+ RID
RAMR

ILMR#EXML

n/A

Description

RMEEFED BRESNEEFAEEMAIHE
Bo FESPREENTHEEFTERS. G/
MMEFED ER—E M,

WMISEEMEEEEXH. E88 X<MEIE
B, TEHIETETE. W CEEEREE
4. SIWRBIE. WRESHE. Bk, B2%H
E. MILMEEE). dfmiDEE XX HF4(E
2. DNSE#R. "NMSZ#"H,

AT EEFERE StorageGRID, & T =AM
EAAE. NTPARSS28IP. DNSHRS28IP. WL
HIMIEGECE X

PIARAESS (HEIP S ARPIRS Mo RIEMIREYTE
ofES. BERLEES. BRMAES. KMES
MTFEESHIFARES.

ILMIERRE B X B8N RBVILMIFEE
KRR M SEE T

ILMGERNREES M. BLEH XIERNILMERERAYIF
MER. FIENEFMEBID. BATTH. THikss.
ARIAD =) AR

ATHHAEXH. 88 bycast-err.log

# servermanager.log 81T 5.
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X
Manifest. XML

NMS-SE{&. XML

objects-statues. XML

server-stats. XML

service-stats. XML

storage-Greds. XML

HERMEXML

system-alarms.XML
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FE

EmRIT 8+ thEsdE

AJAutoSupport IBE X &+ It
IR R SR+ WY F
T4+ WEERT B+ LLEEUIRIAY
RS+ IR0 EHEIAR+ L1

#EBYAUtoSupport IR 58 +

EBMZE5|+ 32{£0ID

=D
BEESID
R ShRA+ LEZ R

TR+ RSEE+ BIEID
BIERF+ B+ &3+ RID
RAMR

TR+ RSERE+ BIEID
BIE2 ™+ B+ R3|+ RID
KRB

TR+ RS E+ BIEID
[BIE= TR+ B+ &R51+ RID
S =i

TFEFRID
FiER R 2R+ FETIRID
FETRERE

£80ID

AR+ MERBMID
HERBIERM+ B+ R+
&=ID

RAMR

TR+ RSBE+ FES E

Description

A& FrA AutoSupport XML {4 AJAutoSupport
TCEUEM S E R,

FREVAAFNARSS SSfR "NMSHT"s 1RIERIMSIRFME
é;ﬂ%%'\o BILURIET = _EIETTRIARSS RIAE T

71N\ 0

MRS, BfEEeAERS. A, %
mER, SEmE. BERER. BTE9ERA.
EROH[R. ERORR. ZHEE. BiEE
R, AR, BETHREF.

ARSSBEEMEF M. BEEMTRIILUT
FAER: FaXE, BER%. BEXER
7. JRARE. FEEE. FELSENEFT
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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HTTP
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Directly @
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Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q
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HE=IE)

FET R ENAREFES
&lt; 128GB  &gt; =128 GB TTEURR SRR TR E =5 8]

&lt; =4TB TOEIERYSCPRT  TTEURSEPRTNEE AR 60% , Ik BIE; 47TB
ZB2=Eiy 60% , 1.98 TB
=% 1.32TB

EEAVRITTRIET 8
REUTSREEFET R AR THIEZE,

TR
1. MR EIRRE, EE TR
2. ERFET RO
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3. MR * 1FhE ¥ IR,
4. FAmETEREM-NRTHIEER L. ARRE RIFE.

Storage Used - Object Metadata @

100.00% RE
75 00% 20210505 11:03:30
= isied (%): 0.13%
50.00% Ll_se_{_i'. E_l._!-_H EI_i
Aliowed: _ 3.96TB
25.00% — Actual reserved: 8.00 TB
0% : -
10:40 10:50 1100 1110 11:20 17:30
== |lzed (%)

TREHED. *AFEN3.96 TB. XEEFHETRMNRAE. ZEFEED TR E =Ei8d4 TB,
* I * EXRF UL Prometheus 3547

storagegrid storage utilization metadata allowed bytes

ST TR BRI

RIELEMNZFERRRES 11.6 BY StorageGRID &4, 7EUIRFIF, RIEENEHET = RAM &id 128 GB ,
FEEMETS1 (SN1) WE0ARG6TB, EFLUTE:

* AR TTHIETIE TEMRE N8 TB. (HE M EMET RBIIRAMIEBE 128 GBRY. XEStorageGRID 11.6
HEEARARIZAIAE, )
* SN1 THIBHLIRTAETE N 6 TB . (AFEVNF BB T EMEE. ALENEIINESE. )
* IRIEFFIRATE. SN1 EMTHIEAFNZE N3 TB TEUEAIFII=EIER . (TR IRFRE = a)-1
TB)x60%. #%%3.96 TB,
FRKXNEFED SIAEMNREE

Y0 EFIA, StorageGRID RESNERIFE T RZEIDDHRRITHE. Eit, MRETMERESFRAK

NEFETIR, MR B/ RO RE R R BT RS 2.
BEERLUTRA:

*EBETRUERME, HREE =PRI RENEET R
* CTTEHETRE =8 IR E 94 TBo
* W F LB TR B M AR THIETE, FHETREBUTE
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FETR % 0 BYAR/ SKERFRERITTEESE  RIFRITTHIEEE

SN1 227TB 22TB 1.327TB
SN2 5TB 47TB 1.98 TB
SN3 6TB 47TB 1.98 TB

AT NRTHIETGRNEFET RZETFINH, EARFFRNES TR REERE 1.32 TB N, TAfE
FASN2F1SN3 A 1FRYERSM0.66 TBITEHE= Bl

— Metadata capacity for a site —

Used space for object metadata

SN1 SN2 SN3 Allowed metadata space

[EI#, BT StorageGRID 4P &EMNibsm E StorageGRID RAEMIFTE R TEEE, Eitk StorageGRID R4H
BAETHIERERR TR/ N SN RITHIESTE.

BFRRTHESERHIRARRE, ALY — M HRARTRESEN, MEXE LB,
HX(ER

* ETRINASES MEE T SRR THRIERE. BB IMBA i StorageGRID

* BENASNRRTRESE. TR RIS
HEINTAEME eI E

NREFET RA R ENRAMA AT A= EIZER. WA LUEN BB =E" R RIRE,

* BRERERIIMNREIELS "2 Web %E25"
* &8 "rootif AN RS Wit I EECEM AR ECEIR .

XFIAES
TR UAF R RICCER T HIETR B =R EENZI8 TB.

RESUTRIFFRRYN true B, 7 BEMEMNARSSEERTHIEME = EIRER(E:

* RGP AN RRNEFET RIS 128 GB HEZ RAM,
* RGP AR NEET REFMES 0 LERE BRI ATIEL,

HAR, OREMEIRE, WERBVREFEHETRNEFEES 0 LEIATHREHEN=TE. Hlt, &k
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ERIETMEIN R T HEER G THIEME T EREN/T 8 TB B{E.

@ —RRIR, RIFERARSHE, MARRRIE, MR " THEME=E " REIK, ErILHE
ER/NMEIRE, HEEZT, MREEEMZE, RAREEERZMNREEURR=IE.,

BX"TTHIETE =iE R B A E FET R E N RITEIBEEN AT EIIEARE. EEL "EIENR
TCERTEAE",
gl
1. HE SR TR R T EgE,
a EEEE > RA > FEEm <,
b. TETFEKENERDH, BT * THIBTAE =8 * BB,
2. RS NEED RNEES 0 LB BB BA=ERIEMITE,
a EE TR,
b. JEAEMIEHRIE —NMFAET =
C. EFEFMHIAI R,
d. &9, $#EF * /var/local/rangedb/0* B
e. MIATTABEETIATEERNMES SaitiEMB TEE Z BN EE.

;ﬁgﬁﬂ, NRTEIETNETENRESRIN 4 TB , MEFREFHEMNEI 6 TB , WEIREXIN 2 TB HE

f WAAEFETREE ERPE,

" MRS ET RRERBHAIATE, WIEAEMTSERE e, BIRRERILE
EP

* MRBIMEHETRAES 0 LB EBNAIATE, BERET—P.
3. MIRBNMFHET R LEELNE 128 GB B RAM 6
a FEE*TR o
b. PR MR REIE — DT o
C. MEFE * BEMF * EBI .
d. BHIrRIEE " REFEERE "BRL, BR* 2REF*ELDN128CB,
e MWAIEFMETREE LR R,

* IR XS I FRET RRBERBNAIASATE, WX AENTSEMETEE, 5745 ERILL
1RED R

* MRBIMEETRIEREFEELDN 128GB , BERET—F,
4. EFTTHIETE = EIRE,

a. ERE *EE * > RY > FEED
b. WA E R,
C. ETFEKENER DR, & * THUETNE=IE * o
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d. BNH{E,

Bign, EwA 8 TB fEAZRFMNRAME, EHIA * 80000000000000000* (8, /FIR 12 MF

Storage Options Configure Storage Options

R Updated: 2021-12-10 13:48:23 MST
Cverview

Configuration
Object Segmentation

Description Settings
Segmentation ‘Enabled v |
Maximum Segment Size 1000000000

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark o
Override E.

Storage Volume Soft Read-Only

Watermark Override ¢

Storage Volume Hard Read-Cnly
Watermark Override

Metadata Reserved Space BDUU{JDDDGUDGD

o

Apply Changes *

a. PR WAE

EZEFERIXNR

ERI LB X R ESELURY ) \StorageGRID FREFERIXTR A/ MR IR & AREFEE
18l
FreaZ Al
* EREREREIMAG SIS S Web 4
© EERE "HEBEUR
XTI

RIMBRT. NREELTFERRS. NMRBAYIEESE. NStorageGRID ZEREFS I NERNZIXERTLE
REZE.

@ ﬂﬂ%%ﬂﬂuﬂzuﬁ, NN AFEEFBAN—2H0EE, ERENEREITEFLURS RN
Eﬁb o

BRANKREEZA. HEEUTEIL

* BRIFEREFIEFERN SRR A ESERY, SNRRLEE EEEFENNR"

* B3I L R E StorageGRID BN AR A ATEREN R AR EHTER. B BN ARFEER
{217 5IStorageGRID ~ S DAF T T E4E. MIERIETASHE— 5 BT REA /),

* {NERIENetApp FabricPool 5StorageGRID & A B7%EF EETEEHIT R
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* WIFER EARETFAERIIR, S3FSwiftE F imM FATEF Mg I THEER B F T HCEER GetObjectR{Fo
XEESEENIRENRERERR T [EJyStorageGRIDXINE SR E4E X R A BEIHIEIERAIF T, MIEE KR
WNRIFERDEF TIHGetObjectiRIERERAFHIME; FHIa0. M50 GBEFEXRIREN10 MBRYEEZMER T,

IRMEEMSRIZECERE, WEFIRERAIESER,

@ MRFEEENR, FEFFIRNAREFGIERTEEIRI, BENNAERFBIREER Y
8o

p
1. &R EE > RY > FHERE> WRESE

2. P EGETFAERI N R E AR,
3 BEERE

FETREBIRE

BIMFET REERAS N EERENITHESR. EAEFEEEIMRENEEITHET6E
ARER (IBRS)

@ PRIEIER AL, SNEERERAFEETREEREZR, NEIRASZR. ErILRE
FEEEFMHMTHSELUBRREER.

REBLUT S RIBRFMET RV ECEIREM TR,
p

1 He > TR > * Mg

2. PR IR > FEHETR o

3. BFEFMHET " EERRS A M.

4. %&5F * BB Y &I,

TRLETEETREEIRE,

LDR
BHERFR av e Description
HTTP RS HSTE FFS3. SwiftFlEftiNZEStorageGRID FREHIHTTP

FSEEIRNSH
* Bl RAFRITEMRE, EESHITHS
LDR BREHY HTTP S1EME F imN FEFE S
IR, SESIEEE X,
« B IREREITEE
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B4R FR
BB HTTP

LDR > $UEFE

BIERFR
BEERRIINRITE

LDR > 72

BB TR
FERS—FrE

BTG T BE

270

(¥ E]
HTA

(%E]
RCOR

(A%
SSD

SHCT

Description

* WNREFRUILED, NEFRBHNRFEIRSEURTF
* LDR* > * 72i& * AHHVIRTS. WREFHBEHET *
LDR* > * 77 * AN R3%E, M HTTP #OWHA
Q3% N8 * LDR* > * 17 * A B, N
HTTP tB B L. TN, HTTP iZSREmAR

&No

* NRRER, W HTTP BOBFREHRIINS, BE
EXERAMLE,

Description

BB RSP ERBINRKER TR,

Description

AP AIRENFEAAFIFRIRESIRE, LDR IRS51F3
BUtEHZRS B ERERSE, EEER
BEEREARE.

flan, ERILMERLIRE R AER N RIRTFE, BD
EE BRI AEETIEHERNL. XX FHREEHR
FEER.

BHRILURAUTEZ—:

LDR* >* ??11% éﬁ#ﬁﬁmo

© Qi ﬁﬂ%ﬁﬁﬁ-ﬁ%uh?\iﬁ’é\ LDRARSS =15 7FAEIR
SERNRBE. HELEEZHAS, B2, LDRAR
%1)3%1% S3EILMIE RN BRRAMIBRIE R, EE
B, ARAESASENEREFIFET P, B

S TFEYRIE LA L

* Bl EIERRSIR(ERE, RUILEREHBAL
FERS—FEAGRHPRSFHRSRE
LDR ARSZEVR (FIUNE] B RIFME=EIE)
SIRE. WMRTEAFRE, NWAFFENR K.

BTN ENRO AT A BERFESIIETTR
REFRIBSEIRG] (AR AERA) » RBEERFFHI)
ERECULER, 7 ERUIE,



LDR > I&3F

BIERTR
EERDPINRITE

FOIER

EERTRNRITE

il EHEEESPOES

LDR > 1Z[R4RH5

BIERTR
EES AR

B BRI

EEMPRAITER

EERNEINRTRIA TR

EEONEIRIRIT A BRI

EERNEINEREK R

(A¥Z]
VNMI

VPRI.

VCCR

OQRT

(A¥E
RSWF

RSRF

RSDF

RSCC

RSCD

RIE /=

Description

SERNEIFRERTZRE (Oomis) . BRENRE
ENETREMER. StorageGRID R4i= HEhiX/RTR
DIV E HIXT R IR

REHITREEWIENER, FEIAXEERSWIE
EERES.

S BTG A RiEE 2 I E E 6N KRR
#Hes. EBA AT AR NEIRTFIIER (OCOR
) BiRFM

MIRE B RPBIFFHITFINER, BRENREITEE
BATE, ARBMRENZINRENR (OQRT) &
ko TE StorageGRID A EHNERIIFHFNRE, &
EJ=zNligrn il

IIRMENRERER, RAZFFAIEFENRRS
XN R, ARLEFERT, RENNRNTHIEMER
A SBN KRB SRFBERERE AT RE Ao

Description

RN REIET NKMAS A I 2R E B 77

TR

B E MFAET RIS AR B3 REUER R
THER,

B E MFET RIS LIRS B9 REUER MR
THEs.

EEFET R LT UM RIDHI N REIBNRITR
HitihEs.

E BT R EIRERRID X KRR B BB

o

EEFHET = LRV ARSI REHE A B ATITHEL
2 IBIENREENETH/EHER.
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LDR > £4l

BRI g Description

EENLE IR RICR EENERIKKIT R, HR(FRIATER RIRF
(NIEEH - KK E4Ro

FE B S HIEMITEL ROCR FE NS HIKRMETITEES. R ERT AT ER
RORF (HitEHl - kM) ZEiR,

BRAANLER DSIR SRR LR SR (F D R SRR AALE
fille FEIERREREMRERETIRS.

BRANEEFIE. AIUMEFED SPRENRUAES!
ZStorageGRID ZAHHHEMAIE. BIREMEMAL
BERMREFFIEE TR LDRIRS HRIE,

ZRAHILE R DSOR VERR It EIR AT TE 4P BN IR (R D IR SRR R Ak
£ (85 HTTP RENRBIER) . FIEBERIFH
IEMRFFARE IR

PRYESHE. IUENREFEILEFETR. B
ToiEMIETFET RO RIT R LI EHIZIStorageGRID &
ZHRNEMAIE, LDR RS HEERS.

EIETEEET S
HEET RIS EN, EXATURIRINFEMERY E StorageGRID £4t, B =%l

HEHE: ,?ﬁhl]??ﬁ%%, ANNEAEY RERFVAINTFET R

ANTEEE

[=Sed 11%*1"5,'.5“1’33'2?#3—7(*&25’37_ EE. EXMNRABRFEMR. 9[1%7?11%’755 BENEFEREEHVTRANE
, WAILUARINELIEIMER S, B2 IBHER "I & StorageGRID R4t

AINTEAEY RS

FLE StorageGRID EEFET = (U SG6060 ) FILAZIFELEFMHEL, NRER StorageGRID &&EEEY
RINEE, BRXY REIGABE, WALURMNEFMERLUEMEE. B2 MRS "5 & StorageGRID R4t

ANTFAET R

SR LUBE R INFET SORIGINEMA E, AINEGER, BIFAEEHFUEDN ILM MIUMBEEK, FS
DAB9IBA "i R StorageGRID R4

BEEETR
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ERAZITEETR

— StorageGRID ZAF LB EZMEET R, XiF, BMEF—MEETRLINHE, &h
B LUIFE R IEHIAC & StorageGRID &4,

MREETRAATA. WBMAERHRE, ERNER(RERSR) DA, HENSREBFERE
MAutoSupporttl, 2. HBEZMEETRAIEHBERBRIP. EERMAutoSupportEXfFELFFIM. %53l
B MTEETRAENEREHAZERZIHBEET R,

<::>® %@ Qs% %% c:@ c@

Client Client Client Client Client Client

- L)

— Primary Admin Node —Admin Node
- Jh

Attribute data

Attribute data —Other Grid Nodes
-

MREBIETREISEE, AJLUBE RS EHEEEMEE StorageGRID R4::

* Web & i a] AEEE A E MR B EIET <o

* MRAKEIEREE TS AMEETRA, M Web & imp] LIRELER HA ARIEEIN IP sthiitina] A& E
ERNEFEER, 20 "EEsTAEA"

fEAHALRY, MNRFENEET RAERE. WiHRERERET, BFUATE HA HRIEDL 1P ok
BERBAATHNS— I EETREERER.

RLEGIPESREFEREIEET RSNT. IRFEETAUINE, WKAAHEH#HTRE, R
StorageGRID #4i74 BEEMTLIERIET.
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HEFTEET R
FTEETRILE CUN RS, FE4PIRREREERAEEET AT,

ez Al
* BB ERE RN SRS "STIFH Web 528",
* BERE "HEIHER"

p
T3 XF > TH > W~
2. 3&F; site * > EETR Y, ARER 4 BEHRIMIFEREEET R ERENRS.

FEETRIEE CMN RS,

3. (IRBEETSFHEE CMN RS, BIOEHMEERET S,

BERERIRSHAT!

BET A EMNMEEIEZRS ( Network Management System , NMS ) RS2 AEREEAR
SERXEN. EAUEZEOSIZnE EEE NMS RS EHFPRS R EBHIATIK N

BiheiEO5I1%8mmE, BiEFR*F > TR * > NREH . &F, B s > EEDE _*>*
NMS* > * 5| *,

| Overview 'l, Alarms Reports Configuration

Hain

Overview: NMS (170-178) - Interface Engine

Updated; 2008.93.09 10:1247 POT
NMS Interface Engine’ Status Connected e
Connected Semces 15
E-mail Motification Events
E-mail Natifications S1atus Mo Errars )
E-mail Notifications Queued ] =L
Database Connection Pool
Maimum Suppared Capacity 100 L |
Remaining Capacity 95 % s L
Active Connections 5 |

WAIET B FER @A AT TR, FHRAIRFE D AEEI B FARSS 88 SIRBINRLE (FIA0MLSIEREHIR
) > HEESHAXBNERARS BATAE, WRIEEMERLXZ BRIV IERREE 60 70, 1R
BHIE 60 MERAIXEIEAARSS2E, NBAIFMERATIFMER, FRIAENTIFRET—ME,

BT @A AT AMERI AT RIFRTI AR IX, R, ERLKEEMBIERT, AJRSMAZEHR. MRMATIFHIER
BHITMARAIE. MEih% 0w (B FERERRES)RBEE R
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EIETRNAERERIANER (|E|“.zr§4b)

E-TEETRLEMAERE, BRANERTSSHEEAREMEE TR, BT =R
Jtl:"*EME%'JE'JﬁT’@AEE%, A AEESNEET RRINRIEFMYRTEERERAE,

%R Web ZP IR, XMERFEER. RIBEERIFER, Web BFIRAILEBRRFR StorageGRID %
S

W17 P storageGRID Webscale Deployment #57 P StorageGRID Webscale Deployment
- Data Center 1 - ‘ . Data Center 1
- DC1-ADM1 -4 DC1-AD1
- ) ssw - ) ssm
l & ans -4 AMS
I B cun - gl can
BE -4k NMS B -k NMS
-y DC1-51 -y DC1-51
-y DC1-S2 -4y DC1-S2
-y DC1-53 =i-dfiy DC1-53
-y DC1-54 -4 DC1-54
-y DC1-GW - DC1-GW1
-d Data Center 2 -4 Data Center 2

EEE, BAMENEERANEIET SR%0.
BB B P i
B ENFSHIRLE i)

BETRBIEZEIERS (Audit Management System , AMS) RS IGFABEEZINA
SEMHICRI BT EZHEZIS |ﬂE’JEIUSdfFEF', EXHRERENAIEE N EET R
., BZEZEREBRAREHRE,

() uNFSHZRERR. BERREATHE

BinR#EZAE. ERUEEFEFIHENNFSEZHEZNIARNR, &, Bl ERMNERGE SRS

StorageGRID RAARERBEWIAKBLLERHFEZEREANBEXHZRERXLEHER., HES—HHE HE e
HEPA, B2 AMS RSB FRIEEZPUIRSHIAN E TN AXFMAES, BEN "EEHZAE

FIE 2 i
* 888 passwords. txt EHroot/adminZBiBRYX 14,
* f&38A configuration. txt XA (EME R HEHIEM),
s HZEPIRIEEER NFS hkas 3 (NFSv3)

XFUIES
Xt StorageGRID FEREMPRRELHEENEMEETRIITIRESE .
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T8
1. R ETEENR:
a. MALIT&<: ssh admin@primary Admin Node IP
b. BNRFIHES Passwords . txt X
C. AU Ta<tI#EIroot: su -
d. AP FIERIZERS Passwords. txt X

HUrootAP BMMERGE. RTFFEMEN $ to 4o
2. WA ERRS RSN IEREIETHRERIE. BN ... storagegrid-status
WMREAARS ARIIA"EEEIT"H"BIIE". BARN. ARBHE,

3. REFERLTT. ¥ *o Ctrl+*,
4. BN NFS ECELA#ERF. WA ... config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config

help
exit

5 FMNEZEFEF . add-audit-share
a. BIRREY, MABEREPIRNEZEZIPHIEEEIPHISERE: client IP address
b. HIMRRET, 2 *HA "o

6. MRAFZNEZEFPHIFRIEZER. ERMEMAFPMNIPHILL: add-ip-to-share
a. MNEZHZENRS: audit share number
b. HIUR RS, WANFRE BN EZLZIPHIULSIPHUSERE: client IP address
C. HIIRREY, & * AN * o

LB 27~ NFS ECESERRER

d. WERGRHEEZEENEME N HEZE P
7. (FN) WIEEHECE.

a. MALITFAZ: validate-config

E
el
)
o)
[
|_H
il
3

BRI EH BRX RS

b. HIMRTES, & * Ao
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LB 2R NFS BLE S FER.

C. XHINFSEEELAIERF: exit
8. HER DML E MRS AFEZER,
° YN StorageGRID FEEE NS, BEET—F,
° YN StorageGRID BEIFHMILSNWERET =, BREFESAXLHEIZAR:
L AR ERIESNEET S
A BIANLUF®H?: ssh admin@grid node IP
B. M NSPFIHMEE Passwords . txt X
C. WA T <R Eroot: su -
D. SNFFIHAIZRS Passwords . txt X
i. B8 FRTBERASMMIINEET REEEFZHEE,
iil. XIFZERE Shell ERFTREET =0 BN ... exit
9. M#n<$ShellFiEHH: exit
NFS BiZE P ImiGRIBE 1P tib RS BRI HZRILENIR, BIEH NFS BiZE A iR (P iR
HEPREZEFEETHEEEZOREAIR, REBINRAEHLEFEN P tIERRRZE P

Yo

ot

} NFS Bz P ima Il eI szt

NFS B2 P IISRIZE IP ML RISX B ZH0HIEIUR, SEISH NFS SiE P i
1 |P HHERMEI RS, SRR ZH A RET A ZE R,

() XINFSHZHERA. BERRIARHIL,
FHAZ B
* f8H8%B passwords. txt BHroot/admintk P ZIBHIX 4
* 838 configuration.txt XHIEMERGEHIEM),
* HIZEPIREEMER NFS fids 3 (NFSV3) o
SB
1. BRI FEETA:
a. WAL ssh admin@primary Admin Node IP
b. NPT HAE Passwords . txt X
C. WA T an < root: su -
d. MAAPFIHAIES Passwords . txt X

HrootAP BIERE. RRFRHMEN $ to 4o
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2.

10.

278

[BEINFSECESLAEF: config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove—-ip-from-share refresh-config
help

exit

. BN ... add-ip-to-share

IR EREEET R EEAN NFS ERHETIR, ERHZEFIHAN: /var/local/log

MNEZEZNRS: audit share number

HIEREY . WABEZE IR EZEZ P IPHIESERE client IP address

LY, BfRE P R ARINEEZEE R,

- HIMRTRES, RNt

LB 27 NFS BCE SERER

HRARMEEZHEZFRNE N EREFHRES LRPE,
(AT IIEEVACE . validate-config

IR EH B RXERS.
a. HIFERET, & AN *o
IR £ NFS BCESERRERF

XHFINFSECESLAHTZRF: exit
YR StorageGRID ZEEE MR, BREF—F,

BN, WNR StorageGRID HBEIFHMILANEET R, WALRESEEEBAXLHZHER:

a. IEERILSHNEET S
i BN F®%: ssh admin@grid node IP
i. FAPFIEHIZER Passwords . txt X
iil. 3 NLA T ap<L S lroot: su -
V. SNPFILRIZERS Passwords. txt X
b. B8 PRSP BAGNEETREEHZHEE,



C. XHAIELEShel FREITEEETR: exit
1. MEn<ShellFiEH: exit
JOIE NFS BR1ZEER

EEEREZEZHAINNFS HizEPina, EAMEHFZERRHEAFRIEXEX GRS
B MERZEZE R,

() XINFSHZHERA. BERRIARHIL,

p
1. ERRE AMS IRSNVEET RME G P hitiIEEE (HEFHARFKNEE) o B ... ping

IP address

WIERRSS SR RIAN, fETRIERR.
2. EABEATEARERANGSHEIFRRIEHE, FI50. Linuxar<(—1THIN):
mount -t nfs -o hard,intr Admin Node IP address:/var/local/log myAudit

ERIEE AMS IRSHNEIET R IP #Ut IR EZRAANTIE X EZEIR. BHSARIUEER P imaZaEm
AFRBEIEN. myAudit T LE—PELH),

3. WIFXEXHEBERIMEZILEFIAE, BN ... 1s myAudit /*

Hi: myaudit REREZENEHR, NEDTH—MEEXH

MERZEZFHFR NFS BEiZEF s

NFS BB P IGRIRIEE IP RSN EZHEZEARINE, &0 LU fIFRIIE & iz
E P imY 1P kS MIBRItE = P imo
FFoa 2z Al

* {8388 passwords. txt EAroot/adminti Z BRI 5,

* f&38A configuration. txt XH(TEMERHEHIEM),

%Flﬂ:&‘z
TERBR VR R R E R RE— T IPHIL,

TB
1. BRIEEEDR:
a. MINLAF8<: ssh admin@primary Admin Node IP
b. #NFFIHEES Passwords . txt X
C. AL T an <tk Hroot: su -
d. MAPFIHEIZES Passwords . txt X
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HUrootAP BIERE. RTFFRHEMEN $ to 4o

2. BEINFSECELFA2R. config nfs.rb

| Shares | Clients | Config |
| add-audit-share | add-ip-to-share | validate-config |
| enable-disable-share | remove-ip-from-share | refresh-config |
| | | help |
| | | exit |

3. MERZHEZHMPRIPHILL: remove-ip-from-share
HEBPR BmAkS5 28 EECERBEZHZNRSTIR, BHRHEZEFILHA: /var/local/log
4. MANSHEZHEENNIEF . audit share number
LB R AR ERAER IP #iIRRES 5K,
S. B NS ZMIBRAY IP it 3t N AIEF
RS EREZER, FETBAVERALL IP MUtREAEZE P iRH TR,
6. HIURTES, & BN "o
LB 27~ NFS BCE SERERF

7. RAINFSECELARRF: exit

8. YNRIEHY StorageGRID FENSHEPLILREE, MEAMES EEESEETR, BREFTEERAXLE
HZHEE!

a. mIEF RIS MEANEETR:
i N TF®%: ssh admin@grid node IP
ii. 3NFBYIHAIZEED Passwords . txt X1
iil. SN arS IS lroot: su -
V. SNFFIHAIZERD Passwords . txt XfF
b. B8 FPRFBABITHMEET AR EHFZHER,
C. XAIZIERLShelBFRITIZEET A exit

9. MEp<LShellFiEsH: exit
B8 NFS B2 E P ImEY IP it

INRFBEN NFS BHIZZFFURRY IP ik, FFMIUATIE,
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PIE
1. @A NFS BEZEZ R0 P ik,
2. MIFRERSS 1P Hitit,
HXEE
* "}& NFS BiZE P iR AINE EiZHEE"
s "MERIZEZHMIBR NFS BERRE P iR

BEIIET R

1Eid S3 AP AR =

,lﬂxTL,Ul—r'EM‘él SEE N EIEEES] Amazon Web Services (AWS ) {A[3&E:D S3 API
EER StorageGRID RZNEAEMRS,

WA TR EFA. BIERKIRAETREFR. @I S3 API XK M T =S ch ISR
HEERAER ILM &P, ErRRHESINEE,

@ Cloud Tlerlng—SlmpIe Storage Service (S3)ETtEEFA. WNRE LTI ETERRSB LthiEmRYYI
EPR. "BERIBE=EFHL M.

ItESh.  ZIERN M StorageGRID 11.785¢ B R hr A FREERNILMEREE FRMIFRI™ T <o MIBRTFfETE)T
BT R RN REBIEREIE RO AR, ESR EAILMANFIILMERE",

FCE S3 API BNEIZIZE

SRR S3 R EIETI 25 )"”JAZ\‘WEE S3 API HiEIRIRE., ERLEXEREYZ
A, BTFIESIMERFEEFMERSOHE , ALk, ARC-Service RREFEEERRZ,

MAET RBSHFEFA. BIERKIRAERRFFR. @I S3 AP FXRMIAETI "iSchEIsMERY3
HEFHERARER ILM EEHFRA, ErRHES 6.

@ Cloud Tiering—Simple Storage Service (S EFH. NREHFIEEFERARGILIEAY)I
J=REN=W "X RIEEEEAL" TR

IESh. EIER MStorageGRID 11.7 3% R RS HEVER)ILMRBERBIFRIIAET =0 BIFFAFAETE)
BT R RN REBIER R TR AR, BER EAILMANFIILMEEES",

Fraz Al
* BRERERIIMREESS 21589 Web 1%
* BEIHE "SEIHIRINR"
* BEABMAEEERE LEIBEFE DR
c WEESBRETAT—IMNAIETR. Htt RN RSEMNAEFTEERE.
° FEDRENENUEERBNAIXIE,

281


https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html
https://docs.netapp.com/zh-cn/storagegrid-118/ilm/working-with-ilm-rules-and-ilm-policies.html

© NTEFMED RECEPEFRAITH,

* ERAMRDE, HERASBEAIVNFHEF 45GB (4, 831, 838, 208 FT) . dN1RFEM S3

TERSNBIAIRTFER S, BIIL{ERY S3 APl IERRERK,

p
T3 328 > TR > PR«
2. s%% * U3$¥jﬁ£ xS *ARE* S * E*]—T—\ * o
S R EE > X
Overview Alarms Reports | Configuration \I
Wain Alarms
Configuration: ARC (98-127) - Target
Updated: 2015-08-24 15:48:22 FOT
Target Type Cloud Tiering - Simple Storage Service (53) LI
Cloud Tiering ($3) Account
Bucket Name name
Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https://10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r
Access Key ABCD123EFG45AB
Secret Access Key ssssse
Storage Class Standard (Default) ;'
Apply Changes .
4. MBIREETHITIRPIES * =0/E - BREMHERS (S3) o
() memsmeixmE BERELTR,
o> BERDE (S3) KA, AT REET LKA EREI T S3 N BRIMEIEFHERS.

282

WTE ENAZHRFRERZFS BN, TENEAT JREFEESHNFR.

° X 1 NTEESR * R AWS* BYRT A, RIS TR iE D BRI BKIEIITAC,

o * s * F * 5 AWS* : XF Amazon Web Services (AWS ) , iH%EE * £ AWS* , ARG, &%
SRIBE " DERBIR "M " X " BEEN T Ime * EFiEs URL . 540:

https://bucket.region.amazonaws.com

XFIEAWS BiR, MAREFMEDRIAZN URL, BHEKOS, Fli0:



https://system.com:1080

° * IR BNINIE * . FINER TR TFTBARS. MRIMNPISEFERFHNMEZEE. WA LUBRILEEE
R BRI EFE R LRI R SSLIERM ENRIIE, 1R StorageGRID RN S — 1M LAIZE
IEEFEIRE. AERREE T ARERIER. WaELURERER LS FE,

o *FMEX Y L EE - AE RO FAEMEME. XABTERIENNRIEE *FBETR - * TR
D * IR AER A, PRRAIEEME. MMRENAIEEFHERLE StorageGRID RARISZ—1LAI, MY
REBTARG LEHANNRIER TR, N * FiE3E * BIEHEBRAL LEN NZTREIZRF
GRS &

6. WEiF * AT o
AZEBHIHEENREIREHEHENAT StorageGRID %, MAIRER. TEELBT.

&5 S3 APl B9EIEEE

R RECEEY S3 AP ERESMEIEEFRERAR, MRERLELN, &L
LR E,
FreaZ Al

- EREAERIIMIG SRS " Web 428"

* BEIRE HERIEAUR,

XFIAES
YNREEEL Cloud Tiering (S3) 1K, MAIHRAF AREEXNFEDERETR / 5inRNR, SEH I
T RAFEDBRHENFIE N R,
p

138 * 2R > TR * > * RgHih *,

2 3% TR > ARR* > Bint,

S EFErERE > E,
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .
4. RIEREBHKFES.
NRELRFESE, NN KRBT SHFEE—EFE. BN, IENRINEETEFERET,

() wHEsBREH. REMBAERANSE, TETR,
5. 4% * WAER

&4 Cloud Tiering Service X7

(R LB R Cloud Tiering MR35 AORASRIBSITRL TS AT S3 API SERE80 BT9MED
IS FERABIETEE .
Sa ! = WAl
s BNTEREREIMREIEES "SI Web 35

* BBHE "FEIARINIE".

* ANERE AT
XFIAES
1813¥ Cloud Tiering IRBIRESERAN * EERIETE * , AJLABEREEIRET =8

p
T36fF > 25>+ TR * > * [

284



2. JEFE, A”TR _*>*s ARR,
S FE B> X",

Overview Alarms Reports | Configuration ‘-1

Main Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:29 FOT
ARC State | Online LI
Cloud Tiering Service State | Read-Write Enabled ;I

4. B8FE * mRERRSRE * o
o. W * NAEN * .

EE S3 APl EHERNTFAERIEITEL

Apply Changes *

NRIETI T S3 APIEREIEFERS:, WA UEEFMESEITR, HHATA

:_F/EF,‘%ARVF (??ﬁ%ﬁkrfa) ZiR,
Fiaz a7l
c EBERAERIIMREIRE "L iHH Web 3%
- EBIE "EFEIHIRNE"
Rz
18R X *>*TH*>* WRHEH*,
2. 5% ARTE _*>*, ARR*>*71FfiE*,
3 EERCEE > E

Owverview Alarms Reports | Configuration \I

Main Alarms

5 Configuration: ARC (98-127) - Store

Updated: 20150829 17:54:42 PDT

Reset Store Failure Count r

4. R - EETFMEHIEITE .
o. W * NAEN *

Apply Changes .
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FESERMEEENT,

¥+ R M Cloud Tiering - S3 IR =1z

U A B 5 5 - B TR R AR 25 (S3) IR T SR S R BISITEME S 8, MR
BHRIBIEEME . SR T —FEly B34, 2RI StorageGRID R4
R RET &,
FreaZ Al

* BRERERIIMIEEIES "SHFHY Web 3 51237

* BB "FEIRIRNR"

s IBEBXREFEMETE A Cloud Tiering EZE Y S3 1FfE 57 ERHR,

() EBURMEZH, FHAGH NetApp BERE, TRIEBEMELRZE.

RFUIES
MNILM BERE, nFEBSFELEM]. B, RAFMEBES StorageGRID ALGHFRIFMET REVIH TR
, BEREFENES—1IMNE S3 FiED Ko

FERXRM Cloud Tiering - S3 TR B =EMEM 2 A, AL LIE S3 FEDE, JAIG7E StorageGRID HEIE LR
FhiEt. ARE, ERILBIE—ME ILM RE&, FI§RAT 7% Cloud Tiering B RAY ILM FLNEH AT
Cloud Storage Pool RTZfEHEEIXTRAVFEPE ILM FLN,

UM GIEERAFAENEY, KT R ORI T AERBT /7S torageGRID o MIREHAAT
() =HRN LM ANRENFNENREEESMIE, BERRENENTLTETS, FHE
BEEILEE. NRMFRITIGES, WLRIRIAN, MARZEIEAU,

p
1. I RTEE M,

NEEFENERIAN S3 FHEDER, UHERAENESHaFENEENEUE.

2. IEEDDILMRBE P B B FEE TR D RPBIR ERENKRBERILMAN,
3. e LRGN,

4. EREMNG, BHREUEEXNINEFME M,

o. {RIFFFEATAM,

6. IR A9 RS,

7. R ACERT RS

OB ERFHET ILM TGS, WRIFEMA Cloud Tiering BRERY S3 179 E&F55hE A Cloud Storage
Pool BRER S3 FiEDER. WIE EMATATEIAZ®H, BRNEBECEFHELE, XEXNHREM Cloud
Tiering 53 EX A fIFRo

HXER
“FA ILM BIENR"
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BT TSM FRia)fF) I B

EET USRS TS B2 E J9 LA Tivoli Storage Manager (TSM ) BRSZ28 N EHR, ZARSZE80]
IRHIZEEO, AFENRMIBEEEIRRIIENSINEIAREFEEIRS, SRS E,

It T =AY ARC ARS5 7528 TSM ARS588RY Fim, f£F Tivoli Storage Manager 1953t E R TR EHIH
&8s

MARTRHFEFA. BERKMRAFRER, @I S3 AP XN R M T 25 chEI5MR3
BEERAEK ILM ZFEEFIE, EriEHEZINEE,

@ Cloud Tiering—Simple Storage Service (S3)EIMMEFH., WNREHFIEEFERAEGLETRYI
EHR. "BERIBE=EFHEL .

Iobh. f&F R M StorageGRID 11. 7:@@5#&2!:43E’J,EanILM%B%EPﬂﬂIJB%UEI#é*ﬁ5 fpR7FAETEYT
*é*ﬁﬁtﬁ’m% IEIG B IE RN A LR BB ERILMANFILMEEEE",

TSM BB

TSM FRE/4HE X EREMIET TSM's FHMVIIREN TIERIE, TRATH TSM RSN BHARBIEEM
M, IESEFMNIh I F StorageGRID RFRY ILM HRKB&IETT, FHEMNMRTS StorageGRID ZFAMER, BEIXFRK
AIFME, #Etﬁ%j'fﬁl}H*éﬂﬁS*ﬁgo VAT BN REBIELIXE TSM RS 2:f5, BN AE TSM L5 A HAF
REBFN, FEENENREIBEEED TSM RSB

FEUTRSTS SR RIEE TSM FRS R/, TSM RS RIS TSM EREMAMREUERRDAN. Fla, 17
RHMIRESNNNE (TERRFMEEENIGNAS) TUSHARFNE YATRARENETAS)
T

feES TSM HRialfhaviEs:

E(H)IR T = AEIE 5Tivoli Storage Manager (TSM)R[E[{E#1TI@S. AR E ZTIE
o
FIG 2 i

c BEEREERIINEEIERE "STHFAY Web %

* BEHE "FEIARNE".

XFUtES
%%ﬁ;ﬂti?‘%iﬁﬁzéﬁﬁ, HFFEES Tivoli Storage Manager #1Ti#15, FEItt, It ARC-Service NEFEEE
]

18R« i > TE* > * MgAEM

2D IMTR >, ARR*>*BiR Y,

. EEEE > X,
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6.
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Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

M * BAREE * FHIFIRS, %% * Tivoli Storage Manager (TSM) *,
F+F * Tivoli Storage Manager State* , IFEHE * Bl * LABALEM TSM HRial4 RS 288 H1THRR,

FHABRT, Tivoli Storage Manager IKSIRE N, XEKE)IMTI REEBM TSM HiE/4IRS /IR
PUE 5 €58

HELTMER:
o * RSS2 IP HEMNE * : IEEATULL ART BRSH TSM HRialfhARSS 2317 IP ol L REHZ . FAIN
IP #1319 127.0.0.1 -
° *BRS5ERImO ¢ ¢ $ERELL ARE RS RIEZEIN TSM HRialffAiRSS 88 LMIROS, BAIAER 1500 6
CFWRB L HEEIRTRIER. EBIRRNTE TSM iEIHIRS 2 MR (arc - user) o

c* AR ¢ IEENAREFTOLRSATFERE TSM RSBHAF R, BARPIRT SISENEIARAR
% (arc-user) KEERF,

° * D L IEERATERE TSM RS BN AEF RS R,

o * EEE . BEERNRIREE StorageGRID RARYARISE BRI TSM FiElHARSS 28 ERE X
EE EEXNBFERANIAEES.
* RIEE L HERE TSM FRElIHARSS 28 L E AT AT REVE IR SRE, AT REENAEMEH
REZUE—IRIE, FARIIBRLVERE (DFED) o

BT EE RN S M TR T S8 MAXNUMMP (R AEHSH) SEMEMER. (E
register Sn ¥, WMRKIGEEMEE, NFEAR MAXNUMMP BIAMER 1, )



Lok, EFERITE TSM ARSS 2889 MaxSessions EENANZEL S5 HIZNAEFRZIEENRIEHIERD
#F, TSM IRs528 LAY MaxSessions ZRIAES 25

° * RAKRRRIEN ¢ | EE AN AREFIEHIBARSS A TSM FialfHARSS 8 T A URITRRIRENERA S
B, EARZHBERT, ESNEATBRRERATFERIEN. IRFEHRZE—MHEHIREIEEHTT
FHNNER, BREE—IFTIIEHNE.

© *RATFHSIEN Y | EEBINARFEFRORSITAE TSM RalffARSS 2# TR IENRAFH L
=G
IHENIZE N 1, BERAIREFERASHERERITRRERIN BILEIREANSRIERAMERIEH
17*4%0

7. R Nt
T3S TSM s/ RIEMLIIET R

SR LU BR B AT m I IERMALZEER! Tivoli Server Manager (TSM) BYY3RT
SHYMHEEE,
FreG 2 /i

* BREAERIIMNEEIESS "S2IFH) Web 'Y

* BEHE "FEIHRNE".

*FIES
BE, AT EE TSM FEEFRSSITFANFHASIEFRSIREN TSM RS EBE BTV ST IXEh28
o —MNEHIRThER D ECLATENE, MERMFIRGISRNELINER, B2, NREN NP SBIRNEREFMET 25
T R U RIERRIETT, WALETERARRRIERRBENSHASIEHHEREM K TSM RS 251EE, X
¥, FrERsSE R UERATIRR, NREA, XERBFPEZSE— M UATEHE.
PSIE

18R« 2> THE* > WRHEH

2. %% ARTE >+, ARR*>*BiF*,

B EBR BB > E ",

4 B BRIOERSIEN * BASE * 2158 * 48R,

289



Overview Alarms Reports

| Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class
Mumber of Sessions
Maximum Retrieve Sessions

Maximum Store Sessions

. W MAEN .

ECE TSM BYYIHIAZSH I+ 2525

sg-mgmiclass
2
2
1

Apply Changes *

SNRYIME T ROEIRE] TSM HRiElIfFARSS 28, NI AT LU IIET KBV IR SEC & 9B

iAo TR TR I T R ERB IR

125,
FeaZ B

s B FERASEREIMREIRSS "ST1F00 Web 5

* BEREB "HEIBENR"
TR

T3EF > XFF > TR > W~
2. R AMTR _>%. ARR*> Y TFEE
3.

EEEE >
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. IRIEFEEMUATIRE:
© FHERES: BAMRRKSIREN:
* B AT RE R TAEREFMERIREFER RN REE,
* B IET R AR AT REFMERN N REELIER ) IEEFE RS

© BHIRZRFHNEME. KRG, ERMESNEAREFEFEAMPSRIFIRIRTS. BTRHARBABERIETFE
RomEiE. SEMAREERARTEEZRNAN, WINEIFEEER.

° Reset Store Failure Count : EEFMEMIEITEER. LIEMAIHEF B ARVF (TFEH0E) Z4Rko
S ER * NAEN .

BXES
"f£ TSM fRS R EI R ENEEAETR"

£ TSM RSB AEI R ENERIHTR

H TSM #iEED TSM iRZ R BB AN RFEEIEAEISE20Y, TSM IREBa3TL58
YIS, ATLUBEE EEh%AE TSM ﬂﬁ%éﬁﬂ%ﬁﬁazﬂnlﬁx o

FFoaZ Al
* B EREREIMRERSS "2 Web I
* BEHE "FEIARNE".

KXFUIAES

£ TSM RSB FILERHARG, |IET /R SURR 2L HE] TSM IRSEBHINKEE. TERLERES
ATSMBRSS 2R EEMN . MREAEXMER, BAER.

MLV RIZFRIPARSS @ TSM BRSB[BAIEAR

AT BALELE ARC-Service ] TSM RSZ2BAXEZAE, EAJLUEIFETIRB * ARC/ * AR, MMEH *
T8 * BN LHREP B EBBITIHLETE TSM ARSS B3I LEIR AT & HE R,

p
TGEfR > 255> TR * > * g
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2. %F D AR >, ARR > FfE,
S FE EE*> X",

Owerview Alamns | Reports I Configuration 'I,

Main Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT

Stora State | Offline |
Archive Store Disabled on Startup C
Reset Store Faillure Count [

4. B IFERS BRI offlineo
5. 1% * BRI B2 A)IRTEME * .
6. R NAEN*,
MR TSM FEFAFIAE, BT RIRENRE
R B TSM FEHRSEZEAEIAE, MELOFRT S TMHA, FENRITRSR,

p

138 * 285> TR * > * RgHih *,

2. @R A”TR _F>*. ARR > BIR

S R EE > X",

4. BRAMRZIEHERN NS RERPTHHH L ZTEHHEE.
S. BERAFHSIEHMENR N0,

()  mREESENRE, NERSRAZHSERENY 0, FROREHRIE

6. Wi * AT .

REIETRIOTILE

EEILECEISET RN RIRE, FRSRENBVIENN, HEEENREKERREDN
BRI

FFoa 2z Al
* B EREREIMGERSS "2 Web I
* BEHE "FEIHRNE".

p
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TR * 328 > TR * > PR«
2. JEER * IRTIR > Y ARC/ IR Y
3

CEECEE > E S
Overview Alarms ) Reports iCanl'inurath:n \
Main Alarms

B_ i} Configuration: ARC (DC1-ARC1-88-165) - Retrieve

Updstad: 20150507 12:24:45 POT

Retreve Stale iDnrma
Reset Request Failure Count |
Reset Verification Failure Count []

Appty Changes I

4. IRIEFREBUATIRE:
c FRERE Y RAMKRSIREN:
* Bl AR R AT AT NI RIS SRR REUE.
* AL RIS SR A A TR R R R,

° %Eiﬁ*?&ﬂﬁi‘l‘%&: PRI EEER BEIBERKM IR, WIRTMATAFER ARRF  (IERKK) &

o BRIGIFRMITE: EHRIEFIEEEN RN REGEMNIOIIR I8, HRIER] BT 5K
ARRV (BRIELRM) ZiR,

5. JEiE * RIAIERL *

RE I TR
EELNIHE T AR B BRI B ARSI ES, RE BB RH SRR
P,
Faazan
* EREREREIMBEIRSE "S2HEY Web HIHEE"
* IBERE "HEIRRNR"
R
TR - 5> TR > Wig#Hh .
2. JAMTR > ARR*>* &l
S EEERE > X",

4. RIEFZ2EBIUATIRE:
o * BENBEHRKITE | ERRTATEENGERIKKAIITH R, WRERTATAR RIRF (NS
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W - KK B

o * EEMIEEHIRMITE ¢ ¢ SR EE RIS HIRMAYIHERE, IHRIFRIA TR RORF  (Hiik
Bl - KK EfRo

o BRANGER L EFRIEIAELHPEUNEURFS B SREPEBANEER, FIESERFREIREEMR
Ko

BRANGERIE. FTUMARCIRSEEREIE. UEEFIZ|StorageGRID ZLHRIEMME. BIX
MEMARFUEFTHRERIZILLARCIRS. It - RS AR,

° ZRAMIAER]: P EEER L EUNEURED R BB A LIS (BFEHTTPRRNARTIER).
FIERSBERERERETIRS.

PRYESEHE. TN REEESIZEILLARCARS LUAEILMARN. {BFEEMARCARS IR RETE
M E#F|StorageGRID RFHFHIEMIE, Lt ARC AR5/ write - only o

. W MAE o

NEFETRIREBENXER
@R9 ARQL 1 ARLRL BIEEI BEXER, AT mEIFET /NSRRGSR
REIERVREM A,

" ARQL : FHMFIHKE. MIITEFE RGPS REIRO TIGHARE (URE LD

* ARRL : FIJIERIER, VLT S MITEEE RGO RN RBBFIRNTINGE (AR NEMD) .

XEBENAERZERNAT I IREFERARNEENERS . GEARC/** R * > HRR*>*FE*, )
MIBEREHIRENEURFIATFRRIERNSIERLERE R,

EMERE, BEIETRINKEELR, UREESORNEMATHKENE, AfF, 7 ARQL 1 ARLRL
BIEEENER, UETHARESITINIRRAER. BEINRA "EEERERRTR)

£ 5% Tivoli Storage Manager

JAIRT RECETNIR(F

&Ry StorageGRID AAZK I T R/IEA—TMIEREE, HEUE, HRITIREME
fi, FEIBLEALIIR,

BN RE. RAZIRIENStorageGRIDASIE X B 2 L FHAEIR(ILM)AN. REIAEHZIFEHFEAL

B, 8IETR, IETREE TSM BRSBOFF MK, TSM TP inEZEET StorageGRID MG REIRERE
AT R L, EMEAET RQETEEIN RBUESEWEINERFREER TSM RSB2E. [IETRAIERN
SKIIERFE TSM [RBHBZMEFNREE, BRASRTHRES, B2, MRHIEERRFEE, IETTRAIU
TE—1ESHME TSM RSB[R Z T EIZN,

FIAIRT RN RBIERTFEI TSM RSS2/, TSM RSB ERAHLERER / RERBEREENREIE. ©
AEXXERBRES, FEHSTIETRBVRERS. UREN, AT REENNKBECAERAEME, HE
AR PIRYIETIRIA1R), FRAEYIAET R E MR

StorageGRID R48Y ILM MM 5 TSM AR5 2L FHE / (RERR Z BB ER, STWRRIIRILET; B
B, ERETIHRHA StorageGRID RGHY, ERILIAHDE— TSM B, WERLFSHRBIE—E
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ZiEE] TSM fr55e8. BERKAENEELDELATERINRER, EAJLUF TSM RS R[EENITHN RIE
BREERENEFELT, NEREFEVAAENIZHRERRE, §l0, MANKEEEDOINR (AR
, TREEABHIEIEES) NAELNAIRESVAEFHE (WRERARBNEERS) RE.

JIRT RAILUSHEIEIAE R TSM ARS5Ea5EA; EAFELT A TSM k3588, TSM IRSSEAIUSEME P in
j:*'ég, BRIRZE TSM RS BHA/NLESRATEAH, TSM BALETES AT R A RBIARSS SRS E DI

AR ZEMNAIET REEANSANE— TSM ikS52E; B2, RELFETRE TSM BRSEEANRENEIES

B, ARNERLESE, S8MIETRAFEE NMERNRBIENRIAEN, ZNAEEZ NI REENS
NE— TSM fRS328. EE—MERT, WFNKREENRIITREIDR, XRPEIFHLELIHE (TSM

ARs328) o

JIET R A ERTSMA D BEFEEIE(HSM)A M

FCERERHE

TIAEE TSM IRSBHAR/NFANEHITEER, NWA—ERERERXMAKE, UES)T
BT REEER,

EfAE TSM IRSSFHIMEH N EHITEER, NEEUTREE:
* BFAETRERNKREEFE TSM RBB[ZAFIREXNR, FLpBFH TSM BEREEHITA/NER, LR
EXNES NI RBFENR5IA.

* IETRERGTAR BN RERS NEHNEMBIB T BFS REVIER. Eit, TieMERmBoT
B, TSM BRSSBFEMIMECE—MEEFMEML, BTHREFMEIET RRFREE

* BAECE TSM RERER, UWEHAETEN - RYE, [IETARZFETOERN TSM REHRE, ERE
RESPFER L TEIULE remin=0 #l rever=0 (XFRRFEZMNTET SR EFRBEEHNFE, HELZER
BO0X) . B2, remin # rever FIXLEAEZ AT IER,

BANHEEMHTEE, WERSERIB AT (B, M haJUSHEME) NXTSTGPOOL )  FEERHL
HRECE NHEEMNEIAN. HEN XM MEANSIEED. #BH it EMICOPYSTGPOOL), BH
BEIET REUERHETH RIZBABIA, 15 TSM IRSEEECES —MawH, ZEF R TAIRT /R IdER
R R4S th,
TRAETRIZE

R EIRER, AR TRILAERIE!T. 7 StorageGRID RIUKEXRIRFE] TSM 314
TRZHE, TITer TSM RS SEILREMNECE, HEEIRT RS TSM ARSS 28817
iS5,

TE/E% TSM fRSB28LUES StorageGRID Z2AHBYIET mEMA, BRIEZFESZE LT IBM X4

* " (IBM i Ktz F REM A EmR) "
* " ( IBM i BRIz FRIESE) "

R TSM AR5 28

EA LRI T RSHBVRIER TSM IRSHREMTE—IE. WRBLEHL TSM RSS2
, 1BHEIR TSM SRRV PATE R R 35,
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() TS TSMIRS BRI,

fcE TSM ARs328
AT BRI IR TSMRE LB AR TSMARSS 28 BY R B35% BR.
MUTRBR S BRI T

* 12 TSM BRS5 88 LR B A EIEE (IREBE)

* IR SIRTF ORI TE X B TSM EIBAAVIIERDR, FHEMT R UER I RS

XEWRNHSE; ENFREATSMXE. AR ERTREERENTEMEEBIRE, WHEARER
FARZERIN—EEE TSM Server XAHHY TSM B IR MBI EFERIIRHE.

REX TSM Wi N7

JIET R ENEEFE L. ERARIEENET, YA EMEFEELISRBERE
i A,

XFIAES

3FF TSM BRS328, fEWAZMTE Tivoli Storage Manager RTE X iz AR F M. EXHMENGE, SIE—
MEBREFHEED AR, NREDN TSM RS VEREE - 768, WAZTEHS A,

W FTETSMARSS 88 ESEMZE NS B, ARA RESIBEHEFE . (EHEERIE—EHEENELD—
IXzhas. EX MBRSSEEEIRE LA MARSS 2R EIRENERAVERIZE, PARNEHBEXIRER, ) RIBFUERIVEHECE
MEHFER, XESBRIFAEEAIRSERTRE. BXFAES, BESM TSM Xid.

UT—AHIRBAREAT IR, HEE, RIENZEER, ENUERARSEMAR. BXEEFMAEEMHA, 1§
&S0 TSM X1,

() e AEREERIRERIIRSS. HERdsmadmc TARITH TR,

p
1. BUEHLH .

define library tapelibrary libtype=scsi
HM tapelibrary @ AMHEEEENEERIRUANINE 1ibtype AIReAEHEEREMS.
2. EX MRS 2RI EERIRE 120

define path servername tapelibrary srctype=server desttype=library device=lib-
devicename

° servername il SMARSS 2RHYA TR

° tapelibrary @i X BIHL T FE R TR

° ]ib-devicename etk RIS E AR
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3. AREETE X IRThERo
define drive tapelibrary drivename
° drivename ;e B NGNS EHI AR
° tapelibrary @IETE X BIHLH FER TR

RIEEREHECE, EHRKTELE—1EZ M IREgE. (B, R TSM RS [/EEE—tF@Ea
A, M EERBEEENR RN, NERERFENSMRAEX —TREES. )

4. E X MBRS5 22 B1ETE X RUIRBhERATRE 120

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname EIREhasVI&EZ A TR

° tapelibrary &€ XBEHEER IR
ERRIMIIN N EE XNENIRERES IR PR drivename M drive-dname BT IRENZR,
S. NIRTHERTE M I& &K,

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName BIRE&ZEHIZFR

° lto miEtETIARSS 2R HVIRRNRR KA

° tapelibrary RIEE X MHEHESZ M

° tapetype esHZEEL; Flglultrium3
6. iFHEHS RINEIERE 2,

checkin libvolume tapelibrary
tapelibrary &€ X BT FE R TR,
7. B XML TFE D,

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool E)AIET REVHHFMEMN R, ERLINHHEEFMENEREAET (RBEZAVMER
TSM BRS3 88 FUHABVEEZNE) o

° DeviceClassName sehbts RIS EIEZT,

° description efFEMNREER . FJLUERETSMIRSE2: EE/R query stgpool a3 ffla0: "
I SRR

° collocate=filespace 18E TSMARS 2N E—XHZEIFHIXRE NE M.
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° XX BU Tz —:
* MR ETHNTHEEERE (MRTIETRER—ER%ENNARER) -
* 53BC4A StorageGRID AAERAMHHEHRE (EHFMHEENBERT) -
8. 7L TSM fRs388 b, QURHAETFEM. 1 TSM IRSBHNEEEHIAH, WA

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool E)AMTI RRVHE AR M, TR UINMEFMEHEREAET (REZBIRMER
TSM FRERRVIEELYTE) o

° description efFEMNREER . AJLUFERETSMIRSE2: EE/R query stgpool a3 a0, "
IR REVMEER TE A

° maximum file size BHIFATFIHA/NNNRERS NS, MAREFEMEE LT, BIUKE

maximum file size E10 GB,

° nextstgpool=SGWSTapePool M FM#EMS|FHNVIETI mE X HFi#E M,

° percent high REMBEMFIGRERNE T EEHMITAIE, BIIKE percent high ZE/0.
DAL B sagdEErs
° percent low REFILTBRNMHEMIE, BIUEE percent low RENOLUBRIERR M,
9. £ TSM BRS58: £, BIB— IS MEESHRBHE D RLHE .

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool B MEZFR,

° volume name BBGFIEENTEEREFEBIMW. /var/local/arc/stage6.dsm). LUEE NEEEHM
AR, UENEREHHT &S,

° size RHABREHIA/N. LIMBAEIL,

fflgn, BOIE—NMEEE, EHEAMNABTER—METE, BERTENEEN 200 GB BFHFA/IMER
&79200, 000,

B2, AJRFEEESIMRIAKNNEES, EN TSM RSS20 U MEEMPNENEE NEIE. fia
» SNREEHEA/NA 250 GB , 1BEIR 25 MRS, S TMENANR10GB (10000) o

TSM RSB =EBRFPAMBEMADECTE, HRFAIEFE—RIEZETM (T 200 GB MEE,
FE=NZH) o
EXIARBEFEMT R

BEBZANETET R R/RFNEIEEX —MER TSM EIEELAVHEREE, AREMR—TTR
LAfE A It 35 SR B

@ W%R Tivoli Storage Manager (TSM) HIET SMEFIRZSEHE, AT SH#HIERRER)
WAE. RIRBEE TSM IRSEE, UEARTRNEFHAR S / BiEKk AT H,
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ETSM IREZ#B EAMTRUERFIET S (IEFIUETR) B, HIEIEIMT Rts<SHIsE
MAXNUMMP S#RIEET ol TFENRENESRNE, ERRNHEEEE T oS INT ST IX
sheskVEhE, ATSMBRSS 28 EAIMAXNUMMPIEERV B E MM ZE /D5 R T S R*ARC>* B>l &*>*
F>BAEFESIEHISENEER, EEEN0H1. AANANT AR T REFERIE.

79 TSM BRE 231K E R MaxSessions EATFIEHIFFE R R imN EERF A [E TSM IRZBFHTANRARIEH. &
TSM _E35ERY MaxSessions EA4AE /D SEMEEIRSZP A AT RISEN *ARC* > *Bif*>*EEE *>* F
* > EW - NEAR, IETRSRNAS M EEARZE—IRIE, HBIIMIELE (<5) M8k

PECA)AIRET S TSMT SEAEEXIHFE tsm-domaine o tsm-domain EEERR 2 1T E" 18 5K AUE AR
&, EBEBEANBNEH. FHi5)IR4BIR&E AStorageGRIDR I TESEM (SGWSDiskPool) o

(D) EoRERERURERE TSM RS, 3R dsmade TARAISEMER,

B H BRI ERES

i@f‘\?ﬁﬁUE—ﬁ\iﬁ%Eﬁ, PARRHEEUE, UEE TSM iRSSFURFMNITIET R RIXRIE
Eo

pA
1. BRI SRR,

copy domain standard tsm-domain
2. MR ERMBEEEE. BRAUTREZ—:
define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default EEPENFINEES,
3. BIE— P EIARBIMENHNFE L, E—1TFRA:

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default B)IETRAEIAEIER, AIE retinit, retmin, M retver EEFUILETLUR BRI T =
R fERNERETH

@ B/ E retinit to retinit=create, IE{FIRE ... retinit=create FHIEYARSTI Al
BRNA. BAREESEATMTSMIRSSEFHIBRRS.

4. BEBEEDERARIAE,
assign defmgmtclass tsm-domain standard default
S. RBIERBRERIGE FER.

activate policyset tsm-domain standard
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ZB&EE Nactivatean LB IIBY" TE I BIAA "E S,
6. EM— TR TSM ARS8 LIRBERHRES. £ TSM RSB L, WA (E—1TL)

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

arc-user #l arc-password ST R EEXHNEFIHT R A MFAERLHERE, #FH MAXNUMMP B9{EI&
BRANIET AEESIETRE I EIRTIZR =2,

@ %%ti}\‘r%?ﬁ"l:, AMTRIEB— T EFFARFAAERNNVEERF ID, AALKTTREXE

5 EET# %) StorageGRID

EaI LU KREEIETE StorageGRID £4t, [EIBY{#EF StorageGRID RGHITH %
=

TR R ELIETZ EIStorageGRID 48, BEAAIER. SERARHIEIBNERER, BAEER

TEBRFEASE, BERATHRIENMGRE, BEREFAEHEBRENER TR BE
StorageGRID R4/, FHHf{R StorageGRID RFiRENS IEH M IETIEAIEIE,

ffai\ StorageGRID RZMBE
ERKEHIETIEE] StorageGRID R 2 Hi, iBHfiiA StorageGRID A4 A BV BTHREMBIHMER S,

gNRStorageGRID ARG B E—NMIETIR. HEHERFIBWNRNBIARFEELFEGINET). IFHERIIET
RETFERE RBHNAERBATTHN BT HES,

ARENMLIREDR, BEEHTUVIBHIXNKRIVBIEEREX Y, HItEAMENHEESE, BXEE StorageGRID
AGMERENFAER, BB "EEEFMET 2" UKAYIRER "iEiEStorageGRID",

HE EEZEERY ILM 5RE

StorageGRID A48 ILM SRESAIHE UZRVRIALR, BIATFAEZIRIE IR XERIAEIRER 8, ILM SRBSH
—4H ILM FMARRY, XEERLN TR 0fAIThase s SR AR A0 el i 4 BY (B] B HERS B IR SR &R

RIEIBHIENER AN USEBHIENER, ErRIEFEANIBIIEIEE XS B ERFFIERRY ILM R
[ERME— ILM RN, B30, 3NRABEHIEEENEZMNERS TR T ESHEERENERRE, WERTESE
TEARLRBFME_ LT R HREI R TR EREIZN,

NRAI UM —X 3 BB HIENET B B RERTFHONREIE, WA UEET BT e SERAN,

ﬁlijl%‘&"ﬁluﬁﬁﬁ TOHIER 2 — A K R, WA LERLLFRAE X (ERTEIBZHIEN ILM £
s

EFREIE TS 2 A1, EHRE T ## StorageGRID RERY ILM RES R HINAIN A FEBHEEE, HEEX ILM
SRBSHT 7 BogHHIT TR, EEW EA ILM BEXR
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@ NRARIEMBIEE ILM RESLZEIRE , ARSI AMERNMIEERR. EHUE ILM REEZH)
, IBFAERMNZRBEPIMEBFIA L, UARIZ R IMET,
&R R IFRVRZIN

StorageGRID 2GS AN REFMENONRIEMSEIRE, HEITESIBRNRIIEMTHRENTREIAZHT
BRMIERP, PIEHEERR.

BR. BIERAIEEFRRBFAEEIETIS. WEREMAERFIRE. HEETRKERT. #%
£StorageGRID &4k & FEIY 2R E In FRAIXFL

TR ASHIESLRAT RN H, & StorageGRID RAHFTER, ©REFEMCEXNRIIERL R
ERIE, XA TIE BRI HRIOFENILRIBER, IBRTULERR BREMIEERR, Fl40,
HEETREOREN, ATHEFANMTENAERSMEARHAIUNEFET RETRERR , EEERIEM
B ZE1ER, MmmEREA.

INRAHILAEE, WAL StorageGRID R THITHIZMRIEF LA, LSRR BIENTHETS
TURo

HTHRR AP ENFAE RIS, LR StorageGRID R TBHRIR EMMITIT, THEUE
B, IRHEHANNRIFFERFIHN. ARG, 5 EStorageGRID ARG LIHERAZEIEMEIEE,

TR ST SRR

WIRIER BT i BUEE, URREFRINEIRRYEE ILM RS EHRE.
HRIBIETS

BEREZOIETTHELESHRE. KFEEIBREIAR L, ARURRGERRBIRREME,

YNREIRE. BDIEEIIEMEIT N EIEEE. B2, NRTEEEFENHRAAT, RBELRYEITEXRE
MHAHBIHZRERREUE], AU EMBREIR(E,

BIEEIEE
EERFIE T ERUEE S R A i BV B 1 R P AR A IR)

R EEREBRXRFBFURED LRRIERBEIEN, WAJULESG TRIIRBNSIHE SR SENREIER, 7
RIEFE XL RE,
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A ges Description
FF LM THMER N REE 108 * 285> TR > * [gHi* o
2. %$E*; deployment * > * iR *>* FE*,
3. 12 "ILM Activity" 539, HITAUTEMEETHNREE:
o *IETEFT - 28 (XQUZ) * @ FF ILM IHMER R SH.
o *IFEEHRF-BFR (XQZ) * . FHEEIRFIRRE (s
AN) BT ILM IR RS2

4. MRAEPT—EUHETHFRHKEET 100, 000 1, BEREHIITR
RENER, LUR StorageGRID R4 LRI EH,

BN IERGNEERE YO ILM RERF ETRHMIBNRISREFE B EFMERSE MENa
), FREEMAEFERASANTE, URREIVHEAGTRENE
==

* TR > *ARC/ * FiE . WIRMATHM * FEKE (ARVF) * BHRER, NBERFEEFEER
SAREEREIRE, NEBRNIEFEARHBRIRL TREEMR-,
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PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERIAR U TP MR R AERRRILIR:

AR NetApp 12 RIF 1M, FEEMPAREIETER, SFERNRTEREULHIERZBIERMERN
FRREIER, BIEARABERSIE. EEABERT, NTFRERARAMUERSIVERIEAERE. BiZ
M BN, 1%, ETMSERERL (BEEFRTHIEABMEMRS; £H. HEFES EHRL
; EWSHE) , BEREWAUREFEHFRERL, BEHTEE. mRIERENITH (BERZHE
fth179) , NetApp HARFAIETE, BMEERENEFE LRIRRBIATIEEM,

NetApp (REEARFITEMBIE S FHERS M A S FTARY R~ it T ECXBUAF). FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR = i~ ERERRESNX S, FRNMER~mARTIRE
NetApp BYERIZFIN. BIRNEEREMAIRFRIFA,

AFRPRANTMAIEER IS ZTEE T, SNEZTFHIEFERBRIZ BRI,

BRANFIREE: B ER. S5 ATFANISS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) FEARBIENF] — IEFWA"EFE (b)(3) FMEBIRBIFZHIILIR,

PSS HIES A =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBFMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFrBERaEL, WAREHEFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRSZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, EEBRXERIFENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].
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