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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determinas the metadata space available in
the grid
~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB L
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1#H, StorageGRID fABImm B EZBRILLIEKE API hRZs,

(Bl R API &K

MIEEIE API fFF Swagger FHR APl &, Swagger I#ff 7T — 1 EWMMAFR RE, FHRKARHMIEFLZAGE
{85 F API 7 StorageGRID H#117 LA 121E,

(37ay

Swagger AP RERME T8 APHEERSTTEIF (S SR,
Freazal

* BREREREIMNREIERS "2 Web %EE5"

* BERE "REIHER"

@ £F API SR TTHRITRVES API 12X N SERSR(E, EER, FEHIRMEIZE, EMMPRE
B RS E R,

g
1. MGrid Managertrfl, ERFENEFR, FAEEFE*API documents®,

FabricPool and S3 setup wizard

Documentation center

AP| documentation

What's new

About

2. BERATH APl Hi1TI2(E, 57 StorageGRID BIE AP| T Liki% * HELTH API XX *,
THAPIIIEEHN, BWABITEH. StorageGRID FAFIHR IR RBERILIEKRE APl ARZS,

3. IR RAVIRIE,
R API #21E8Y, ERILAERIPTAMN HTTP #2E, #4130 GET, PUT, UPDATE #l DELETE,

4. FEF HTTP RFREFIEKIFMAES, SiFHa URL , FAMNEHALESHITIR, ERESCRE (R
FE) UKEIBERIMERL
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .




MR EIE APl $21F
WIS EIE API 3G 0] IR (ELALREI LA TER D .

() wsEREaAE AP AR

* WP BT EEFMEEA KA IRE. SEEIERIKF ML RG ERKP RITFMEERE.
. %’E‘?ﬁi BTF7H YR EREERRL)HREIEXNEEITRRNE B (EE S ERN T RERRSHRE)BiE

alertsFEIRR: MERRIBHIITIRE,
L EIRERE EREMECE R T
C RN RTERAITIRI
CERHE ERBERE
CEIR: TERIITIRE
* audi: FIHHIEHH LA EIIRIE,
* auth: BITRARIESHRIENIRCE,
FUSEIE AP SHAT A LIS HRIEAR. BER. HESHRIEERIISONERIREAA ZME

F3(Bl. POST /api/v3/authorize) o WMREAFEMRINEZHHREIE, MSREI—1MRE2SH, b
WARTE G4 AP i RBVITEARIRME ( "Authorization : bearer token" ) . ShHE7E16/\REEHR,

@ 9NN StorageGRID REBA T ERER, NATHITARNT BHITHHIIE. HS "W
REATERER. NWEAPIRHITEHIIE"

BXRESEMNEIELEMNER. BERN " HLEBLRIERRE"

* client-certificates: FFECER P IRIERIVIRIE, UEFERIMBIEE T AR 20 StorageGRID,

* config: SMIREIEAPIRF mAITARAMRZASAEXBVIRIE, ERI LTI IZAR A SFFRIMAR EIE AP BRI mhi
FNMEZRRA, HERTUEREFRAR API ki,

* *DEactive-Features *: i FEERIREE FFRITIAERVIRE,

* DNS-SERVERS: 7|HMEXEECERIIMEBDNSARSS 25821 Fo
* RenRFEAES: W EFHEISEE S IRNERITHIRIE,
* endpoint-domain-names: 5!t #1588 24 S3im m33 B HIIR 1

* MRS LU MRS ED B ST R o

VR ¥RRBEEERR).

*TERTR TREREMER).

* VRIS TRBFUERR).

* *GRE-NETWORKS: F|HFNFELAGrid Network ListBJ1&1E,

* GRIDE: MIREDEIRIRIE,

* 40 ATEEAMMREIEGREUNMIMNBLDAPIRS 2310 REX S WIS EIE R LARVR(E,
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* BR: BFEEIMNBERUKRFaIED BXERAN P E SRR,

* MILM: BXEBEHRAREIE(LM )RR,

* *in-Progress—Procedures *: Z HaIEEH{THHEIFIER

* license: ATIEMEHFHStorageGRID HFAJIEAYIEE,

* logs: ATWENTHBEXHAVEE

* metrics: XfStorageGRID #5i7AV#R(E, BIEEE B8RSR E M —RITEIRRSEEIEIRE

1, MIREIE API A Prometheus R %IET EENRIREIRER. BX1E Prometheus THHIE R, 15

21 Prometheus i,

@ EEREETT private HEXEAEEH, XTI RERTE StorageGRID FRAZ 1A £
Bk, BABITEH,

* TRFEAGER WTRIFAERRITIZE

* PREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T REMEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)BRSS 23 8Y1R(E,

* R AR RITEIBRITHIRES

* B MERIELRE AR

- MEE: BT THMERGENRE,

* Kig: ATFEENCIEXIENERTE,

* s3-object-lock: MWEFSIMRBITEIRENITIRE

* server-certificates: A TEBMEFGrid ManagerfREZ 23 IUEBHIIE(E,

* SNMP: 3f ZHaISNMPECE T THVR(E.

* storage-7K El: 7Efi&TI s7KEM,

* Traffic Classes: RE ) KHRIEAVIRIE,

* REIEEF RN WAREEF MWK &N THVR(F.

* AP ATEEMNEEGrid Manager AP BYig(E,

WIREIE API ARAsizH
IR EIE AP| (AR AT SR ST P A %Ko
FlEn. iERURLIEEAPIARZ4,

https://hostname or ip address/api/v4/authorize

SNRFAEEVELS BARAERFRE . WAPINEZRAZLZERME, MRIS_are compender_5|BIRA#HITT B
B2, WAPIRURERMA = A EE, FEBENEERNR RSB,

LAUTRBISRER T SNEIARYEFT B CRRISE BT API AR 1T 281,
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AP| HUEECEERY IRhRZ Hhlzs

5IRMRARE 2.1 2.2
5IRRAREE 2.1 3.0

B R L%t StorageGRIDIEEY. (N BBARFIRAENAPI, B2, THKE StorageGRID RISTIHAEARZSES,
AT LLAIE = D— StorageGRID IhAERRASAIIBRR API o

@ BRI BB 2R 1FMRRAS, 155 I Swagger APIX AR EY*config*ER 43 "MAEEIE API" BXIF4(E
B . EEMEAPIEFIRUERRIRAE. ENERMIRhRASAZ1F,

EERRIEREEIUATARIRENEFA:

* MENZAR3k A9 "depression: true"
* JSON MR/IEX & & "depressioned” © true
* NMS.log FERII— M EFANES. Fli0:

Received call to deprecated v2 API at POST "/api/v2/authorize"

T HAThR AT FWLE API ARZs
€M GET /versions REIZLZIFAPIEEMATIRIIAPIER, IiEKAIFSwagger APIXIEEY*config*ER47 -

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3
4

$EEIERM API iRz

(EET LU Fpath BEGEEAPIERE (/api /v4)SATE (Api-Version: 4) o MBFEBHIELXFME, WATLE
BBERZE
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

B EEsuE RIEK05E ( CSRF )

&R LB A CSRF $hR1%3R{ER Cookie IS HI0IE, #EBNBHLE StorageGRID SEIEE
IhRIEKRAE (CSRF) Wi, MEREIESRMEFEESRBIERAILZEINEE; Hib
AP| B P im A LUEREE R E BB A LEINEE,

MNRREHE TR R M EMIESRIIER (FIMFER HTTP REAR) , NALXHERBERAFH cookie &
MREBFRFITRERR =,

StorageGRID FIi@IfEF CSRF <HE#EIBALE CSRF Wi, BAGE, 1¥E Cookie AR MM SR EIRAS T
ERVEBIEXSHHNNE LA,

ESRILINEE. 1BIRE csrfToken BIKE N true BPRIEHAE, FRINMEN falseo
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

R Atrue. MAAGridCsrfToken Cookie=fERAMENEIZE NMWIKEIRSME R AccountCsrfToken
Cookie=fEFRMENEIZEE NS FRIHREIEES,

WNSRTFTE Cookie , MBILUBERARGUKSHIFABIERK (POST, PUT, patch, delete) EBAEIEUATINZ

* o X-Csrf-Token Frk. #RLkBIEIRE NICSRFEhEcookieAI(E,
s WFIESREBEIBIEXHNIFS: AcsrfToken RERIDHIFRIESXEE,

BXHEMRAMFAEE, BESEN APl X,

@ RE T CRFL & CookielYIERIF R IMEAIFHEEFE A JSONIE KR IE X EAENIMRIF RIFEICRFIZE
BYIE K& HISZHE"Contene-Type: application/json"#x3k,

MREATERER, BERA API

MRBRATERER, 1EFR APl (Active Directory )

MREH BEREAEAERER (SS0) "MREREA Active Directory {F/3 SSO et
2, MAT—RFI AP IEKE TR L2, DERE AR EIE APl i E1E
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APl BB SR IUIE <L o

NRBHETEREAER, BERE AP
WNERE(FEF Active Directory {E8 SSO BB IHIERF, MLATFIRBEER,

FFea 2z mi
* [SHEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,
s NREFRFAFPEIE AP, EEEFRFMHKS D,

XFIAES
BRI HIIELHE, ATLUERUTRAIZ—:

* . storagegrid-ssoauth.py PythonfilZs, {iiFStorageGRID ZEXMHBE R (. /rpms 3FRed Hat

Enterprise Linux. ./debs i&BFUbuntugDebian. 1 ./vsphere iE@HBFVMware),
* cURL IEKRVR GBI TIER.

MRPITIRETDE, WESHTIERRIEEREN, ERIESEIUTHIR. A valid

SubjectConfirmation was not found on this Responseo

(D 7l cCURL TIER TR RIPER R &M E S B

WMREFEANRBURLIEE NEHER . WAgESEBEILLTHEIR: Unsupported SAML version.
B
1. R T A RZ — RIS D I0IE SR
° ffM storagegrid-ssoauth.py PythonfilZx, #EH1E 2,
° A curl IFK. HEDSE 3,
2. NREFFMA storagegrid-ssoauth.py A, GHIZAZELEPython iR 2R HITTTHIZS,

HIRTRES, MAUTSHE:

° SSO A%, N ADFS 8% ADFS .

° SSO FF#&

° 224t StorageGRID FY1g]

° StorageGRID Ayttt

° BifnfEFEE APl FFEFIKF ID .

17



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

IR HT StorageGRID ##BINSh, WME, ERJIESHEBTEMIBER, RMUFERFER SSO BIEH
API B9 A=

3. WNREMER curl BXR, BEEAUTERESE
a. FEAERMFNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FiH RN EIBAPI. 1EERO{ENN TENANTACCOUNTID,

b. BIZFIWE R FMNILIEURL, [RIZHEIR EEPOSTIERAIXE] /api/v3/authorize-saml. FMIILRZH
PR E thJSONZRED

WREIERTHEZSE SHIIFURLAIPOSTIER TENANTACCOUNTID, Z5RIEE#E) python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

HERBIRER B4 F—1 URL RIZAE R URL , BFEFEISMNY JSON DR,
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. fRTF SAMLRequest MMMRZAIREY. LABIEELEm<SHER.
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS SREXEIEE FimiaK ID F95EZE URL ,

— MG ERER LN R URL IERER KR,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

tErBR SR P iRIEXK ID -

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. REFEMNFHEFIHER ID .
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RIEHTELXE E—MmNPRR BRI,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



20

AD FS iR[E] 302 EEM, HEMEFHEREMEER o

o

@ WNRA SSO RABAT ZERRSMRIE (MFA) , MERPEAHERECEE-NENE
B HEMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth MR cookies

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EEB%I8E POST H8Y Cookie ¥ GET iR & 1FFIIEEME,

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MNARKEELE AD FS RIEER, MERREEHINMEA, MIMMIESS SAMLResponse FRIEE—ME
LHIFERH,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

. R1E SAMLResponse ERREFE A

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response & StorageGRID &{45%
IELRERVIEK.

BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIMIECT LA A MYTOKEN M FEMIER. A TFRERSSORERAPIEI Ao

MRBRATRERER, 15EH AP

MNEREEEESER (Single Sign-On, SSO) , MHMX—ZRF AP IEXKFITIO)EHR , A EEFHEMIEE
1% API SRFHFP EIE APl , SNREEA Active Directory fE9 SSO B01Rti2RF, MLATREEER
XFIAES
MREFEE, EAIUMALHESEHETUEFHE. LUFHHStorageGRID APl, 3%, &t aILAM StorageGRID fi
REBmUEHE (SLO) , XEEEMH StorageGRID €44,
S

1. BEMBSEZFHIER. 1) cookie "sso=true "{£i£Z|SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EEFE URL -

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. {R775F5 URL .

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERERER T4 AP .

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 8. R FKIRM cookie "sso=true ". MAF
MStorageGRIDHEH. MARFIMSSORZ.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNVIETAFIEEEHE,

HTTP/1.1 204 No Content

MEBRTERER, BFEAAPI (Azure)

NREE "BEEEEABEERESR (SS0O) " Azure /E9 SSO 1R1IHIERAY, &ERILL
FERERANREIRIASRECT WR EIE APl A B1E APl BMH B D IIEShE,

MRBAT Azure R 5%, 155 FE API
WRIEFEA Azure {79 SSO B3R 1HIERE, MLATFiXAEEA
FFHaZ Al
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* [EXEE T StorageGRID AFAREXS AR SSO BFEpHF it FIET,
* MRZIHEEFAEBIE AP, EEREHEFHKF ID,

KXFIAES
ERIBNIDIEhE, A AGER AT R GIRZs

o storagegrid-ssoauth-azure.py Python fizx

o Storagegrid-ssoauth-azure.js *ﬁ,'.ﬁ“.jsﬂfﬂzk

XA BRI F StorageGRIDZZE X ERH (. /rpms ¥ FRed Hat Enterprise Linux. . /debs &H
FUbuntuzkDebian. # ./vsphere EAFVMware),

ERERBCHSAzureMIAPIERL. 155 storagegrid-ssoauth-azure.py B4, Python &S ERER
StorageGRID &AM MER (B IREX SAMLRequest , ARBIREUEINSH) , BFHESIEAR Node.js filZs
5 Azure 2B LIHI1T SSO #21F,

AILUERA—ZR5 APl iEK#1T SSO 1##1E, BXHFMHAEE, puppeteer Node.js IR FIEFR Azure SSO 1%
Ho

WMREFEANRURLEE DEHEAR . WARESEEILLTHEIR: Unsupported SAML version.

T
1. REMBHNKEIXR, WTFR:
a. &% Node.js (3EEM "https://nodejs.org/en/download/") o

b. ZEEFFER Node.js 3R ( puppeteer # jsdom ) :
npm install -g <module>
2. 3% Python BIZs{Ei%44 Python fRRRE8 LUTIT IS,
SRfE, Python BIZ<3E AR AY Node.js FilZs LA1T Azure SSO 32 H,

3. WA, WMAUTSHNE (FEASHEEXLERE) .
° BTFERE Azure B9 SSO EBFHF 4L
° StorageGRID Ak
o Biflafi P EIE API TR KF ID
4. HIERET, WAL, HEWRENEREESR Azure 121 MFA #24%,

c:\Users\user\Document s\ azure_ssorpy  storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain.com

--5E-addres T --tenant -account-id- B

Enter
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https://nodejs.org/en/download/

@ LERIZS{ERE MFA 2R Microsoft Authenticator SERGEY, & R]REFR BB AR A AT - FEL{th 7
LRIMFA (130, BINTESCASH B R ULEIBI D).

AR T StorageGRID #iX<H, IE, ERILGSEATEMIERK, LMFERFER SSO BIER
APl 197530

WMREATERER, AfFEH APl ( PingFederate )

NREE BEEEEHBRHAERER (SSO) "MWRHEA PingFederate fE/9 SSO 1R1t1ZR
, MEAT—ZRT AP IERFI TR A8, LURECH IR EIE AP S EFP BIE API
BB R IUESHE,

MRBRTERERER, BERE AP

MR E(F A PingFederate {E8 SSO B IHIERF, ML TFiXBEER
FIaZ i
* &50EE T StorageGRID AP AMEXEHEF B SSO AR &MER,
* MRBIFOFEFEIE AP, SEEEFAMKS D,

KXTFULES
BRMB ML, AIUERUTRAIZ—

* o storagegrid-ssoauth.py PythonfflZs, {iiFStorageGRID ZEXHBZRH (. /rpms X FRed Hat
Enterprise Linux. ./debs i&FAFUbuntugiDebian. #1 ./vsphere i&FHFVMware),

* cURL 1&KEVR I TIETR

MRPITRELIE, NEHTIFRREREN, ErEIBEILTHEIR: A valid

SubjectConfirmation was not found on this Responseo
(D) mBl cURL THEAF AR BREF MR RSB,
NREFEBNRBURLAERREHER . MEJESEFILLTHIR: Unsupported SAML versiono

3
1 &R T AR Z— RS HIIESRE:
° fff storagegrid-ssoauth.py Pythonfiilds, #E$E 2,
° f£A curl iEXR. BEEFE 3,
2. NREMEMA storagegrid-ssoauth.py HIA, GHIAREBLPythonfBRR S HIBITHIA,

HIRTRES, MAULTSHRE:

° SSO Ak, &AL "pingfederate"BIEfAIZ & (Pingfederate. pingfedateZ),
° SSO F#&
° &% StorageGRID Big, tFEEARAT PingFederate , &A] LUGEH B s NEI{E,
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° StorageGRID AYiik
o Eifa) AP BIE API BIFEF KA ID

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
O T T T O T T 4 *kkEEEEE

EEEEFE T k% E EE 5
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

WM T StorageGRID EIXSHE, WME, BAILUESEBETEMIER, FMUFERMER SSO KFEH
API 95

3. MNREMEMA curl IBEXR, BEAUTRIESE .
a. ERRERMBENEE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Fif RN EIBAPI. 1EfER0{EN TENANTACCOUNTID,

b. BIZIWERZEHIQIEURL, [0)@#R 1EEPOSTIER RIXE /api/v3/authorize-saml. FMIERH
PR E tJSONZRED

RAIERT— POST 5K, BF I TENANTACCOBTID 12E%Z S4HI8F URL , ERFEES
python -m json.tool LAMIBR JSON 4F3,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

HERBIBER 24 F—1 URL RIZAE R URL , BREFEEISMNY JSON DR,
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R%F ShMLRequest MIARIFIREN. IUBTEELSH S HIER.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHMmNF cookie , HIFMANHITEIE :

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 3 "pf.adapterld” &, HXIMAEZHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href" B (BPRERIAT/) , HWIERRITEER:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g i "act" {E:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. %% Cookie KEIE:



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. R1E SAMLResponse ERREFEE

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFBEREMN sAMLResponse. Bli#StorageGRID/api/saml-response & StorageGRID &{735%
IELRERYIEK,

BT RelayState. BEAHEFKFIDHMREEE R IIMEEIEAPI. BEFEAHO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIE S S F R MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOREN M FHMIER. KT REASSORERAAPIFIS .

MERERTRERESR, BT API

NREBAERER (Single Sign-On, SSO) , MK —FF AP IERHATTREER , 7 aETHMEE
12 API SFHF BIE APl . WIREER PingFederate fE/9 SSO S22, MILATHEAER

KTUAESS
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MRFE. EIUMALRNEEEIUEETE. LUFHStorageGRID APl, 3%, &t BILAIM StorageGRID
itk EmEHE (SLO) , XHREEMH StorageGRID $hé,

P

1. BEREZFHEIEKR. 1B cookie "sso=true "£i2ZEISLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EEFE URL -

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 175 URL o

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 MLz, LEEFERMEREH T AP FH,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiFR StorageGRID A& SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 1. MR FKIEM cookie "sso=true ". MAF
MStorageGRIDAFETH. MASFEMMSSOKTE.
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETEARPIEEEH,

HTTP/1.1 204 No Content

{58 API {ZFIHEE

SR LUIE R MR EIE AP| 52212 StorageGRID R RELETHEE, ERENINEE
REENFEMR AR EHITS ZIIEEEXIES IR,

XFIAES

FRNINEERRAVFEFELEYIR) StorageGRID RAEHRBYFELEINEE, FRAENIEERNILE root P EAE * root
IIRIARER * EIEA TR P BEBERIXIIRERME—TT 7%,

BTRICHENERREE, BEEUTIER

_Company A B—XRIRZRMHERE, @IeEBAF KRB HE StorageGRID AFAMNEHERE, AT HIPHEPXR
HNEE, ARBHFEHERECHATIEREKF, GXITAEERRERABF K

Company A TLXLﬁ.ﬁﬂﬂlﬂ%"éiE API RRYERATIRE R AR KLILUL BT, B2 FRAMNREESETHN &
PRAEFIRZERES * IhEE (UIFDAPI) , A8 AAUBREMEESAF (84 root BRHETES * root iHiRIAY
PR * QHE’J}%F') A REE UE R, 1K RY root B BYZEES

S

1. AR MM ETE APl BY Swagger X1, iBE N "FEHMEEE AP,
2. HE=AEEIRR

3. BZ=HEMRFEF root BIZEINEE, BRI TEIRE APl KIXIEX:

{ "grid": {"changeTenantRootPassword": true} }

BERTRE, FREPIRZHEIESEHEZER, BRPFAATPABE N EXAFRRIDEENE. FAEHE
MFE P IRZIEAIAPIHEREBIG R M. HER"403%1E",

EAEEFRRITIEE

AINMERT, ERILERMRERE AP ENHUEEFEANIIE. B2, MRBHIEEFHAEEFHANTEE, N
FILUER * BUETHRE * ThREE S

@ T E B E*activateFeature*ThaE, WNRE J&Er FHJH:IiJﬁu, IR, BB T EERRE
FREMEFERANINEE. BEXRRERELNINGE, BHMBEAFRARZIF,
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p
1. IFIB AR EIE API B9 Swagger XA,

2. $EZFIhEER o
3. BENHUEPIEINAE, BRI TAIRSIEXRIEE] AP

{ "grid": null }

HIERTERE, BIEECAER root BEITHREFENRIFR B IIREER R E/AUE. TE, " EFEFRES " E1E
NRBERERARET, WRAFAS * RIGEIR * 5 * B REDS * EENR, WEHEER
REZRDRYER] API FEREBIG AL,

LA ERAE all AN, MREMMEEER, MXLERRISEARS,
U PUT RAPBIRISE SN, HI, BEMAEBHAS oot BEDREFHHREBERHIA
() e wRE PUT X

{ "grid": { "alarmAcknowledgment": true } }

1= H% StorageGRID AY3if5ia]
1= HStorageGRID i5ia): 1A

(AT ILE RS S NAARI AP $0 5 A S ERARSRISHIIERT LUK TE) StorageGRID LR
FREILATIRE S, CAARBRARAES (SS0) , AREFBIEBMBENR
R 255D,

=R S E IR SRRV R)

eI LUEE MBS R EXE RS SNAF B P g B A ZA A2 F 7 Sk E 1 BT LAA R WA E IR MR EIE AP

[e}

A "BHEE" BHITIRE "4H" M "users" REFEHR. AR VTR ERPENEIEE REIStorageGRID, 1R
P8 Active Directory , OpenLDAP I Oracle Directory Server , Na] UECE 98 E,

()  wmRBEMEM AP 3 RS, BRREALS.

ERILUBE D EEAERRAES R T UBRITHEES "R &1 4H, fid, EaerE—NMEPAF
BEE ILM RN, ME—NMAFRAFAURITHERES. BRYRAEDBT—NMAF BEhR RS,

THAILUSHEEEN R, RRATRNAR REEEREMEE. M1 EEMREERMEERAPIFHTT
BRI TE IR,

BRERER
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

S50 status @ (® Disabled Sandbox Mode Enabled
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o

@ @ StorageGRID AAFNENEET REIE— SP EE, NS MEETRET
SP EZAIHFERAFA T UREMERINEHTMEET <o

3. 1 * XA TR URL* FRRAEES MEET RRVEX S 7T#HE URL o
BERUTEN:
https://<Federation Service

Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
D>

4 EEREFE
IRBERANCRE * (R F * BHE LERILH.

Save

FRERMAEE, B NAEFE SP &R
REFEER, RETVERAFAEN, LENBTHAVSEANEEA, HiRMH T R,

HEFEE, StorageGRID FLAJLURFFVEER. 1BE, WRTE Single Sign-On T EiEFT * HEEX >, N
Fife StorageGRID FIF#BIE22F SSO . REARMBAR FREE R,

BRUTSREERBSEE (Active Directory ) , TEMBWNATRER (Azure) SECE SP & (
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5
1. NERIERIINEETANERBERITAF, TR U THRHRET SAML TR,
2. RfE, HTFRMEPNEFAEMEET SR, EEUTHE:
a. BRIT R,
b. %% * BLE * > * iAANEHI * > * BERER ¥,
C. THIREFIZT =R SAML TR,
3. # % Azure [P

4. REBPHP BHITIRIE "1 Azure AD FREIE RN ARRE" B8N EET R SAML THIEX 4 £
REIEX WA Azure AN AERFH,

PingFederate
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1. NERIERIINEETSNRERERITAF, BRI UTHHRT SAML TR,

2. R, HFRMERPNERAEMEET SR, EEUTHE:
a. BFRIT R,
b. %% * BLE * > * iAANEHI * > * BERER ¥,
C. THIHREFIZT =AY SAML TR,

3. %% PingFederate -

4. "}y StorageGRID BIE— 1 Z M RSEMERD (SP) EiE'. FRASMEETSN SPEEZID (W

StorageGRID B R ERIE LHRFIR) UNRAZEET R TEHA SAML TTHUE,
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B
1. 7£ StorageGRID £ERERIEY, HEVEEIVEEPRIEEE,

It URL BMETE * XGRS B * FERAPBANEIRERN,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. EERIEEEE, ERI URL EFIHAEGEINEERF, LipRSHiRMIEZFNERITE,

3. BEFIAEALUER SSO B RE StorageGRID , IBER  BRIUTHEZ—, ERFEETEN
RFSIRRRT, AEEFE*BER~

You are not signed in.

C Sign in to this site.

I SG-DC1-ADML j

4. NEHEX S AP 2 ME,
° YR SSO ERMEHRENY), NEEBTR—FAINHEE,

+" Single sign-on authentication and logout test completed successfully.

° YN5R SSO 21FKN, MEET—FHERHES. BERMER , BFFXIEEEH Cookie HEiHo
o BEE FRPRE, WIENRPEMNEET R SSO &K,

Azure JBIE
T
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1. %2 Azure [P RS R E RDIH,
2. e 8F R RERF * o
3. WA AR NERE.
° YR SSO BERFEHIRIEMT), WERET—FMINER.

+ S5ingle sign-on authentication and logout test completed successfully.

° Y05R SSO ##1FKNK, NMZET—FHERHES. BEREER , FFRNEEEH Cookie HEio
4. EEFRSRE, BIEMRPENEET R SSO Ei,

PingFederate
HIR
1. M StorageGRID £ SERIEF, EFENV2IEIVEEFINE—MEE,

—REFEFH A — DR

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party

identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. WS AP,
° YR SSO BERFEHIRIEMT), WERET—FAMINER.

+ Single sign-on authentication and logout test completed successfully.
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3. T —MHEEUGIEMAR RSN EET RAY SSO &

MREEITEEIHHE, BENRSEPIER ©&RE * FH, AREFEERNERE.

BRERER
NI LUfEA SSO BREIBNEETRGE, EAUNEL StorageGRID £4:/EA SSO .
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2. 7£ PowerShell eG54, WAL TS

‘Add-AdfsRelyingParty Trust -Name "<em>Admin_Node_ldentifer</em>" -MetadataURL "<a
href="https://<em>Admin_Node_FQDN</em>/api/saml-metadata™
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° AT aAdmin Node Identifier' F. HMABETRNEHAFRAF. SERERNELETHNTES
tHEl, flw: ~sG-DC1-ADMIl,

° AT Admin_Node_FQDN F. HMAE—EETRNT2REAZ, WELE, EILUSAT R
IP sk, BR, WMREFFULLEN IP ik, EFR, MRILKHSEERN IP IR EER, EBIE
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h. TERRGTRAIE HFRIERIFRETIF, M ThFIRFERE * 7 ID*,
LR * SER Y, AR RE
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2. E1RMET, & RMRESERE
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o
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0. &8 LRSI, K StorageGRID ZFHHIFAE EET REEEKN S EE,

10. ERfE, IR[EF StorageGRID HMHAFIEHEXAEE, UHIAEREER. H2R "EHAVZRNX" XK
B, BE W,

FrptIE RIS EE
NREEFEARSNKHEBLHEERVERIE, WeJUAFaNE.
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1. 7€ Windows Server Manager #, i&ZF* TR *, AREE*ADFS B *,
2. TEIRIET, &8 RIS EE o
3. 1€ Welcome TUE L, %&#% * ABARAN * , REIEE * FiE * o
4. %8R FolMANB X KB AR, AERECT—F
5. SERKBAEERS:
a. FALLEET RHNERET.

ATHER—EE, BEREETRIKRHSIRATY, SHREESNERERNE LERN—. FN
. SG-DC1-ADMl,

b. B b D B AT B E ALE L RN EE

C. EBECEURLIIE L, % EANSAML 2.0 WebSSOMMYAISZ#5+ S i 1E,

d. AEETIRBI SAML ARSI URL
https://Admin Node FQDN/api/saml-response
ERAT "Admin_Node_FQDN T. MANEETRNTEEREESZ. GIHELE, EEILURAT R P
it B2, SIRETELLLTA IP L, FER, WRIKHSEEN IP AL EBTN, SRR EHN
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Admin Node Identifier

iEATF Admin Node Identifier' F. MABETRNKHATAF. SERERNELEETRHNTS
tHE. #FI0: sG-DCl-ADMI,

L BERE, RERHSEEHETNS.
BT 2R IBRToR  4 BRBETB I,
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6. ZE5) Claim Rule @M%, 15k * AAIMN *
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c. JWFEMTENE, #E#F * Active Directory* o
d. fERRSTRAILDAPRE M, N *objectGUID*E{%ERE*User-Principal-Name*,
e. TERRETRAVEEFINERIELRET R, M TFHITIRPIEE * B ID*
&8~ 72l *, AR TRE * .
7. RRBEEBAEELITHEREM.
8. 1£* e *EM R L, RELEH (SLO) MREmS:
a. J&#F * R0 SAML *
b. &% * I A * > * SAML 7 * o
C.IEEBE>CEEM*,
d. 7£ * 515 URL* FE&H, MABATMLEEET RS 0FH (SLO) B URL :

https://Admin Node FQDN/api/saml-logout
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B(BRDKR). B2, FIFIEMEFEIBRINKRAZERCIREFHEIR. EED. AERTEMNEES my-

bucket MMIE1EIMNME2. EREES— 1 ARBE
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my-bucket
Cross-grid replication:
Enabled

Add objects
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Grid 2-Tenant A
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Objects added

Add objects
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* KK EAREEREASFFES. EO— ) MASHIISEH LI
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@ StorageGRID R3Z#F x-amz-replication-status ffeko
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RARRERTF AR N ERBIAHKARE. MERIZIME2HNRANRI A ETsE R A2+ 1A MIZRID#H T
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* SIRMIFFIEREEhRANID. MZISTRARARE MRRIE PR AMPF, ER. StorageGRID A=ERIEEhRZNID
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FizES, L6, BRBFTCSIREN R "ERAENERER" BERAIDIVREMEDREIMIFERTZM
BiMFED ERFRERN R, N AEEhRZAIDBYIEF ﬁ%ﬁﬁxﬁ’]ﬂﬂ'ﬂﬁ%ﬁXi—u.a‘ﬁﬂﬂ'][‘?ﬁ’l‘ﬂ_ & ERPBII R

Source bucket Destination bucket
Replicate delete markers:
Yes
Delete request with | @
version ID No change

Delete request without - Object appearsto be
version ID deleted
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()  E=MEENTHERSSE-C (ERES RENERRTRS BN, BNBEREN,

BN FEDERERABIANE. EERPutBucketEncryptioniE s RHI&E SSEAlgorithm BEIEE N AES256, 1F
BOERRMBERITSE FERRERANEMENR x-amz-server-side-encryption ERF#, 1BSR "X
FE 7 ERITHIIRIE S

85


https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/using-server-side-encryption.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
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FMEANREKRERFITIMNZERNR x-amz-server-side-encryption IBXRIRE, EEN AL E ML
IFRIEI"
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() =roERATatEIEsNR. AR, EHNHKEEREERNEAS BRREANERE(
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ERENAXERRHEITINERS . StorageGRID =R A LT :

1. ff x-amz-server-side-encryption WRFE. WH"INE TR,

2. NRAFEMEARL. BERAEEDERIIANFIGEGIRERLE).

3. MMRKREEFMEDELE. BEAMSEENNEZEWIREEE).

4. NBAREFEMETCEIZRE. B3R REITING,

ERE IR EHIFI RIFITINERES. StorageGRID =% LU TR N X LERL M) :

1. RS EMRERNMNE. BFRIFZXNRERAES-128101%,

2. MR BFEHRAKMZBHFEFAAES-128. HEHABEGEESBENERIANEZIZEIREERE).
3. MNREMFEEDELEMZIGE. EFERERHNMSEENEILEIRBERE).

4. NBREFEMECEILE. B7X B RETINE.

ARz #FPutObjectTaging.fDeleteObjectTaging

BHE7T BMEE H8 59 RPN R ARZiFPutObject Tbaging#lDeleteObject Tbagingrequests.,

IR S3IF iR A& HPutObjectTagingai DeleteObjectTagingRequest. 501 Not Implemented iR[El, JHEH
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BRI NS E HF1CloudMirrorE
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a. & *configuration*>*System*>*Grid Federation,
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d. EEHIBRAPR*
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a. EE A
b. FEAFFA AR MR TIFAE S TIHE,
C. 7R PUARERER AT~ b, MR SEIRH,
d. EEHIBRARPR*

3. BRWIAEERNES, AFiEEF Remove,
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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3. NFAFRYEMIMSH, A,

4. HREFTEERE K

o. WHEME P ZIMUETFA(E B IIH.

6. B e

Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

Em (o

Actions

o Tenant account could not be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal

Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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Global

Certificates

Grid CA Client

external certificate authority.

Load balancer endpoints Tenants Other

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate Custom Jun4th, 2022

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ * Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
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@ *ERE—MHEIR  FIPHNEEERE R ARSERESTESHAT ID . MEEERSHAZA
IUERIE ID £ bycast.log FEHA XILHIRAE L FMES.

SRS 2B XEEE

NREERE "FHEAE AEMETRETEaRSHERZE. NRAEIRS A AVFRE StorageGRID BHES. M
AR R EHIR. BREAXERE, BREAERSSHENRE. UBRARELES FERSBXETER.

HBERBREHR
MREIETRRNRER MR EIR. HARERESTHEEREETERER, ALK "KExR " TTEMEER
BXIEHEIRNEZFMAER,

183




&P ImiRERI

LTSRS A AR T S3 FHED R LWL ERRE B IHRERK. i, MRABEFRSITEN (
RSM) FRS31ZLE, SHEHAEFEENTERSZHEEXRS, S3 FRIHIRFERRK,

BROERSRS, BRITUTEE:
T3 > XF > TH > Wk~
2 EFUER > TFETR > SSMH > ERSS o
AREMNA A MERNEREIR
tIRmRE, FERFSIBERERVEIEZSHRAMALE, REBRABIAR FAITRE, FN, FJgs%
ErIMEREIR, REWT:
* AR EIREERRHETH,
* BIREESBRAETE,
* TEEIEEA,
9N:R StorageGRID BEIF]MEMHEIR, KERFERSIER, BRIKI.
HMWERAAIME, Fla0, MEMFRR, WRERATRERNER.

9N StorageGRID BEIRAIMEMN KRR, NSEMEEERIPHELZEH (SMTT) REEHR. EEEFR
EHIRER, BHRITUTIRE:
10 3%8F * 285> THR * > * SR
2. BRI > TR > SSMF > EHHF Y,
3. ERMHEER LREMH,
EHEHEBMESERFIL /var/local/log/bycast-err.logo
%I SMT EiRNBHPIRENIES B ERFRER .
R BE Y MR UEE ST
BHREETERSE SR BERES,
AP BT BN R T IR SR IC R E At A KW S HIZEA]

N o o &

HPAUEFRRRMEE, NERHITAUERENL.

TEEETERSHER

NRBIRBEIRYREER RIEEEZ FaRSHES, WEFHED R EAITHZEFIRIEEENT), BEFRIEET
BiRSHES. Flan, MREFHT En LHEIR, F StorageGRID TiABMBERRSHITEMIIE, NWATESEK
FE IR

NRTEIRSHBEARTMENFRMAELE. WSENREERPHREAFHLBSMTTREER.

184



PRI BBk ARAIMERE

R KIFIERAVERKEB S BiRim mEWIFKAVESR, StorageGRID B4 AJRESRFIENNFHE D EE S3 IEK,
REEFHRXE BRRRBNEKRIAEN, T2KERS,

ME—BAERIRME, TR S3 IERMITHEIRK, WMREFRWNEIMEEREIE, WA EHNERNER
RERSHNHR. MRMEMIBERFLSIEM, TP S3 #F (FId PUT 3BEXR) &ARKKK.

CloudMirror i53KE A FIRER EI BARIm R IERERIRM, EAXEERFS RIVKIESIERE S TIRREMNEMH
BAIIEK,

FaRSBEREY
BEETARSAIBERRME, BHRITUUTRE:
%j;x * -'+£ *

2. 1%4% site > * FERS *

3. EEEREIREER.

185



DC1 (Site) & X

MNetwork Storage Objects iLM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests
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0.250ps 4
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Request Failure Rate @

Qi0aops
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1. 39 HA RIRH— N —ZF7R.
2. &, WA HA BHEERA .
3. R 4,

[ HA AN

TR
1 &R S MEOLURINEILE HA 48,

ERVINFEMITHITHIF, WEMANERFUE TR,

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q Total interface

MNode = Interface @ = Site @ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected

(D slEVLANEOR, BERRS 5 5%, ERENSTERD,

PERRE R AN
© WIMEMEE—M RO,
° BREN—ITRER—TED,

IR HAARTEETRRS (BEMNREERNEAEESR) B HARE, BOEFEETRENE
Ho

° WNR HA HFATFT S3 5 Swift FFIRHREFHTT HA RIP, FEREET S, MXTRIAME LAED,
c NREFAFEREN R EED, WEET—FEREIR. RASIRER, MRREMRERE, N
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BB R _ERIRET AR RIE T RIEHMBVERSS. B0, EHMXTRIEZNEET RIRSRHEHAR
P. ERF. ENEETRITERITEEET /A LURERNEEFIE,

© IRTFEFZEO. WBERAHEHEEE, TRRTERTESZER.

Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

© MRFEMRONFREHMNXS H—MEEROAR. WETEFZZED.
* NREEEBROGHFHFSIPHILE, WFREEFZED,
2. IR ARG
HE LRI
NRHALE S Z MO, WEILMEB N EEO. MERSHEERB RO, MREROLEKRE. VIPH
WRBEAANESMAREZED. MRZEOLEHRE, VIPHIPKRBEETRANT—ITRSMNELZED, Kit

e

B
1. MR SERIRE 51T U E R OMEASEHED.

FIRFHNE-—MEAREEO, FEOZEDEO, FRIELERE,

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) DC1-ADM1-104-96 eth2 Primary Admin Node

DCZ-ADM1-104-103 eth2 Admin Node

SNR HA AR EX PR ERSEAIARNR, MWAFUEFEEET R EN—MEOFENETE
Mo FLEEPIREREMEEETRRIT.

2. IR ARG
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W IP ik

S8
1. 7 * FW CIDR * FE™, L. CIDR RTIEIETE VIP FW— IPv4 it SERFITAFREE (0-32)

MR BEIS B EMENAL FIE0: 192.16.0.0/226

() e 32 (a1, W VIP ML HRRIERMEHIIER VIP Rk,

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

T L 0 R || PUNOPRE | TR LPO SISURCY o1 WOy NONRE LY (R~
Pvd address followed by a slash and the subnet length (O

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IP address

2. ¢E, MREMS3, Swift, BEEFEFZTFIHEMEMFMIAGRIXLE VIP ik, FHN * X 1P ik *
o MIRHHUEMIRTE VIP FMH,

FR M EER AP EERLLMXIGEER 1P ik,

3. AHALAFRENZEOZE/DIA—VIPH#INE, RZ2EANTIVIPHIE, FREVIPHIIEER AL T VIPF M,
F BFrEVIPHIILERIG /E R iR O LR F &R S

DAEDRME— IPv4 Hilit, EWAILEEEEM IPv4 7 IPv6 Hitik,

oSy

4. HE * QI HA 4B * HksE * 5eal v o

LRI EIZE HAH, EIMERLUERBEERIEM IP toit,
[E5RT B

NRBEAULL HA BBITHETE, 15CIE— M T &8 = LR E ik D A RS G M E R R R RIE S,
BEEN "EEENHTERRER"
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RN EFTRE A 1P ik,
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° JEFE * 121F * > * YRiE HA 4 * A EFAM BRI @A , ANSMERED, TR RINFEI RN
g VIP ik,

4. WNRFEEFRT * RIBEEIL 1P stk -
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C. (ANEWEENTAE UL HALA R O AEA SR OB ERINF.
d. A LASEHTEEN IP ik,
e & RTF*, FAEER TR o

fpR= AT A

TR —RBBF— P HE NS A (HA) 4,

NRHABHEEAH FERIRR. WEEREFZHAL, ERFRHAA. BIFEMERZENE
fal $ 3 T i 28 i = P AR
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2. EREEMFRNE MHABN A H T ERIER T, MRIIE T EA AT e
a. ¥ Z|*configuration*>*Network*>* £ & T & 28 Iif 12,
b. 35 i = 3 B B9 2 A
C. 3ERR * 121E * > * RERSHEERR *,
d. B ERTLMIFRHAL,
e EEREFEEN .
3. NRKRFIBAHTHERER. HEPERPRINESTHALA N NS IRAE,
4. 3%$FE*Actions*>*Remove HA group*,

S. BRILEBHIER * MbR HA A * LUIFRIAZRER,
EERFIE HA BEGHEMIER. SRTAEARE E2ER—MRERIRIIERE.

BN EHTE

AEHFEER S

@] LUGE R o 3 T AL B SR B S3FNSwift & P ImBY B NG R TAE A o
HARMETE?

LE PR T2 MStorageGRID R2FAIREFIOTREIERT. StorageGRID A A H FESEEGNNCEILIE
H, AHTEBIEZNMEETRZESHELEAH. RAREMESRENEEZSE,

StorageGRID A H T RRSFS ZEEFIBEEET RMFIEMNX TR L, FHREHSE 7 BAHTE. exXLEER
IHER, NERKHSEFET REIIFTNREEE,

REPIWAERAIFET RN, S TR ENARTESRRSIMIIET. BINIRE, AHTESRERSS
REZIERBEE CPU R AMESHNEET =

BARIVEA StorageGRID MHTHBMESRTHHE, BETERLERE=HRBTH,
(D)  BxEE, BRALH Nethpp BFRRWSBHE "TR4626 1 StorageGRID =5 HILBAHT
5",
HEEZ DI AHTETR?
{ER—MRBERHE, StorageGRID RHTPIYE M SHHAATHI NES AEAHTHBM/ENT R, £,

—PMHERAREEEHIMMXTR, FERANEE—MEETAN—INXT R, TIEEERANERSI&E. B
TREZETEM(VMBNT R, ERERENAHTET [BE BB, B ENEERZRE,

raRhEH FERRR?

AR maRENX T EANEHE P IRNBEFIE KBRS S 2 F 28RS 09T S AR O F0 R4S
W(HTTPSEHTTP), ik n] LUE X & P im2E B (S3aSwift). 4R LUK 71 Sl BE LEAYFE P 51 3R (RT3,

BoRAHTERIER, FEFEE > WE > AT ERERR WM FabricPool MIS3IREMF. B X!

* "ERERHTE SRR

211


https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf
https://www.netapp.com/pdf.html?item=/media/17068-tr4626pdf.pdf

s {FEAS3IEERS"

* "{FAFabricPool 2 &M &"
- M PEY=E ]
WFERENE—NEE. NETERESNIROIRIAN10433. EERILIEENT 15165535 2 B HERI R fE
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B, MBEXNZNmaERARE—EO. NARATNIHERIEE AR EEI,
AARFHMMBIRSERMNEO, E2R "WEiEOSE",

M DICERFIN

FEARZHERT. BFPHNAZFMStorageGRID ZBHEZN FERERIEZ 2 (Transport Layer Security

. TLS)INZR, ZIFERFRATLSIZEMIE R FiEESStorageGRID « BARENXEM. LHEEEFIFES,
7IStorageGRID £ & F 28k S FEM R NS, NIEFEHTTPS*,

A T EEsin U PR EREI

MNREIFHTTPSHERN A H T E2RIm R IME NN, NHTHREZ SR, EOIRARTERRa. S UE
AT =/ ME AR AER—

* EEZRIEBEN). IEFR T UEAQKESERNERIANAL(CASMLEIEBIANE(CA)ZR. &EME
B ERAAHEENCARSSHFIERREIPFERERE. SEMNIERARRE. HCAZRRIERA UL TFitibie
. XEBTERIHAE,

FEIEAHTERIHR 2. ERSBERENLA T XX 4!
° BREXARSIIEBX Mo
° BEXIRSEIER T ABAXHS.
° (AR BB RIEMAIEBIHAHAIRIIERBRICAEL,
* EREERIER.

* (£ £/5StorageGRID S3MISwiftiEH, EAFE EEHEMUIERNBE XA, A7 8EN T H T HEE
I RIEEEIGIER. HS W "ECE S3 Al Swift APIIES"

REBAE?
BRI, EXIAE S Swifts - ini A2 % A T iain = BUPRE 32 AP,

IERAY*Subject DN*(RI D ¥R #R) 5 B M Bl & & F imN FT2 5% F FStorageGRID H5E2REE R, Fl40:

Subject DN:
/C=Country/ST=State/O=Company, Inc./CN=s3.storagegrid.example.com

RIEFE. IIEFRE ERBRTRERETHH T ERRSHFAAEEET RN XT R E2RESS. Fi0
: *.storagegrid.example.com {FE"@BARFRT adml.storagegrid. example.com
gnl.storagegrid.example.como
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MR R ERASIEIMTERINVIERK, MIEBELTAZTIES— M ERARIFFE "S3n~Ez" EEE
B, SEEEErT2T. Fu:

Alternative Name: DNS:*.s3.storagegrid.example.com

() npEsEmERg. BEE HBESER0ELE,
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IR AN EIR AT
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UMY FARE R Fo A VT IE] e /=

TR LS A MEESERT:
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DC2-SGA-010-096-106-021 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Node information @
Mame DC2-5GA-010-096-106-021
Type: Storage Node
I0: f0890e03-4c72-401f-2€92-245511a38e51
Connection state: o Connected
Storage used: Object data T @
Object metadata 5% @
Software version: 11.6.0 (build 20210915.1941 afce2d3)
|P addresses: 10.96.106.21 - eth0 {Grid Network)
Hide additional IP addresses A

Interface 5 IPaddress =

eth0 (Grid Network) 10.96.106.21

eth0 (Grid Network) fe80::2a0:98ff:fe64:6582

hic2 10.96.106.21

hic4 10.96.106.21

mitc2 169.254.0.1
Alerts

Alert name 2 Severity @ = Time triggered 5 Current values
ILM placement unachievable (£
© major 2 hoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.

BoE VLAN #[

@Tufﬁﬁﬁmﬂﬂ%%mt@LﬁMLmd(WAN)ED FTE HA BNt & T8

in AP EAXERORBSMIEKRE, IR

VLAN ZE[FEEm

ERe, REEMMELE.

* EA LGB VLAN ID A E—MEE T R B EEOREIZ VLAN #0,

* WIS LR R E OB E v 4kiz,

* RIEFEOFLUZMEWLE (eth0) , BRWHMLE (eth2) , WAILAREMWISEN ENBIMIMPLED ()

i ens256 ) o

* WFEAD VLAN #0, BRENGETRER—IREO. flgl. FEERE—MXT R LM MEZOM
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B imML&iEOR{ER—VLANBIARIE O,

* IR VLAN ZEO0RTEET ~RE, HPeESNREESNEAEESAXIRE, BNEREETRE
EgE-Jm S

* SN VLAN #ZO0AF S3 5 Swift EFIFRE, HEFEETRFIMX TR EAEO,
* MRFERNMPLED, BFERNUTARSTHFEAEGEE:

° *VMware (RETSE) *: "VMware : [T SR NF4ksgipaizEO"

° RHEL (RET R 2 Al "CIET REE 4"

° *Ubuntu 8¢ Debian (RFETTRZAN) *: "SIETRECEXH"

° RHEL. UbuntuZ{Debian (L& R/E): "Linux @ [@7T R NIA 48R4 0] "

Bl VLAN %0
FeaZ Al
* ERERE RIS "SZIFH Web 23"
* 1&38E "rootiF AR ,
* BEEMEHEREPAZOFIGEIEEZE VM 3 Linux TE, EHERMZEONZTT.
* BHEERERN VLANBI ID .

KTFUIAES

MEER SR REERRE — N HEZ M PMEOUR—1HZ D VLAN , LIRBETARNBREFHMAF NEF ik
FEERE, 81 VLAN #8d— 1= ID SiiricRinIR. B0, ErIMLEaIsERER VLAN 100 25
FabricPool &, M{#EA VLAN 200 £33 t45N BIEE,

SR AE MR EIEESCIE VLAN 20, UATFEFIHHRE VLAN LAY StorageGRID , I3 VLAN $#ZOA
, EEILIIERE VLAN ID HEE— 1M HE M B R LR (P4) Z0,

HRESF
ps

1%~ BB *>* W& *>* VLAN #0 %,
2. EFE RIS

B VLAN #£OFAER

HIE
1. F8EMLZH VLAN B9 ID o IERI LU 1 B 4094 2 ja|My{Efal{E,

VLAN IDFAEEM—, 0, Falid—NESNEERE[EA VLAN ID 200 , MR —NiGEiE Pimm
=2FHAMERER/N VLAN ID , ErUEENERERRRNRZEOLLIERMA VLAN 0, B2. AEHE
EIDEIFRNVLANIZOREEE— TR EHZR—MEO, NRIEERN ID BEHMER, NaEBR—FKES.

2. H{E, HN VLAN EZONIERIZHER .
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TRIHT MRS NER EFAEEET RMMNX TR BEO. EEMEEeth)EOFEREED. Eit
A=EREFR,

p
1. EF—ME S ERIE VLAN RN RED,

f5en, EEIEERER VLAN EEEMXTAMEET RBEF RS (eth2) O,

Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
S2arc Q,
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 ethD Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Netwaork Primary Admin .
2 interfaces are selected. Previous m

2. kR U
WL E
5B
. EEREHTETEN
© JIRBEEH VLAN ID SUTEHER , SEEETTETRLHY * WA VLAN EAEEE
 MIRBEERRED, HEETATRE * SERED * WEE E—
© IRBEMRRED, EEELIRE o
MR AR
3. %55 9%, BHEOSTN  BABMLA " ELH— AT, FEBEN  MEE0 - REFIY (%
B RMEONA > A ) o

‘w48 VLAN #0

W8 VLAN OB, AJLOHITIA T BRI ER:
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B4 VLAN ID SR alfER

* NSRRI

e, MRETLIEAXREKT R, WATEFEM VLAN ZOPRIFRRZED.

HEARUTEI

* YNERTE HA LAAfEA VLAN 0O, MFTEEXR VLAN ID 6
* YNERAIEOE HA AR ER, MARBEMIBRIZREO,

5140, fRig VLAN 200 ZE#ZIT5 = A B _ERVRIROMNRHAAR I R AEAVLAN 20080, 315 =BfE
Feth2#z 0. MBI LAMIBR T mBAREEABED. BFREMFT RABEANKEN

p

e ECE > W > VLAN B0 ¢

ERERBHVLANEOMNAEIEIE, ARG, TR BE*> " HKiE*,
WEJLAEHT VLAN ID ZiRIEER . ARG, &F ~ e

INSRTE HA LHPfER VLAN , MIFESEEEHT VLAN ID 6

(AT k)i FR A FRAEN 2B LURIN A OB MIBR R EABYE O, AfS, W 4k4r
EEREHHITEMES,
prit il S Ca

fiFs& VLAN 0

TR LARBR— P21 VLAN &0,

SN VLAN O SHAIIETE HA AFER, NEEFEBER. BI5TM HA BHRIER VLAN 20, ARTERH
MIRRo

B REFIREREEATE, BEERITUTEREZ—!

* EMIBRLL VLAN 820270, &M HA ARIN— DAY VLAN #0,
* BIEARMEALL VLAN 2 O89HT HA 4,
* INREMIFREY VLAN 2O SF007ERNEO, 154818 HA . KEMFREY VLAN ZOBEMFTRTIRIEER,

FEMERORILERE, ZARMN HA AFRERIBERO. &&, MRS LR VLAN 0.

p
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CERR CECE > I > VLAN O ¢,

ERERFFRNESMVLANEREONNEFEE, A, 2E3F 81> flkk
7®* 2 WIANERER

%
EEMFRE VLAN ZOMBEMIFR. VLAN EOA L2 ER— MR B INER.



BEIEME D KRS

EERENLERE: #id

AT EEARSSE (QoS) ARSS, ERILIGIEME 7D RRIEHKIR A =R E SR BRI
mE, XEREETREMSEEAE.

TMED LRI AT WX T RBEET A/ StorageGRID f1#HFH28RS LS. EOIRME LK, &
ME B S B T E88 i <o

ULECFLI

BIRENEERBES IS PREMRN, BFRRSUT PSP LREEXMIMERE:

* FEDER
» Subnet

* P
* AHTERIER

StorageGRID ZRIEMNIFI B 74515 5 SRESPERMNILERYRE. SENREEEAMN TEREFRE
X RSN, Kk, ERILUKEMNRICERREE RIE 2 IMFrE R E.

A PR
R LR LA BRI S BL AR E SRBR e

© SPERIBE

© FRER

 ERE

RAIE R AT GBI MRARFANHBES M AHTHBL, NERARER I EREERAE

o

C) TR LI SRR SR IRBIR S RS RIS MERIHEE. B2, StorageGRID A EERIEYPRE!X
MERNHE, REHERE TSN IFRIRRE EHINIBEFHIERER MM,

MNFREHEMEROEERE], BREUCIRERDRRE NS, StorageGRID REERFIFIT—NEE,
Fitt, AR RABHMITRAMKIRELE, HERSBNFEAZITAESREHERFIREIEMAXK
RERLECRES. WTFAEMRGIRE, FTRRBERIER 250 2, WFBIEMLAREERFIFIER,
FEFIRIEREULE] 503 MBRLEERIEHIIER,

EMREESRET, EUEEREERARHIIERIEE S ETE5RE L ETRHEARYRE RS,

fEFRE SLA BURE D3RR

ERAILRED KRR S RERBINBIBERIPESERRLERSRNMN (SLA) , XEDMRRTEXS
2, SERIPMNMENARESR.
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UTFRAERT —1 SLABI=1NRE. ErRILSIRRED KRB LUSEIME D SLA ERIIEEBIT.

RERFIE Capacity BIRRIP AT RS M B s
ke 35 1 PB 17 3 &4 ILM #u 25 K iEXK / # A $$
5 GB/ # (40 Gbps
) i
iRk {%ﬁﬁ% 250 TB 72 2 E4! ILM #0 10 K MEKR A $$
Ik
1.25GB/ # (10
Gbps ) %
3] ARIF100 TB 77fE 2 EH ILM #0 5KiEXR/# SR $

GB/ # (8 Gbps

1
) W

BIEIME ) 2 ERRR

MREBWRITENERE. EJUCIERED LRI, LAILUEFRDE. SERENFRE
. CIDR. faZiF&ssin el REINSRE. SR IRIEFS, HAIFKREEIEK
RN RIEIGE R,
FreaZ Al
* ITBERBERIIMEEIESR T IE Web 128",
* {&IBE "rootifRIALR",
* BRI LACAYE R f B T8tk o
* REREELARRERER,
gl
1IRERE > WNE > MEDK
2. FEFE R
3. NN B IFFR) SR (Alik), AEEE*CONTINUE,

fFan, #ERIRED RRBER TR MERE,

4 EFRMAMNHEEUATIFAGER, NREGIZ— PSRN, EeIZNERREHYEDREE—
PNILECHRM, EHE * 4hER * o

FEE Description
Type ERSHMNERTR LERRERE, RERBEEEMEIR. FHEIRIEN

FEI. CIDR. fAHTFERm=ME
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FEL Description

LEC(E MANSEE R ILER(E.

* FHEDER WA TS M EED BB,
* b7 RIENFARN: AR TFLRE—ADERAFHN—IEHZ N ENRET.

ENFRARNEBCHBIE. E0ERIBMIFLER EEHITNA. ERFH
ZREFERSHEEHITIA, ENRARITASZIFPCRE (Perlz@ A ENIRIZER)
BIENFE,

* cidr: BICIDREFTRZERAN— 1 Z N S5EFMITERIPV4AFI,

* AHTERIER ERERIT, XEREE LE XA TFESRER "I
BHHTERRR"

* P HPECERIBIRIESRID, WRIBERAEEHEERID (Fl. E
Zinie). M ERFRAREMED RBFFERCRAERF

[ EItES INREMLESNIRIE X BEBFMILERE—BRNFEMESRE_FI5 RE, Hk
P REALEEEE T, FHERIIEEEE,

a0, WNREBRUCHKIRN B Fr— M A FaRin a2 MNIFrEinS, 1BEE
EHRM A H T 28R R, ARIEE Inverse Match*,

NFEESITLEFEEVE—MERALESRNVRE, BEISTECIRSMH
BiEK AR R,

S. (RIME)IESZFARMIPRSEI, AREERUTIFMERURIN— IS MRS, LUZHIREN AR RE,

() EMEERRIEMARS) StorageGRID RIS, LUBET RARELE,
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FEL Description

Type %F’ W A F AN AR LS R 2 RVPRGISERL, g0, & ARG B aiERE

AR BE LR ERRIEFIR S H RH RIS MEKRNTFE. B

7&. StorageGRID FEEREIFIPRFIXFMHLE N T, FAREHRN. M
KROFRATH. HR. NREEEAESMERNTE. WREHEKARA
H. BEFRRHTRESMIEZRMET £ IMVERERER M,

FWFHETERS], StorageGRID 2NAS5IZERIRHIRE RITERYERER, i,
WMRERBEN RS — N ARRE, WERAERER SRS, BME
FESAETREHRINEMIRRLARENREM It StorageGRID #ZLA TR
3= hE T Ba PR 1 B " B " TAC :

* IRy 1P sk (/32 $53)

* HYIMNTERE S EL TR

* DERENRIAR

- P

* IR

* E¥EHARY CIDR DLEZIR (3 /32)
* RMECTE

ERTS XE2RRREERTSE B mEEIER(GETHHEAD)ZH S NiEXK (Put. POST
¢ DELETE),

ME IRIBEEEFNRA. WERERRHIANE. Fli0. BN10FHEEMIB/AL. LA
il ’iltti‘)u)”JIEEEE’Jlﬂfﬁméﬁﬂm MiB/Fh

AR RIBERMILE, rTHRARLUE ZH#HEI(FIGIB)s+#H(Fli0GB), &

BERRURE, BFERNREESREG LANAR TR, AREERAFER
IT*s

Unit R NRIERY R (L,
g0, NREFEFNSLARLIE40 Gh/MHEEIRS. BEIRMMNREHHMRG: GET /#13X7940 Gb/Ab. MPut/
POST / DELETE/J40 Gb/#»

6. EIR * hsE |
|ﬂw#*§ RED LRI, FA L—F HRAREHBREZEHRITENR, MEREHEER, EFREF4E

O

WIE. S3HSwiftE FimRERIRIERE 7D XK RRFHITRIE,

e
"EEMEAEIET" IR S RHISCHE T IR E MR,
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IRAEME )RR

B URERE D XK UERE AR nEmA , siBECE, RmIEMIFRIEREEEVEM
FE I 2 PR
Sa ! = ATl
* BREERAERIIMEEIESS "S2IFHY Web 'Y
* 1&38E "rootiHRIAPRE".
iz
1 EREEE > NE > REDL ",

HEBPR BR M E RS TUE. FERTHIHIE R,
2. ERIRMERBTFAEE NERERE. FSN SIRAED LHER" WARS,.

1B rERE

a. EFREREE X N RS IEHE,

b. %$F*Actions*>*Edit*,
FHAEEE

a. EERIEEM,

b. %R HRER A IFE UM Edit &5,

3. WFHMARBENISRE, eIERRIERKEIIRHREHER , AFEECONTINUOD

4. WFARMEEAVPE, eNEFRIIMAN HIREINE AT Type*F*Match Value*, FAF1EE*Continue*s
o WFIRERGI TR, AILUEERRM. FmIEMFRRE, A/Fi%EE*CONTINUOD,

6. EEEMENRE, AEEEREHAE

‘”RJ‘%B%FJHESZEI’JEESUI—J%&T%T?’ ML REIMERFRIERE D KREHITRIE, ERIUEEREBRHLIER
& IETE 3R L FRER R AR 2 R

uﬁ?ﬂlbgﬁ*%%

TR A B EENRED LR, FHRERFRERKEE. EORREERETEACE
KIJ'LZ%%O

FFeaZ mi
s IR ERE IR EIRES "STHEEH) Web %
 {Z3BA "rootif B R".

p
1 E&FRE > > REHNE ",
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IR E R RES RN TIE. HPMERBERFYL,
2. ERBRFRPIFME S NEMFRRE,

1RIERS
a. A ERBE ISV Y E EAE,
b. efE * #24F * > * Wk% o

RIS B M
a. ERERREZ,
b. &R KL R FRZHHI* Remove 1%,

3. Wi B HIN MR,
I SRBEIF AR BRo

EEMEREIEIR
TR LUBEEE"AE S XK TTHPIRENER RIEIENERE,

Friaz Al
* BRERERIIMREESS 21589 Web XI5
* & "rootif IR R EFE F ik P AR

KXTFULES

MNFEAMERED LR, EIUEEHHTERRSHOIER. UAEZREESRIIRGNEFRE, B
R EIER IS M ER D TR IR,

BMfER B AREDKRISERS), BRWEER, HEEFRARMERNERSRTRREESR,

p
1T RE > ML > RENE .

lig:NEER BORRE TIE. RPFFILIE RS,

2. R EERHERIRE D KEIEZ R,
3. 3%&#E*Metrics “IEF,

LB R B E 7 KRB E . XEERE RS EE SRS ILECRY R ERTIEIT.
E EEELUTER.
CIRREER: CERMSHENETARA RN RSB NHRE, WEIRISESEMEIEREIERR

KU G & IE SRR AT IE SCEIR RN SentELIEPRA IE SRR RZAT K LA K2 R AR 61 2 IE X ERHERY
TERAYME R IESCEHEAR N
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@ BRTERE. EERXETHFRERE, HTERERETRAINRIBENR. KFRBRITHTE
AJRES L ERiR SHIERE,

© PRV R WERM T S5 RERLECRIERAE P imEEIFEIR(HTTPRESRES>= 400)RIRBURZ,

° FEIRREFEAE(THIR) . HER RS SRS ICACRI A TR KA T I 45 4R A (8lo

© REEHEERE: WERMESMEMETERLIERNILREILENHERE, BWEINEIEEEBIERA
TERIFK AR B & IE AR A IE SCEIE RN Sent&IEPRE IERAIMMNAT K AR B R 8 & TEX
HHERVIER AR IE SCEHE RN

4 BHRBETIHEE LS. JEEZERERS LREBHED.

S. FEIFIEIRANE F 5 HY* Grafana DDashboard *LUEE R EER . BR7T *Metrics *IEH RN NER.Z
45, BIERIUEERBINFEIER:

° Write Request Rate by object size: 5IttZRERILEHIME/EE/MIPRIFERIVEER, EPNETHE ENEME
TEVHNERE, 2E0ERERIRESWEMAEN. IREFESBRPETIESIER. NSRS
0o

° BIWRA/N D RNREUERER . 5ILERIEILACAGETEHEADIERAVER, BB ENEMLET
BUNER, BFEIEPERNERSWEMNEL. NREFEIRPFEETIEZIER. WaTgESikE0,

6. IE, WATLM * 255 * HHEiFRXLER,
a EELF > TAR*> 185",
b. M* Grafana & 531+ 33 B 77 KEER,
C. MITIEZE L AR S PIRERR,

d FXARETER LATEE—TREEN. ERERTHANBEMEE. CEETERPIH RN
RIzBS{al ER AP BYIEREK

MENERBBEIH ID #HITIFIR. REIDBERENLRK TNE LY H,

7. SHER A E R REIRERIMR UKL FRIRERE,

FiFHEH TLS EZEMZG

StorageGRID 24X IF—AHERNEZRREY, BTFiEEHmESTS ( Transport Layer
Security , TLS) EZIBTFEMBRKEMNFZ@EBIINE RS

ZH5HY TLS ks
StorageGRID 3 #5£M TLS 1.2 # TLS 1.3 EZF AT B K SMaEFE BN RS,
NTHRE—RIIIMNBRGERS, HNERTAISHINIRRESERR TLS Bhdo MEFIRATHFE S3 8L

Swift P imi AfEF P ERANZETIR, ZEEEEMESE, 1 N configuration*>*Security*>*Security
settings, SAEEIEF*TLSHISSH policies*s

@ fEStorageGRID H. FAREMINMRAS. B, BRMBEZNMACE ZEFTLSECEIRD, 1R
ENXLERERRHEERNK, BFEKRER NetApp EF K.
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A, TRMHL HTTP EERRE

YMAIECE HTTP iEZE R RES MM StorageGRID RZHIERE, 1RIE HTTP SEIE2EThiEE
TRTNEE, AELEZIHAEEZ, BESBAARRE,

SR LA TE LA T 2880 HTTP SRR 5
* TN HTTP &%
* SERN HTTP &%
* HEHTTP &EiZ
RIFTWN HTTP EZQ FIT RS E
BMEEFP RN BREFATRERS, SHNFRS HTTP EELTITARS, UATER kN BEFETI T
EENITEEES. RBRANSLERNEREZR, BRERNEN HTTP EEFRIFITARKEREZ 105
¥, StorageGRID AJgE=BaiXARFHIAMNERT 10 288 HTTP &%,
FHRIFTH HTTP EZEEG U TS
* M StorageGRID RZHEXLAINIT HTTP ESHIETEI4E5EE StorageGRID R4 8] LI ITIHHE S HIETE]
R T EMSE, LHIEEI TCP/IP A TLS EiZFr BT &S HE,.

B TERRITHERRIES TCP/IP 8RB ohE ARIRS IR L RRE
* BB SR iR TR S StorageGRID R EIEEAIHIERER

- RENEERITA S KN EEN SIEEREXNISRB NS SFERD L RNE AR R R IEER T,

JESH HTTP EHZRMH

NTEBERIFET RER. MEESHTTPERIFENERE ARK100 . BIEHTTPERIFENIT
ESpch=yilhie

- ERN AR TARSHNEKREENERE A T INEEEFAGEN RS S REZ S IA NI R R R RIVIERF .
HNFEFmSEFEDT SERE. RESENHTTPERZABUTMRE:
* 1£ StorageGRID #4282 & 1 fa & 17,

FEERTERHES, BERMHTEERNTL, HTTP EEAREABREREER. YFFIRNAEFASIE
SHEIBMEY HTTP EZN, RASPITRENAHTE, EXTINESHAERBXNEENERKE,

* AFEF RN AREFE HTTP FS5EMEIABRATAZER LDR ARSS.
* RWFFHRLEIP TR,

FRELEIP IR (N IEF DRI TRY HTTP ERSTE A 2B 5.

NFEFIRS AT ERRSEER, REFTHERISERIEN T RIFREEFIRINEHEFEER. MR
B P ImERR AR ARG NAJseRmE LD thaIEdEl. JEhEREA =B L,
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H& HTTP EERRE

BN {RIFS StorageGRID RL4HZ 1 TCP/IP EZLTFHBURE, LUSEHHTAIE, MMREEE. HITER
MREHREINRT ZMER,.

HAE HTTP EZEBLUTM®E:
* JERSIEIR

FSLAIRESR), MARFFEMESTTM.

StorageGRID AARILIITHITESHIRRREESELE.

FERIRNARFNELZ HTTP &, 3P IHENAREFOINITESN, ErLUEFHIEERSFRL
EBRSNERBEIIER,

TEMEREFIE TR 2R, S StorageGRID AARHIN FHAEZSNERAEFARANEETLE, BEEHLE
BRTFHERR, MERR, FHEZFEN WAN BEBREFRR, AkSSBMARSSIEE LN StorageGRID R4}
M AREFIHEBRRER,

StorageGRID AR EXFEZ N EFIKNAREF. ETHESFIHNBREFFERNRAHRERRN, NFIZ
X—Ro. MIRFFIRNARFESSMIRARLE, 8T RHFERAEES StorageGRID RYEEIERE, NRARINX
LA ZERMEER,. BUTRERT, ErRFEHBHLERNRARE:

* StorageGRID ZZHVRFINE R MRS A UISIFHIH A ESERNRAKRE,

* MRFFIGN AR BT HRARNMES StorageGRID RAHTRE, NAREREREHLEE, Uk
RENESESENEIRTTK.

* S ZEFIRNAREFHE StorageGRID £4i8Y, ERIGEFERRHALIZEE, LUBEREBIRLIRE,
FZEFE NIR(E IR HTTP &EiZith

ERILMER RIRET HTTP EEHHITIRER(F, HEHS TN ERNEFERIERE, BT RIRE HTTP Eit
, IERILAB I T F S5 H T B H,

FRPIENARFALUSIEOREEIMA (ORE) SEFEELSESMAU (BN NWHE. BFIRRNEANESER
BIRH HTTP &, FILERILURREES MR A T REEEAESHHE,

EIEERR RN

HERR AN A R T HEFE R 1 BB Z AR/ OUE R BT SR O R OB RAIARSS RY
AR IERT LUBZERERS BN LU BRIE 2 2 [B]RYFER

AR TR A?

* AR THER T SN RIERAIN REIRBIATR.

* MREIE API AR/ EIE AP| AL A RIAE ZEAHIAER StorageGRID ARS5.

* BEETRMMXT R LR R T ESRIRS ERERAHKIES TP mER. BBN "M TEEESEI
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WEEFRT — N ShEmis, Eirris AEE 7 s
—DC1 —DC2

= -
GridNodes | | o Grid Nodes

—DC3

I

© BEETRMMNXT R ERAH TSRS SFE P IRER I HEIE—BUEF O R ERFrEEETI R
Ko HERR Al A5 A ORI R P Dk /2o

LRI, BUEFROER 1 (DC1) BIMXT KRR iREETIY0 7% E DC1 BIFMHET _F0 DC2 /Y
FiETT =, DC3 ERIMXTIR{X M DC3 ERTFET R RIXE F imiEk,

* ERREAZNEFIRBIATFENIREY, StorageGRID S7EFERE M AR RHVEIE R OME R LEIZR,

EUERBI. INRDC2HEFiHMN BIEFOREIERZEMEEDCIFMDCIFI R, MEMDCIETRIZTR.
JIMDC1ZIDC2MI SRS A A F90. {EF MDCIZIDC2HISERS A4 (25),

A RERRENET, RERENEER, FIWN, ERMERKRAZ 50 thEAERMZ 25 Ef. TRE
T B R,

. HERR PN AR

YREgiER O zE 25 (BRIA) T WAN SERRERZRIEHET Do
UFFR—EuENEE O EIEEER OMUTES LAN EENE—YEERNSE
PEP O R Z (8] X,

EHTHERR A AN

TR AE RO s R Z BB AAS, LAURBRUS R Z BIBYEER.

Fazal
* BB ERERIIME SRS "STIEHH Web 52",
* A "WREINTEE ERR .
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TR

1. 3%&#F*support*>*other *>*Link cost *,

Link Cost

Updated: 2023-02-15 18:08:28 MST
Site Names  (1-30f3) g
Site ID Site Name Actions
10 Data Center 1 7 4
20 Data Center 2 4
30 Data Center 3 7
Show| 50 v |Records Per Page | Refresh |
Link Costs

Link Destination
Link Source 10 20 30 Actions
0 5 % | o)
Apply Changes m

2. 15 * SRR - TEE— AR, SARTE  SERE - THA—IT 07 100 ZAHRAE,
NEFSBIFAER. NEEBRGEERE,
BECEEX, EEE O EE ¢

3. ¥Ei% * RAEH .

&£ AutoSupport

fEF AutoSupport : IR
iBiTAutoSupportIigE. StorageGRIDA] LAFINetAppit Rz & X IBITIRRARES €,

fEFAutoSupportA] LUE ENNRIATEM AR RBIERNEE . RASFIERI LUSIE RANFEER, HEBEHRER
BRENMIFTNRIBUER, HE. EHAIUEEELEE S — M BERAutoSupportf {4,

StorageGRIDE B AT AIAutoSupport:

StorageGRID AutoSupport

k&5 StorageGRID#NA A, B/ %L EEStorageGRIDAY, ZHANER FAFBERS. BRI "B
JAAutoSupportBd &" IR EE,
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#1552 FAStorage GRID AutoSupport, FISEIBSEEBIR LR T—5 8. NS BAEN
(D Autosupport ERETEASEE. MBXAUKE, WIHESHFRERDT, HHERIKEE
FH1E, BIEE AutoSupport A FEARTS.

1’ & EHFAutoSupport
{5 StorageGRIDIZ&F A&, MM "EEMigE _ LiREEFAutoSupport”s

42 Active 1Q ?

Active IQ B—RET=HFHIE, FA NetApp BRENFUIMED AR ES, HFEXPLITE, Tl
;%;?E, MSCIE S B UIRFRIFBEERBE L EZRIFETRA, NRERFSEITINIHRSRARA

MNREBENetApp ZiFih = E{FEHActive IQE ERFIIEE. N24%5/3 FAAutoSupports

"Active IQ Digital Advisor 34"

AutoSupportiXHEHEEMNER
AutoSupportfR a1 B8 & LI XML G 4= B

X4 FEE Description

AutoSupport-history. XML AutoSupportFF 5 S+ AutoSupportA s ig F X5

ttAutoSupportdy Bin+ ik =5

f+ RAPRE+ Rix=R e+

AutoSupportF @i+ FiXURI

LIREEIR+ AutoSupportilE X

8+ £ pkBY{al+ AutoSupport

[E48K/)\+ AutoSupportfZE4s

K+ BUREERT E)(ZFD)

AutoSupport. XML Ta+ BTERAZEIIIIND  AutoSupporti RS . RIEHE XFrAMX.
W+ HTTP/HTTPS BZHFURL $ARZHRFURLANMIE, #iE]FRELL
it AutoSupport FOnDemand AutoSupport ((IRERERAE
OnDemandiR7S+ ZEFAER.
AutoSupport OnDemandfRS
#5URL
AutoSupport OnDemand#£if]
B
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XH#&
gD B XML

gridfic & . XML

GRE-SPEC.XML

grid—Tasks. XML

GRI.JSON

ILMECE . XML

ILMARZS. XML

ILMo XML

FE

FiESDELID

1D

AEBhR A+ (I ERFIECE+ B
BREEME+ SMMEE B
BRS3HRHUTE+ SIHWRIUTE
A&+ —H4AE+ CORSE
BF+ CORSHECE+ L Rifin])
EElEEA+ KRB BB+ &
BECE+ B2 RBH+ B
B+ EBA=ERESG RIGR
B+ BREER EREE+
SwiftiZEXACLE /Z B+ Swiftis
HYACLEZE + Swift Write ACL
Enabled

Swift Write ACL Configuration
FESETICERR+ FiED
EARCECE + i AT HIRCE

BI%ID
BIERF+ B+ &R3|+ RID
RAMR

PAEHISE. [RIEXML

TR+ RSERE+ BIEID
BIE2 ™+ B+ R3|+ RID
KRB

A& +HEIT R+ 3R ki s+ 5t BR +
YFRIIE+Z559+ DNS + NTP +
IR R

[BI%ID
BIEZ#+ B+ &R3|+ KRID
RAMR

TR+ RSEE+ BIEID
B4R+ B+ &R3|+ RID
RAMR

ILMJEEEXML

Description

RMEEFED BRESNEEFAEEMAIHE
Bo FESPREENTHEEFTERS. G/
MMEFED ER—E M,

WMISEEMEEEEXH. E88 X<MEIE
B, TEHIETETE. W CEEEREE
4. SIWRBIE. WRESHE. Bk, B2%H
E. MILMEEE). dfmiDEE XX HF4(E
2. DNSE#R. "NMSZ#"H,

AT EEFERE StorageGRID, & T =AM
EAAE. NTPARSS28IP. DNSHRS28IP. WL
HIMIEGECE X

PIARAESS (HEIP S ARPIRS Mo RIEMIREYTE
ofES. BERLEES. BRMAES. KMES
MTFEESHIFARES.

BUFIEFSH

ILMECERIBIEFIR,

ILMIERRE B X e B8 M RBYILMITEE
KRR W& SEE T

ILMGERNSREES M. BLEH XIERNILMERERAYIF
2. BIENFAERID. AT, Thikss.
MNFD )R, T B EERIAILMEREERY
XML,
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @

F via Proxy server @ |
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‘ tunnel-host l

Port number 0
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My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q
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p
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4. BAGETERFM-NRTHIEER L. ARRE RIFHE,
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Dncaiin Updated: 2021-12-10 13:48:23 MET
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Storage Volume Read-Write Watermark
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1. R ETEENR:
a. MALIT&<: ssh admin@primary Admin Node IP
b. BNRFIHES Passwords . txt X
C. AU Ta<tI#EIroot: su -
d. AP FIERIZERS Passwords. txt X

HUrootAP BMMERGE. RTFFEMEN $ to 4o
2. WA ERRS RSN IEREIETHRERIE. BN ... storagegrid-status
WMREAARS ARIIA"EEEIT"H"BIIE". BARN. ARBHE,

3. REFERLTT. ¥ *o Ctrl+*,
4. BN NFS ECELA#ERF. WA ... config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config

help
exit

5 FMNEZEFEF . add-audit-share
a. BIRREY, MABEREPIRNEZEZIPHIEEEIPHISERE: client IP address
b. HIMRRET, 2 *HA "o

6. MRAFZNEZEFPHIFRIEZER. ERMEMAFPMNIPHILL: add-ip-to-share
a. MNEZHZENRS: audit share number
b. HIUR RS, WANFRE BN EZLZIPHIULSIPHUSERE: client IP address
C. HIIRREY, & * AN * o

LB 27~ NFS ECESERRER

d. WERGRHEEZEENEME N HEZE P
7. (FN) WIEEHECE.

a. MALITFAZ: validate-config

E
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BRI EH BRX RS

b. HIMRTES, & * Ao
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LB 2R NFS BLE S FER.

C. XHINFSEEELAIERF: exit
8. HER DML E MRS AFEZER,
° YN StorageGRID FEEE NS, BEET—F,
° YN StorageGRID BEIFHMILSNWERET =, BREFESAXLHEIZAR:
L AR ERIESNEET S
A BIANLUF®H?: ssh admin@grid node IP
B. M NSPFIHMEE Passwords . txt X
C. WA T <R Eroot: su -
D. SNFFIHAIZRS Passwords . txt X
i. B8 FRTBERASMMIINEET REEEFZHEE,
iil. XIFZERE Shell ERFTREET =0 BN ... exit
9. M#n<$ShellFiEHH: exit
NFS BiZE P ImiGRIBE 1P tib RS BRI HZRILENIR, BIEH NFS BiZE A iR (P iR
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b. NPT HAE Passwords . txt X
C. WA T an < root: su -
d. MAAPFIHAIES Passwords . txt X
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[BEINFSECESLAEF: config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove—-ip-from-share refresh-config
help

exit

. BN ... add-ip-to-share

IR EREEET R EEAN NFS ERHETIR, ERHZEFIHAN: /var/local/log
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HIEREY . WABEZE IR EZEZ P IPHIESERE client IP address

LY, BfRE P R ARINEEZEE R,

- HIMRTRES, RNt
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HRARMEEZHEZFRNE N EREFHRES LRPE,
(AT IIEEVACE . validate-config

IR EH B RXERS.
a. HIFERET, & AN *o
IR £ NFS BCESERRERF

XHFINFSECESLAHTZRF: exit
YR StorageGRID ZEEE MR, BREF—F,

BN, WNR StorageGRID HBEIFHMILANEET R, WALRESEEEBAXLHZHER:

a. IEERILSHNEET S
i BN F®%: ssh admin@grid node IP
i. FAPFIEHIZER Passwords . txt X
iil. 3 NLA T ap<L S lroot: su -
V. SNPFILRIZERS Passwords. txt X
b. B8 PRSP BAGNEETREEHZHEE,



C. XHAIELEShel FREITEEETR: exit
1. MEn<ShellFiEH: exit
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HUrootAP BIERE. RTFFRHEMEN $ to 4o

2. BEINFSECELFA2R. config nfs.rb

| Shares | Clients | Config |
| add-audit-share | add-ip-to-share | validate-config |
| enable-disable-share | remove-ip-from-share | refresh-config |
| | | help |
| | | exit |

3. MERZHEZHMPRIPHILL: remove-ip-from-share
HEBPR BmAkS5 28 EECERBEZHZNRSTIR, BHRHEZEFILHA: /var/local/log
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Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

M * BAREE * FHIFIRS, %% * Tivoli Storage Manager (TSM) *,
F+F * Tivoli Storage Manager State* , IFEHE * Bl * LABALEM TSM HRial4 RS 288 H1THRR,

FHABRT, Tivoli Storage Manager IKSIRE N, XEKE)IMTI REEBM TSM HiE/4IRS /IR
PUE 5 €58

HELTMER:
o * RSS2 IP HEMNE * : IEEATULL ART BRSH TSM HRialfhARSS 2317 IP ol L REHZ . FAIN
IP #1319 127.0.0.1 -
° *BRS5ERImO ¢ ¢ $ERELL ARE RS RIEZEIN TSM HRialffAiRSS 88 LMIROS, BAIAER 1500 6
CFWRB L HEEIRTRIER. EBIRRNTE TSM iEIHIRS 2 MR (arc - user) o

c* AR ¢ IEENAREFTOLRSATFERE TSM RSBHAF R, BARPIRT SISENEIARAR
% (arc-user) KEERF,

° * D L IEERATERE TSM RS BN AEF RS R,

o * EEE . BEERNRIREE StorageGRID RARYARISE BRI TSM FiElHARSS 28 ERE X
EE EEXNBFERANIAEES.
* RIEE L HERE TSM FRElIHARSS 28 L E AT AT REVE IR SRE, AT REENAEMEH
REZUE—IRIE, FARIIBRLVERE (DFED) o

BT EE RN S M TR T S8 MAXNUMMP (R AEHSH) SEMEMER. (E
register Sn ¥, WMRKIGEEMEE, NFEAR MAXNUMMP BIAMER 1, )



Lok, EFERITE TSM ARSS 2889 MaxSessions EENANZEL S5 HIZNAEFRZIEENRIEHIERD
#F, TSM IRs528 LAY MaxSessions ZRIAES 25

° * RAKRRRIEN ¢ | EE AN AREFIEHIBARSS A TSM FialfHARSS 8 T A URITRRIRENERA S
B, EARZHBERT, ESNEATBRRERATFERIEN. IRFEHRZE—MHEHIREIEEHTT
FHNNER, BREE—IFTIIEHNE.

© *RATFHSIEN Y | EEBINARFEFRORSITAE TSM RalffARSS 2# TR IENRAFH L
=G
IHENIZE N 1, BERAIREFERASHERERITRRERIN BILEIREANSRIERAMERIEH
17*4%0

7. R Nt
T3S TSM s/ RIEMLIIET R

SR LU BR B AT m I IERMALZEER! Tivoli Server Manager (TSM) BYY3RT
SHYMHEEE,
FreG 2 /i

* BREAERIIMNEEIESS "S2IFH) Web 'Y

* BEHE "FEIHRNE".

*FIES
BE, AT EE TSM FEEFRSSITFANFHASIEFRSIREN TSM RS EBE BTV ST IXEh28
o —MNEHIRThER D ECLATENE, MERMFIRGISRNELINER, B2, NREN NP SBIRNEREFMET 25
T R U RIERRIETT, WALETERARRRIERRBENSHASIEHHEREM K TSM RS 251EE, X
¥, FrERsSE R UERATIRR, NREA, XERBFPEZSE— M UATEHE.
PSIE

18R« 2> THE* > WRHEH

2. %% ARTE >+, ARR*>*BiF*,

B EBR BB > E ",

4 B BRIOERSIEN * BASE * 2158 * 48R,
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Overview Alarms Reports

| Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class
Mumber of Sessions
Maximum Retrieve Sessions

Maximum Store Sessions

. W MAEN .

ECE TSM BYYIHIAZSH I+ 2525

sg-mgmiclass
2
2
1

Apply Changes *

SNRYIME T ROEIRE] TSM HRiElIfFARSS 28, NI AT LU IIET KBV IR SEC & 9B

iAo TR TR I T R ERB IR

125,
FeaZ B

s B FERASEREIMREIRSS "ST1F00 Web 5

* BEREB "HEIBENR"
TR

T3EF > XFF > TR > W~
2. R AMTR _>%. ARR*> Y TFEE
3.

EEEE >
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. IRIEFEEMUATIRE:
© FHERES: BAMRRKSIREN:
* B AT RE R TAEREFMERIREFER RN REE,
* B IET R AR AT REFMERN N REELIER ) IEEFE RS

© BHIRZRFHNEME. KRG, ERMESNEAREFEFEAMPSRIFIRIRTS. BTRHARBABERIETFE
RomEiE. SEMAREERARTEEZRNAN, WINEIFEEER.

° Reset Store Failure Count : EEFMEMIEITEER. LIEMAIHEF B ARVF (TFEH0E) Z4Rko
S ER * NAEN .

BXES
"f£ TSM fRS R EI R ENEEAETR"

£ TSM RSB AEI R ENERIHTR

H TSM #iEED TSM iRZ R BB AN RFEEIEAEISE20Y, TSM IREBa3TL58
YIS, ATLUBEE EEh%AE TSM ﬂﬁ%éﬁﬂ%ﬁﬁazﬂnlﬁx o

FFoaZ Al
* B EREREIMRERSS "2 Web I
* BEHE "FEIARNE".

KXFUIAES

£ TSM RSB FILERHARG, |IET /R SURR 2L HE] TSM IRSEBHINKEE. TERLERES
ATSMBRSS 2R EEMN . MREAEXMER, BAER.

MLV RIZFRIPARSS @ TSM BRSB[BAIEAR

AT BALELE ARC-Service ] TSM RSZ2BAXEZAE, EAJLUEIFETIRB * ARC/ * AR, MMEH *
T8 * BN LHREP B EBBITIHLETE TSM ARSS B3I LEIR AT & HE R,

p
TGEfR > 255> TR * > * g
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2. %F D AR >, ARR > FfE,
S FE EE*> X",

Owerview Alamns | Reports I Configuration 'I,

Main Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT

Stora State | Offline |
Archive Store Disabled on Startup C
Reset Store Faillure Count [

4. B IFERS BRI offlineo
5. 1% * BRI B2 A)IRTEME * .
6. R NAEN*,
MR TSM FEFAFIAE, BT RIRENRE
R B TSM FEHRSEZEAEIAE, MELOFRT S TMHA, FENRITRSR,

p

138 * 285> TR * > * RgHih *,

2. @R A”TR _F>*. ARR > BIR

S R EE > X",

4. BRAMRZIEHERN NS RERPTHHH L ZTEHHEE.
S. BERAFHSIEHMENR N0,

()  mREESENRE, NERSRAZHSERENY 0, FROREHRIE

6. Wi * AT .

REIETRIOTILE

EEILECEISET RN RIRE, FRSRENBVIENN, HEEENREKERREDN
BRI

FFoa 2z Al
* B EREREIMGERSS "2 Web I
* BEHE "FEIHRNE".

p
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TR * 328 > TR * > PR«
2. JEER * IRTIR > Y ARC/ IR Y
3

CEECEE > E S
Overview Alarms ) Reports iCanl'inurath:n \
Main Alarms

B_ i} Configuration: ARC (DC1-ARC1-88-165) - Retrieve

Updstad: 20150507 12:24:45 POT

Retreve Stale iDnrma
Reset Request Failure Count |
Reset Verification Failure Count []

Appty Changes I

4. IRIEFREBUATIRE:
c FRERE Y RAMKRSIREN:
* Bl AR R AT AT NI RIS SRR REUE.
* AL RIS SR A A TR R R R,

° %Eiﬁ*?&ﬂﬁi‘l‘%&: PRI EEER BEIBERKM IR, WIRTMATAFER ARRF  (IERKK) &

o BRIGIFRMITE: EHRIEFIEEEN RN REGEMNIOIIR I8, HRIER] BT 5K
ARRV (BRIELRM) ZiR,

5. JEiE * RIAIERL *

RE I TR
EELNIHE T AR B BRI B ARSI ES, RE BB RH SRR
P,
Faazan
* EREREREIMBEIRSE "S2HEY Web HIHEE"
* IBERE "HEIRRNR"
R
TR - 5> TR > Wig#Hh .
2. JAMTR > ARR*>* &l
S EEERE > X",

4. RIEFZ2EBIUATIRE:
o * BENBEHRKITE | ERRTATEENGERIKKAIITH R, WRERTATAR RIRF (NS
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W - KK B

o * EEMIEEHIRMITE ¢ ¢ SR EE RIS HIRMAYIHERE, IHRIFRIA TR RORF  (Hiik
Bl - KK EfRo

o BRANGER L EFRIEIAELHPEUNEURFS B SREPEBANEER, FIESERFREIREEMR
Ko

BRANGERIE. FTUMARCIRSEEREIE. UEEFIZ|StorageGRID ZLHRIEMME. BIX
MEMARFUEFTHRERIZILLARCIRS. It - RS AR,

° ZRAMIAER]: P EEER L EUNEURED R BB A LIS (BFEHTTPRRNARTIER).
FIERSBERERERETIRS.

PRYESEHE. TN REEESIZEILLARCARS LUAEILMARN. {BFEEMARCARS IR RETE
M E#F|StorageGRID RFHFHIEMIE, Lt ARC AR5/ write - only o

. W MAE o

NEFETRIREBENXER
@R9 ARQL 1 ARLRL BIEEI BEXER, AT mEIFET /NSRRGSR
REIERVREM A,

" ARQL : FHMFIHKE. MIITEFE RGPS REIRO TIGHARE (URE LD

* ARRL : FIJIERIER, VLT S MITEEE RGO RN RBBFIRNTINGE (AR NEMD) .

XEBENAERZERNAT I IREFERARNEENERS . GEARC/** R * > HRR*>*FE*, )
MIBEREHIRENEURFIATFRRIERNSIERLERE R,

EMERE, BEIETRINKEELR, UREESORNEMATHKENE, AfF, 7 ARQL 1 ARLRL
BIEEENER, UETHARESITINIRRAER. BEINRA "EEERERRTR)

£ 5% Tivoli Storage Manager

JAIRT RECETNIR(F

&Ry StorageGRID AAZK I T R/IEA—TMIEREE, HEUE, HRITIREME
fi, FEIBLEALIIR,

BN RE. RAZIRIENStorageGRIDASIE X B 2 L FHAEIR(ILM)AN. REIAEHZIFEHFEAL

B, 8IETR, IETREE TSM BRSBOFF MK, TSM TP inEZEET StorageGRID MG REIRERE
AT R L, EMEAET RQETEEIN RBUESEWEINERFREER TSM RSB2E. [IETRAIERN
SKIIERFE TSM [RBHBZMEFNREE, BRASRTHRES, B2, MRHIEERRFEE, IETTRAIU
TE—1ESHME TSM RSB[R Z T EIZN,

FIAIRT RN RBIERTFEI TSM RSS2/, TSM RSB ERAHLERER / RERBEREENREIE. ©
AEXXERBRES, FEHSTIETRBVRERS. UREN, AT REENNKBECAERAEME, HE
AR PIRYIETIRIA1R), FRAEYIAET R E MR

StorageGRID R48Y ILM MM 5 TSM AR5 2L FHE / (RERR Z BB ER, STWRRIIRILET; B
B, ERETIHRHA StorageGRID RGHY, ERILIAHDE— TSM B, WERLFSHRBIE—E
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ZiEE] TSM fr55e8. BERKAENEELDELATERINRER, EAJLUF TSM RS R[EENITHN RIE
BREERENEFELT, NEREFEVAAENIZHRERRE, §l0, MANKEEEDOINR (AR
, TREEABHIEIEES) NAELNAIRESVAEFHE (WRERARBNEERS) RE.

JIRT RAILUSHEIEIAE R TSM ARS5Ea5EA; EAFELT A TSM k3588, TSM IRSSEAIUSEME P in
j:*'ég, BRIRZE TSM RS BHA/NLESRATEAH, TSM BALETES AT R A RBIARSS SRS E DI

AR ZEMNAIET REEANSANE— TSM ikS52E; B2, RELFETRE TSM BRSEEANRENEIES

B, ARNERLESE, S8MIETRAFEE NMERNRBIENRIAEN, ZNAEEZ NI REENS
NE— TSM fRS328. EE—MERT, WFNKREENRIITREIDR, XRPEIFHLELIHE (TSM

ARs328) o

JIET R A ERTSMA D BEFEEIE(HSM)A M

FCERERHE

TIAEE TSM IRSBHAR/NFANEHITEER, NWA—ERERERXMAKE, UES)T
BT REEER,

EfAE TSM IRSSFHIMEH N EHITEER, NEEUTREE:
* BFAETRERNKREEFE TSM RBB[ZAFIREXNR, FLpBFH TSM BEREEHITA/NER, LR
EXNES NI RBFENR5IA.

* IETRERGTAR BN RERS NEHNEMBIB T BFS REVIER. Eit, TieMERmBoT
B, TSM BRSSBFEMIMECE—MEEFMEML, BTHREFMEIET RRFREE

* BAECE TSM RERER, UWEHAETEN - RYE, [IETARZFETOERN TSM REHRE, ERE
RESPFER L TEIULE remin=0 #l rever=0 (XFRRFEZMNTET SR EFRBEEHNFE, HELZER
BO0X) . B2, remin # rever FIXLEAEZ AT IER,

BANHEEMHTEE, WERSERIB AT (B, M haJUSHEME) NXTSTGPOOL )  FEERHL
HRECE NHEEMNEIAN. HEN XM MEANSIEED. #BH it EMICOPYSTGPOOL), BH
BEIET REUERHETH RIZBABIA, 15 TSM IRSEEECES —MawH, ZEF R TAIRT /R IdER
R R4S th,
TRAETRIZE

R EIRER, AR TRILAERIE!T. 7 StorageGRID RIUKEXRIRFE] TSM 314
TRZHE, TITer TSM RS SEILREMNECE, HEEIRT RS TSM ARSS 28817
iS5,

TE/E% TSM fRSB28LUES StorageGRID Z2AHBYIET mEMA, BRIEZFESZE LT IBM X4

* " (IBM i Ktz F REM A EmR) "
* " ( IBM i BRIz FRIESE) "

R TSM AR5 28

EA LRI T RSHBVRIER TSM IRSHREMTE—IE. WRBLEHL TSM RSS2
, 1BHEIR TSM SRRV PATE R R 35,
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() TS TSMIRS BRI,

fcE TSM ARs328
AT BRI IR TSMRE LB AR TSMARSS 28 BY R B35% BR.
MUTRBR S BRI T

* 12 TSM BRS5 88 LR B A EIEE (IREBE)

* IR SIRTF ORI TE X B TSM EIBAAVIIERDR, FHEMT R UER I RS

XEWRNHSE; ENFREATSMXE. AR ERTREERENTEMEEBIRE, WHEARER
FARZERIN—EEE TSM Server XAHHY TSM B IR MBI EFERIIRHE.

REX TSM Wi N7

JIET R ENEEFE L. ERARIEENET, YA EMEFEELISRBERE
i A,

XFIAES

3FF TSM BRS328, fEWAZMTE Tivoli Storage Manager RTE X iz AR F M. EXHMENGE, SIE—
MEBREFHEED AR, NREDN TSM RS VEREE - 768, WAZTEHS A,

W FTETSMARSS 88 ESEMZE NS B, ARA RESIBEHEFE . (EHEERIE—EHEENELD—
IXzhas. EX MBRSSEEEIRE LA MARSS 2R EIRENERAVERIZE, PARNEHBEXIRER, ) RIBFUERIVEHECE
MEHFER, XESBRIFAEEAIRSERTRE. BXFAES, BESM TSM Xid.

UT—AHIRBAREAT IR, HEE, RIENZEER, ENUERARSEMAR. BXEEFMAEEMHA, 1§
&S0 TSM X1,

() e AEREERIRERIIRSS. HERdsmadmc TARITH TR,

p
1. BUEHLH .

define library tapelibrary libtype=scsi
HM tapelibrary @ AMHEEEENEERIRUANINE 1ibtype AIReAEHEEREMS.
2. EX MRS 2RI EERIRE 120

define path servername tapelibrary srctype=server desttype=library device=lib-
devicename

° servername il SMARSS 2RHYA TR

° tapelibrary @i X BIHL T FE R TR

° ]ib-devicename etk RIS E AR
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3. AREETE X IRThERo
define drive tapelibrary drivename
° drivename ;e B NGNS EHI AR
° tapelibrary @IETE X BIHLH FER TR

RIEEREHECE, EHRKTELE—1EZ M IREgE. (B, R TSM RS [/EEE—tF@Ea
A, M EERBEEENR RN, NERERFENSMRAEX —TREES. )

4. E X MBRS5 22 B1ETE X RUIRBhERATRE 120

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname EIREhasVI&EZ A TR

° tapelibrary &€ XBEHEER IR
ERRIMIIN N EE XNENIRERES IR PR drivename M drive-dname BT IRENZR,
S. NIRTHERTE M I& &K,

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName BIRE&ZEHIZFR

° lto miEtETIARSS 2R HVIRRNRR KA

° tapelibrary RIEE X MHEHESZ M

° tapetype esHZEEL; Flglultrium3
6. iFHEHS RINEIERE 2,

checkin libvolume tapelibrary
tapelibrary &€ X BT FE R TR,
7. B XML TFE D,

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool E)AIET REVHHFMEMN R, ERLINHHEEFMENEREAET (RBEZAVMER
TSM BRS3 88 FUHABVEEZNE) o

° DeviceClassName sehbts RIS EIEZT,

° description efFEMNREER . FJLUERETSMIRSE2: EE/R query stgpool a3 ffla0: "
I SRR

° collocate=filespace 18E TSMARS 2N E—XHZEIFHIXRE NE M.
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° XX BU Tz —:
* MR ETHNTHEEERE (MRTIETRER—ER%ENNARER) -
* 53BC4A StorageGRID AAERAMHHEHRE (EHFMHEENBERT) -
8. 7L TSM fRs388 b, QURHAETFEM. 1 TSM IRSBHNEEEHIAH, WA

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool E)AMTI RRVHE AR M, TR UINMEFMEHEREAET (REZBIRMER
TSM FRERRVIEELYTE) o

° description efFEMNREER . AJLUFERETSMIRSE2: EE/R query stgpool a3 a0, "
IR REVMEER TE A

° maximum file size BHIFATFIHA/NNNRERS NS, MAREFEMEE LT, BIUKE

maximum file size E10 GB,

° nextstgpool=SGWSTapePool M FM#EMS|FHNVIETI mE X HFi#E M,

° percent high REMBEMFIGRERNE T EEHMITAIE, BIIKE percent high ZE/0.
DAL B sagdEErs
° percent low REFILTBRNMHEMIE, BIUEE percent low RENOLUBRIERR M,
9. £ TSM BRS58: £, BIB— IS MEESHRBHE D RLHE .

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool B MEZFR,

° volume name BBGFIEENTEEREFEBIMW. /var/local/arc/stage6.dsm). LUEE NEEEHM
AR, UENEREHHT &S,

° size RHABREHIA/N. LIMBAEIL,

fflgn, BOIE—NMEEE, EHEAMNABTER—METE, BERTENEEN 200 GB BFHFA/IMER
&79200, 000,

B2, AJRFEEESIMRIAKNNEES, EN TSM RSS20 U MEEMPNENEE NEIE. fia
» SNREEHEA/NA 250 GB , 1BEIR 25 MRS, S TMENANR10GB (10000) o

TSM RSB =EBRFPAMBEMADECTE, HRFAIEFE—RIEZETM (T 200 GB MEE,
FE=NZH) o
EXIARBEFEMT R

BEBZANETET R R/RFNEIEEX —MER TSM EIEELAVHEREE, AREMR—TTR
LAfE A It 35 SR B

@ W%R Tivoli Storage Manager (TSM) HIET SMEFIRZSEHE, AT SH#HIERRER)
WAE. RIRBEE TSM IRSEE, UEARTRNEFHAR S / BiEKk AT H,
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ETSM IREZ#B EAMTRUERFIET S (IEFIUETR) B, HIEIEIMT Rts<SHIsE
MAXNUMMP S#RIEET ol TFENRENESRNE, ERRNHEEEE T oS INT ST IX
sheskVEhE, ATSMBRSS 28 EAIMAXNUMMPIEERV B E MM ZE /D5 R T S R*ARC>* B>l &*>*
F>BAEFESIEHISENEER, EEEN0H1. AANANT AR T REFERIE.

79 TSM BRE 231K E R MaxSessions EATFIEHIFFE R R imN EERF A [E TSM IRZBFHTANRARIEH. &
TSM _E35ERY MaxSessions EA4AE /D SEMEEIRSZP A AT RISEN *ARC* > *Bif*>*EEE *>* F
* > EW - NEAR, IETRSRNAS M EEARZE—IRIE, HBIIMIELE (<5) M8k

PECA)AIRET S TSMT SEAEEXIHFE tsm-domaine o tsm-domain EEERR 2 1T E" 18 5K AUE AR
&, EBEBEANBNEH. FHi5)IR4BIR&E AStorageGRIDR I TESEM (SGWSDiskPool) o

(D) EoRERERURERE TSM RS, 3R dsmade TARAISEMER,

B H BRI ERES

i@f‘\?ﬁﬁUE—ﬁ\iﬁ%Eﬁ, PARRHEEUE, UEE TSM iRSSFURFMNITIET R RIXRIE
Eo

pA
1. BRI SRR,

copy domain standard tsm-domain
2. MR ERMBEEEE. BRAUTREZ—:
define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default EEPENFINEES,
3. BIE— P EIARBIMENHNFE L, E—1TFRA:

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default B)IETRAEIAEIER, AIE retinit, retmin, M retver EEFUILETLUR BRI T =
R fERNERETH

@ B/ E retinit to retinit=create, IE{FIRE ... retinit=create FHIEYARSTI Al
BRNA. BAREESEATMTSMIRSSEFHIBRRS.

4. BEBEEDERARIAE,
assign defmgmtclass tsm-domain standard default
S. RBIERBRERIGE FER.

activate policyset tsm-domain standard
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ZB&EE Nactivatean LB IIBY" TE I BIAA "E S,
6. EM— TR TSM ARS8 LIRBERHRES. £ TSM RSB L, WA (E—1TL)

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

arc-user #l arc-password ST R EEXHNEFIHT R A MFAERLHERE, #FH MAXNUMMP B9{EI&
BRANIET AEESIETRE I EIRTIZR =2,

@ %%ti}\‘r%?ﬁ"l:, AMTRIEB— T EFFARFAAERNNVEERF ID, AALKTTREXE

5 EET# %) StorageGRID

EaI LU KREEIETE StorageGRID £4t, [EIBY{#EF StorageGRID RGHITH %
=

TR R ELIETZ EIStorageGRID 48, BEAAIER. SERARHIEIBNERER, BAEER

TEBRFEASE, BERATHRIENMGRE, BEREFAEHEBRENER TR BE
StorageGRID R4/, FHHf{R StorageGRID RFiRENS IEH M IETIEAIEIE,

ffai\ StorageGRID RZMBE
ERKEHIETIEE] StorageGRID R 2 Hi, iBHfiiA StorageGRID A4 A BV BTHREMBIHMER S,

gNRStorageGRID ARG B E—NMIETIR. HEHERFIBWNRNBIARFEELFEGINET). IFHERIIET
RETFERE RBHNAERBATTHN BT HES,

ARENMLIREDR, BEEHTUVIBHIXNKRIVBIEEREX Y, HItEAMENHEESE, BXEE StorageGRID
AGMERENFAER, BB "EEEFMET 2" UKAYIRER "iEiEStorageGRID",

HE EEZEERY ILM 5RE

StorageGRID A48 ILM SRESAIHE UZRVRIALR, BIATFAEZIRIE IR XERIAEIRER 8, ILM SRBSH
—4H ILM FMARRY, XEERLN TR 0fAIThase s SR AR A0 el i 4 BY (B] B HERS B IR SR &R

RIEIBHIENER AN USEBHIENER, ErRIEFEANIBIIEIEE XS B ERFFIERRY ILM R
[ERME— ILM RN, B30, 3NRABEHIEEENEZMNERS TR T ESHEERENERRE, WERTESE
TEARLRBFME_ LT R HREI R TR EREIZN,

NRAI UM —X 3 BB HIENET B B RERTFHONREIE, WA UEET BT e SERAN,

ﬁlijl%‘&"ﬁluﬁﬁﬁ TOHIER 2 — A K R, WA LERLLFRAE X (ERTEIBZHIEN ILM £
s

EFREIE TS 2 A1, EHRE T ## StorageGRID RERY ILM RES R HINAIN A FEBHEEE, HEEX ILM
SRBSHT 7 BogHHIT TR, EEW EA ILM BEXR
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@ NRARIEMBIEE ILM RESLZEIRE , ARSI AMERNMIEERR. EHUE ILM REEZH)
, IBFAERMNZRBEPIMEBFIA L, UARIZ R IMET,
&R R IFRVRZIN

StorageGRID 2GS AN REFMENONRIEMSEIRE, HEITESIBRNRIIEMTHRENTREIAZHT
BRMIERP, PIEHEERR.

BR. BIERAIEEFRRBFAEEIETIS. WEREMAERFIRE. HEETRKERT. #%
£StorageGRID &4k & FEIY 2R E In FRAIXFL

TR ASHIESLRAT RN H, & StorageGRID RAHFTER, ©REFEMCEXNRIIERL R
ERIE, XA TIE BRI HRIOFENILRIBER, IBRTULERR BREMIEERR, Fl40,
HEETREOREN, ATHEFANMTENAERSMEARHAIUNEFET RETRERR , EEERIEM
B ZE1ER, MmmEREA.

INRAHILAEE, WAL StorageGRID R THITHIZMRIEF LA, LSRR BIENTHETS
TURo

HTHRR AP ENFAE RIS, LR StorageGRID R TBHRIR EMMITIT, THEUE
B, IRHEHANNRIFFERFIHN. ARG, 5 EStorageGRID ARG LIHERAZEIEMEIEE,

TR ST SRR

WIRIER BT i BUEE, URREFRINEIRRYEE ILM RS EHRE.
HRIBIETS

BEREZOIETTHELESHRE. KFEEIBREIAR L, ARURRGERRBIRREME,

YNREIRE. BDIEEIIEMEIT N EIEEE. B2, NRTEEEFENHRAAT, RBELRYEITEXRE
MHAHBIHZRERREUE], AU EMBREIR(E,

BIEEIEE
EERFIE T ERUEE S R A i BV B 1 R P AR A IR)

R EEREBRXRFBFURED LRRIERBEIEN, WAJULESG TRIIRBNSIHE SR SENREIER, 7
RIEFE XL RE,
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A ges Description
FF LM THMER N REE 108 * 285> TR > * [gHi* o
2. %$E*; deployment * > * iR *>* FE*,
3. 12 "ILM Activity" 539, HITAUTEMEETHNREE:
o *IETEFT - 28 (XQUZ) * @ FF ILM IHMER R SH.
o *IFEEHRF-BFR (XQZ) * . FHEEIRFIRRE (s
AN) BT ILM IR RS2

4. MRAEPT—EUHETHFRHKEET 100, 000 1, BEREHIITR
RENER, LUR StorageGRID R4 LRI EH,

BN IERGNEERE YO ILM RERF ETRHMIBNRISREFE B EFMERSE MENa
), FREEMAEFERASANTE, URREIVHEAGTRENE
==

* TR > *ARC/ * FiE . WIRMATHM * FEKE (ARVF) * BHRER, NBERFEEFEER
SAREEREIRE, NEBRNIEFEARHBRIRL TREEMR-,

302



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERIAR U TP MR R AERRRILIR:

AR NetApp 12 RIF 1M, FEEMPAREIETER, SFERNRTEREULHIERZBIERMERN
FRREIER, BIEARABERSIE. EEABERT, NTFRERARAMUERSIVERIEAERE. BiZ
M BN, 1%, ETMSERERL (BEEFRTHIEABMEMRS; £H. HEFES EHRL
; EWSHE) , BEREWAUREFEHFRERL, BEHTEE. mRIERENITH (BERZHE
fth179) , NetApp HARFAIETE, BMEERENEFE LRIRRBIATIEEM,

NetApp (REEARFITEMBIE S FHERS M A S FTARY R~ it T ECXBUAF). FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR = i~ ERERRESNX S, FRNMER~mARTIRE
NetApp BYERIZFIN. BIRNEEREMAIRFRIFA,

AFRPRANTMAIEER IS ZTEE T, SNEZTFHIEFERBRIZ BRI,

BRANFIREE: B ER. S5 ATFANISS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) FEARBIENF] — IEFWA"EFE (b)(3) FMEBIRBIFZHIILIR,

PSS HIES A =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBFMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFrBERaEL, WAREHEFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRSZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, EEBRXERIFENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. IR, EMATFM~RA
il ge = HE BB & BIET.

303


http://www.netapp.com/TM

	管理 StorageGRID : StorageGRID
	目录
	管理 StorageGRID
	管理 StorageGRID ：概述
	关于这些说明
	开始之前

	开始使用Grid Manager
	Web 浏览器要求
	登录到网格管理器
	注销 Grid Manager
	更改密码
	查看 StorageGRID 许可证信息
	更新 StorageGRID 许可证信息
	使用 API

	控制对 StorageGRID 的访问
	控制StorageGRID 访问：概述
	更改配置密码短语
	更改节点控制台密码
	使用身份联合
	管理管理组
	管理组权限
	管理用户
	使用单点登录（ SSO ）

	使用网格联盟
	什么是网格联合？
	什么是帐户克隆？
	什么是跨网格复制？
	请比较跨网格复制和CloudMirror复制
	创建网格联合连接
	管理网格联合连接
	管理网格联盟允许的租户
	对网格联合错误进行故障排除
	确定并重试失败的复制操作

	管理安全性
	管理安全性：概述
	查看 StorageGRID 加密方法
	管理证书
	配置安全设置
	配置密钥管理服务器
	管理代理设置
	控制防火墙

	管理租户
	管理租户：概述
	创建租户帐户
	编辑租户帐户
	更改租户的本地 root 用户的密码
	删除租户帐户
	管理平台服务
	管理租户帐户的 S3 Select

	配置客户端连接
	配置S3和Swift客户端连接：概述
	S3或Swift客户端的安全性
	使用S3设置向导
	管理HA组
	管理负载平衡
	配置S3端点域名
	摘要：客户端连接的 IP 地址和端口

	管理网络和连接
	配置网络设置：概述
	StorageGRID 网络准则
	查看 IP 地址
	配置 VLAN 接口
	管理流量分类策略
	支持传出 TLS 连接的密码
	活动，空闲和并发 HTTP 连接的优势
	管理链路成本

	使用 AutoSupport
	使用AutoSupport ：概述
	配置 AutoSupport
	手动触发AutoSupport软件包
	对AutoSupport软件包进行故障排除
	通过StorageGRID发送E系列AutoSupport软件包

	管理存储节点
	管理存储节点：概述
	使用存储选项
	管理对象元数据存储
	增加元数据预留空间设置
	压缩存储的对象
	存储节点配置设置
	管理完整存储节点

	管理管理节点
	使用多个管理节点
	确定主管理节点
	查看通知状态和队列
	管理节点如何显示已确认的警报（旧系统）
	配置审核客户端访问

	管理归档节点
	通过 S3 API 归档到云
	通过 TSM 中间件归档到磁带
	配置归档节点检索设置
	配置归档节点复制
	为归档节点设置自定义警报
	集成 Tivoli Storage Manager

	将数据迁移到 StorageGRID
	确认 StorageGRID 系统的容量
	确定已迁移数据的 ILM 策略
	评估迁移对操作的影响
	计划和监控数据迁移



